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1.1 API —&

s API % AYYR URL Bl
. A \\J =
& | Jn—7
| = TOEAN—DY POST https://auth—apijp—east—1.paas.cloud.global fujitsu.com/ | APl EESERADF—o> D EY
e g API1/paas/auth/token B#1715,
oo https://kb—apiportal.paas.cloud.global fujitsu.com/APl/v L
2 a—H—Em POST _ FAEOTFRBHERETS.
1/api/users
5 e PUT https://k5—apiportal.paas.cloud.global fujitsu.com/APl/v ﬂ%@%’iﬁcﬁjf;ﬂ BEDE
1/api/users RDOEHEITS,
s | FREgE :LT'U’—KZ ) PUT https://kb—apiportal.paas.cloud.global fujitsu.com/APl/v ;@{aﬁ%‘a;z}f{m%o)/ix
—KZEH 1/api/userspassword D—RZEEE1T5,
o https://k5—apiportal.paas.cloud.global.fujitsu.com/APl/v " e
5 a1—H—HIkR DELETE ) " N FAEOHIREIT.
1/api/users/?login_id={ 1 —H—%}
6 a—H—8RiA bUT https://k5-apiportal.paas.cloud.global fujitsu.com/APl/v | 2 EB LUV FIEEDE
HIEEREH 1/api/usersauthenticationmethod SEAKEEET D,

ZAPIOXFa—KIXIUTF-8]T9,




1.2 O— )L AR IEIERRIZDULNT
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1—Y—%8 A @) @) A @) @) X X
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d—H—HIkR X O X X O X X X
A—— R AR EREH @) x @) X X @) x X

O:mfe  x:Ad A:fIRFHETHEE (FRA—Y—ZEFIDHRAESE)
APl & &Iz ETAHFRI SN TWWAA— )LEZ L TFIZERBALET,
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2.1 VOTRAMMYS &R

SHEE APl A wA —

1BE AyH—% 7B Ny —{E

1 Content—Type @) application/json

2 X-FCX-Client—Cert | ;ISR A—H—1ERICHOITATUNIRE
XIEEBAZE+/ SR T —REREEI DIFE DA WA

2.2 To—IFH

APl ETIS—DEE. TS5—IERIIL AR ADRT4—ITREANENE T,

i) Z2EE -
= G| EHE4A i) = EH
1 errorLevel string 1.1 I>—LAN)L
2 framework object 1.1 IL—LD—9FTozHk
3 LsystemErrorCode string 1.1 RATFLIS—a—FK
JSON - - - N

4 [Body] business object 1.1 (%A Tk

o :
5 v LpusinessErrorInfo string 1.1 I5—Ayt—
6 FresponseErrorCode string 1.1 HEIS——K
7 LembeddedString string array 1.1 B AHTEIR

Yo7
{

”

“errorLevel”: “888”,
“framework”: {

oo

“systemErrorCode”:
1
“business”: {
“businessErrorinfo”: “Cannot create token from the specified user information.”,
“responseErrorCode”: "RCM301802”,
“embeddedString”: [ ]



BRESN DTS —IEER

1§ | HTTP IS—AE IS—Ayt— IS—DRE

E | RAT5R

1 400 AFNGA—LEE Parameter is invalid. Specified | AH/NTA—EFTvHITS5—
parameter: XXX (INFGA=FIZL. TR E. BT RE
MXXX [F/85A—5% &)

2 401 TORA—=I2 AT | Cannot create token from the | YJOTZRAFTIREL-IERICHENH D15
specified user information. &

3 500 TOEA—=I KB Failed to create token (Internal | H—/\—RELTS5—

Error).




2.3 API E£40

2.3.1 TOEAN—=O BB ETS

1. JOIRk
INSA—HBEEH
15 | =5l 15 H £ (EX) IEH &G WA | BEE (B | & K| REED 5B
& W | Mk | &H
1 auth EH (@) 1.1 - - FITok PEAATOIR
2 Lidentity FAToT4T74 | O 1.1 - - FITzHk FATUTATAFITSTH
S
3 Lpassword IRRT—R @] 1.1 - - FITzHk NRT—RA Tk
4 Luser a1—H— (@) 1.1 - - AITzHk A—H—FTTxHhk
5 Fcontract_ number | ZZ#HFS (@) 1.1 8 8 FAXFH| A —H—DEHES
6 Fname 1—H—%4 O 1.1 4 246 FHXFS B —Y—D1—H—
JSON &
7 Lpassword ISAT—R e) 1.1 16 64 EHF| P —H—D/ART—
[Body] "
8 timezone B LT —2 - - EAXFH ALY —FRELE
T (XAXF/INXFE
X AILALY)
RIEEF=(XUTC LS
BRUEDGEA LT —%
BELEIGEE., "JST”
MNEBRESNET,
YT
{
“auth”{

“identity”{
“password”{
“user”{
“contract_number”:” xxxxxxxx”,
“name”:”user-name”,

“password”:“user—password”

}

“timezone”;"UTC”




2.

LARU X
API MMIEECEITINTF-FFU T DL AR ZARHEINFET,
HTTP RT—4X:200
RTs—E:
BE (a3 BEHA (&) IBH % (F0) 2EE 5iBA
1 token M=oy 1.1 c—=ooA TSz ok
2 Fexpires_at BExhEAR 1.1 TORAN—=2DENEAR T, FELLELE
RTOEMHRIL 30 HETT,
BA LY =2 YT ANEHE D timezone |[Z"UTC”
EHRELIGEIXUTC” . NS D5 E1L"IST”
JSON TA—3vh:
[Body] YYYY-mm-ddTHH:MM:SS.SSSZ ("UTC" M5 &)
YYYY-mm-ddTHH:MM:SS ("JST” D15 H)
3 Fscope 23— 1.1 23—
4 Luser a1—H— 1.1 A—H—FTTzHk
5 Fcontract_number Z2HES 1.1 FEf 1 —H—NEHBS
6 Lhame a1—H—2 1.1 ZEf1—H—1—5—4%
YT
{
“token”{
“expires_at”:"2016-05-16T03:20:42",
“scope”:"paas”,
“user”{
“contract_number”:" xxxxxxxx”,
“name”:"user-name”
}
}
}
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3.1 YOI RN YA IEER

& APl D HBEAYS —

IHE NyF—% WA ~NySF—iE
Token ) TOERN=VVEE APL TRGLIZF—0Y
2 Content-Type O application/json

3.2 IZ—1FH

APl EFIS—NDEE. IS—ERIIL ARV ADRT—ITIRHFESNWE T,

2 |mn | mes m FEE | pm

1 errorLevel string 1.1 I>—LAN)L

2 framework object 1.1 IL—LD—9FTozHk

3 LsystemErrorCode string 1.1 RATFLIS—a—FK
JSON ; X - TN

4 [Body] business object 1.1 (%A Tk

5 LbusinessErrorinfo string 1.1 EHBIZ—IER

6 FresponseErrorCode string 1.1 EIZ>—a—F

7 LembeddedString string array 1.1 IS5—Aryt—

oI

{
“errorLevel”: “888”,
“framework”: {
“systemErrorCode”: ””
3
“business”: {
“businessErrorinfo”: “BECSA000113”,
“responseErrorCode”: “RCS100001”,
“embeddedString”: [
“Internal Server Error”
]
}
}
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BRESN DTS —IEER

I | HTTP IS—AA IS—Ayt—2 I>—0DRER
E | RAT5R
1 400 ARNNGA—RLTS5— -Parameter is insufficient. ARNNGA—EITRE
XXX [FTT—&%oT Required parameter: XXX
INGA=HEE, -Parameter is required.
Character count of parameteris | AF/ATA—RF v T5— HIEAH)
invalid. Specified parameter:
XXX
The format of parameter is ARANGA=EBA IS — LN DTS
invalid. Specified parameter: —-)
XXX
2 400 B EHIBRA A Could not delete user because HlIfg® R 1——H2HEDIEE
the target user is a contractor.
3 400 INRT—FRFvIIT5— Password is of invalid format or | /3ART—KRL—&KR
does not satisfy password policy.
Please try again.
Password can not be changed <24 BRI LAIRIZ/IS AT — R EfRE R
again within 24 hours since the
last change. Please try again
after 24 hours.
Failed to change password. The | ZEAID/NRT—FFvII5—
old password was invalid.
4 400 A—HY—RERE Cannot change user information | BEH R AI—F—D1—HF—RENEHD
because user status of the target | f=ShEBEFHFA]
user is invalid.
5 401 |mb—o> The specified access tokenis not | IFEINTF=T I EAC—D HNES
valid.
6 403 HERGL Authorization Error. ERFIv/IIT5—
7 403 BHI1I—Y—FIE Unauthorized to change PHEDI—F—REEZEBLLIELIZGE
information of the specified user.
8 404 ®EIEL The target information does | ##{EL &S ELIERM A DDLLENES
not exist.
9 409 Heth TS — Operation conflicts with BELESELI-BRIFAOTOERIZK
another one. STRESN-IGE
10 | 500 EBTEE Internal Server Error. BAMFIVvIIS— FEZDMDY

— S —EIDT5—
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3.3 API

EE3 0l

3.3.1 A—H—0EMETD
1. TRk
INSA—HBEEH
H | &5l 15 H £ (EX) HB 4D WA | ZBE | & | & X | REMBED ZtEA
& wWH | W | &
1 login_id a1—H—% O 1.1 4 246 FAHFS BRI —H—n1
—H—4%
user_description a—+H—ERER X 0.1 1 255 FH-2AN | ENRRI—F—D2
2 F3 —4 —E% 8
3 mailaddress A—JLF7RLR (@) 1.1 1 256 | A—J)LTRL | BXRI—H—DA—
ADERT JLFRLR
HBHE
4 user_status a—H—iREE (@) 1.1 1 1 | (0)/8 EBMMEILI—HF—D
JSON (1) —H—iKEE
5 password ISR —R O 1.1 16 64 HAFF BRI —HF—D/N
[Body] .
RAJ—k
6 language_code EiEa—F @) 1.1 2 2 HAREEGa). EBNxE1I—H—0E
HEE (en) FEa—F
7 role_code o—)La—k O 1.1 2 2 EIEE(00), EMxERI—F—0n0O
BAFAE(01) —J)La—k
8 user_last_name K4 (%) (@) 1.1 1 64 $H-2AX | ENXNRI—F—DK
F5 % (8%)
9 user_first_name K% (%) (@) 1.1 1 64 ¥H-2AX | BIXNERLI—Y—DK
F5 % (&)
YT
{
“login_id”: “fujitsu123”,
“user_description”: “1—H—ERBHTY, 7,
“mailaddress”: “abc@xyz.com”,
“user_status”: “17,
“password”: “Abcdefgh12345678”,
“language_code”: “ja”,
“role_code”: “00”,
“user last name”: "B 1@&”,
“user first_ name”: “ XKER”
}
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LARU R

API NERICETENFHUTOL AR ZAHNREENFET

HTTP X7—%2:200
T —Hf:

HE

#hl | mE4A ()

HE % (F)

B!

1

login_id

1Y%

BmLii—Y—0i—H%—%

user_description

a1—H—5i8

EBmLi-a—¥—n1—H—5iEA

mailaddress

A—ILFRLR

EMLiz1—H—DA—ILFFLX

user_status
JSON

BMLf-1—F—01—F—IKE,
#3(0)/Fx (D)

[Body] | language_code

EBMMLEz-A—Y—0OEEI—F
B AZE (ja) . EiE (en)

authentication_method | SBEEA =X

EBML1—F—0OREEA R
KYAPIHF/NRT—RFREE(0) EIE TRAILET

user_last_name

BMLE1—Y—0KS ()

user_first_name

BMLEI—Y—DKE (&)

YT

{

“login_id”: “fujitsu123”,
“user_description”: " 1—HY—i3BA T, ”,
“mailaddress”: “abc@xyz.com”,
“user_status”: “17,
“language_code”: “ja”,
“authentication_method “: “0”,

p

“user_last_name”: “E &,
“user first name”: " XER”

14




332 I1—YHY—0DEEETS

1. UOUITARE
INGA—BEE
15 | &5l EH (&) 18 H 4 (F) WE | BEE | &/ | & K| REED E]
& Hi¥ Hi¥ &%
login_id 1—4—% () 1.1 4 246 | FAXF EEHRI—F—D1—
! F—%
mailaddress A—ILFRLR X 0.1 1 256 | A—JLTRFLARD | EEXRRI—H—DFHA—
2 X1 BATHHE JLFELR
3 user_description a—H—5rBA x 0.1 1 255 | #/-2AXTFI | EERERI—F—0O#H
%1 —4—ERBA
4 language_code SEa—F x 0.1 2 2 BARE(a) . KEE | EEXRNRI—H—DHE
1 (en) Fa—F
5 JSON user_status A—H—iREE X 0.1 1 1 ;N O0)/BR() | EERFEI—HF—DH
%1 XEERMFIL— | —H—ikEE
(Body] Y- ZHED
BE&1—H—i%
REEDEEAF T
6 password IRRT—R x 0.1 16 64 FAXF EERRI—F—DOF/N
X1 RAT—F
7 user_last_name K4 () X 0.1 1 64 ¥A-2AXTH | EEMNFEI—HV—DKA
X1 (3%)
8 user first_name K4 (%) X 0.1 1 64 A 2AXFY | EENFI—HF—DKS
%1 (%)

K1 WFTM DU LEDNGA—REFIBELLRMEE IS —EHYET,

YT

“login_id”: “fujitsu123”,

“mailaddress”: “abc@xyz.com”,
“user_description”: " 1—H—57BATY, ”,
“language_code”: “ja”,

“user_status”: “17,
“password”:”Abcdefgh12345678”,
“user_last.name”: “E A",

“user first.name”: " ARER”

}
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2. LARRUR

API ANIEE [

—_—— L

E1T

HTTP RT—4X:200
RT4—ER:

SNEHBLUTOLARZAAREENET,

EE | Ehl IEHH A () EHB 4 () ZEE | &H

1 login_id A—H—% 1.1 EEWNEILI—HF—O1—H
—%&

language_code SBa—F 1.1 EEXNFI—H—DHEE
a—k
user_status a1 —H—iREE 1.1 EEMNRI—HY—DFHFI—

H—IKEE

4 mailaddress A—I)LTRLR 1.1 EERNRI—F—DFA—
JLPRLRA

5 user_description a1 —4H—EiRER 1.1 FEENRI—HY—DFHFI—

JSON H—ErEA

6 [Body] | user last_name K24 (i) 1.1 FEHE1—HF—DES
(3%)

7 user first_name K& (&) 1.1 TEXMEI—H DKL
(4)

8 accesstoken_destruction_information_list | 7otXk—5> 1.1 FORR—IUHERZOD1—

WEERI XL HY—D1ERY X
9 lrcustomer_group_id HRETT I—F 1.1 b= ESNFzA—F—H
D B33V IL—TDD

10 Liogin_id a1—H—% 1.1 =D EINfI—H—D

nJ42 1D
HoT):

{

“login_id”: “fujitsu123”,

language_code : ja ,

”

user_status : 17,

“mailaddress”: “abc@xyz.com”,
“user_description”: “1—H—ERBHTY, 7,
“user_last name”: “E T @&E”,

“user first_ name”: “ XKER”

"accesstoken_destruction_information_list™:[

{

“customer_group_id”:“HvlgXxym”,

“login_id”:" fujitsu123”}
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333 IA1—H—@ODNRT—FLEEZITS

1. UOUITRE
INGA—BEE
- I8 B 4(3%) IEHB 4 (F0) WE | 2EE | &/ | & K | BREED SEA
& R W
login_id 1—H—4% O |11 4 246 | £HXFH | NRT—FEERFI—
! H—Da1—H—%
JSON | after_password P JAVAVEING) 1.1 16 64 FAHFT HINNRT—F
2 —K
3 [Body] | before_password | ZEHI/SXT | O 1.1 16 64 £ pg=ar| IB/ XX —F
—K
YT
{
“login_id”: “fujitsu123”,
“after password”:”Newpassword12345678”,
“before password”:” Abcdefgh12345678"
}
2. LRKRUR
API NIEEEIZETINIZBHUTOL AR RAREEINET,
HTTP XT—%X:200
T~
HE | 85 | HBEAGE EHE 4 (F0) ZEE | i
1 accesstoken_destruction_information_list | 72X+ —4> 1.1 TORRN—=I U BERZEDI—
[EdEURS H—DIER A
2 Fcustomer_group_id AR IL—TF DD | 11 F—oU BEINF-1—F—M
B35 IL—7DID
3 Llogin_id A—H—4% 1.1 Moo b EINFzI—H—D
a5 4> 1D
7L
{

“accesstoken_destruction_information_list”:[

{

“customer_group_id”:”HvigXxym”,
“login_id”:"AUTHO001a"}
]
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334 A—H—0HIKRETS
1. UOUITRE
INGA—BEE
E | &Rl EEAGR) | HEAGD) WA | BEE (B | & K | BEED B
& Hi¥ Hi¥ &%
URL YY) | login_id A—4%—% | O |11 4 246 | FAXFE MRt R 1——D
1 | "TA—4 —H¥—%
YT
/API/v1/api/users/?login_id= fujitsu123
2. LARKRUR
APl NIEEEIZETINIZBHUTOL AR ZRMNREEINET,
HTTP RT—4X:200
T 1—Ep:
HE | #5 | BEAGE I8 8 4 (F0) ZEE | i
1 accesstoken_destruction_information_list | 772X r—4> 1.1 TORRM—=IUBEREZDI—
BEF®RIR HF—D1ER) A+
2 Fcustomer_group_id HzxET5IL—F1ID | 1.1 r—OrDESNf1—F—N
B35 1L—7D 1D
3 Login_id aA—H—% 1.1 b—oU A ESNz1—F—D
a5 4> 1D
{

“accesstoken_destruction_information list”:[

{

“customer group_id”:“HvlgXxym”,

“login_id”:” fujitsu123”}

]
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s =x= 8 ==
3.35 A—H—FAAXDIEHRTEHIT S
1. UOITRk
INSA—BEE
H | =Rl EHB () I8 8 4(F0) WA | BEE | &/ | & K | REED SEA
£ i i &%
login_id a1—4—4 (@) 1.1 4 246 | FAXFH HEDI—H—2
1
JSON authentication_method | FREEA = (@) 1.1 1 1 EX=E L MNEREA—H—DRIE AR
2 | [Body] 0:/\RJ—KE23
1EFBAE + /3R 7 —KRE8
YT

{
“login_id”: “fujitsu123”,

” o

“authentication method ”:

}

”
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2. LRAKRUR
APl NIEEEIZETINIZBHUTOL AR ZMREEINET,
HTTP X7—%X:200
RT1—#B:

EHE | Ehl IEHH A () EHB 4 (F0) ZEE | &i#
1 authentication_method SREEA K 1.1 MBIV —DORIAFK
0:/X R —REREE
1:EEBAE 4+ /R —FER
2 JSON accesstoken_destruction_information_list | 79tXk—%5> 1.1 TORAM—=IUBERZDL
[BODY] HEFHR A —H—DIEHRY R
3 Fcustomer_group_id HREITN—T 1.1 F—o o hESNz1—F—
ID NEFTSHJIL—TDID
4 Liogin_id d1—H—% 1.1 F—oU R EINfz1—Y—
nAg A2 1D
HoT):
{

” o

“authentication method”:"1”,
“accesstoken_destruction_information_list”:[
{
“customer_group_id”:“"HvigXxym”,
“login_id”:” fujitsu123”}

]
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