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aaa tacacsp client server-info authorization Priofity ..........ccoiiiiiiiieiieree e 295
aaa tacacsp client server-info aUthorzation SOUMCE ..........ccviiuiiriiiiiie e 296
333 tACACSP ClIENE LIMEOUL ...ttt ettt e b et e nee e ene e e 297
aaa tacacsp client authentication SECUMILY ........ciuiirieeriiiie et 298
aaa tacacsp client aUthOMZatioN SECUTIEY ......oiveiiieiieeie e 299
LDAP 153 DX E

aaa ldap service...........

aaa Idap client server-info authentication address...........coeviiiriiiiiece e 301
aaa ldap client server-info authentication deadtime ...........cocoviiiiiiiiiici e 302
aaa ldap client server-info authentication PriOTIY.........ccooeririreiieie e 303
aaa |dap client server-info aUtheNtiCAtION SOUTCE............covciiiiieiiiecr s 304
aaa Idap client server-info aUthentiCation FAN ...........cooiiiiiiieee s 305
aaa Idap client server-info authentication bindnordn............ccccoviiiiiiiicie e 306
aaa Idap client server-info authentication class @LLr ...........cooivveiriieciiccr s 307
aaa Idap client server-info authentication class admMin...........ccooviiiiiiiiici e 308
333 1dap client HMEOUL........coiiiiii s 309
aaa Idap client QUERENEICALION SECUTIEY.......covieiiiieieeiree s 310
INRTRIEER s 311
PASSWOTA QUMM SEE ...ttt ettt ettt sttt s bt e sb e e bt e b e en e e ene e st e e nbeenbeenaeeneeas 311
PASSWOTA USET SEU. .. .veutieutienteeuteeteestee et e et e et et e eaeeebeeebe e bt a bt e s bt e st e eseesbeesbeesbe e bt ameean b e eseenbeenbeenbeenteenneas 313
[V o I T T F TP OU PRSPPSO 315
PASSWOTA @UENEYPE ...ttt ettt b e st e e bt e bt en e eneenbeenbeenbeenae e e 316
B B ERID A TE et 317
SNMP JBER ..o 317
] T TSI o RS 317
SNMP AGENE CONEACE ...t e e e e e s s ne e e 318
SNMP AGENE SYSMAIMIE ...t ee ettt e e e et e e e e e s s e e e e e e e e s e e e e e e e e s s e saa e e e e e e e e s s asnnaa e e e e e e s s annnnneeeeeas 319
Y2100 o o =T a1 Lot TSR 320
SNMP AGENE AAATESS ...ttt ettt ettt eae e eee e ebe e bt e beeseeeseesmeeseeesaeeateenneenneeneeenee e 321
SNMP AGENE ENGINEIM ... ..eeeeeeeee ettt ettt et e bt e bt e et e reeeaeeseeesaeesteeneeneeeneeenee e 322
SIMIP MIANAGET ...ttt e e oottt e e e e e et e e e e s s s b e e e e e e e e s s e ss s e e e e e e e e s e saaa e e e e e e e s s s nnaa e e e e e e e s annnnnneeeeas 323
SNMP LFAP COIASEATE ...ttt ettt ettt ettt et e e e e saeesteeeeeneeeneeenee e 325
SAMP LFAP TINKAOWN ...ttt a e e e e e ene e e 326
SMP LFAP TIMKUP «eee ettt ettt sae e s teeee et e eneeenee e 327
SAMP LFAP QUENFAIT ...t 328
SNMP ETAP NMEWIOOE. ...t e e e e e e e e e e s s e e e e e e s e e e e e e e e e s e nnnnneeeee s 329
SNMP LrAP LOPOIOGYCNANGE ... .ttt ettt e et e ee e eneeenee e 330
snmp trap ldpremtableSChange ..........ooei oo 331
SAMP LFAP HAPXACDX . et enee e 332
SNMP LFAP FISINGAIATT ...ttt ettt et e e e seeeseeesbeebeeneeeneeenee e 333
SAMP trap fAlliNGAIATMI....c.eiiiiie e 334
] 1] S0 2T 335
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01 YT =0 TP PPN 336
SIIMIP USET @AATESS ...ttt ettt e ettt s e e bbb e s em e e teeb e e bt e bt ebeeneen b e neeebeabesreebeene e 337
SNMP USET NOLIFICALION ...ttt ettt bbbt ee bt be e e ne e 338
SIIMP USET @UER Lottt et e ettt e b et e et eb et re e e ene e 339
STUMIP USET PrIV ettt ettt sttt e e sttt st e e et e e s e e e e s b e e e s kb e e e s aab e e e e s b b e e e s sb e e e e sana e e e s nnee s 340
SIIMIP USET WIIER ...ttt e s s e e st e e s b e e e s e e e s e e e e s nr s 341
301 To UL =T =T T OSSR 342
SIIMIP USET MOEIY ...ttt bttt e et e bt bt etk e e et et e ebeebesreeneene e 343
SIIMP VIEW SUDETEE ...ttt b bbbt e et eb et sre e e ene e 344
DRT LB TEER .o 346
SYSIOG SEIVET. ...ttt 346
SYSIOG Pl ettt bRt n e r et 347
SYSIOG FACHIEY ..ttt 348
SYSIOG QUPCUL 1.ttt e bbbttt 349
Syslog cOMMANA-I0GGING ......oviiiiii s 350
BEIBFZIERTEIRER oo 351
BHME @UED SEIVET ...t bbb bbb 351
EIME QUED INEETVAL ...t 353
BIITIE ZOME ...t e 354
TRRART =R ZIEER ..o 355
POSE MM ... e bbbt b b bbb 355
ROSE TP @ATESS ...ttt bbbt bttt nr bbb 356
NOSEIPE AATESS ...ttt b bbb 357
RITDA—JUIEER oo 358
SCREAUIE @ e e 358
SCNEAUIE SYSIOF -ttt ene e 360
RMON TEZR. ... 361
FMON AlArM SAMPIING.....ceieiieiie ettt ettt ee s 361
rmon alarm riSing-threShold..............oiiiiii e 362
rmon alarm falling-threShold.............ooii e 363
TMON BVENE EYPE .. e s e e e e e s ae e e e e e aans 364
TMON EVENE AESCIIPEION ...tteetieatietie ettt ettt ettt sttt et e s b e e st e e bt e bt e st e esseabeenbeenbeeneeanneas 365
TMON @VENE COMMUNILY ..ooiiiiiiii i 366
TEDL 367
AAAACE <R bbbt 367
011 o TS U TSP PR SOU TP URPRSUR 368
POSEMAIMIE. ...ttt bbbttt bbb bbbt 369
SEIVETINFO FEP ..t 370
SEIVETINFO FEP IPD ... 371
SEIVETINFO FEP AT ... s 372
Serverinfo FEP FIlLEr MOVE .........coiii s 373
serverinfo FEp Alter defaUlt..... ..o 374
SEIVETINFO SFEP ..o 375
SEIVETINFO SFEP TP ...t 376
SEIVETINFO ERINMEE ...ttt bbbttt ab et ee e 377
SEIVETINFO LRINEE IPB... .o ettt ettt et e s ee e sae e s aeete et e eneeenee e 378
SEIVriNFO LRINEL FIIEET ...t e e 379
serverinfo telnet fIlLEr MOVE ..........cooiiiii e e 380
serverinfo telnet filter defaull....... ..o 381
SEIVETINFO SSP 1.t 382
SEIVETINFO SSN AIPB.c. ettt ettt ettt et e et e eeae e e te e be e e eneeenee e 383
SEIVETINFO SSRFITLET ... e 384
Serverinfo SShAIILEI MOVE ......c.uiiiiiii e e 385
serverinfo Ssh Alter defAUlt...........ocvii i 386
SEIVETINFO NEEP ...ttt ettt ettt ee e e e eae e eaeete e e e eneeenee e 387
SEIVETINFO NEEP IPB .-ttt ettt ettt ettt e e e see e eaeesbeeeeeneeeneeenee e 388
SEIVEMNFO NEEP FIIEET ...ttt e enee e 389
Serverinfo hEEP fIlEEr MOVE ........oeiee e enee e 390
serverinfo http filter defaUIt..........coo i 391
SEIVETINFO NEEPS Pttt ettt ettt e et esee e sae e saeene e e e eneeenee e 392
SEIVETINFO NEEPS TPB ... vttt er et e 393
SEIVETINFO NEEPS FITEET......oieitiie e 394
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SEIVErinfo hEEPS FIlEEN MOVE. ......ciuiiiieiieiece ettt e e 395
serverinfo hEtps FIlEEr dEFAUIT..........coeiieie e e 396
YR T T 0] 1 14 o OSSR TRPR 397
SEIVETINFO SIIEP TPB .tttk st bttt e et bbbt eb e et en e seeebenbesreeteene e 398
SEIVETINFO SIEP FITEET. ...ttt ettt et sb et re e s 399
SEIVETINFO SNEP FITEET MOV ...ttt ettt ee e 400
serverinfo SNEP FIlEEr dFAUIE .........oiiiiece e 401
serverinfo https certificate COMMON-NAME ......couiiiiiiiiiiiie et 402
SEIVETINFO LIME TP ECP 1.ttt ettt s et bbbttt e st en e nteebenbesne b e ene e 403
SEIVETINFO LIME TPB ECP «.nveeiteie sttt sttt ettt e bbbt et en et e bt reeneene e 404
SEIVETINFO LIME TP ULP -ttt ettt sttt eb et e e e bt sne e e ene e 405
SEIVETINFO LIME TPB ULP ..ttt ettt ettt e et bt reereene e 406
SEIVETINFO LIME FITEET ....cveie et 407
Serverinfo tiMe FIlEEr MOVE .......oouiiiiice et 408
serverinfo time fIlter defaUll..........cooiiiii e 409
SS ClIENEKEY S8 ... 410
SSI ClIENE KEY TS@ .t b et 411
TAIEIRDELTE ..o 412
TAIEER oo 412
= TU1 (0] oo o TV QPSSR 412
BRI R/ =S LR EO TR s 413
B R R BT TR s 413
BNADIE L. 413
QISBDIE ...t 415
(o031 T U] < SRS 416
TNEETFACE .o et 417
131 = T = L o[ PSSP OP ORISR 418
LTI et E e b r et r e r e 419
BXIE et s 420
BN e Rt r R bRt b et e e r et eaes 421
UI e e e e e e r e e s e s e e 422
4o TSSO 423
AR RO TR s 424
EEMMINAl PAGET. ...ttt e et 424
EEIMINGT WINAOW. ...ttt bbbt sr bbb 428
EEMMINAl PIOMIPE ... e e 429
EErMINAl IMESEAMP .....vieeiiiie e e 431
EEIMINGT DL .o 432
EErMINGl 10GGING ... .cveiieiieie e 433
SPOW EEIIMINGI .ttt bbbttt nb et ee e 434
ARUREITIBEE ..o 435
SROW RSEOTY ...t 435
CEAT RISEOTY ...ttt eene s 437
i ] N e ) by USSP 438
BlIS e R b et nr e e 438
SNOW LIS ...t 440
C1EAT AlIAS. .t 441
AU TIERAE 442
1110 <R 442
= | TS SS OSSR 443
0 L] PN 444
EIT AU TEER oo 446
SPOW USBIS ...ttt b et bttt e R bbb n e n e e r e 446
C1EAT TINE L.t 448
DRTLBIEBEURIRTTUR s 450
DRTLBIEBETRIRT DU s 450
ShOW SYStEM INFOTMALION .....veiiiciicic et 450
SNOW SYSEEIM SEAEUS ...ttt 452
SNOW EECR-SUPPOTE ...ttt 453
SNOW 10GGING BITOT ...ttt et 454
C1EAT 1OGGING BITOT <.ttt bbb bbbt b e et et sb e bbb enes 455
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SHOW 10GGING SYSI0Q ...ttt 456
C1EAT 10GGING SYSIOG ...ttt b ne s 457
(a1 T 1 USSR 458
SROW AL ..ttt bbbt et R R bRt ettt e er e ne e 459
A et E Rt e et R Rt bt bRt et et et et eneeneenes 460
11 USSP 461
<Y< ST PR PTTR TP 462
0 T0T0T G A (=1 | PSSP 463
SNOW NOSENBIMIE ...ttt bbbt b et e et b e nbesreeeeene e 464
B ERBEMORT. BIBR. BEUEBIETITUR s 465
BBRE B IEIRRIRTTUR e 465
SHOW TUNNING-CONFIG ..ottt ettt sb et ne e 465
SHOW SEATEUP-CONFIG «... vttt sttt b et e et eb et re e e ne e 466
IFF bR r ettt ettt 467
BRI T B BRI BRI T s 468
D10 e 468
BB R T B B R R E O TR s 469
0T o TSSO SS SRR 469
L2 <P PP PP P PP PP POPOPOPPPPTPPPTPTPTRTIN 471
(a0} 1P TP UP PP PUPR PRI 472
Ethernet DHHI R -O5 4HEH-IREEILEDRIR. TUT AT e 473
Ethernet DA 05 HHET AREEALE DM IRIR oo 473
L 01T =T T TS 473
L TO LT = =T o =T TR 478
SHOW BENET SEALISEICS. 1. vttt bbbt sb et ee e 481
ShOW €Eher MEdIZ-INFO ....c.eiiiiei e e 490
SHOW EERET UEITIZAEION ....eeeeeee ettt ettt e e e saeeae e e eneeenee e 492
SNOW BERET QUEUE ... e b et ee e 494
Ethernet DA RO RETTRE DU T oo 496
1T BENET SEALISEICS ...ttt ettt ettt eb et e bbb e e sneenneenas 496
DOOTTIVF—2ar DA 00 -#fiat - REBLEEDRR. VU TREITUR 497
Vo GTTVTF =23 T =T DIREEEEDRTR oo, 497
ShOW lINKAGQregation ...........ccciiiiiiiiie s 497
show linkaggregation forwardingport ............ccccv i 499
LACP DAY %04 HfEH - REEILEDIRIR oo 501
L3101 - T o PSSR 501
SNOW [P SEALISEICS ...ttt ettt bbbttt b e et e sb e e bt e b e e e ene e e 503
LACP DAL %04 HfaHREEIEE DIV T o 505
AT TACP SEALISEICS ...ttt 505
MMB $ERER— P DREEIRE DRIRT VU s 506
MMB HERER— R DAREEZZE DRI ..o 506
SNOW 00D ..ttt en e 506
AVBTI—ADATE- O HRERBLEEDRTITUFN (e, 507
AVETI—ADA I E AT HEREBEEDRIR oo, 507
SNOW INEEIFACE ..ttt ettt ettt e et e ae e sa e e et e e te e e e eneeenee e 507
ShOW INEEIFACE DIIEF ...t 510
ShOW INEErFACE SUMMATY ...ttt ettt s e e et e e ee e e eneeenee e 511
ARP TURDIRIR. TUTHEVET TR oo 512
ARP /R MIZRTR oottt ettt et ettt e e ae e e te e te et e et e e ab e at e beesbaesreeaeas 512
SPOW @D ettt 512
LA s s ) 11 L L USRS 514
(o 1=T T T o SRR 514
Neighbor Cache T—T LIV RJDRIR. BIBRTI TR oo, 515
Neighbor Cache T—T JLIZU R D ZRIR . BIBR oo 515
L3101 T o TSP 515
(o 1T T 1 T o TR 517
W—TATTF—=TIDAIUR-OF et - REBLBEDRR. VU TEREIATUF i, 518
W—TATTF—=TIDAIUR O et - AREBIEEDRIR. T T oo, 518
SROW P TOUER. ...ttt ettt 518
SNOW I TOUEE SUIMIMATY ...tttk b et se bbbttt et eb bbb e e 520
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32.1.3

32.2
32.2.1
32.2.2
32.2.3
32.2.4
32.2.5

33 E

33.1
33.1.1

33.2
33.2.1

333
33.3.1

33.4
33.4.1

34 B

34.1
34.1.1

34.2
34.2.1

343
34.3.1
34.3.2
34.3.3

344
34.4.1

35 =

35.1
35.1.1
35.1.2
35.1.3
35.1.4

35.2
35.2.1
35.2.2

36 =

36.1
36.1.1
36.1.2

37 =

37.1
37.1.1

38 =

38.1
38.1.1

39 &

39.1
39.1.1
39.1.2

40 B

40.1
40.1.1

41 B

41.1
41.1.1

41,2
41.2.1
41.2.2

413

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

SHOW P TOUEE KEINEI ... ettt et sb et neer e ens 521
IPV6 IL—T A2 T T—T BB - IREEEDRT. VT oo 523
SNOW IPVD TOUER ...ttt bbbttt er ettt 523
SHOW IPVD TOUEE SUMMATY ...ttt ettt bbbt nn et 525
SHOW IPVO TOULE KEIMEI ...ttt 526
Show ipV6 13 defAUIE-TOULET-TISE.......euiciic i 529
SHOW IPVO T3 PEFIX-TISE ...ttt 530
INTIRDIEEHERDRTR. JUTEIEITUR (e 532
INT IR DIFEHEERD TR oo 532
SNOW TP ETAFFIC. 1.t e 532
INTIRDIEETIEIRD TV T oo 536
C1EAT TP LTAFFIC 1.ttt 536
IPV6 /X4 Y R DEEETIEIRD TR ..o 537
SNOW IPVB ETAFFIC ..ttt ettt sb et neeeeene e 537
IPV6 7847 R DAREHEER D1 T oo 541
C1EATIPVE ETAFFIC. ..ttt et 541
TP Dh I LA - FE-REBREDRR. FJUTREIATUR 542
TS DRI 0T HFEEHAKEEIEEDTRTR (oo 542
SNOW DIIAGE ..ttt sttt e e e ae e nae e 542
TS DA I OT HFEEHAREEIEE DTV T e 544
AT DIIAGE ...t 544
RRZDTI)=DA B 07 HFEE - REBEEDRT oo 545
SNOW SPANNING-EIBE ...ttt ettt bbbt ettt b e s bt e s bt e ebeenbe et e e b e enre e 545
ShOW SPANNING-ErEE INSLANCE ... .iiutieitieiie ittt ettt sb et et e s e e 562
Show SPanNing-tre regioN@l-TOO........ccuiiieiiee ettt snee e 576
RINZGI)=DAIE-OF HREAREBEED DI T oo 577
clear SPANNING-Lre SEALISEICS .......cveueiuereeieeie et 577
LLDP DAY 2507 5t - RERE DR VITERIEARUR o, 578
LLDP DA 505 - #ia - REEEE DIRIR oo 578
SROW TP .ttt b ettt bbbt ettt ene e ene e 578
SNOW HAP SUMIMIGIY ...ttt ettt b ettt be e bt esb e e nb e e be e e ene e e 587
ShOW AP NEIGNDOTS.......eeeeee et 588
SNOW HAP SEAEISEICS ...ttt bbbt e bt e bt e ene e e 593
LLDP DA 722 A5 - EH - AREEEE DT T oo 596
lear 11dP NEIGIDOTS ... e 596
ClEAT 1P SELISEICS ...ttt 597
VIAN DA% 05 et - AREEEE DRRITUR s 598
VIAN DA% -0 - AREEIEEDIRIR oo, 598
SNOW VIAN ... e e 598
SHOW VIAN DIIEF ..ottt et 602
QoS DAY A BT HEEAREEILE DRTRIATUR e 603
HAX2—DAIUR- 05 e AREEARE DI oo 603
SNOW QOS PRIOTIEYM@P .. ettt ettt ettt b e bt ettt s s e e bt e s bt e nb e e nbeebe e b e eneennee e 603
CEE O PFCAREEZR TRTITIUR ot 604
CEE O PFCAREETRIR ...coooececceccccc e 604
SNOW BB PFC.niiiiiti et 604
debX DEETETEIR D TRIRT TR o 605
DEBX DI EETEZRIR 1vvvvvuevreeeeseteiee sttt bbbttt 605
SNOW ACDX SEEUS ...ttt ettt e st et e e e e s e eseesseesneesseenteenbeeneeaneeenee e 605
SNOW ACDX FEALUTE SEALUS ... . evieeieeiieie ettt ettt ettt e s e s e sreesteenteebeeneeeneeenee e 607
SSH DAY 504 45t AREEILEDRIRTTUER (o 610
SSH DA O5 - HHET AREEIEE D FIR oo 610
SNOW SSD SEIVET KEY ...ttt ettt ettt ee e s e e sae e s teeaeeneeeneeenee e 610
FRLERED AV RO A REBREDRT. VUTEREIARUR e, 612
AR DR RERD A D2 A7 HaT - KEBHEEDRIR oo, 612
L TO 1T TU L4 o SRR 612
IEEEB02.1X FREED A% - 05 - #fiat - KBBIEEDRIR oo, 614
SNOW AOUTX POTE..iitiecte ettt 614
SNOW AOETX SEAEISEICS ... vveeeeiestiestee e eiee st e stee st esteeste et e st e sse e st e steeteesteeseeesaeaseesseenseenseanseenseeneennennes 616
I[EEEB02.1X BREED A I A A BT TR E DI VT e 618
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41.3.1

414
41.4.1
41.4.2

415
41.5.1

416
41.6.1
41.6.2

41.7
41.7.1

42 B

42.1
42.1.1
42.1.2
4213
4214

42.2
42.2.1
42.2.2

43 B

43,1
43.1.1
43.1.2
4313
43.1.4

43.2
43.2.1
43.2.2

bt B

441
44.1.1
44.1.2
4413

45 &

45,1
45.1.1

45.2
45.2.1

46 B

46.1
46.1.1

46.2
46.2.1

47 B

47.1
47.1.1

47.2
47.2.1

48 =

48.1
48.1.1
48.1.2

48.2
48.2.1

49 F

491
49.1.1

50 &

50.1

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

Lo T L Lo TR B = 14 LRSS 618
Web SBEED A B O - HRE AREEARE D IRTR oot 619
SHOW WEDGUER POTE ...t 619
S (0T =] o F= TV 1o I = L [T 621
WEb ununE@jJerg I:I7 ﬁn‘l’fdta}gu-? .................................................................................... 622
Lo = LT o B UL T = [ (eSO 622
MAC 7" I/ZnnunIEo)jjrj./g D7 ﬁp-l- ‘{k =U£0)§7j—1 ................................................................ 623
SHOW MACAUER POTE ...t 623
I 10T 01 = Lo TV L T = L LY 625
MAC ZRL REBRED AT B O FRETEEE DT T oot 627
Lo < 1 1= TV TR €= L TR 627
MLD RX—TF DAV 52-05 -t REBHREDRT. VUTREITUR e 628
MLD RX—TDHI A0 Rt REEEE DR IR o 628
ShOW MIASNOOP DIIEF ...

SHOW MIASNOOP MITOUEET. ...ttt eb et sr et

SHOW MIASNOOP TEPOTEET. ...ttt bbbttt e ee e

show mldsnoop statistics
MLD RX—TF DAY 5-07 - ik
clear mldsnoop statistics

C1eaT MIASNOOP GIOUP ..ttt ettt ettt ettt be e bt e st et e et e e s be et e eneesneesneenes

IGMP RRX—T DA Z-07 -#ict - RELEEDRT. VITEREIATUR o, 636
IGMP RX—TF DA 50T HRETAREBE DR oo 636
ShOW IgMPSNOO0P DBt 636
SHOW IgMPSNOOP MITOUEET ...ttt ettt bbbttt b et ee e 637
SHOW IGMPSNOOP TEPOTEET ...ttt ettt ettt bbbttt b et ee e 639
SHOW IGMPSNOOP SEALISHICS ...ttt bbbt 641
IGMP RX—T DAY %05 et - KEEIEED DU T oo 643
C1ear IGMPSNOOP SEALISEICS ... .veeuveeueeiuie ittt ettt sttt ettt ettt et e b e et st e neesneesneesneenes 643
C1@AT IGMPSMOOP GIOUP -eeuuteeteeteenteauteeueeeteeste et es e esbe et e sbe e s beesbe e bt e et emeeeseeebeenbe e b e enbeasbeaneesneesneenneennes 644
AAA DIREED IR Y THRVE T UR e 645
AAA DIRFEE DI FRTR oottt bbbt bbbttt 645
show aaa radius client SEIVET-INFO..........ooiiiiiii e 645
show 2aa tacacsp CliENt SEIVEI-INFO.......c..iiiiiiie e 646
show aaa 1dap ClieNt SEIVET-INFO ......ooiiiiiie e 647
NETTIME(time/sntp) —/3, V54T U DIREFHERDRTR. VUTEREITUR 648
NETTIME(time/sntp) SEETEERIDZR TR ..ovcvvveeeieeeeee st 648
SHOW NEELIME SEAEISEICS. ... ettt b et nb et et 648
NETTIME(time/sntp) BEEHTEERII T T o.vveeeeeeceeeeeeeeee ettt 652
C1ear NELEIME SEALISHICS ......eveeviieeiiei et 652
SNMP #RETIEFRD IR, U TIRIED TR e 653
SNMP HEEHEZRDTRIR ..o 653
SNOW SIMIP SEALISHICS ...ttt 653
SNMP HEEFTEE DT T oo 656
C1AT SMMIP SEALISEICS ..ttt ettt ettt ettt b e bt et e b e et e e te et e e sneenneenes 656
DHCP DAREEDIZRTR ..ottt 657
IPV4 DHCP DAREEMZRIR ..o 657
SNOW P ARCP ettt ettt e enee e 657
IPV6 DHCP MAREED FRIR ... 659
show ip6 dhcp ................................................................................................................................. 659
ether L3 BEERHEED A2 - 07 -t KBLREDRTR, VUTEREITUR 661
ether L3 BEtRHEBEDH 205 - #idt ARBETZE DTN oo 661
SNOW ICMPWAECR <.ttt e e st e e e e e eneeenee e 661
show icmpwatch SEAEISEICS ettt ettt ettt ettt ettt ettt en e et b e be et neeene e eneenas 663
ether L3 BEERBRED A2 OJ R KBBILEDVUT oo 665
C1@ar ICMPWALCH SEAEISEICS ...vvevveeeseeieete sttt 665
VI IMREEDTRIRT TR o 666
VAT IRIREED ZRIR .o 666
SNOW SOCKEE . ...ttt 666
FL—RDRTR. ZUTERIETTUR (e 670
[ Q1) -5 USSR 670
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50.1.1
50.2
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X
18 J+7—T1VTE—FEHOHRE
1.1 97 —T12JE—Fi1E#H

1.1.1 forwardingmode

[#88E] AAYF T HADEE
[AHARK] forwardingmode <mode>
[BRA#ME] PG-SW109-PY-SWB104
[#FY3>] <mode>
»store-and-forward
ARFTURIAT—FE—FEFERALET,
*cut-through
YRRV —F—FEERLET (T T4/,
[B145€—F] Global Comfig E—F
[EREA] ARATURTIH 106 R—FDRAVFU T ARDEREEITVET .
[EE] “HYRRIIL—FE—FDFE. 65 NAFUEDTS—TL—L*, 9217byte LI EDTL—LFE i
LET . 64 NAFUTOIS—TL—LRHPHLEE A,
“ AT TURTHT—RE—RDHZEE. T5—TL—LAO, 9217byte L EDTL— LT HELE
HA,
RAYVFUTAREEELIZSE., 106 R—FDE£TOMEHERN VYT INET,
[REXEEF] HYPRIL—E—RELTEMELET.

forwardingmode cut-through
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

2F N\YI7FE—FIEHDKTE
2.1 N\yI7E—FIEHR
2.1.1 Dbuffermode

[#88E] N7 HIEAXDERE
[EFAHE] PG-SW109-PY-SWB104
[AHFERK] buffermode <mode>
[#FY3>] <mode>

qos

N7 HIEARE. QoS MEIZRELET,

max

N I7PHIHARE. NV IFERKBRERTHEIIHELES .

[E14EE—F] Global Config E—F
[EeeA] NyT7RIEARERELET .

AAVFEEDNVTFEICIFRYDHYET . N\ I7ERARERTHLIIKRET HE.
HEIR—INDEENBREMIZE P LGS IL—LEREL T CEA TE LA HEMEN
BLEYET O, AR—tAERTES NV IFENEYET,

AV IFHEIEAXA QoS MEICHREINTLSIEE. 1 DD ether R—rhEEHET
ERTEN\VI7REFIRENET, HIREEZ-TIL—LIFEEESNET,

N ITFHLDIFNIEBE RIER—FDA NN T7NSTL—LEERETELELEY, 7A—
TN TIDNREESNIY I —LARRESNSEIITRYFET  RIER—FTIL—LEZE
EhdE QoS BIENEIFRBY ICEMELA L ATREMD HYFE T, QoS EMEZBESEWMEE(E
Ny I7HIEARE QoS MEITEREL TS,

[EE] -buffermode max [ZERESNTULVTH. ratecontrol NBRESNTLSIEEIEL, FD ether IR—kA
EATZ/\VI7RIFHIRSNET,

-0 —FIE T IMEA NNV TTFOREISELTEEEINFE T, REER—rTOO—FI#/rvbE
EETHESIHELTLTE. buffermode qos AERESNTNDIHFE . HDWIEEEDR—FT
ratecontrol NEFESINTLVSIHZEEE. ANN\YI7ITITEENFYIO—FIHE/ 7y BNEEShGN
[CELEDHLT  EREER—FTIL—LDBEEINSIENHYET , IL—LDEESLLGNKSIC
T BIZ(E. buffermode max 1ZEXFE L. ratecontrol [ZERFELAEVKIIZTLTESLY,

[REEEE] N\vIFHIEARE. N\VIFERARERATHEIIICEHELET .

buffermode max
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3E R—MEFHRDETE
3.1 ether 3@ 1E#H

3.1.1 use

[#88E] ether R—rDEFADERE
[EFAHE] PG-SW109-PY-SWB104
[AHFERK] use <mode>
[#F+3a>] <mode>
ether R—rDERAE—FZEEELET,
-on
ether R—r&EALET,
-off
ether R—r&EALEE A,
[E14EE—F] Interface Config E—F
[EiEA] ether R—rDERADFREEITVET
[REEERE] ether R—rEERATILDEALSNET,

use on
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.1.2 Fflowctl

[#88E] ether R—rDT7O—HIHHERED R E

[ER#IE] PG-SW109-PY-SWB104

[AHFERK] flowctl <send> <receive>

[AFL3av] <send>
-on
70—H#/ b DFEEETVET,

-off

J0—HI#E/ b DFEEETVER A,

<receive>

-on

70—H#H/ b ERELESEE. 70—6/IEETVES,

-off

70—H#E/robERELEEETYL, 70—HEZTVEEA.

[Bh4EE—F] Interface Config E—F

[EiEA] ether R—rDT7O—HITEEEEDBIEL  EEHBEERIEMEETHRELE T,

[F&E] 70—HI#E/ Y MEA ANV T T OREIIGECTEIESNFE T, RIEER—TOO—HIE/ vtz
EETBHLIITEHELTLTE, buffermode qos HEEESNTLDIHFE . HHLIIEEEDR—FT
ratecontrol AFREINTLRIGEIE. AF/\YI7IZIEEENFYTO—HIE/ Ty EESNAL
[CEEDHLT  EEER—FTIL—LDBREESNSGEDNHYET , IL—LHEESNLGNEKSIC
T BIZI%. buffermode max [ZE&RE L. ratecontrol [£FEELALKSITLTIEELY,

[REEEE] TO—FIE/ T IbERELLBEEDA70—HEETILIBEINFLIDEATINET,

flowctl off on
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.1.3 type
[#88E] ether R—rDIERIERE
[EAHE] PG-SW109-PY-SWB104
[AARHK] type normal
type mirror { port | linkaggregation } <count> <source> <mode>
type linkaggregation <group>
type backup <group> <priority>
[AF<3>] normal SEER—k
mirror ST—DE—YR—k
linkaggregation WOT I F—a R—k

backup NI TvTR—b
{ port | linkaggregation }
Y—ARIS—YUTRATERELET,
-port

Y—AR—bDIS—) O TERELET
-linkaggregation

V=AY YT IIVF—2av DSV TERELET .
<count>
"ERES

Y—RR—rEEETHEEIT, 10 ERTHEELET.

L

i

0~25

PG-SW109-PY-SWB104

V=AY T IV —LavEEET HIHE. 10 EHTEELET,

L

i

0~9

PG-SW109-PY-SWB104

<source>

—RAR—+ES

mirror port Z¥EELI-EEIT, V—RAR—FDESF 10 EHTHRELET,

i

i

1~26

PG-SW109-PY-SWB104

=R GT V= G IN—TEE

mirror linkaggregation Z5E Lfz&E (2, V—RYLIT I ) F—2a VW —TEE%

10 EHTHRELET
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

il iE
1~10 PG-SW109-PY-SWB104
<mode>
SS—EEE—F
mirror ZF{RELIZHZE . 32— Y R—FOEMEE—FDENIERELET
X BT YRR—RMIY—ZAR—FDZETL—LIF—AR—MMIBEINFET,
tx B—YMR—MMEY—RR—FDEETL—LIZ—AR—MIEEINFET,
<group>
TIN—TBE

DoOFTIVF—2av TN —TESE. 10 ERTHRELET

L] wiE
1~10 PG-SW109-PY-SWB104

NI TIVTTN—TESE. 10 EHTHRELEY,

L] wiE
1~13 PG-SW109-PY-SWB104

<priority>
R—rOBEE
backup #EELI-LEIC, BER—FELITFHR—FOELLNERELET,
master fBER—F
backup FEAR—
[B1YEE—F] Interface Config E—F
[EREA] ether R—rDAATEEHELET
BEAR—L SS5—R—r Yo OT7T)F—2avR— b F£EN\v o7y T R— D oERLET,
[F&E] linkaggregation BERDFE
O TTNF—2av T IL—TADTRTHOR—A, FE—0 VIAN ITFIE T % &£51C
BELTZELY,
-|[EEEB02.1X FBEE. Web F2FE. MAC 7RL REBEED ENMD B IR ESIN TLNDR—ATIE.
DT TV —avIFBRETEE R Ao
¥ether R—MERIZY 2 ITF T )F—2avR—reLERDESHERFHDOFENH--BE.
BER—NMIVITYTILENWTHEATEE R A VAT LAY Ayt —C5SEICREEERL TSN
-linkaggregation Z#&p T 2 R—bNNULOF I LIBE, Yo OF U LIz R— AV EE L
FRLRARERZETRLRIZBYETS,
‘MACZRLRIZEBERABITEN T, REEIL—LPTO—FFv - TILFF AL
BRNEEShES,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

mirror 8D TR
S5—DA—TYMR—MNIEETEEREZERDETNETN 1 R—FLARETEEE A
S5 —DA—TYMR—FDEERAR—FERERR—IER—KR—MIBRETHEFITEFE A
E5—DF—TYMR—MMEY—RAR—bDIZ—FRLLGYET,
SEEIL—LST—AEREIL—LIZT—ADS—TyMR—rEEAERALTLSIES.
ZRENDI/EIAVVRDY—RR—FDIEEIE, EIETL—LIF—RHEREIL—LIF—H
DE—yrR—bOEAICERASNET .
(1)
(conifg)#interface 0/1
(config-if)#type mirror port 0 10 tx
(conifg)#interface 0/2
(config-if)#type mirror port 0 11 rx
LERELIGE . 32— IR R—F 1 IZFXY—RR—F 10 £ 11 OFEEFETL—LHBIT—3N,
B—FYbR—k 2 I2IEY—RR—F 10 £ 11 DRETL—LHEIT—NET,
-S5O YR THRELIZR— Y —RELTHRET A LI TEE R A,
-<source>T, BELIZY—RYLIT IV F—2av T L —THWRERDHZE . BEITEHELY
E3
I5—DY—RAR—bB =y R—MMIRA L TERH DHIHE . 32— VMR— O FEE
BALAO/ N yMIERESNET,
-—RR—k®D STP/RSTPIMSTP REEIZFEL T, S5—ENBM5 T4V [FUT D &SI
BYET . BHOV—ZADIF—HNARERIEE L. TN TN DKEITIECIST49 08
I5—EnFEY
-STP, RSTP, MSTP REEESS—EnHTL—L

Y—RR—(MSTP DIFAXR VLAN i) JL—LFEE A—5 'y R—PERE
- X BPDU LA4% EEIhAN
TaE=IN BPDU N
A= NE S M =2y ) BPDU LL4t+ Lirgv ey gAY A
(RSTPIMSTP TIETARA—T 1245 BPDU REEND
. BPDU LL4+ RSN
T BPDU Ekans
o BPDU L4} mEIND
2+T—TaY BPDU EESNG

“REETL—LDITZT—) T ITDWT A=Y R—MIH hSh B/ 79D VIAN 25 DFEIZ, /347y D
RV —RAR—rDETRFHFREE—BLET  TILFFYRM TO—FFrRb TF9TAT DLy
FDFEEDEEHY . BEDV—RKR— Do/ VbR HENDI5EE, FE5EY—RR—FDH(Z VIAN &2
TRHEREDEDIHHEEIZDH Z— IR—FZHASNZ/ 7 IR VIAN BT WN2EFET, 25D
RNBIZEERICDTONBIREFTCHYFET,

cREIL—LDIZ—)TI2DVT, 4—FYR—MZH hEh B/ 9D VIAN 25 OB EERNEE. A S
B/ Mk E—BLET,

Page 20 of 702




[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

*DSCP 4> ip precedence DEEMZ FTVNDDRETL—LIS—ULTEITIEE . ZIETL—LTIIAHE
BHEOIL—LNIZ—hFET,

ST—DA—TYMR—KISTP B&U LLDP ZEELIZGE . EDR—MIFIATEGLLRYET,

*35—4—4 yhR—MZ [EEE802.1Q bR T EEELIZG A . TOR—MIFIRTERALYFET,

35—4—4 yR—bIZ IEEE802.1X FREE. Web E23E. MAC PRL REBSED ENMEE R LIZIHS.
ZOR—MIFIATERELLRYET,

-S5—4—F Y R—ERELIZR—R— b~ DR —LFIEIE T ETYET

‘25— A—4YR—HMZ GVRP, GMRP ZE&ELT-15E ., TOR—NMIFIATELELRYET,

backup HEERFDEE

‘B—/\yITYTH IL—T T master £z backup EESNF=R—bHNEREET HIHEIL.
BEONSVR—IDEHEGY  BEBEOREVR—NMIVITYTETERATEEE A

‘B —/\vIT7YvT Y IL—T T master £IzI& backup IR—FBAREBEDHE . ZLTIL—TD
R—REUHT7YTETERTEEFE A,

‘B—/ Y7 YT 5 IL—T T master £1=1& backup DHEEZEL-BE . thANEELTED
EWVSAYE—URRRENET , /NI TV T J IL—TIZIE master & backup DEAZEEERT S
DENRHZI=HTT, FITTHADERZTAIE N \VITYTTIN—TDHENEIRYET,

BER—IEEINIZLDEAEEINET,

type normal
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.1.4 vlan tag

[#RE] ether 7R—k @ Tag HY VIAN &%
[EAHE] PG-SW109-PY-SWB104
[AAER] vlan tag <tagged_vidlist>
[A#F 3] <tagged_vidlist>

-tag 4% VLAN ID ) Rk

tag & VIAN ID ZERELE T,

BHOD VIAN ID ZEET HHEE. " (WU ) TRUVES

[B1YEE—F] Interface Config E—F

[ExEA] Tagged VIAN ID DERFEEITLVET,
EE] *VIAN ZBMNEEHFT HMEIC(X, TTICEHFIN TS VIAN £ 58 7= VIAN ID Y RRERELT
QiAW

-IEEEB02.1X FBEEH & U MAC 7RL RBBEEE A LR —K I, VIAN DERE X TEEE Ao
BEINIZZEER—MIFIATEEARYET,
-MMB ##ER— M ERFEATRAD VIAN ID ZRERMICERLET,
DA MMB E#AR—MIBEIY BTSN TS VIANID # viantag TR THEELRZBS.
—BEF#IC MMB iR — O RBEAF SN, TP LylaritIEnEd,
[REERE] %L
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.1.5 vlan untag

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[E&E]

[REEEF]

ether 7R—h Tag %L VLAN Z§%
PG-SW109-PY-SWB104
vlan untag <untagged_vidlist>
<untagged_vidlist>
-tag AL VIAN ID Rk
Tag #L VIAN ID % ELEY,
BHOD VIAN ID ZEET HHEE. " (WU ) TRUVES
Interface Config E—F
Untagged VLAN ID D EZEITVET,
-|EEE802.1X FREEH & U MAC PRL RBBEFE B XN LT=AR—R &, VLAN DR E I
TEER A RESNHE  R—MIFIATEGALYES,
fzf2L. B—7R—bFT Web REEZ RS ICHENELIIG B ISR EAMRELLYET,
-VIAN ZEME 8T HMRICIE, T TITEHFIN TS VIAN £E 57 VIAN ID YRREHEELT
<FE&ELY,
-untagged_vidlist IZ[&, BED vid DB TEETH. LTOEHELSHYET,
R—RVIAN [2DWVTIE, 1 DL ERTEEEA
TERIJL VIAN BRESNTLVEL VIAN ZEHIEELS R, to&/hEVESD
VIAN DHNERIELGYET
TERILVIAN (2D TIE, PRATLERTORILB LUV LI - EREEHET VAN EBENATRETT
*MMB iR — EREATRAD VIAN ID £ REBEICERLET .
ZDA. MMB BEHAR—RIEIYH TSR TS VIANID % vlanuntag av R THRELRLIBA.
—FFHIIC MMB T R— L DBIEA RIS TP EviavbiliehnEzd,
TIHIVEVIANID ELT 1 AMEESN=EDEABEINET
(f=fzL.vlan tag AX U FARE SN TLVELMEE D H)

vlan untag 1
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.1.6 egress permission

[#88E] ether R—rDEREFF IR —M) AMEHRDHRTE

[EAHE] PG-SW109-PY-SWB104

[AARK] egress permission <portlist>

[#FLar] <portlist>
(BRI EFRIAR—R) R
R EFAI Y 5 ether R—FDYRMEIRELET
BHEOKR—IESERETHEHE. """ (W) TROVES,
BHOBBIHEUGE . "(NATV)TRYYET (41:"1-8"),

L] wiE
1~26 PG-SW109-PY-SWB104

[B1YEE—F] Interface Config E—F

[EiEA] EEEHA T HR—MRMERELET
R—MJRRTERELIZR—MRIOT TV F—2avR—bE 3N\ v o7y T R— b TH--15E
F I OTITVT—2av&E G\ T VT TN —T DT RTOR— D EREF RIS ET,

[EE] WMAEDEEHEED EHM D55 KoY REFERTEEE A,

[RFFER] TATOR—MIHLEEAFRISNI=LDEALLET,

egress permission 1-26
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.1.7 recovery limit

[#88E] ether R—rDYUHE DU EHD LIRIETE
[EAHE] PG-SW109-PY-SWB104
[AAERK] recovery limit <limit>
[AFvav] <limit>
) EIUEH
R—rAZEZFTIERELL T OFVUEHE 1~10 D 10 ERETHRELET .
[B1YEE—F] Interface Config E—F
[EREA] ZER—FEARRKREICT OO LREEL T IF IV EHERELET LRIEIC
ELEZIT, DRT LAY B DS AR— IO BAEIRELEGYFET
[F&E] R—IHBAZEIKEDIH S . online 372 FDFAEMRRIEE TR—MAEEERL TS,
-online ARURICKYR—MAELZBBRT 5L, YU IOV ERITEE 0 1CUtyhEhEzT,
[RBEE] LERELZLEABLIDIT I LTHR—MARFTHAEL,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.1.8 downrelay port

[#88E] ether R—kDYUOF I L—HEBEDEHEBNER— ) AMERDEETE
[EAHE] PG-SW109-PY-SWB104
[AZRK] downrelay port <portlist>
[A#Fav] <portlist>
JL—EER—FJR R
AEBRLZHELT: ether R—bD U OF O LIBEIC EHELT
R—BAE (V2 OF V) E1TS ether R—hDYRMERELET
BHROR—IEBSERETHEHR. " (AU TRUYETS,

BHOBSHEIGE, " (N(TV)TRYYFES (51:"1-8"),
i B g
1~26 PG-SW109-PY-SWB104

[E14EE—F] Interface Config E—F
[EREA] ARERZHELS: ether R—FA) U IF IV LIZBEIC EBELT)VIF VU (R—k
FAZE) %475 ether R—bDURMERELET,
DO L—BEATON IS IC EER—MAAEREBLLGY IR TLOT N
HAShET,
NI TITTN—TEERLTWBR—MIBRELIZEE. N\ IT7VTTIL—TAD
ETOR—BT IO LIS B ICEEBENTEOIES,
[XE] -R—IHAEAEREEDIZE . online 37U F DFAERERRIEE TR—MAEZEMAERL TS,
JL—BER—N)RMIBRER—MIEENR TV TEH ERRIEEICTOAES, 2L
BER—FOHAFEINTVDGEE &, UL—BENMTHOA T RER— DA EAERELE
YFEJ,
-RATUREHRFELT: ether R—FOBIMERERROYU VT OVEETIE, &
BR—FOFAZEIIThbhEE A,
‘R0 ITvITIN—TDR— O BEBER—FEL TR OR—MERELIHS.
B—/\WITvTTIN—TTREICE DU LIz R— IR E SN TS EEEER—FA
HOULET . A— 1\ I7vT T IN—TDR—MIBRE T HEHEBER—NIRCREIC
LTLI=ELy,
[REBER] R—PIRAMEREELLEALELIDIF D) L—HRELEMEL AL
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.1.9 downrelay recovery mode

[#6E] ether R—kDYL o5 I L—HEEDFAERREEDRTE
[ER#IE] PG-SW109-PY-SWB104
[AAER] downrelay recovery mode <mode>
[A#F<3v] <mode>
BIEEER— M) AN DERAEBRBMEERELES .

-manual
OV URICKORAEBBRERELET,
-auto

o7y Ik BEAERERERELET
[E14EE—F] Interface Config E—F

[EEA] Vo DF ) L—HEEDEIEEER— M AMERICRELI-R—FORAZEREN DB ER
REMFERELES .

fRBRENVEIZ manual 25X ELT=1B AL, online ARV RFE: L, BIMAGE R L B ICLSHEAEMERIC

FOTEER—FDFAEBBRAAIREL LY ETS

FRBRENVEIC auto ZERTELTIIGE (&, online XU REzI. BIMATERE BICKDEAEMBBRLSN

[SUL T ) L—HBEREAR— DY I T VT &> TRIER— O BRAEMIRA A fE L7

YES, Tz, auto BITY I T VT L BBAEMBMITONIISEE X, YR TLOTEH A

LFET,

[EE] BT L —HEEEE R ELT- ether R—FAEARIREED B S (. auto FEBTLYLY

TYTIREELIFAESIELV=8, online ATV RICK > TEAEKEZMIRL TS,
SEEBER—I VU OF I L—UNOERTHEREDIZETH, FAEBREELT
S515& (%, downrelay recovery cause AV R TEREHREL TS,

-ether R—bDERNAIIT T ) F—2avR—bTHY. IV IT TV F—2av D98
D)L —HEEDEEB RN AMEREBEENHIEE (X VL ITIIVTF—av DYoo
D)L —REENEELGYRERITERINET,

-BBIREIMEIC auto ZIEEL-HE TH, T TICFAZEMN RSN TS ether R—k4o,
FAEREABITHD ether R—MIK LTI FLEVUIT7VTRETHL-ORERRETVEE Ao

B—\VITYTTIN—T DR—MBEBER—FERELIIGE. F VL TLM:
master R—kHE IR T BHRIZ. —BEIIZ master 7R—k.~backup R—rD WA A
O IRREICE 2180 BERMER— T OULET A— 1\ o7V T T IL—TD
R—MIEEBER—MEEET BIHEIZ[E<mode>(E auto [ZEEE L TLZELY,

[REER] EEEER—NIRNOBAZEMBRENEIC auto SMEESN =D EHELET,

downrelay recovery mode auto
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3.1.10 downrelay recovery cause

[#88E] ether R—rDYUOE ) L—HEEDFAER RN RERDEKTE
[EAHE] PG-SW109-PY-SWB104
[AARK] downrelay recovery <cause>
[AFLav] <cause>
BEEER—N) RANDRAEBRR A RET IFAEBERELUTORNIEELES,

-downrelay
DoOF 0 L—HREIC K AAEBEREBBRARICT HEEIHEELES .
-all

TRTHOERIZW L TCHAERRBREZITVET,
[E14EE—F] Interface Config E—F

[E%EA] downrelay recovery ¥R T auto IEER DI TV TREEIZL S, FAERENSDHE
RREMEROREMBBRIRDERERELET,
[EE] - RO RIE. downrelay recovery mode YR T auto NMEESNTLBIZERIZDH

BT, manual MEESNTLSIHE . EREIBREINFETS,

EEEBEAR—bD online AT RRTH, F=(E. FAEBRE LD I EREERICIE,

K OTUFERIIKEFELGVDTHAEIBRINET,
[REER] EESER—FIXFORAEMBRRERIC downrelay AR SINT=EDEHELET,

downrelay recovery cause downrelay
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3.1.11 downrelay recovery sync

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[EE]

[REEEF]

ether R—tDYLIF ) L—HEED BB 1 R— MR HABE DR E
PG-SW109-PY-SWB104
downrelay recovery sync <mode>
<mode>
EEBER—NXAFORBABELIEELET .
-disable
BEEBER—FTORBSELTVER A,
-enable
BEEER— N TORBBMEEITVET,
Interface Config E—F

downrelay recovery mode AR T auto {8 ERDEEBER— O RIBNEEIEELET
RIEAENE(C disable AMEESNI-HE (X MHABEZITLER Ao
FIHAENEIZ enable NIEESNIIHE (L. KEBRZERELT: ether R—bAY L IT7VTTBHET
EER—NE, U98OV L—IC L DFERE THELET,
- A7 RIE, downrelay recovery mode A< KT auto NMEESNTLBIZERIZDH
BITT . manval MEESIN TV S EEEERITEEINET,
-EEEBFAR—bOD online AT FERTERIZE, AR UFERITIKREFELLEVTHAERERSNET.
‘B E REEBICAITURAERINT: ether R—kASUUOF D REDIZE .
BER—NE U IF ) L—IC K BEARRETHERLET.
B ER—R) RO RIBAENIEIC enable MEESNI=LDEHBINFET,

downrelay recovery sync enable
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3.1.12 cee use

[#88E] ether R"—+T® CEE FARE—KFDEE
[EAHE] PG-SW109-PY-SWB104
[AHAFK] cee use <mode>
[AFLar] <mode>
-off
CEE ZERALGWNERICIEELEY,
-on
(EE =AY B RITHEELET .
[BI#EE—F] Interface Config E—K

[EREA] ether R—bT® CEE(ETS-PFO)ERARIBEERELET
[EE] -(EEZEATA5HE. LTOREFXERINES,

- "qos prioritymap”

- "flowctl”

- "gos mode”

-(EEZERYTHHE. U TOREFEDELYES,
- "qos aclmap queue”
- "qos aclmap tos changeQueue”. “qos aclmap dscp changeQueue”
- "ipbgos aclmap queue”
- "ipbgos aclmap dscp changeQueue”

‘(EEZFEATHHEE. UTOREIL CEE R—rERV-EREICHYET,
- "vlan qos aclmap queue”
- "vlan qos aclmap dscp changeQueue”. "vlan qos aclmap tos changeQueue”
- "vlan ipbqos aclmap queue”
- "vlan ipbqos aclmap dscp changeQueue”
- "buffermode”

-(EE AT HIEER. U TOEYTIE CEE ZERASNEL A,
- TAF T4 N—TTERT HFEIBEIEE LGS &£ TFA 4 T4 L—TTIRELI-FE

RO EETH 100%% 28,

- “cee priority group"aAY R TEZELTz PG 3 XTHV"cee priority map" AU R TIRESN TLVELY,
- "cee priority group"3IY R TEELT= PG LIS DFES AV cee priority map"IY U R THEESN T S,
- "cee priority group pfc"aY R T PFCERZIELT- PC Y 2 DULEHFEET B,
- RORUREE (on) BY BT SAFVT4T IL—THERESNTLEN,

-CEE R—MZZ5—8—7 v R—bERELIZGE . TOR—FIRATELERYET,

-CEE R—KIZ IEEE802.1Q o T ZERLIZGE . EDR—MIFIATERBYES,

-CEE 7R—NK < ratecontrol ZEH LGS . TDOR—MEIRATELGALYET,

[REXERF] ether R—+TCEEZEALGEVLDLEALINET,

cee use off
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3.1.13 cee priority group use

[#28E] ether R—+T®O (EE FT5A AT IW—TDIERK
[BFRAKE] PG-SW109-PY-SWB104
[AARK] cee priority group <pg> use <mode>
[#F2ar] <pg>
TSAFVTATN—TES
TIAF)T4TN—TESE, 10 EHTRELES .

B #iE
0~7,15 PG-SW109-PY-SWB104

<mode>
-off
BELITZAA) T4 L —TE2ERALGWNERITIEELET .
-on
BELEZTSAF VT4 N—TEERTHIERITIEELET,
[B1YEE—F] Interface Config E—F
[EREA] TSAAN T4 N—TEERLET,

[E=E] TSAFTATN—TOEEIFO0~T7 DS5D 2 D&, 15 HEEERMEETT
BB ELIT ATV T4 V=T ISHPBARESN TGRS, (BE REE
B|HELET,

[Ayt—]

<ERROR>: 5 : lack of table
BE: TS5A4F)T4TN—T 0~7 D55, BRIZ 2 DERESA TS0, Chilk
DFTZAF) T4 N—TERETEE LA
@ RELTSAH)T4T L —TEBZHIBRLTHSEEL TS,
[REBEH] £TOTSAAITATIN—THRIERTHIEDEHELET,
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3.1.14 cee priority group weight

[#8E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[REA]
[EE]

[REEH]

ether R—T® (EE T5AF VT4 T L—T DFHIEDRE
PG-SW109-PY-SWB104
cee priority group <pg> weight <weight>
<pg>
TSAFVTATN—TES
TIAF)T4TN—TESE, 10 EHTRELES .

B #iE
0~7 PG-SW109-PY-SWB104

<weight>
TSAF) T4 N—TCHERT S FEEERELET,
Deficit Weighted Round Robin (DWRR)DE|&% 10 #EHTHRELET .

Ll iz
1~100 PG-SW109-PY-SWB104

Interface Config £—F
TSAA) T4 N—F OHEIEERELET,

CBHETSAA)T4T IWN—TFIZHELT weight DEEA 100(/S—EU M) EBZRLKESIZH

ELTLEEW,
RERDTZAA)TATIN—TIZRIARUREEELIZIGE . TOERITENELVET,
TIAFVTATIN—TES 15 ITHL T, FEIBERE T H_EFTEE A,
TIAFVTATIN—TES 0~ T BNRESNTOEVLDEALLET,
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3.1.15 cee priority group pfc

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[FE]

[REEEF]

ether R—tT®D (EE F54A T4 IL—T D PFC DERE

PG-SW109-PY-SWB104

cee priority group <pg> pfc <mode>

<pg>

TSAFVTATN—TES
TIAF)T4TN—TESE, 10 EHTRELES .

B #iE
0~7,15 PG-SW109-PY-SWB104

<mode>
FSAA )T 44 IL—FT. Priority-based Flow Control (PFQ) DE AR BEEHRELE T .
-off

Priority-based Flow Control (PFQ)Z{ERLER A.
-on

Priority-based Flow Control (PFQ)Z{ERALET .
Interface Config E—F
EBTSAF T4 IL—T D Priority-based Flow Control (PFC) DEA A EFHRELET .
PFCIE N DETDTSAAYTAT N—TIZHL TRERRETY
FEEENFTIAHIVTATV—THEELLEWNES  REFENELYET,
TSAX)TATIN—TES 0~ 7T HXU 15 O PFCIXEALLEVEDEABINET,

Page 33 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.1.16 cee priority map

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]
[RE%ERF]

ether R—hT®D CBE TSAF VT4 T IW—TEARNTICDTSAA ) TADRIGERTE
PG-SW109-PY-SWB104

cee priority map <pg0> <pg1> <pg2> <pg3> <pg4> <pg5> <pgb> <pg7>
<pg0>

TIAA VT4 0 & ERTETSAA VT4 N—TESERELET,
<pg1>

TIAX)T4 N EERATETSAAVTATN—TESERELES,
<pg2>

ToAA )T 2 &ERATETSAAVT4TN—TESERELET .
<pg3>

ToAF T4 32 ERT BT IAF VT4 N—TBESEE/ELFET,
<pg4>

ToAF T4 b ZERT 2T IAF VT N—TESEE/ELFET,
<pg5>

ToAA VT4 5 & ERATETSAA VT4 N—TBESERELET,
<pgb>

ToA4F T4 6 ZERT T4V T N—TESEE/ELFET,
<pg/>

ToAA )T 1 &#ERATETSAAVTATN—TEEEEELET .
Interface Config E—F

CEE BT FAAVTATN—THERTDIA NN ICDTZAF)T14EHELET
RIAYUEDBRBETHAILDEALLET
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3.1.17 cee buffer optimization

[#88E] ether R—rD/\wI7HREE PFCHABRENS T4y A BEICEREYT HRRISELREICEET .
[#EFRA#E] PG-SW109-PY-SWB104
[AAFK] cee buffer optimization <mode>

[A#F<3v] <mode>

-enable
ether R—bD /AW T7EEZE PFCABNENS T4v o BEICERET HRRICHET HREICER
LFEY.

-disable
ether R—kD/\wI7EREZE PFCO BRGNS T4y D BEICIRET 5 ENGOVKIRISET B3R E
[CEELES.

[E14EE—F] Interface Config E—F
[EEA] CEE R—bD /Y T7EREE . PFCARRENS T4y I B EITEREY DKIRIET HREICTHM
ESNERELET .
[FE] “RED (EER—bDTSAAYTATIL—TH 2 DTHIMEE . Fh(&. PFCERRELIZTS14 )T
T —THERINTVEMEE KATURREIIENELLVET,
[REXERF] ether R—bD/\VI7EEE PFC BN T4 D BEICIRET 5T EAVELKIRISET HEREIS
LIzt DEHELET,

cee buffer optimization disable
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3.1.18 cee dcbx propagation

[#8E]

B RAEE]
[AARH]
[AFLav]

[B1EE—F]
[EeeA]

[EE]

[REEH]

TONF—2a  BEEDERE
PG-SW109-PY-SWB104
cee dcbx propagation <mode>
<mode>
=on
TaNT—a EEEAICLES,
- off
TANT—a R EEICLES
Global Config E—F
DCBX Willing A% on [ZEXRFE SN TLV\HHR—bD DOBX BREZ . Rk Al R—bD
DCBX Willing A off IZEXE SN TLVAR—FA~RBELET,
-DCBX Willing 7% off T&HBHR—hh3EEEkd DCBX Willing A% on ISR ESN TLBR—EMD
DBX BRENRMENDIHE . RIT DIEFHAED DBX BENRBENFET,
TONRT =2 a  BRENENCREIN-LDEHELET

cee dcbx propagation off

3.1.19 dcbx fcoe-priority-bits

[#28E]

[& FAE]
[AHFEH]
[AFLav]

[B1EE—F]
[EEA]
[REXERF]

ether R—~T®D FCoE DT SA4F YT DEETE
PG-SW109-PY-SWB104
dcbx fcoe-priority-bits <value>
<value>
TIAXITA
TIAF)T1ZEVRIYTRAT O~ D 16 EHIETIEELET,
Interface Config £—F
FCOE DT SAA ) TAERELET
TFA4A)T13 OAEELIZLDEHGELET,
dcbx fcoe-priority-bits 08
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3.1.20 dcbx Fcoe-priority

[#8E] ether IR—+T®D FCOE DT SAHITADYRLEHRTE
[EAHE] PG-SW109-PY-SWB104
[ADEK] dcbx fcoe-priority <prioritylist>
[#F2a>] < prioritylist >
TIAF T4
TSAFT4DI)RRE 0~T7 D 10 EHETIRELES .
BHEOTFAFIT4EBET BHE. ", (W) TRUVET,
BHEOTZAF T4 <HE . " (NATV) TROYET,
[E14EE—F] Interface Config E—F
[ExEA] FCOE DT SAAYTADYARMEHRELET
[REBEH] TS54UT13 OAHEELELEDEAELETS .
dcbx fcoe-priority 3

3.1.21 dcbx iscsi-priority

[#8E] ether R—kT® iSCSI DT SAF VT4 DI RNERTE
[#FA#IE] PG-SW109-PY-SWB104
[AHBHK] dcbxiscsi-priority < prioritylist >
[AFar] < prioritylist >
TIAF T4
TSAA)T4DVRANE 0~7 D 10 EBETHEELET,
BRDTSAFT)T1EEETHEE. " "(HUI)TRYYES,
BEOTFAF T4 <HE . " (INATV) TROYET,
[E14EE—F] Interface Config —F
[EiEA] iSCSI DT A ) T4D)ANERELET
[REBEEEE] TSAAUT1 4 DAHBELIZEDEHELET
dcbx iscsi-priority 4
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3.1.22 dcbx fcoe use

[#88E] ether R—kT® FCoE DRAISHTE
[EFAHE] PG-SW109-PY-SWB104
[AHAFK] dcbx fcoe use <mode>
[AFLar] <mode>
-off
FCOE 2 ELBWMERITIRELET .
-on
FGOE &% 15T HEBICHEELES .
[E1¥EE—F] Interface Config E—K
[EREA] ether IR—hTO FCOE DEEAREHRELET
[RERER] ether R—hT F(OE Z£IETREDEAHELET,

dcbx fcoe use on

3.1.23 dcbx iscsi use

[BHE] ether R—+T® iSCSI DEIEERTE
[#FA#IE] PG-SW109-PY-SWB104
[AHFRK] dcbxiscsi use <mode>
[#Far] <mode>
-off
iSCSI ZEELBWERITHEELEY .
-on
iSCSI 22 2T HERITHEELES .
[E14EE—F] Interface Config —F
[EEA] ether R—bT® iSCSI DEERBERELET .
[REXEEF] ether R—hTiSCSI ZEIETHEDEALLET,

dcbx iscsi use on
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3.1.24 dcbx willing

[#8E]

B RAEE]
[AARH]
[AFav]

[B1EE—F]
[EeeA]

[RE&EH]

ether R—k@ DCBX Willing DE&E
PG-SW109-PY-SWB104
dcbx willing <mode>
<mode>
‘on
DCBX Willing # on IZEXELFET
- off
DCBX Willing # off ICEXELET
Interface Config £—F
DCBX Willing DR EETVET
DCBX Willing % on IZEXELIZIHE . BEEEE D D(BX %€ (PG Feature, PFC Feature,
Application Protocol Feature) A% ether R—r 2R ESNFET,
ether R—k~@ DCBX Willing I off A& ESh izt DEHHELET,
dcbx willing off

3.1.25 description

[#trE]

& FAsE]
[ABRR]
[AFLav]

[BhEE—F]
[EEA]
[RE%ERF]

ether R—rDERBAX DEHTE
PG-SW109-PY-SWB104
description <description>
<description>
-ERBAX
Z M ether R—rDERBAX ZE . 0x21,0x23 ~0x3e,0x40~0x7e @ 50 3XFLLR® ASCI
XFITHEELET
ASClI XF3—Fk 0x22 (") [(XEHETHNITRETEES .
ASCII XFa—F 0x3f(?) [E"CTRL+V " TRRETEE T,
Interface Config E—F
Z D ether R—MZDWTOEBAXERALET,
BRBANZERALGVEDEHEENET,
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3.1.26 linkaggregation algorithm

[HRE] U OT IV = ar DARSET LT X LRE
[EAHE] PG-SW109-PY-SWB104
[AHZRK] linkaggregation <group> algorithm <type>
[#FL3av] <group>

S GTTIVF—av T —TES

V9T TV —2av TN —TESE 0 ERTRELES,
i B wnE
1~10 PG-SW109-PY-SWB104

<type>

BEMBT NIV LERELES,

ssa-mac:  E{ET MACTRLRIZKDIRY ST

sda-mac:  FEEEL MACTRLRIZKBIRYS T

-both-mac: FE{ETT MAC 7RLREZIESE MACTRL RIZRBIRY 21+

*sa-ip : ZEETT IP PRLRIZEBRY 51
~da-ip : EIERK IP PRLRIZEDIRY S 1T
-both-ip:  ZEEFT IP TRLREZEIES IP FRLA®D XOR 2L 5HRY 731+
sport: ZEA—Y R R—MMI&BIRY
[E146€—F] Global Config E—F
[E%EA] Yo7 NG =230 DT IN—FEIZFIVT Y X LERELET,
[EE] [IP PRLRIZ&BIRY S (FIZEHLNTIE, IPv4(EtherType = 0800h) .

IPv6 (EtherType = 86ddh) D/ VY MZDWWTIRY 21T EITLET

FOMDTIL—LIE, FTEREOAERTRTHR—FIHTEHENRL/IESNEDIZEESNET,
ether R—+ES 1 2 3 /A 5 6 7 8 9 (10 | 11 | 12 | 13

HiE 22 | 21| 25| 13|16 | 8 |26 20| 2 | 1 | 5 | 9 |17

ether/R—+&S | 14 | 15 | 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26
i 12 4 0 23 3 7 1 15 (19 | 18 | 14 | 10 6

RPEIL—LPTO—FRFr A TILFFELRCDIL—LEAFT 7TV X LIZHKST
EER—MRESNET,
[REBEE] Vo757V —Lav AT ILTY X LIZ both-mac NERESNF-EDEHELET,

linkaggregation <group> algorithm both-mac
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3.1.27 linkaggregation ip-hash

[#88E] Do OTTIVTF—2ar QaENETILI R L
[ER#FE] PG-SW109-PY-SWB104
[A#R] linkaggregation ip-hash <type>
[#F2ar] <type>
IP7RLAD NV A B EHEERELES .

“ip: IP 7RLRIZKD/\wafEEE
“tep: TCP/UDP R—b BB (LD v afBEtE
-both: IP 7RLR&E TCPIUDP R— BB IC& D/ \wiafBFE
[E145€—F] Global Config £—F
[EBA] D7 TG =23 DAFRSETILTVZXLIZIP FTRLRIZKD BRI ERERTE

LIS B DNy B EARERELET

[R&Er] Uo7V —LavOAFRABTILTIVXLD/NY D ABEEIZ, IP TRLRARTE
ENF=bDEHELET
linkaggregation algorithm ip-hash ip
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3.1.28 linkaggregation mode

[#88E] YOOT TG —2ar DEEE—RERE
[EAHE] PG-SW109-PY-SWB104
[AARERK] linkaggregation <group> mode <la_mode>
[#FL3av] <group>

S GTTIVF—av T —TES

Yo HT7 ) =300 ) —TBEE, 10 EHTRELET,
ol HiE
1~10 PG-SW109-PY-SWB104

<la_mode>
OT TV —a BEE—F
LUTOBEE—RERELET,
-static : FREIEIME,
-active :  LACP Z{ERLI-EIRIA active BIE,
-passive :  LACP Z{#E AL =E1#9%: passive Bk,
HEREF (S static NRESN-HDELTEMELET

[B145€—F] Global Config £—F

[ExEA] Y OTTIVT—ay DBEE—FERELET .
static #¥EE LI1BE T LACP ZER LBV I T IV F—2av aBBLET,
active F7zI& passive ZIEELIIHE 1 LACP 2FERLBIMNGYL I T IS —230TT,
active E—FDHE T, 18F LACP H BT L TEHHIC LACPDU BEIEEEFIBLET .
passive E—RZIEEL=BEE. BF LACP M5 LACPDU ZZ{ELELVRY X, LACPDU O
FEEEZELEE A D2FY. WADEEMN passive E—RFTHIB AKXV 9T TS —avn
BHEShFELEA,

[REEE] Uo7 IF—2a  OBEE—FRIC static NERESNE-EDEALLET,

linkaggregation <group> mode static
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3.1.29 linkaggregation type

[#t8E]
[&FAsiE]
[AA]

[AFLav]

[EhEE—F]
[EEA]

LxE]

V97TV —ar DERIRE

PG-SW109-PY-SWB104

linkaggregation <group> type normal

linkaggregation <group> type backup <backup_group> <priority>

<group>

YT TIVF—av T —TES
VoOTTIF—2av N —TESE. 10 ERCTEELET .

it HE
1~10 PG-SW109-PY-SWB104
normal : BEIVOTHTIF—ay

BHOR— &2 ELL-BER—FELTERLET.
backup : NI TYT) T TVF—S 3y
BHOR—+EZERLIN\YITYyTR—ELTHEALEYS,
<backup_group>
INVITITTIN—TEE

N OTYITTN—TESE 0 EHTHRELFT,
L] wiE
0~13 PG-SW109-PY-SWB104

<priority>

INVITITR—FELTDEBEE
V9T I —2avE N7 T R— L TRST-BEETT,
type backup ZEELIzEEIC BAR—PELIIHEAR—LDELLNERELET

master : BEAR—b+
backup : AR —k

Global Config ®—F

YOOF IV —2a0 DEATEHRELET

BEYOTITIVT =23y (EE NI TYT I IT T F—ar hoEIRLET,

N GF7IT)GT TV T —2av [FFEEDEWR—MMIR T 5/ w7y T ELTHER

TEET,

type backup ¥EERDITE

‘B—/\vOT7 YT IL—T T master £z backup EERSNIzR—rERILEEEDIH
TIVF—=2av N BEETBEHEEE. N\ ITYTR—FELTR—IESELRY Uy
TIVF—avdEHERYET,

‘B—/\vIT7 YT IL—TF T master £tz backup EEINI=V 97T IVS—Lav BNEREE
THIEEE VU IT TV =23V T N—TBEEDINSWNIIT TV F—av N BHERGY Y
VOTITVTF—=2avdN—TBEDRENNNVITYT I IT TV —2av FEHELVETS,

‘E—/\vHI 7Yy T 5 I—TF T master £t backup R—MYLHT TS —Sa v BAREZEDISE.
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EEFESIGYES,

FROISHEEREHDFENHS-HBE RBHR—IIUIT7VTESTHEATEEE A

DATLAY Ayt—U%SEITEREEERL TS,
BEYOTITIVF—avhMEESIN=LDEAELET,

linkaggregation <group> type normal
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3.1.30 linkaggregation collecting minimum

[#88E] DU OT VT —2ar DAV \R— G E
[EAHE] PG-SW109-PY-SWB104
[AARER] linkaggregation <group> collecting minimum <count>
[#FL3av] <group>

YT TV —av TN —TES

V9T TV —2av TN —TESE 0 ERTRELES,
i B wnE
1~10 PG-SW109-PY-SWB104

<count>

-RINAINR—
DT TV =30 NEEAREL BT/ AV AR— R E, 1~10 D 10 EHTHREL
TN IT7 IV T —av B A ENAR— A R EED R/ A \KR— I =
BWNBEEIXUITT )T —2a N BERRELEYER A

F BELGEICKLYBREEOR/NAVNAR—MIETELE )V IT TV T —av i@

ETEEERYET,
[B145€—F] Global Config £—F
BB UL IS — AL EBE TR AR K N ERELET

RREBRGETIVIT TN T —2avEHh 5N ERTELIFETRIESEBVGEICEA
LET . HEFTEHETRBES XV IT IV F—LavEBERREICLET,

[EE] RELTHEMGANR—MIEYREWMBER/N A/ R—MUIHEELIZSHE . EDYV Y
TV T —avFBIERIBELGYEE A

[RBER] V07705 —2avOmINAVINKR—RIIZ 1 BEESN LD EHLELET,

linkaggregation <group> collecting minimum 1
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3.1.31 linkaggregation icmpwatch address

[#2RE] Y7 —a20) ether 13 BEREREDTRLRRE
[EAHE] PG-SW109-PY-SWB104
[AARER] linkaggregation <group> icmpwatch address <dst_addr>
[#FL3av] <group>

S GTTIVF—av T —TES

V9T TV —2av TN —TESE 0 ERTRELES,
i B wnE
1~10 PG-SW109-PY-SWB104

<dst_addr>
BRI IP FRLR
BHRMRELGD IP TRLRAEEELET .
FEEARELGEHBEIILUTOEESY T,
1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
[B145€—F] Global Config £—F
[EeA] BRADOBERETILOOBMEEREZELET.
<dst add>THEELE=HTE IP PRLREERL T IBELVVOT7 IS —2av T L—T
M ICMP ECHO /N7 ybZREL. BWEERIET A LICL > TERZEHRELET,
[FE] <dst_addr>Z(E, BEE IP PRLUREHRELEV TS, F£= BET S IP PRLRIER—
IR THHIEERERL TS,
L. LEBOTRLRERELIGA L. ether L3 BEStR#REILERE ICEMELE R A,
[REBEF] U2 OT7TVT—3>TO ether 13 BEREREZFIALEVEDEALINET

ﬁll
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3.1.32 linkaggregation icmpwatch interval

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[REA]

[EE]
[REEH]

YO T TIT—ar 0 ether L3 BEROERA 42—/ LERE
PG-SW109-PY-SWB104

linkaggregation <group> icmpwatch interval <interval> <timeout> [<retry>]
<group>

S GTTIVF—av T —TES

V9T TV —2av TN —TESE 0 ERTRELES,
i B wnE
1~10 PG-SW109-PY-SWB104

<interval>
-ICMP ECHO /37y b D IE R KX fE AR
ICMP ECHO /X7 v D IE EFHEERREZ . 1 #~60 B (1 2)DEETHEELET
BAIF. m(57).s(B)DELLMERELET,
<timeout>
-ERAALT I
BEREBEALGTETDRA LT IMNEHEZE. 5 ~180 (3 ) DEETHEELET .
BAIF. m(57).s(B)DELLMERELET,
<retry>
-ICMP ECHO /37y b D B i R
ICMP ECHO /X7y b D IEEBREE ISR L TRENELEED ICMP ECHO /34 vkD
BEMRE. 1 B ~<timeout>-1 RO TEELET,
B, m(57). s()DELLMERELET,
HEEEFE. 1s DIEESNT-LDELTEMELET,
Global Config E—F
ERAOERETI-OOIMEBRERELET .
ICMP ECHO /X7y b DG E M EEIZZIETET TV S F<interval> DR TEREITLET,
ICMP ECHO /X7 Y hDISE A RZIETELRD &, <retry>ERTHZELE T . <timeout>DRE., &
ENE-TILGWGEIEERELAHLGL, RERHELTERML. <group>THEELI=TAATD
AN—R—rEFAELET,
R—FH ARSI IBE. online ATV R TR—MAEEREIRL TS,
EEFEERR 10 B, ERIALTINS B BERR 1 B8 EESN-LOELTEELES .

linkaggregation <group> icmpwatch interval 10s 5s 1s
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3.1.33 linkaggregation downrelay port

[#88E] DOOTTIVF—=2a0 D)o 500 L— B DBIEBER— N AMERDERTE
[EAHE] PG-SW109-PY-SWB104
[AAR]R] linkaggregation <group> downrelay port <portlist>
[#FLar] <group>
O TTVF—=av TV —TEE
VoOTTIF—2av TN —TEEE. 10 ERCTERELET .
Ll e
1~10 PG-SW109-PY-SWB104

<portlist>
- L—EifER—R) R
ARERERELEVITIIVT—av NI hF o KBS T-15 A1,
EELTR—RAZE (9P V)T ether R—FDYRMEEELET
BHROR—IEEERET HHE.""(HUI)TROVET,
BHOBELIHEIEES. "(NAT2)TRUYES (f1:"1-8"),

[E14EE—F] Global Config £—F

B4 AEREZELIUDOTIUT —2av Mo 9800 LIS B, EELTIVIE Y

2 (R—FBAZE) &175 ether R—bDYRMEERELET .

DO U L—EENTONB S, EER— M ARRKELAYSRT LA EH S

L/ia_o

NIGT7ITTIN—TEERLTNBIOT TN —2avd W—TIZBRELI=ES.
NOTYTTN—TRADETDIVITTIT—av T I —TBE U LE=BEIC
FEEBENTLRONET,

[EE] R—I O BAZEIKEBDIHA . online 37U DFAEMRRKRIEE TR—MAEEMERL TS,
L—BER—NI RN OT7 T 7= a s RER— A EFRTOTHEERRERITITOIET,
-ether R—bDIERIAIIT TV F—LaviR—bTHY . RELTWBILIT7 TV r—2ary
W—TITKEBNRESNTNDIEE . KEBLSEMNELY ether R—MIFKE

IBREShTNRYLY

TV —EEEITERINE T,
CARIARURERELIIOT TV T —2a 0 R—rDBMEE R ERROY IO VBETIE,
EER—FOFAEFTOAEEA,
B—\VITYTTIN—TDR—+DEEEER—FELTRIDR—FERELIIGE.

B—/\vo 7y T N—TTREIZT IV LIAR—MIRESN TV S EEE fER— A
BOULET R—1\vI 79T T IN—TDR—MIBRTET HEEEER—MERICARIC
LTLIEELY,

[REFER] HR—FJRAMERBELGLEALELYDIE I L—HEBE T ENELA L
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3.1.34 linkaggregation downrelay recovery mode

%{]II
it

[#88E] DOTTVTF—2av D)o o5 ) L—HEEDERERREED
[EAHE] PG-SW109-PY-SWB104
[AA#R] linkaggregation <group> downrelay recovery mode <mode>
[#FLar] <group>
S GTTIVF—av T —TES
VoOTTIF—2av TN —TEEE. 10 ERCTERELET .

W Wi
1~10 PG-SW109-PY-SWB104
<mode>
EEBER—NIRCOFRERRBEERELET .
~manual
ATUNICEORAERREEELES,
-auto

o7y IZ&BHERRERELET .
[E14EE—F] Global Config £—F

[EEA] Vo DF ) L—HBEDEEEER— M AMERICREL-R— L ORAZERE,N DB ER
PRENMEZERELES

FRERENEIC manual #RELIIZE L, online AU RFE (L, BN E R ERICKSHEMRERIC
SO TEER—FOFAEBBRAAIREL LY ETS

fRFRENEIC auto ZFRTELIHA (. online AT RFEIX, BIMNLGEELE B IC L HEARMBE LS
[TV OF ) L—RERER—b DY I T v IT &> TEER—FDORAEMBR A AT REL AT
YEF . Fi. auto BIZUL I T VT ICLBAERBRAITONIBEE. Y RTLOTEH

LEY,
[E=E] S OF ) BEERELI L OT T T —ary R— A BERE DB A1, auto
BER TV ITYTRELFAESEN O, online AT RICE>THEREEMBRLT
<FEELY,

SEEEMER—AA U OF IV L— N O ERTHEREDISEE T, FAEMKREEELT
515 & (. linkaggregation downrelay recovery cause A¥ R TERZEHRTEL TS,
-BEEREIEIC auto ZIEEL-HE TH., T TICEAENBEIRSN TULVS ether R—R0, BAZEIKEEA
BATHO ether R—MIHLTIE, FEULITVTRETHL-OHAERBRETVEE A,
“RB— NI T VTG IN—T OR—FBEBER—,ERELIHEE . F O LTIV
master R—rAMEIB S BIFZ. —BF#IIC master IR—k.~backup R—r D WA H
)RR 518 BEBER— T OV LES  A—/\v o7y T T —TD
R—MIEEBER—FERET S5 E1Z[E<mode>(F auto TR E L TZELY,
[RFERE] EEBER—NIRCORAEMRRIEIC auto ATEESNI=ELDEALGLET,

linkaggregation <group> downrelay recovery mode auto
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3.1.35 linkaggregation downrelay recovery cause

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[REEH]

Vo OTTVF—2arv D) E 0 ) L— e DEAEBIRA R ERDRE
PG-SW109-PY-SWB104

linkaggregation <group> downrelay recovery cause <cause>

<group>

S GTTIVF—av T —TES
DoOF7IIVF—2a I —TESE. 10 #HTHELET,

i e

1~10 PG-SW109-PY-SWB104
<cause>
BEBER—N) ADORAERRARET SFAEEREUATAGEELES .
-downrelay

DooF 0 L— BRI K DAEEREBBRARICT HEEIHEELET .
-all
TRTOERICK L CRAEBREITLET,
Global Config ®—F
linkaggregation downrelay recovery mode 2<% FT auto {8 EBED Y U7 v TRHEIZ LS.
FEBRRARET IAEEREHELET .
- RATURIE VO T T REIC K HEAERERENVE T (linkaggregation downrelay recovery

mode AT R) T auto FHEFFICOABIMTY . manual NMEESNTLSE ST EEIEE RSN

EXR

-EEBER—FD online AT RESTE, F=(3, FAEBRELLESBNLERETERICIE. K

AVURERITIKELEVCTHERIMEBRINET,
EHEEER—F) RO RAEME R RERIZ downrelay SIEESNFEDEALLET,

linkaggregation <group> downrelay recovery cause downrelay
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3.1.36 linkaggregation downrelay recovery sync

[#88E] DT TIVF—2a0 D)o o0 L— RO EEBER—FRIABIE DR E
[EAHE] PG-SW109-PY-SWB104
[AAER] linkaggregation <group> downrelay recovery sync <mode>
[#FLar] <group>
S GTTIVF—av T —TES
VoOTTIF—2av TN —TEEE. 10 ERCTERELET .

W W
1~10 PG-SW109-PY-SWB104
<mode>
EEBER—NIRFORBABEEIEELET
-disable
BEEBER—FTORBSELITVER A,
-enable

EEHER—FTORYPEEETLET,
[E14EE—F] Global Config £—F

[E2BA] linkaggregation downrelay recovery mode <R T auto {5 ER DEE BN ER— D RIHABI 5%

BELEY.
EHABMEIC disable AMEESNIIBZE X, RABEXITVEE A,

RIEABMEIC enable AMEESNIGE R X KEBRERELIIIT7 TV —2ar T L —T 0

VT TS HETEER—MI, Yo IF ) L—ICLHFAEIRETHELET,
[EE] - Aa< 2RI, linkaggregation downrelay recovery mode 3<% /KT auto AMEESNTLVS
BRICDAEFEMTY . manual AMEESHTLSERIIEERFERSNET,

EEBER—FD online ATV REITHIZE, RITUFEBRITKFLLEVTHAEZERBERINET,

BMAEBREERICRAVUINEREINZYOT TV T —av T =TI o8
REDEZEF EER—ME I IFT I L—IC R HAERETRHELET
[RFER] EEBER—FIXCDOREEAEIEIC enable AEESN 2D EALEINET,

linkaggregation <group> downrelay recovery sync enable
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3.1.37 linkaggregation cee use

[#2RE] V9TV F—ard (EE ERE—FDEE
[EAHE] PG-SW109-PY-SWB104
[AA®R] linkaggregation <group> cee use <mode>
[#F+3av] <group>
S GTTIVF—av T —TES
V7TV =2 TV —T&ESE, 10 EHTRELES .

HEE HE
1~10 PG-SW109-PY-SWB104

<mode>
-off
CEE ZRALAWMESITEELE T,
-on
(EEZERAYHBRIHEELET .
[E14EE—F] Global Config £—F
(8] VT ) —a0TO CEE(ETS-PFOFEARIEZR/ELET .
[F&E] (EEZFERTREE. VITIIT—2av T I —TIZRET 2 R— DO LT DR EIXEEINET,
- "qos prioritymap”
- “flowct!”
- "cee use” (Interface Config —F)
- "qos mode”
-(EE#FERTEEBE. VITTITF—2av T L—TICBRT 52 R— O UTDREILJ|ESDELYET,
- "qos aclmap queue”
- "qos aclmap tos changeQueue”. “qos aclmap dscp changeQueue”
- "ipbgos aclmap queue”
- "ipbgos aclmap dscp changeQueue”
(EEZERATHEE. Yo IT IV T—2av T V—TICFHET 5 R— DL T D EIF CEE R—rZEBRLV=
BREICRYES,
- "vlan qos aclmap queue”
- "vlan qos aclmap dscp changeQueue”. "vlan qos aclmap tos changeQueue”
- "vlan ip6qos aclmap queue”
- "vlan ipbqos aclmap dscp changeQueue”
- "buffermode”
-(EE ZEAT HIEER. LT O&EMTIE CEE [EERAShFEE A
- TAF VT4 N—T THERTSHEIREIEELIIEE . BT FM1A)T17 L —T THRELI-FEZIED
BEHY 100%% 28,
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- "linkaggregation cee priority group" a7 FTEZE LTz PG X THVlinkaggregation cee priority map”
AYURTERESA TG,
- "linkaggregation cee priority group"3a< > F TEZE LTz PC LIS D FES HVlinkaggregation cee priority map”
ARUETHEESNA TS,
- "linkaggregation cee priority group pfc" A< R T PFCEBELTZ PG 1Y 2 DRI EHFHET B,
- AATUREREE (on). BRETFAA)TA4T IL—THEESNTLVEL,
-(EE AT HEE. YV IT IV r—2av Y L—TIZHERY SR —MZ IEEEB02.1Q bRV T EFEE LT
58 . TDOR—MIFATEGLGYET,
‘(EEZ2FERTRHEA. VTS =23 T L—TIZFRET R—hI< ratecontrol 2 E&LI-BE. ZD
R—rEIRATELGLYES,
[ReEE] Uo7 T)S—2arT BEEFEALEVLDEATINET,

linkaggregation <group> cee use off
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3.1.38 linkaggregation cee priority group use

[#2RE] Vo OT IV —2av® (BE T5A4AYT47 IV —T DIERL
[EAHE] PG-SW109-PY-SWB104
[AAR]R] linkaggregation <group> cee priority group <pg> use <mode>
[#F+3av] <group>
S GTTIVF—av T —TES
V9T IV —2av I N —T&SE. 10 ERTHRELES,

L Hig
1~10 PG-SW109-PY-SWB104

<pg>
TSAANTATN—TES
TIAHITATN—TESE 10 ERCRELET,

il ol ]
0~7,15 PG-SW109-PY-SWB104

<mode>
-off
BELITZAA) T4 L —TE2FERALGEWNERICIEELET,
-on
EELETSAA) T4 IN—THERTHBEITIBELET .
[E14EE—F] Global Config £—F
[EEA] TSAF) T4 N—TEEBLET,

[EE] TSAFITATN—TOEEIL0~7 DSEM 2 D& 15 HERERMEETT
BB ELIT ATV T4 N—TITHHEAREESN TGS, (EE REE
EHELFET,

[AvtE—2]

<ERROR> : 7 : lack of table

BRE: TS5A4F)T4TN—T 0~7 D55, BRIZ 2 DERESA TS0, Chilk
DTSAFITATIN—TERETEE A,

@ RELGTFAA)T1T IV —TEBRFHIBRLTHSEEL TS,

[RBEEE] 2TOTFAFITATL—THRREBRTHILDEAGELET
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3.1.39 linkaggregation cee priority group weight

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]
[ZEE]

[REERF]

V9T TVTF—2ar® (BE TSAHYT4T L —T DHEIRORE

PG-SW109-PY-SWB104

linkaggregation <group> cee priority group <pg> weight <weight>

<group>

S GTTIVF—av T —TES
V7TV =2 TV —T&ESE, 10 EHTRELES .

L Hig

PG-SW109-PY-SWB104

1~10

<pg>
TSAANTATN—TES
TIAHITATN—TESE 10 ERCRELET,

Ll iz

PG-SW109-PY-SWB104

<weight>
TSAF) T4 N—TCHERT S FEEERELET .
Deficit Weighted Round Robin (DWRR)DE|&% 10 #EHTHRELET .

g ]
PG-SW109-PY-SWB104

i

1~100

Global Config ®—F

TIAA)TATN—TOFEIREERELET,

CBWETSAA T4 IL—TFIZRELT= weight DEETH 100(/S—t 2 M EBZELESI
RERDTSAA) T4 N—TIZARAT R ERELIZIGE . TOREIENLAYET,
TAF VT4 N—TEF 0~ T HNEEINTOVEVLDEHELET,

ZEREL TS,
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3.1.40 linkaggregation cee priority group pfc

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[REA]
[ZE]

[REEH]

V9T TVF—2ar® (RE T54H)T4T L—T D PFC DERE

PG-SW109-PY-SWB104

linkaggregation <group> cee priority group <pg> pfc <mode>

<group>

S GTTIVF—av T —TES
V7TV =2 TV —T&ESE, 10 EHTRELES .

L Hig
1~10 PG-SW109-PY-SWB104

<pg>
TSAANTATN—TES
TIAHITATN—TESE 10 ERCRELET,

] wiE
0~7,15 PG-SW109-PY-SWB104

<mode>
FSAA )T 4% IL—F T, Priority-based Flow Control (PFQ) DA BEEHRELE T .
-off

Priority-based Flow Control (PFC)ZfERLEE A.
-on

Priority-based Flow Control (PFC)ZfERALET .
Global Config E—F
&TS547F)T 45 IL—T D Priority-based Flow Control (PFC) DERARIBZHRELET .
PFCIE N DETDTSAAYTAT N—TIZHL TRERRETY
FEESNITFAANTATN—THHFEELLGNGES | REXEHELVET,
TSAF T4 N—TBEE0~7 LV 15D PFCIEERALBEVNEDEALESNETS,
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3.1.41 linkaggregation cee priority map

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[%BA]
[REXERF]

W2 OT TN —=2avTD RETFAT)TATIN=TERNINTIMDT AT ) TADRIEEE
PG-SW109-PY-SWB104
linkaggregation <group> cee priority map <pg0> <pg1> <pg2> <pg3> <pg> <pg5> <pg6> <pg7>
<group>
OTIINT =LA ES

VOT IV T —a v BRE 0 ERTRELET,

L Hig
1~10 PG-SW109-PY-SWB104

<pg0>

TSA4H)T1 0 & ERTBTSAHITAT L—TEEEEELET,
<pgl1>

TSAAVTA 1 EERTBTSAA T L—TESEIRELET
<pg2>

TISAAVT4 2 EERTBTSAA VT L—TESEIRELET
<pg3>

ToAA) T4 3 EERBT BT IAHITAT L—TBEEIRELET .
<pgh>

FSAHUT 4 b EERTETFAHY T N—TBEEEELET .
<pg>>

TSAH T4 S EERT BT FAA T4 N—TEBEEELES.
<pg6>

TSAH T4 6 EERT BT FAA T N—TEBEEELES.
<pg7>

ISAAIT4 T EERT BT AT N—TBEEEELET .
Global Config E—F

CEE RTSAFVTATN—THERTDANNNTICDTFAF ) T1ERELET
ROV ERBETHILDEALGLET
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3.1.42 linkaggregation cee buffer optimization

[#88E] VoOTTVT—2av DNy IT7EREE PFCOBENS 7100 BEICEEET 2KIRICEL-
REICEET D,

[#EFAMIE] PG-SW109-PY-SWB104

[AARK] linkaggregation <group>cee buffer optimization <mode>

[#FLar] <group>
N OT TV —av I N—TES
VoOTTIT—2av TN —TESE. 10 EHTHRELET .

il R
1~10 PG-SW109-PY-SWB104
<mode>
-enable
Yo OTTIT—23v DNy I7EREE PFCHENRENS 700D BEICERET HRRIET 55%
[CEBELFEY,
-disable

YoOT TN —=230DINYIT7HREE PFCHOABEDENS Ty 0B EIZERET 2 LA LVKIR 12
THREICEELET,
[E14EE—F] Global Config —F

[E%BA] CEE EBMSINF=) 9T TS =230 R— DN I7REE . PFCOANE NGNS Tv DB E (Z§REE
FHIRRICET BHEICTHINEINERELET,
[EE] SARYITIVE—2a0® (BE TS5AF T4 IV —T 8 2 DTHIMES . Fi=1&. PFCEERELT-

ToAF)T4T V=T HRERSN TGN S RITUFREFESHELGYET,
[RBER] V0750523 N\ I7EREE PFCOBENEN T4y D BE ITERET S EAELVKIRICE
TREREICLI-ADEALGLETS

linkaggregation <group> cee buffer optimization disable
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3.1.43 linkaggregation dcbx fcoe-priority-bits

[#88E] YO T V5F—2a0 D FOE DTS4 F) T4 DELE
[EAHE] PG-SW109-PY-SWB104
[AAER] linkaggregation <group> dcbx fcoe-priority-bits <value>
[#F2a>] <group>
S GTTIVF—av T —TES
V9T IV —2av I N —T&SE. 10 ERTHRELES,

L Hig
1~10 PG-SW109-PY-SWB104

<value>
TIAF)T4
TSAA)T4EEVRTYTHRA T O~f D 16 EFETIHEELET,
[E14EE—F] Global Config £—F
[EiEA] FCOE DT ZAA ) TAEHELET
RECEEE] T514UT13 OARELILDERBLETS,
linkaggregation <group> dcbx fcoe-priority-bits 08

Page 59 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.1.44 linkaggregation dcbx fcoe-priority

[#88E] DO TTV5F—230TO FCOE DTS4 ) T4 D) ANEERTE
[EAHE] PG-SW109-PY-SWB104
[AARER] linkaggregation <group> dcbx fcoe-priority < prioritylist >
[#F2a>] <group>
S GTTIVF—av T —TES
V7TV =2 TV —T&ESE, 10 EHTRELES .

L Hig
1~10 PG-SW109-PY-SWB104

< prioritylist >
TIAF T4
TSAA)T4DIRNE 0~T7 D 10 EHETHEELET,
BHEOTFAFIT4EBET BHE. ", (WU 2) TRUVET,
BHOTSAFITAHGIGE . (AT V) TREYYET,
[E14EE—F] Global Config £—F
[ExEA] FCOE DT SAAYTADYARMEHRELET
[REER] T4 UT13 ODAEELI-LDEALLET,

linkaggregation <group> dcbx fcoe-priority 3
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3.1.45 linkaggregation dcbx iscsi-priority

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[ 5% EB]

DT VF—2a0TO iSCI DT AT T4 DIYRAEERTE
PG-SW109-PY-SWB104
linkaggregation <group> dcbx iscsi-priority < prioritylist >
<group>
S GTTIVF—av T —TES

V7TV =2 TV —T&ESE, 10 EHTRELES .

L Hig
1~10 PG-SW109-PY-SWB104

< prioritylist >

IS4 F T4
TSAA)T4DIRNE 0~T7 D 10 EHETHEELET,
BHEOTFAFIT4EBET BHE. ", (WU 2) TRUVET,
BHEOTFAFTAHEIHE . " (INATV) TREOYET,

Global Config E—F

iSCSI DT ZAA)TFADVRANERELET

ToAF T4 46 DHEELIZLDEALGLET,

linkaggregation <group> dcbx iscsi-priority 4
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.1.46 linkaggregation dcbx fcoe use

[#t8E] VYT =3 TH FCoE MR EHTE
[EAHE] PG-SW109-PY-SWB104
[AAER] linkaggregation <group> dcbx fcoe use <mode>
[#F2av] <group>
S GTTIVF—av T —TES
V9T IV —2av I N —T&SE. 10 ERTHRELES,

L Hig
1~10 PG-SW109-PY-SWB104

<mode>

- off

FCoE X ELAE VNG RITHEELET

-on

FCOE 232 ET B RITHEELEY .
[E14EE—F] Global Config £—F
[EEA] YT T )r—230TO FOOE DEERARZHRELET,
[REEER] VU745 —230TFOE ##ETHLDEHELET,

linkaggregation <group> dcbx fcoe use on

ﬁll
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3.1.47 linkaggregation dcbx iscsi use

[#t8E] Yo OT IV =3 TO iSCSI DEIERE
[EAHE] PG-SW109-PY-SWB104
[AAER] linkaggregation <group> dcbx iscsi use <mode>
[#F2av] <group>
S GTTIVF—av T —TES
V9T IV —2av I N —T&SE. 10 ERTHRELES,

L Hig
1~10 PG-SW109-PY-SWB104

<mode>

- off

iSCSI ZEELEWNMERITHEELET

-on

iSCSI 2325 BHRITHEELEY .
[E14EE—F] Global Config £—F
[FRBA] Vo OTFTVT—2arTO iSCSI DREERAEERELES
[REEER] VU775 —2a0TiSCOI £#ETHEDEALHLET,

linkaggregation <group> dcbx iscsi use on

ﬁll
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3.1.48 linkaggregation dcbx willing

[#8E]

B RAEE]
[AARH]
[AFav]

[En4EE—F]
[EEA]

[REEH]

Y27 =325 )L—TF O DBX Willing DR E
PG-SW109-PY-SWB104

linkaggregation <group> dcbx willing <mode>

<group>

N OT TV —2av T N—TES
VoOTTIVT—2av TN —TESE. 10 EHTHRELET .

#E wiE
1~10 PG-SW109-PY-SWB104

<mode>
-on
DCBX Willing # on IZEXELFET
-off
DCBX Willing % off IZEXELET .
Global Config ®—F
DCBX Willing MEEEEITLNET
DCBX Willing % on IZERE LI5S . BEEEE D D(BX %7 (PG Feature, PFC Feature,
Application Protocol Feature) X)o7 )4 —Sav T ESINET,
D275 s—2a2 5 )L—TF @ DBX Willing (X off NERESN =D EHELET

linkaggregation <group> dcbx willing off
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3.1.49 backup mode

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[REER]

N7y TR—bOERAR—NEIRA EHRE
PG-SW109-PY-SWB104

backup <group> mode <mode>

<group>

INVOTVITN—TES

NITvTTN—TESE 10 EHTRELES
i e
1~13 PG-SW109-PY-SWB104

<mode>
master /R—k& backup R—+ DA HMERATREA L EICHRAT S R—FDEIRFAEE
BREELET,
master : master R—rZBEMICERLET
earlier : I OTYITUCTHERATREIC > f= R— M EERALET
Global Config ®—F
W OF7ITTN—TZEIERAR—OBIRFEERELET
N T7YTOPYBEZE—RELT master R—r#BEMICHERATILIZEINLDE
AIEENET,

backup <group> mode master
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3.1.50 backup standby

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[EE]

[REEH]

NI TYTR—DEFHEIKREERE
PG-SW109-PY-SWB104
backup <group> standby <mode>
<group>
INVOTVITN—TES
N7 TTN—TESE N0 ERTRELET,

i wE
1~13 PG-SW109-PY-SWB104
<mode>
N7 TR—bDFEIREERELET,
online : FRRETHO>TEN\VITYTR—FEHELEE A,
offline : FHRET VTV ITR—IEHELET,

Global Config E—F

N IT7ITR— b OFRFIKEERELET,

M IKREZ offline LIRTELIIGEIT, FHEREBD/N\vI Ty I R— EFAELET,

FAZE Lo = R—bDIKEE (T Ethernet R—HIfEID TR D offline 2FATLIKEBLRLTY

F- . BELTWAN\Y I T YT R— DT § HLFAEBBRERITLET,

FAEMBREETLAR— DI DOBEEICKYBAEIN T Y REAFRELTLETAIEYY

BHYES,

I\ T T R—bDERAR—RRIRAED master EERTFSNTLSIHEIC, FHRET/ VY
TYITR—rEFETIRELLTEH, N ITVTDEBER—MIBHAELEE A,
N I7ITDBER—IEFRAESEVEE K. VI T7vIR—tOFERR—NERFEE
earlier IZEREL TLEELY,

KBTI T YT R—NERAET R E LB AT, /NI Ty T R—MERE LIS HVEA
ELIR— BB THERRLEER A, offline IRV R THELER—FTHEBALRLTT,

INVITITR—bDFIREELL T online AEESINIZEDEAHHELET

backup <group> standby online
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3.1.51 backup change-notify

[#8E] Ny o7y TR—rEIYEY DEED Change Notify Z7L—LaE{EERE
[EAHE] PG-SW109-PY-SWB104
[AARK] backup <group> change-notify <mode>
[#FL3av] <group>
INVITITTN—TES

NITvITTN—TESE, 10 ERTRELES
i e
1~13 PG-SW109-PY-SWB104

<mode>

Change Notify ZL—LEEDHFEEZHELET

off:  Change Notify IL—LZEREELEE A,

on: Change Notify ZL—L#FEELET,
[B145€—F] Global Config £—F

[EREA] NI T YTIR—bDYIYEY DEED Change Notify FL—LEENDHEERTELET,
on #EELIGE L. 1\ IT7 v T R—rIIVEY DERIZ. Change Notify JL—LZEEELET,
[EE] -Change Notify T@E&IEN S MAC TRL RI&. 13997V T R— DY EY ZR—EDFRET S

EED MACEBT—JILIZEELTLS MACTRLREEIFTT,
EED MACEEBT—TILIZZBE SN TS MACTRLRIZEEEREE A
I\ O T IR DFHREERED offline DIFE (X, KREABHE/N\VITVTR—MIHFT S
HREZ DR TELEBRLENREIZ Change Notify JL—LMNEESNFET,
[REZEHF] Change Notify JL—LZEREELEVEDEAELET,

backup <group> change-notify off
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3.2 MAC &%)

3.2.1 macstorm

[#8E]

[& FAsiE]
[AHBER]
[AFLav]

[EhEE—F]
[EEA]

[EE]

[REERF]

ether R—bDTA—FF ¥ RAMTILFFr AR b—LHIEIERD R E
PG-SW109-PY-SWB104
mac storm <threshold_broadcast> <threshold_multicast> <action>
<threshold_broadcast>
- JO—RF VYRR —LIST1497DLEWME
TO—FF YRR —LFST4YIDLEMEZRELET , HIRLI-L\FIHDEZ Kbit/s, Mbit/s,
Gbit/s TUT DEETHEELE S,
8k ~ 8000000k
1m ~ 8000m
1g ~ 8q
(LEWMEZ 0 ICERELBEIF. TA—FF v APRM—LDOERIFITVEEA,)
<threshold_multicast>
" RILFFY RNV RPRM—LIF T4 DLEME
CLFEXRAF YRR —LIS T4 DLEWMEERELE T HIRLIZLFEDEZ Kbit/s,
Mbit/s. Gbit/s TLATDEETHEELET .
8k ~ 8000000k
1m ~ 8000m
1g ~ 8¢
(LELMEZ 0 ICERELZS . TILFF v AR M—LDERIEITVERA,)
<action>
LEWMBZBA-EZDEEERELET,
-discard : LEWMEZEA-T—RIWEINFT
“close : R—rZ2EAZELET (offline)
Interface Config E—F
TO—FFvRMNIIVFF v AR —LEIEIERDEEELET
discard F7=(3 close FEERFIZIE, LEVMEZBA-ELEBLVEIRRICORATLOTEH AL
FI . MADLEMEZEDIZ 0 ITLHERIF. AM—LDERIFTVEE A,
AT TERICHIBRENSTEIL FST71490D /5 b A RITEREFLET , /7 uh
4 X (Byte) ELELWMEA S, EIRICHIBRESNSHFHEFITROXTROONET
LEWME * (/N7 yb AR +20)1735 b (X

JO—FHvARSToyoLEWME 2000000k, T IILFF YR EYRARAR—LRS Ty DLELME
2000000k, LELMEZ#Z 1=FRDEEIL close ELTHRESNTLET,

mac storm 2000000k 2000000k close
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3.2.2 maclearning

[#t8E]
[&FAsiE]
[AA]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

ether K—h® MAC 7RL R B D&

PG-SW109-PY-SWB104

mac learning <mode>

[A#F<3v] <mode>

[&2eA]
[EE]

[REEEF]

“on

MAC 7RLRAD BEIEEZEMICLET,

- off

MAC 7RLRAD BEFNFEEEINICLET,
[B14EE—F] Interface Config E—K

ether R—rL AL TO MAC BEEIZ B DEM/BEHERELET .

-ZEL )L (Global Config E—R)® mac learning A< FEDE &

Global Config E—F Interface Config E—F RRR—LD
mac learning A< K mac learning A< K MAC 7 RLR%EE
ON ON ON
ON OFF OFF
OFF ON OFF
OFF OFF OFF

MAC 7RLRADEHFEENEMIIBESNZEDEHLZLET,

mac learning on
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3.2.3 mac pause-storm

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[RE&EH]

EHEL T PAUSE TL—LZERIELI-FROKR— DO EIEERE
PG-SW109-PY-SWB104
mac pause-storm <action>
<action>
E#ELT= PAUSE JL—LZRIEL-ROEEEZRELET,
-discard :  E#ELT= PAUSE TL—LEZELKEITTLIEOT—2EHELES,
“close : EHELT= PUASE 7L—LZEBRH T 5 ER—REBAZELE T (offline(pause storm))
Interface Config E—F
EfELT= PAUSE JL—LEZELBOR—FOBERELTVET,
discard F7=(F close FEEBFICIT. FHICTHTIFFESIEESHLVEIRBICORT LAY EH AL
E3 28
TIAIVNEIMEIE discard ELTRESNTVETS,

mac pause-storm discard
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3.3 STP 154k

3.3.1 stpuse

[#8E]

[& FAsiE]
[AHBER]
[#Fav]

[En4EE—F]
[EEA]
[E&E]

[REEEF]

ether R—h STP FE AR H R E

PG-SW109-PY-SWB104

stp use <mode>

<mode>

-on

STP AT HERITHEELES,

-off

STPZEALLEWNERITHEELET,

Interface Config E—F

ether R—~TO STP FEARIEEHELET .

BEDREMAED EHM D[S KTV REFEATEE A,

stpuse on MEBEEINTLTE, B D STP BIEE—FM

OFF(stp mode disable) DIH & IFHRENBHELYET,

1)y @ STP EifEE—R A OFF(stp mode disable) LIS DIHE . bR D
EBITEOT K= —FHITBEMNTREVREITREZEAHYET,
STP Z{EALALNR—RZIE stp use off ZEREL TS,

25—V T B LV IEEEB02.1Q bRV T EEELISHE . TOR—MIFIRTERRYFET,
ether R—rTSTP 2RI HLDEALEINET,

stp use on
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.3.2 stp domain cost

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
BLZ]
[ZE]

ﬁll

[REEH]

ether R—rD /SRR FDHRFE
PG-SW109-PY-SWB104
stp domain <instance-id> cost {auto|<path_cost>}
<instance-id>
SIPAURAVA D ES
0~15 M 10 EHKIETHEE
BREHELLTO~15 ETHYFET A MSTP BIMEE—FRISNDEEIC
1~15ZAALIESESFENELGYEE A,
auto
-BEMICARMERELET
<path_cost>
*/AXORPB
XXX L% 1~200000000 0 10 EHIETHRELET .
Interface Config £—F
STP DR—rD/RROARMEHRELET
WMAEDEERMEED EHM OI5E . KoY REFERTEEE A,
AVRBU R ID1~15 [Z&>THERESNFIRMEIL, FEEH' MSTP EHEE—F
(stp mode mstp) DIHEDAHFEEYFET A MSTP BIEE—FLISNDFHEIE
BEEEEEINET,
ether R—bD/ARRMZ, BBIRFEEEATHIDEALTENET,

stp domain <instance-id> cost auto
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3.3.3 stp domain priority

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[BtEA]
[ZE]

[REEEF]

ether R—~DBEEDHKTE
PG-SW109-PY-SWB104
stp domain <instance-id> priority <priority>
<instance-id>
AVRBVZX D
0~15 D 10 EXHETHELEY .
BREHELLTO~15 ETHYFETH . MSTP BIMEE—FLANDEZIZ 1~15 ZAALEGEEFEME
TYFEEA,
<priority>
BEE
R—rDEEEE. 0~240 O 10 EHIETHRELET
BAVNSWEE BEENSRBYFET,
Interface Config £—F
R—rDBEEZRELET,
WMAEDEEHEED EHM D55 KoY R EFERTEEE A,
<priority> [Z1F 16 TEIYTINAHE(BRE)EHREL TS,
ARE: 0,16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192, 208, 224, 240
BUELANEEELEGEIRENBEDELGYVET,
ARV ID1~15 [2&-THRESNEBRE L. ZEEH MSTP BIEE—K (stp mode mstp) D
HBEDHFEMEGYETH . MSTP BMEE—F LN DIGE IR EBITEREINET,
ether IR—b® STP R—MBEEIZ 128 2T 23D LA HINET,

stp domain <instance-id> priority 128
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3.3.4 stp force-version

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[E14EE—F]
[EEA]

[REEH]

ether R—k® STP B/ A\—2a> DERTE
PG-SW109-PY-SWB104
stp force-version <version>
<version>
-STP M ENE/N—P v
0~3 D10 EHETRELET .
Interface Config €—F
ether R—h® STP EjfE/NA—2a #RELET,
version (0:STP. 1:5kH-7R—Fk. 2:RSTP. 3:MSTP)
BEDREKAED EHM D[S KTV REEATEE A,
B MSTP B)EE—NR (stp mode mstp) DIHE . STP BfE/N\—2a2 DR ERIEEH
0~3 T, STPIRSTP/MSTP M BHERIAETT .
LB RSTP BIEE—NF (stp mode rstp) DIZE . STP BiE/N—Da> DR ER HEE T
0~2 T, STPIRSTP AEMEFTRETY

B A STP B)YEE—NK (stp mode stp) DIHFA . STP BIE/A—Tav DR EEMERHIE 0 DHE

BYFEd,
AVEENDN—JavERELFESIIRENENELTVET,
BHEDHEE—F (stp mode) DEREIZHLET
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3.4 LLDP BS:&E

3.4.1 lldp mode

[#8E] LLDP # 8D ENEERTE
[ FAMFE] PG-SW109-PY-SWB104
[AHFRK] lldp mode <mode>

[#F+3av] <mode>

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

-LLDP HBED EnfE

disable : LLDP HEEXBIMELEE As
enable : LLDP [EHDERIELTITLET .
send : LLDP B DEEZITETVET
receive : LLDP B D ZEITETVET

[B14EE—F] Interface Config —K

[REA] fEE LTz ether R—hT®O LLDP HBEDEMEEIEELET
[FE] ‘35— T BEEVIEEEB02.1Q bRV T EERLIZGE . TOR—MIFATEGALYET,

-CEE #AEZF AT 5154 LLDP [FHRDEZENLEL =8, <mode>IZ enable ZI5FEL TSN,

[R#REEE] LLDP #EEIBIMESBALEDEAFELET,

[ldp mode disable
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3.4.2 lldp info

[##8E] LLDP EE1FERDRE
[ER#IE] PG-SW109-PY-SWB104
[AARK] |ldp info port-description <mode>
[ldp info system-name <mode>
[ldp info system-description <mode>
[ldp info system-capabilities <mode>
[ldp info management-address <mode>
[ldp info port-vlan-id <mode>
[ldp info port-and-protocol-vlan-id <mode>
[ldp info vlan-name <mode>
[Idp info protocol-identity <mode>
[ldp info mac-phy-configuration-status <mode>
[ldp info power-via-mdi <mode>
[ldp info link-aggregation <mode>
[ldp info maximum-frame-size <mode>
[AF< 3] port-description
system-name
system-description
system-capabilities
management-address
port-vlan-id
port-and-protocol-vlan-id
vlan-name
protocol-identity
mac-phy-configuration-status
power-via-mdi
link-aggregation

maximum-frame-size

-LLDP 1% #R 4

LLDP 1%#R4 (802.1AB M TLV &) #4EELET

port-description R—RER 15 #R (Port Description TLV)
system-name AT LB 1EHR (System Name TLV)
system-description O RT LR EER (System Description TLV)
system-capabilities O RT LHEBETE R (System Capabilities TLV)
management-address EE 7L R &R (Management Address TLV)
port-vlan-id 7R—k VLAN ID 1%5%R (IEEE802.1 Port VLAN ID TLV)
port-and-protocol-vlan-id ZOka)L VIAN ID &R
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[En4EE—F]
[EEA]
[x&=]

[RE&EH]

vlan-name
protocol-identity

mac-phy-configuration-status

power-via-mdi

link-aggregation

maximum-frame-size
<mode>

-EEEIE

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

(IEEEB02.1 Port And Protocol VLAN ID TLV)
VLAN % %&#R (IEEE802.1 VLAN Name TLV)

Okl VIAN #511E4R (IEEEB02.1 Protocol Identity TLV)

MAC/PHY FE &K REF R

(IEEEB02.3 MAC/PHY Configuration/Status TLV)
MDI #4E 15%R (IEEE802.3 Power Via MDI TLV)
V9T TN —a ER

(IEEEB02.3 Link Aggregation TLV)

BRIL—LEIEHR(IEEE802.3 Maximum Frame Size TLV)

HHELT- LLDP EHERZE T AN EINEHRELES .

enable : EELET,

disable : EELEFEA.

Interface Config E—F

$EE LT LLDP 1EHEEIE T HMEINERELF T,
protocol-identity (&, FiK. enable ZEXEL THERITEESNFERA BEERXYILIITDIUNVRIZEST

FEIESNARIITBYET DT, FFEICH->TERFLILWMESIZIX, disable %

ETNEND LLDP FREXETHLDEALBLES

[ldp info port-description enable

lldp info system-name enable

lldp info system-description enable

[ldp info system-capabilities enable

lldp info management-address enable

lldp info port-vlan-id enable

lldp info port-and-protocol-vlan-id enable

lldp info vlan-name enable

[ldp info protocol-identity enable

[ldp info mac-phy-configuration-status enable

[ldp info power-via-mdi enable

lldp info link-aggregation enable

[ldp info maximum-frame-size enable

=1 —

X E

LTHNTLESEL,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.4.3 lldpvlan

[#8E] LLDP :E{E1EM THEIZT S VAN DFRE

[EAHE] PG-SW109-PY-SWB104

[AARERK] lidp vlan <vlanidlist>

[#F23>] vlan <vlanidlist>
port-and-protocol-vlan-id, vlan-name,protocol-identity 3£ 1S T, [§$R%X159 %
VIAN ID Z8ELFET .
BEMNGEMEEIE. £ VAN IZBT 5 1EHREBRLET

[BIYEE—F] Interface config E—F

[ExEA] port-and-protocol-vlan-id, vlan-name, protocol-identity i £{ET.
LLDP t5#RZE%X1ETH VAN ID ZHEELFET,

[REEER] EHREIET S VIAN [SOVWTIREAHVNES X, TTO VAN OfEHRE
EETHLEALELET,
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3.4.4 lldp notification

[#t8E]
[&FAsiE]
[AA]

[B1EE—F]
[EeeA]

[EE]

[REEH]

SNMP Notification Trap 2 {SE$RD R E
PG-SW109-PY-SWB104
lldp notification <mode>
<mode>
SR IEENE
fEESN-YER—bD LLDP HRZERFIZ SNMP Notification
Trap EET HMEINERELET
enable : EELES,
disable : EELFEEA,
Interface Config £—F
BESN-YER—FOD LLDP fEHRAEE (7 >7=LEI1Z, SNMP Notification
Trap EET HMNEINERELET
snmp service YR T disable IZERELTLSIHE . LU snmp trap
lldpremtableschange 1< KT disable IZEREL TLVHIHEE &, SNMP
Notification Trap (IldpRemTablesChange ;5w ) IZEESNFEL A
EDR—tDEHRE Trap EIELEEH A

[ldp notification disable
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3.5 IEEE802.1X BT 1ER

3.5.1 dotlx use

[BRE] ether R—h @ IEEEB02.1X FREFDELE
[ FAMIE] PG-SW109-PY-SWB104
[AHFK] dotlx use <mode>
[#F3>] <mode>
I[EEE802.1X FREEE—FZHEELET .
-on
IEEE802.1X SRR BEZARNICLET o
-off
I[EEEB02.1X FRREAEREZ ERNICLET,
[B14EE—F] Interface Config —K

[EREA] R—h7oERH#EELT IEEE802.1X BREE—RERELE T
IEEEB02.1X SBEIE—RZ# AT L. RBEFICKYHFBINI=5H K (Supplicant) LA D@IE &
EHShET,

[EE] AE—FHIEHEIBESNTIZIHZES. dotIx use EBRTU AT LAINENLESTVDIGEIEHR—
FREEIThnEE A,

IEEE802.1X REFE B MICLIzR—k% VAN IZESH B EIETEFE R AL VAN EEICEFEND
R—IT IEEEB02. X REEZFAXICLIZIGE . TOR—MIFATEEGYET, £ AA T L
—7 D 3IMARTEEETTOT. BT HRELTIZEN, BEEY—/ DR T —FRN—RF &R
—HILEBEET—AR—RIZIE% T VIAN ID HB LTSN, EBELALIRRF(Z VLAN ID D@ H0AY
HUWMEEE dotIx vid ARV R TERESNT-TIA4ILE VIAN ISRvE T LET , -, RBilsh -
SHERAEY BTSNz VIAN ID Z3FD7R—bAY IEEES02.1X BREFAR—FLASHZFE LG A
TI5—¢Y, BISRIANKBRLET . TN TOREEHEAE(IEEEB02.1X EBEE. Web FREE. MAC 7
FLREBEE) &R — R—FCHATEET . B—HR—~T Web B HAT H5E. Web R5EZEHA
W51 DHT 7L VIAN DHEEEATRETT

[RExERF] IEEES02.1X BRI E—FEEMICT2LDEHBINET

dot1x use off
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3.5.2 dot1x portcontrol

[H8E] ether 7R—h0) IEEE802.1X FBEFIKAEDER TE
[EAHE] PG-SW109-PY-SWB104
[AAFER] dotix portcontrol <mode>
[A#F<3v] <mode>
TIAINBEPREERRELET
-auto
REHERICEYR— T IR EIEHEITVET,
- force-unauth
HBISREHESRLEY.
-force-auth
BISRREFRLET .
[E14EE—F] Interface Config E—F
[EREA] R—rDTIHIBEPREERELFET .
[EE] TIAINBIHKREEL T auto I EIEELIHE . LT DLIGEEELYET,
-force-unauth AMEE SN T=HE
FTRTOBEEEESND=0, FATELGRYET,
-force-auth BMEESN-I5E
FTARTOEENEBINDT=O . EFRI—HELTERIN TLVELEE (Supplicant) THEIS
FIRAAREERYETS,
AE—RFHEEEINIBE . R AR—ME Default VIAN [TIvEL T EhET,
[RERXTEFF] %2R (Supplicant) BB D EREEIEHRZEREICR— LT ORI EMETSIEDEALLET,

dot1x portcontrol auto
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3.5.3 dot1x quietperiod

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BFE—FK]
[ExBA]
[REFER]

ether R— D F2RE 2k BB A SRR AN AL B Rl D 8% €

PG-SW109-PY-SWB104

dot1x quietperiod <time>

<time>

REERR R OB IELFBFRRZE 0~600 W OHEETHEELET .

B, m(572). s()DELLMEEELET,

0 ERELIGEE, BBEERRED BRI LZUICENEICRAERERZ (FHHET,
Interface Config €—F

REIAMER SN R (Supplicant) D BRI Z MR T AE TORMZERELET,
PR KE. BRI T HFETORMBELT60 (1 B)DEEINLDEALELET,
dot1x quietperiod Tm

Page 82 of 702
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3.5.4 dot1x txperiod

[#88E] ether R—r D FRFERAA ERZEFFH BRI DERE

[ER#IE] PG-SW109-PY-SWB104

[AAERK] dotlx txperiod <time>

[#FLav] <time>
RERIRERDEERFLRHEZ 1~600 W OHEETHEELET,
B, m(572). s()DELLMEEELET,

[B1YEE—F] Interface Config E—F

[EREA] 31— ID BROEEMRERELET

[REEER] 21— IDEROFEEMBELT 30 WIBESN-LDEALELET,
dot1x txperiod 30s
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3.5.5 dot1x supptimeout

[#84E] ether R—h 0 EAP & 5B DR E

[ER#IE] PG-SW109-PY-SWB104

[AAFK] dotlx supptimeout <time>

[#FLav] <time>
EAP /N7y OIS E B EEZ 1~600 R OFEETIEELET.
BIE. m(53).s(B)DELLNERELET,

[E14EE—F] Interface Config E—F

[EREA] 15K (Supplicant) (23t 9% EAP G B HFHRMEHRTELET,

[REEERF] EAPICEFLEMEL T30 WPEESNILDEALLET,
dot1x supptimeout 30s
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3.5.6 dot1x maxreq

[#88E] ether R—~ 0 EAP X EHDERE
[ER#IE] PG-SW109-PY-SWB104
[ABRHK] dotix maxreq <retry>
[#F2ar] <retry>
EAP B£E%% 1~10 BOFEETEELET .
[BIEE—F] Interface Config E—K
[EReA] EAP IGE D RIETELMEE D EAP BEEHKERELET,
[REXEEF] EAP BREEFEL T2 AAEESNIZHDEALELET,

dot1x maxreq 2
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3.5.7 dot1x reauthperiod

[H8E] ether R—~ DB RELHERD R E
[EAHE] PG-SW109-PY-SWB104
[AARRK] dotlix reauthperiod <time>
[#FLav] <time>
-infinity
BRIAZTVELEA, COBAIL. 3K (Supplicant) hoDET I At —U%ZET Hh . R—
DV OF Y E BT HETIERIEFDRENRBINET,
EiELs
HERAIRERmE 15 #~18000 HOFEE THELET
BEAIE, h(F). m(2).s(B)DENNERELET
[E14EE—F] Interface Config E—F
[E%BA] >R (Supplicant) D BRI fREIRELET
[F&E] BV BRIMRRE CRKICERR—MNINT 2BRAEITo5E . BANENT T T 571
[CEEILENEB SN KK T HENABHYFET
[RexEry] BRIAMMRELT 3600 #(1 BRE)PNEESNI-LDEALEINET,
dot1x reauthperiod 1h
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3.5.8 dotlx aaa

[#88E] ether R—r DS T % AAA 1EIRDERTE
[ER#IE] PG-SW109-PY-SWB104
[ABRFRK] dotixaaa <group_id>
[#Far] <group_id>

-unuse

AAA TEEREERALEE A,

‘AAA DY JL—T'ID

AMA DY IL—T ID %10 EHRIETIEELET .
[B14EE—F] Interface Config E—K

[RREA] IEEE802.1X SRS DRI S IBT 5 AMA DY IL—T ID ZHEELE T,
[EE] AAA F)L—T ID X HZBERFIBE TY, IEEE802.1X SREI N ERI THER—FTAAN FIL—TF

ID BARFBEDIHZE . ZDR—MIFIATELLYET,
[RERERE] AMBBREZEFERALAVLDEABINET,

dot1x aaa unuse
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3.5.9 dot1x mode

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

ether R—k IEEEB02.1X BRFEA X DERTE
PG-SW109-PY-SWB104
dot1x mode <type>
<type>
~default
dot1x mode IV R CHESNEBEEARICHLET,
-mac
MAC 7RLRZ LD ERFZEITLVET
-port
R—rZEDRBIAEEITVET .

[B14EE—F] Interface Config E—K

[&28A]
[EE]

[REEEF]

R—b7OeRH#ELT IEEEB02.1X B AXEHRELET,

FRREAREL TR EDERFEERL ., TDOHR—MIEH SN B3R (Supplicant) @ 1 BARIIFRSN T
&, FALR—MIIERINDEDDHRNSDT I RN TR TEBRELTRONETS,

KREBEOYMER—MIRA(yFU T HUB REZTHERKL 1 DOYMER—FTEBOHRERBILT

PRELT BB AL AOTURTMAC PRL RS EDRBIIE TS LSITREL TSN,

AV UREBMERER T HEXUR—MEL>T-AAZEL IEEE802.1X SRR EEE ML ET,

B —R—hT Web FREEF =13 MAC PRL RBZBEEZRIFFICERIET HIHE I, TN TOHRIEHEE
DORFAEAXDRLCELDESITEHEL TS,

IEEE802.1X FRsEA X &L T dot1x mode AWV R DREIZHSED EHAHELET,

dot1x mode default

Page 88 of 702
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3.5.10 dotl1x vid

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[E14EE—F]
[ExEA]
[x&=]

ﬁll

[REEH]

3K (Supplicant) (ZEIY & TAT 74Uk VLAN ID

PG-SW109-PY-SWB104

dot1x vid <vid>

<vid>

%R (Supplicant) IZEIY B TSHT 4Lk VLAN ID

1B E ATREAR SRR (. 1~4094 T,

Interface Config €—F

IEEEB02.1X BREEMBBILF&E(CHTY AU MBEIY HTEHTIAILE VAN ID #HEELET
AAA/RADIUS H—/ I i8R (Supplicant) IZEIY T4 VIAN ID DBHMAHSFHE LT
FEHEENT= VIAN ID TIEAL, AAARADIUS H—/ M @EENT= VIAN ID AEIY B TO N ET,
REEFETIEESND VIAN ID ERIC VIAN ID 2821271 —R &R DHR—MIML T T & E
LTLIZELY, @ — VIAN ID ZH DA VAT —RADEWNEE | RBEHER SO OO T RN KBLET,
T4 VIAN ID BRESNEVLDERDNES  GH . AIATURDREIEL

AAA/RADIUS H—/3m M VLAN ID AELMEE [ SR TLBSIZ VAN ID DBHALENERTD L.
SREEIC R IIL 1=K (Supplicant) & VIANT [ZXYEV S LET,
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3.5.11 dotl1x wol

[#8E] ether R—k @ Wake On LAN /84y DEEiEE—R DT
[EAHE] PG-SW109-PY-SWB104
[AAFK] dot1x wol <mode>
[A#F<3v] <mode>
-on
Wake On LAN /3y DEREEBICLETS,
-off
Wake On LAN /37y DEREEEMICLET,
[E1¥EE—F] Interface Config E—K
L) Wake On LAN /84 v DEREE—RERELET
[EE] Directed Broadcast 7KL A&HT®D Wake On LAN /84y bDHERXRIRETT,
[RE&ERF] Wake On LAN X7y DERENEHLIEESNI-HDEALLET

dot1x wol off
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3.5.12 dot1x mac

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[B1FE—F]
BLZ]
[xE]

ﬁll

[REEEF]

ether R—FTRIEZHFET S EAPOL TL—LD MACTRLR
PG-SW109-PY-SWB104
dot1x mac <type> [<mac>]
<type>
EAPOL JL—LDHTSHE MACELTHBT ST L AR ZHRELE T,
-pae

PAE 4" JL—F 7KL X(01:80:¢2:00:00:03) DA EHFBLET
-port

PAE T IL—TTRLREZER—ID MACTRLREHFELET .
-specified

PAE U IV—TF7RLRE<mac THRESNIZFRLRZHBLET
<mac>
<type>|Z'specified"ZIEELI-IGE DHIEEFIRE T, SF A AIREL: EAPOL L —LDHTHE
MAC7RLRZHEELET .
Interface Config £—F
AT SHEAPOL JL—LDHTHE MACTRLRZERELET,
ARAVRZENEREETHEHR LRIV S-ARRAEL., RELREZIHELET,
<type> IZ port %> specified ZIEELIZHE. CNDEH THEET S EAPOL TL—LIE show
ether statistics A<>/F® [Input Statistics] T Discards/All DiscardsPkts &L ThHOUrEND
CERBYETH, EREOTL—AREEINT RABFERHERATOIES,
HBETSHEAPOL IL—LDHTE MACTRLR%E PAE T IL—TFRLRADHELET

dot1x mac pae
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3.6 Web EREI1E$R
3.6.1 webauth use

[Hs8E] ether R—~TORIMERNFRDFHE
[ FAMIE] PG-SW109-PY-SWB104
[AHFHK] webauth use <mode>
[#F+3av] <mode>

-on

Web EBFEEEALET .

-off

Web BBEEEERALEE A,
[E14EE—F] Interface Config E—F

[EEA] Web ZBEEEHATAMNEINERELES

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

[F&E] RE—RFDEHEEESNIZHZETE, webauth use ERTYVRATLAINENLLGESTNSGES
[ Web BBEEIXITH N EE A, Web BRIEEH#LI=/R—LTIE Web BBFEE AL T=0 DRI 75

LOAR—k VIAN D HEEEAEETT .

AT VAN E&UTARIL VIAN 2B EL-BE . TOR—MEIRATELEGYET,

R — N\ DRI T —AN—RFEEA—NILRBIET— 2N —RIZIEF VAN ID £EHEL T
f28UY, FRREALERRE(C VLAN ID D@ AELME S [E webauth vid AU R TERESNIzT 74ILE
VIAN [2RYEV T LET , T, RBEESNFImERNEIY B TSM 7= VIAN ID ZHDOR—FOREEE
NER—bLUSMCFELEWNEEIETS—LaY  BISRIANRERLET . TN TORIHEE
(IEEE802.1X EREE. Web EREE. MAC 7RL REREE) R —R—FTHATEEY,

[REREEF] Web BBIIFFERLLEVLDEALREINET,

webauth use off
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3.6.2 webauth aaa

[#88E] ether /R—~T® aaa group id DERTE
[ER#IE] PG-SW109-PY-SWB104
[AARK] webauth aaa <group_id>
[#Far] <group_id>
-5 IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
[E14EE—F] Interface Config E—F
[EREA] AMA DT IL—T ID EHRELET
[REER] JIL—TIDIC0AEESNILDELTEMELETS,
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3.6.3 webauth mode

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[BtEA]
[ZE]

[REEH]

ether R—+DRBEAXDEEE

PG-SW109-PY-SWB104

webauth mode <type>

<type>

"mac
MAC 7RLRC EDRBFEETVET .

*port

R—FZLDRBIAEITLET

Interface Config £—F

Web BBEED RIS REHRELFET
RREARELTR— LD FRIEERIRL . TDR—MIHEERE SN SRR (Supplicant)
D 1 EMNZEABT NS E . ALR—FMIBERSNDEADHEERN DT IERAAT
RTEBELTHRDNET , Ff-, REAEICHILIERAFERER TLIEE T,
REBOR—NYIF I TEETIEENDHERNSDT IR RIS NTKEE
DFEFEIHRYETS,

AREBOMEBEAR—NNRAYFU Y HIB LELERKL 1 DOYER—FTEBDIHRER
FILTRIET HHE & ZAIYURT MACTRLRZ EDRREEETS LSITEREL TLEELY,
cARAVUREBMERER T HERER—MILST-AFZEL Web REPREEMELLET
-[F—7R—hT IEEEB02.1X BREEFT=IE MAC PRL RBEEZRIBFICHEMET HHEE (. TTD
REIHEED R A XA R L LD ESITEHEL TSN,

FEEAXELT MACTRL RS EDRBEENMRESN LD EHELET
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3.6.4 webauth authenticated-mac

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
BLZ]
[ZE]

ﬁll

[REERF]

ether R—~® Web FBIEEFREIHRK T FL ADEKRE
PG-SW109-PY-SWB104
webauth authenticated-mac <count> <macaddr> <vid>
<count>
"EEES
0~23FTH 10 EHTHEELET,
<macaddr>
FRAEFEimR MAC 7RL R
REELGVWTRIEZHTT D MACTRLRZIEELEY
(XXXXXXXXXXXX DFEH T XX [FE]RK 2 #H10D 16 EHIETT . )
<vid>
*VLAN ID
VIANID %, 1~4094 0 10 EHIETIRELET
Interface Config £—F
Web FREEAR—FCRELLEVTEELHF T IInKREHRELET .
‘Web RN EHITIGEE T, BHAXEL TR LORAEERLI-IBE(E, BREITE
EYEY,
»<macaddr>IZ, 00:00:00:00:00:00 LUV TA—KFv R+, TILFFvAMIIEETEEE A,
~<vid>THESNT= VIAN ARBHEDISE | REFENEGVET,
‘EA—TRLRZEBDR—I~EHTHEFTEEE A
-ARAVURTHRESN-RAFEHKRE. JOR—INERLSES FERICRIETELELNGS
NHYFET,
ARITUREBMNERER T HLEZAR—MIL>F-AFZEL Web RELREBEELLET,
*ARIATURTHREY S VIAN BRIV RRITATNCE RSN TG BE AV E—UHRRTENFET,
AOVURERETHR—LEYEEADHR—FD VAN ZFEAT SIHEA . show running-config T
RRSNTFIEB CATURERTTIEELE AV E—UDARTINET O TITEEIZSL,
BESNGENO-EDELTEMELET .
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3.6.5 webauth autologout

[#88E] ether R—rDIT—SF 7o RRITRBORE

[EAHE] PG-SW109-PY-SWB104

[AAEK] webauth autologout <mode> [<time>]

[A#F<3v] <mode>
Web BREEBESBEERELES .
-absolute
Web FBEESE T 4. <time>THEELI-BM CRREIEZMMRLET
-disable
Web EBEEMRRLEE A
<time>
<mode>%* absolute MIZFEIEERIRET, Web BRI AMFFMZRELET .
5~1500 DEFEATHEALATHELES

[E14EE€—F] Interface Config E—F

[EREA] Web BREEBESBFEERELES .

[EE] -Web EBEEAZEFREIDEER(E 30 AR TITo>TL A8, R MEREFRMICIERAK 30 HETO
REMNELET,
AREEOYMER—NMIRA(yFY HIB L EZEKL 1| DOYEAR—FTERDITREZRLET S
5 & 1%, webauth autologout A< R T Web S2EEA $IBERI DR EE T TSN,
Web SBEFAMERBDERENT IAILMED disable(Web SREEZERLERA)DBE . B Sh i
WMRERHAE TR EEOMER— DI IF I ELEEHTIC, REBEDIEHOYE
R—FE FICBBLIG S IEAREBEN LRI T —IADT IR TELRGYET,
webauth autologout I/ KT Web FRIEHE IR DREZITOTLDIGEITEREIC
WOTRANBRBRINFT O T, RIARBRRICAKEED EH OYER— MR FITImEREERLT
FZEW, BEERBRUATICAREB O EA OYER—ME T ICmREERLII5E | RN RS
NDETEREBEN LRV T—IADT I AN TELG oY, BEELIZIRERTD IP 7RLR
DERENDLELLGLIEAHYET,

[REFERE] Web RBEZMIRLEE A,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.6.6 webauth vid

[#8E] HHRIZEIY L TSTI4)LE VLAN ID

[EFH4E] PG-SW109-PY-SWB104

[AHFERK] webauth vid <vid>

[AFLav] <vid>
IHRIZEIY B THT 4L VAN ID
{EE AR FRER (L, 1~4094 TY,

[B1YEE—F] Interface Config E—F

[EEA] Web BBEEASRIILI=EZITIRRICEIY B THT IAILE VIAN ID ZHEELFET .

[EE] AAA/RADIUS H—/\HSERFKRIZEIY K TS VIAN ID D@D B o5 B ESSTERSINT
VLAN ID Tl&7A<, AAARADIUS H—/ A @Sz VIAN ID AAEIY B TOIET,
ARERTETHEESNS VIAN ID LEL VIAN ID #2102 72— REFIOR—MIR L TH T EHRE
LTLIZELY, R — VIAN ID #H DA 27— AN WG S RIHERICTHO MO ST ERFIA KK
LFE7.

AOAYURTEEY % VAN ARITURETRIICERER SN TV ELE BEAVE—UNRTENFET,
AOTUREEET HR—LEYEEADR—FD VIAN ZFEAT SHE . show running-config T
RRSNIZIEBE TAVURERITTIEEE AV E—UNRREINET D TITEELLEELY,

[REEEEE] T I4/LE VAN ID ABEESNENEDEHRONFET 2. KIATUFDEEHI L
AAA/RADIUS H—/\IN 5D VIAN ID BERIDVE LG & &, FREEICRTIL =R % VLANT (S
IVEVTLET,

ﬁll
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3.6.7 webauth wol

[#8E] ether R—k @ Wake On LAN /84y DEEiEE—RF DT
[EAHE] PG-SW109-PY-SWB104
[AHFERK] webauth wol <mode>
[A#F<3v] <mode>
-on
Wake On LAN /3y DEREE B ICLETS,
-off
Wake On LAN /37y DEREEEMICLET,
[E1¥EE—F] Interface Config E—K
L) Wake On LAN /84 v DEREE—RERELET
[EE] Directed Broadcast 7KL A&HT®D Wake On LAN /84y bDHERXRIRETT,
[RE&ERF] Wake On LAN X7y DERENEHLIEESNI-HDEALLET

webauth wol off
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3.7 MAC 7RL R BAETH#R
3.7.1 macauth use

[#RE] ether R—~® MAC 7FL REBEEEFA DL E
[ FAMIE] PG-SW109-PY-SWB104
[AHAFEX] macauth use <mode>
[#F+3av] <mode>
-on
MAC 7 RL RSB REZ AL E S .
-off
MAC 7L RSB REE ERALEE A
[B1YEE—F] Interface Config E—F
[ExBA] MAC 7 FL A SRR BEIC DLV TERELEF T .
<mode>H' on DJZE . /Ny MEETTIHRD MAC 7RL REBEEEATLY., BBH BN T MAC TRL X
THHGEITEEETL, BOSNTORITAIE My MEELETS,
<mode>H' off MIFE . MAC 7RL RERAEHERE X BN TT S
[FE] “MAC 7 RL REBEEE AL IzAR—bZE VIAN [CEDH B LIFTEE R AL VAN ERITEFND
R—hT MACTRLRZEFZEMNICLIEE . EOR—FIRIATEGRYET,
*MAC 7 RL REBREEAT 128012, AAA 1 —H1F#R, RADIUS EHREREL THDENHYFET,
Ft=. ROV RERBEIZ, macauth aaa <group_id> TRIXT—FR—ADIEEEIT-T
=&Y,
cARAVUREBMERER T HERLR—MILST-AFZEL MAC 7RL REBEPREEEFDHEL
F9, TARTOHOIREEMEEE(IEEEB02.1X FREE . Web FBEE. MAC 7RL REREE) &Rl —R—hTHAT
EET, A—R—FT Web BBEIEH AT 2HE . Web BREEEALST=8h DET 7L VLAN D
BRERRETY
[REGERE] MACTRLRBFEMBEEFERALBVLDEALLET,

macauth use off
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3.7.2 macauth aaa

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[E14EE—F]
[EEA]
[x&=]

[RE&EH]

ether R—hMD MAC 7RL REBEE TS Y % AM U )L—T ID DFRTE
PG-SW109-PY-SWB104
macauth aaa <group_id>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
Interface Config €—F
MAC PRLRBBREE T —4R—ZRDT IL—TF ID #HRELET
*AAA T )L—T ID (AR EEE TY . MAC 7RL RBBIEAAM THAHR—FTAMA T )L—T
ID BARBEDIHE ., EDR—MIFIATERLGYET,
ARIAVUREBMERERTHLZAR—MIVL>T-ABEL MAC 7FL RRBEEKREEMHELETS,
TI—T ID DIEEIGENLDELTEMELET,

macauth aaa unuse
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3.7.3 macauth mode

[H8E] ether R—~® MAC 7FL REBEEA X DEEE

[BFRAKE] PG-SW109-PY-SWB104

[AAREE] macauth mode <type>

[#F2a>] <type>
*Mmac
MACZRLARZ EDFREEEATLET
*port
R—FZEDRBIAEITLET,

[E14EE—F] Interface Config E—F

[EREA] MAC Z7RLRBREAREHRELET

[EE] SR ARELTR—FZEDRIEEIRL. TOR—MIBEFEIN 53R (Supplicant)
D 1 BEHRIHFBINTHE . ALR—MIERINDELDIHENSDT IR
RTCEBELTHRDNET , Fi=. BEICHYILmRAERZER T LB S,
ZFEINF-MACTRFLANI—VU T SNBFIZIUT 45T FHDHRNSDT IR
RSN REBIZRYET . MACTRLRI—VU T RSV IFHRRT 30 ETORENELET,
KREBEOYMER—MIRA(yFU T HUB LEFHERKL 1 DOYMER—FTEBOHREXFILT
AL BI5E (L. AOTURTMAC 7RLARZ EDRBIIETILIITRELTZELY,
ROV UREEMERER T HEZLR—MIL - ARFAEL MAC 7RL RBEEREEEIHAIELET
-[F—AR—hT IEEEB02.1X FREEET= (& Web BRFEZ RFFICHHET BIHE (. TN TDHRILHEE

DORFAEARXDRLCELDESITEHEL TS,
[REEER] MAC7RLABRBIEARELT MACTRLARZLDZBEIMNEE SNz DEAHLELET,

macauth mode mac
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3.7.4 macauth authenticated-mac

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[B1EE—F]
[BtEA]
[ZE]

[REERF]

ether R—r® MAC 7RL RZBFERBEIRK T FL ADERE
PG-SW109-PY-SWB104
macauth authenticated-mac <count> <macaddr> <vid>
<count>
EEES
0~23FTOD 10 EHTHEELET,
<macaddr>
FRAEFEimR MAC 7RL R
REELGVWTRIEZHTT D MACTRLRZIEELEY
(XXXXXXXXXXXX DFEH T XX [FE]RK 2 #H10D 16 EHIETT . )
<vid>
*VLAN ID
VIANID %, 1~4094 0 10 EHIETIRELET
Interface Config £—F
MAC 7L RRBEER— TREEL AW TRISEHF AT I DR (T 4L E) ERELET .
*MAC 7RL RZREAV RIS B =13, A A X ELTR—F D LDFREEERLIZS AL,
BREEBSDELGYET,
»<macaddr>IZ, 00:00:00:00:00:00 LUV TA—KFv R+, TILFFvAMIIEETEEE A,
"<Vid>THRESN T VIAN AR BRDFE . HEFBHELTVET .
‘EA—TRLRZEBDR—I~EHTHEFTEEE A
-ARAVURTHRESN-RAFEHKRE. JOR—INERLSES FERICRIETELELNGS
NHYFET,
CARITUREBMERER T HLZLAR—MIL > AFEL MAC 7RL RFREEIREEZ M A1
LEY,
*Web FREEHAEZE B AL T=/R—hTIL, Web FBEEM® VIAN ID 48§ 5 LIFTEE A,
-Web BBEEREImKREL THRESN- MACTRL R EF T HEETEFEE A
*ARITURTHEET S VAN BRIV ETRICERSNTOVENE, BEAVE—DNRTENET,
cARIATUREEET SR—LYBLEADR—ED VIAN 2R3 5154 . show running-config T
RRINTFZIEB COAVURERTTIEZELE AV E—UDRTINET O TITEEIZIL,
BESNGENO-EDELTEMELET .
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3.7.5 macauth expire

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[BIfEE—F]
[EeA]

[EE]

[REEEF]

ether R—b D MAC 7L R 2 R R R DERE
PG-SW109-PY-SWB104
macauth expire <success_time> <failure_time>
<success_time>
* BB R Th ERFF B
MAC 7 FL RZBEEA LML T=15 & DR EFFREZ . 60 ¥ ~86400 P OEETHEELEFT
BAZE, s(F). m(2). h(B).d(B)DENADERRELET,
<failure_time>
* BBEIE 2K B AR Fr B
MAC 7 FL AFREEAVRBAL 115 & D R FFFFfEZ. 60 7' ~86400 M DFEHETHELFT .
B, s(#). m(52). h(B) . d(B)DENLERELES .
Interface Config £—F
MAC 7L R SREHE R DR IFRMZRELES
LR YRR T, AR R REL - E R ICBRAEERLET .
REERBURR T, BRAEARRIFRREERB Y HFTOMIL. BRAEZRELEE A,
PR DB F VR LR RIFREOBERIL 30 WERTITo>TL S0 &KX 30 ETOHERE
DELET,
MAC 7 kL A SREEFE R R FF R & U CRRAE R R R 20 2L RERR BRI 5 REE&EL:
LDEHEENET,

macauth expire 20m 5m
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3.7.6 macauth vid

[#RE] ether IR—b iR (Supplicant) (ZEIY 2T T 74 /Lk VLAN ID
[BFRAKE] PG-SW109-PY-SWB104
[AHAFERK] macauth vid <vid>
[AFar] <vid>
52K (Supplicant) IZE|Y B TAHTIA+ILE VIAN ID #ERELET,
e ETREAR SRR (X, 1~4094 TF,
[E14EE—F] Interface Config E—F
[E%BA] MAC 7RUREBBEEN R Lz &E T TUAVMIBIVHTHTIAILEVIANID #HELET .
[EE] - AAA/RADIUS H—/ 3mSR (Supplicant) IZEIY T4 VLAN ID OB A H -1/ ST
FEHEENT= VIAN ID TIEAL, AAARADIUS H—/ M @EENT= VIAN ID AEIY B TO R ET,
‘ARERETHRESNS VIAN ID £RIC VIAN ID 2324/ 47—RE R DR—H It L Tis g
BELTZEW, B — VIAN ID Z2E DA AT —AWRINMES . SRR ICH DO T RN

KBLFET,
KAV UREBMERER T DEHRER—MMIV>-AFAZEL MAC 7FLREBEHREEZ#)H1E
LEY,

*AROTURTHET S VAN ARITUFETHIICERINTLELNE, BEAYE—UNRTINET,
cAROATUREEERT BR—LYBLEADR—ED VIAN #ERF 5154 . show running-config T
RRSNFIEB TOVURERTIIEELE AV E—UARTEINET O TITEELZSLY,
[REEEEE] T I4/LE VLAN ID ABEESNGNEDERDONET  12d. KT FDEETE A< AAARADIUS
H—/ M50 VIAN ID ARG E X, AT LAY VIAN ID DBHRALRNE RRO L FBEE
IZRZALTz 33K (Supplicant)% VLANT [2YE> S LETS,
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3.7.7 macauth wol

[#8E] ether R—k @ Wake On LAN /84y DEEiEE—R DT
[EAHE] PG-SW109-PY-SWB104
[AHAFERX] macauth wol <mode>
[A#F<3v] <mode>
-on
Wake On LAN /3y DEREE B ICLETS,
-off
Wake On LAN /37y DEREEEMICLET,
[E1¥EE—F] Interface Config E—K
L) Wake On LAN /84 v DEREE—RERELET
[EE] Directed Broadcast 7KL A&HT®D Wake On LAN /84y bDHERXRIRETT,
[RE&ERF] Wake On LAN X7y DERENEHLIEESNI-HDEALLET

macauth wol off
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3.7.8 macauth autologout

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[ExBA]
[FE]

[REEEF]

ether R—rDI—SU T 7O RRITRBEIORE
PG-SW109-PY-SWB104

macauth autologout <mode> [<time>]

<mode>
-absolute
Mac FBEESE T #. <time>THEEL =K CRELZMERLET
-disable
Mac BBEEZfRRRLEE Ao
<time>

<mode>%" absolute DIZFEFRERRET. MAC BREEAMEHEERELFS , 5~1500 DFHEHT
DEMATHEELES,

Interface Config £—F

MAC SREER M RZE R ELE S .

-MAC EREEB SR DB R (L 30 MR TIToTL\S1=8 . BRI E

MICIERKR 30 HETORENELET,

AREEDOYEAR—MIRAYFUT HUB REZERL 1 DOMIBER—FTHRADIHGRERILT S
B & &, macauth autologout a7 R T MAC BREEE BRI DR EZTo TS,

MAC SREEE BRI D SR TEMNT T4 ILMED disable(Mac FEEIZERLEEA)DBES.

RSN IR R E R EAT oA EBOMEBER— DY I IV EER DTS REED
ENDYMEBR—MRFICBBLIGEEAREBEN LRI T —IADT RN TELL
#YFEF . macauth autologout AT R T MAC R BRI DR EEFIToTLVBIHE(E
REITHSTREAEIRSNFET DT, BEARRRICAZED FZHDOYEAR—FETICIHERE
ERLTZE0, BB LBTICAEBE O [ZH OYIER—MEE FICHEREEHELI-IBE.
REIDBEBRINDETREBEN LRI T —IADT I AN TEGLZo12Y | #EFHELIIR K
TOIPPRLAOBRBHNBELLGDHIENHYFET

Mac FREEZBRRLEE A

macauth autologout disable
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3.8 I1ILAER

3.8.1 macfilter

[#2RE] ether R—k M MAC 74 LADERTE
[ FAMIE] PG-SW109-PY-SWB104
[AAFRK] macfilter <count> <action> <acl>
[#FY3>] <count>
B SlERL
HETDIMILEIREDBEIRME. 10 ERETHELET .
INSWVMEDBEIBREAEY SN EERLET,
BELEX. IBEICY—rShTIFoNIUTINET, F=. BACEZHFD

TANB) O TEENY TISHET GG BIFOERELEELTY,
L] wiE
0~63 PG-SW109-PY-SWB104

<action>

*pass
7' ZAarvkO—)LJAD"ac mac', "adl vlan®, "acl ip", "acl icmp". "acl tcp",
BEWad udp"ERICHRE LI/ Ny EEBRSEET,

“reject
T7EZAarvrO—)LJAD"ac mac', "adl vlan®, "acl ip", "acl icmp". "acl tcp",
BEWad udp"ERICHRB LI/ VY EBELET,

<acl>

AL ERES

TAWBRELIZVAT YR E—2FEELET IRV MO—ILYR D AL EEBSE

BELET,
[E14EE—F] Interface Config E—F
[RREA] ether IR—FZED MAC TR VT DBREETVET .

<ad>THRELEZT7VERarba—ILY XA D "ad mac'.
"acl vlan", "acl ip". "acl icmp". "acl tep". H&U"acl udp"E&ITE A L=/ VY bMIHL T,
<action> THEELI=I7/4ILANEBEERELET .

[EE] 1 acd>TELRE77ERavbO—LY ARAIZ"ad mac"E 2. "acl vian"E . "acl ip"E & A
ENBFEELLZWVEE. BLU. al>THRELRE7 VXV bO— LY A FELEWVS S &
TANBIEERSNFEE A,

2 TN DREEEIL pass TY .
<action>H' pass DHTHAAHZET XTI T1ILFIESNEH A
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¥ 3 "acl mac ll"EREEALIZEE . VIAN 25 FED llc TL—LIE AL JFRIZEYER A,

b HEOREAR LREZBAIGESEERINER A,
BREFRE ERRIFTHREERBAE 125 ML TS,

ES: ZRakaJL VIAN #EEEHFRLI-HE . O3/ VIAN ELTERE SN S TL—LAD MAC 74/L43
BREFEMELGYET,
HE. FAk3JL VAN ELTEE SN D TIL—LIZDWTIE “vian protocol” IRV RIEEB%SHELT
&L,

X6 Yo7 T —2av BT HR—MIRMLTARIR VR DREE T DEE. TRV IT7T)F—
IV N—TIZBT BT RTOR—MIRMLTRBFEDFREEIT o TSN,

[REERE] HESIGASLDELTEMELET

Page 108 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.8.2 macfilter move

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[RE&EH]

ether R—kMD MAC 74 LA DB EIRMIEE
PG-SW109-PY-SWB104
macfilter move <count> <new_count>
<count>
BEXREEIEM
BEYLBEIEMLOESE. 10 ERIETRELES .
<new_count>
BB ERIER
BYEBEIBRLOESE. 10 ERETRELES,

i B iz

0~63 PG-SW109-PY-SWB104

Interface Config E—F

ether R—bZT&D MAC AL EDBEIRMEEELET

WAEDBEIER A <count>THAHEZEZ<new_coun>DEEIRGIIZEELET,
EEZFBEIBEBEESHVIERICY—FENT)FoNIDTENET,
WEIAVFDEHEESNEE A,
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3.8.3 ip6filter

[#88E] ether iIk—k® IPv6 T4 ILEDERTE
[#EFAMIE] PG-SW109-PY-SWB104
[AHBFK] ipbfilter <count> <action> <acl>
[#FY3>] <count>
-2 SE AL
HETDIMIIIREDBEIRME. 10 EHMETRELET .
INEWMENBRIBRNLYENIEERLET,
IBELEX, IBFICY—bShTYFo N TEINES, -, RLEZEED

TANB) T EENYS TISHET GG BIFOERELEELTY,
a6 g ]
0~63 PG-SW109-PY-SWB104

<action>
- pass
ToeRarrA—) LY XM "acl mac', "acl vlan", "acl ip6". "acl icmp". "acl tcp".
HEUad udp"BRICKRB LI/ TYNEEBRIEET,
“reject
ToeRarrA—)LY XD "acl mac', "acl vlan", "acl ip6". "acl icmp". "acl tcp".
BEWad udp"ERICHRB LI/ VY EBELET,
<ad>
AL EEES
TAWVBRELIZW AT b E—UE B R LT V2XAVME— LY R D AL EEBSEEELET.
[B1YEE—F] Interface Config E—F
[EREA] ether IR—kZ&D IPV6 TR T DEREEITVVET,
ad>THRELLT7YVERara—ILY XA G "ac mac'. "acl vlan®. "acl ip6". "acl icmp". "acl tcp".
HEUWad udp"BRICE B LI/ My kIR LT, <action>THRELIZ T L ANBEERELET
EE] =31 <ad>TI_ELE7HERarbA—)LY RARAIZ"ad mac"E . "ad vian"E . "acl ip6"E&EH
ENLHEELLGWNMES . LU, ad>THRELET7 72XV E— L) A FEELGVMES
TANBIEERSNFEE A,
E 2 T4V DREEEIL pass TY
<action>A\ pass DHTHAHEE T XTI TLILFENFE A,
3 "acl mac ll"EREBEALIZHEE VAN 25 ED llc TL—LIF AL HRIZEYER A,
4 KEOHRTEARLBEHEAGETERENELE A,
RERE LIRS THREERBAE 1Z S ML TSN,
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ES: ZRabkaJL VIAN #EEEHFRL5E . O3/ VIAN ELTERE SN ETL—LAD MAC T4/L43
BREFEDELGYES,
HE. FAkIJL VAN ELTEE SN D TIL—LIZDWTIE “vian protocol” IRV RIEB%SHELT
FZELY,
X6 D7 I —2avIZBT 5R—MIRLTAIR VR DR EEZTDEE. TRV IT7I)F—
VT L—TICBT BT RTOR—MHRL TEBDFZEZE T o> TS,
[RFERE] HESIGEASIDELTEMELET
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3.8.4 ip6filter move

[#88E] ether /R—k @ IPv6 T4 ILADEEIBRIZEE
[#EFAMIE] PG-SW109-PY-SWB104
[AARK] ip6filter move <count> <new_count>
[#FY3>] <count>
-BENREEIRR
BYILBEEMDOESZ. 10 ERETRELET,
<new_count>
-BEEEEIRG

BBEABEIEMLOESZ. 10 ERUETRELES .
B wHE
0~63 PG-SW109-PY-SWB104

[B14EE—F] Interface Config E—K
[BtEA] ether R—hZED IPv6 T4 ILADBEIBRIEERELET,
WAEDEEIRRLA <count>THAHEZFEZ<new_count>DEEIRGIIZEELE T
ERRIIBEIBLBESHDIBEICY—FSNTIFUNYUTEINET,
[REEER] HWEITUFOLOBESNERA,
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3.9 QoS &R

3.9.1 qos aclmap

[#8E] ether /R—b® QoS DEXRE
[ FAMIE] PG-SW109-PY-SWB104
[AHARK] qosadmap <count> <action> <value> <acl> [ changeQueue ]
[#FY3>] <count>
B S
1EET S QoS HEDEEIELZ, 10 ERETHELET
INSVMENBRIBRINLYENIEERLET,
B — /7yt LIRS D <action> NRITINDIH S, FEH
RAEYHIGE (& BEIBLAEL <action>NEITINET
RELIEX. IBEICY—rShTYFo N2 TENET, -, RLEZED

TANB) O TEENS TISHET GG BIFOEREEELTY,
§aEH W
0~63 PG-SW109-PY-SWB104

<action>

-dscp
TO'RarkA—)LY AED"ac mac', "acl vlan", "acl ip". "acl icmp". "acl tcp".
HEUWad udp"BEIZZ B LI/ M yb DY IP E 1K IPv6 /7y TH-TIHE . dscp fE
(IP~AYE D TOS Z4—ILRD ESL 6 Ewh, EF=(E IPv6 Ay AF D Traffic Class 74—ILED
ERI6EYNEEEHBRZIFET,

-tos
TOt'RarkA—)LY AED"ac mac', "acl vlan", "acl ip". "acl icmp". "acl tcp".
BEU"ad udp"EEICEH L LI/ ybd IP F1=IK IPv6 /5y THH1=1BE.
ip precedence fE(IP Ny & M T0S Z4—ILRED LI 3 Evwb, F12(E IPv6 ~vA D Traffic Class
T4—ILED LA 3 EVMEEEHBAFET,

-queue
TUERarkA—)LY RED"ac mac', "acl vlan", "acl ip". "acl icmp". "acl tcp".
BEWad udp"ERICHBLI-A Ny ASNBEICERINSH HR—FDF2—
EERELFET,
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<value>
-EEHMZIE
<action>T dscp #ERLIEE:
-<dscp_value>
EEMAHD dscp E% 0~63 D 10 EHETHELES,
<action>T tos #ERLI-15E:
*<tos_value>
EEHZED ip precedence iEZ 0~7 O 10 ERETHELFES
<action>T queue ZERLIZ5E:
-<queue_value>
FEATHIHNAR—rOF1—BSEEELET,

REWMEAHNBEIBMNEYBENF21—THEIEERLETS
B wHE
0~7 PG-SW109-PY-SWB104

<acl>
AL ERES
QoS FHELEZWAT Y E— B RLET VXAV MA—LURLD AL ERBESEEELET,
changeQueue
<action>T dscp Ff=I&, tos ZEIRLI-IGEITIEE T HIENTEET,
-ip precedence Ff=[. dscp DIEZEE]Z &, HA/ 7 VD P AYF D TOS T4—ILR LI
3EVRD/INTIRDTZAFYTAITEEL, BB T HFa—ITHEMLET, /N7 IbDTSA4F )T+
LT YN ERRINT B 1—I2DULVTIE qos prioritymap A< RDIEE#ZELESLY,
[B1YEE—F] Interface Config E—F
[EREA] ether R—F &M QoS HEZETLET,
acl>THRELL7 7RIV bE—ILY) AR ac mac', "acl vian', "acl ip". "acl icmp".
"acl tep", B&W"acl udp"EEITEE L LI=/ Vv b IxtL T<action>THEEL = QoS LEXE

EHELET
EE] F1: acd>THELRE77ERarba—LY ARAIZ"ad mac"E . "acl vian"E . "acl ip"E & A
ENLFHELLEWNMEE . BELU. ad>TRELZ7 72X bO— LY R FELEWMES 1
QoS B (FBEAHINFEE Ao

E 2 <action>T queue ZEIRL-IHEIZHEELT= queue HY"qos prioritymap"I<vRIZL>T
TSAF)TFAHBIZH G FENTOENGE X QoS LB IEFEREINER A,
3 "acl mac I"E&EBALIEE . VLAN 254 ED llc TL—LAIF AL JHRITHEYFER A
4 FEOHRTEARELREEZ-GETERAINERE A,
REFRE ERRIFTHREERBAE 125 ML TSN,
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S ZOkaJL VIAN #EEEHAL-ES . FOaJL VIAN ELTEBINZTL—LAD QoS HEIX

EHELGYET,
HE. FAkIJL VAN ELTEE SN D TIL—LIZDWTIE “vian protocol” IRV RIEB%SHELT
F2&Ly,

X 6 MAC D4 ILERFEEHFRALIZIZE . MAC 0L RERTEISZE LI/ VI3 5 QoS BRE X &
TYES,

X7 YUHTH)E—La VBT R— ML TARIT VR DR EET BIEE . FDOULIT I F—
VT IL—TIZBT BT RTOR—FHLCRIBDBEET> TS,
[RBER] BESILASLOELTEELET,
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3.9.2 gos aclmap move

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[RE&EH]

ether R—+® QoS DEBEIERIZEE
PG-SW109-PY-SWB104
gos aclmap move <count> <new_count>
<count>
BEXREEIEM
BEYLBEIEMLOESE. 10 ERIETRELES .
<new_count>
BB ERIER
BYEBEIBRLOESE. 10 ERETRELES,

i B iz

0~63 PG-SW109-PY-SWB104

Interface Config E—F

ether R—rZ&M QoS EEDBEIBLLEEELET

WAEDBEIER A <count>THAHEZEZ<new_coun>DEEIRGIIZEELET,
EEZFBEIBEBEESHVIERICY—FENT)FoNIDTENET,
WEITUFDIHBRESNEE A,
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3.9.3 ipbqos aclmap

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

ether IR—k® IPv6 QoS DR TE

PG-SW109-PY-SWB104

ip6gos aclmap <count> <action> <value> <acl> [ changeQueue ]

<count>

-BEIRGAL
fEET D QoS REDEBEIEGZ. 10 ERBETHRELEFT .
INESVMEABEIBRALIYENIEERLET,
E— /3y LE B D<action>HRITSN BB EIZ, FEM
RETDHIEEE, BEIBLEAFL <action>HEITINET,
EELER, IEFEICY—rShTYFoN\oTENES, -, ACEZEHED

ANBI T EENY TISFETDEEE. BIFOERELELTY .
a6 g ]
0~63 PG-SW109-PY-SWB104

<action>
~dscp
ToeRarrA—) LY Ak?D"acl mac', "acl vlan", "acl ip6". "acl icmp". "acl tcp".
HBEWad udp"EBRITEK B LI/ Vi ybhY IP EF=(E IPv6 /A yb THOT-IHE .
dscp {E(IP ~y& D TOS T4—ILRD £ 6 Ewb, FfzlE IPv6 ~v& O Traffic Class
T4—ILED LA 6 EVMEEEH]AFET,
*queue
To'R3rrA—)LY XD "ac mac', "acl vlan", "acl ip6". "acl icmp". "acl tcp".
BEWad udp"ERICHBLIZA NN Ty E AT BBIEREINSH HR—FD
Fa1—%LELFEY,
<value>
EEHBAE
<action>T dscp ZERLI-HE:
-<dscp_value>
EZTMAERD dscp [EZ 0~63 D 10 EHRIETHRELET.
<action>T queue ZERLI-IHE:
-<queue_value>
FERATHIHNR—rOF1—BSEHRELFS,
REWMENHABEIBHENIYBLNF21—THEEERLET,

L] s
0~7 PG-SW109-PY-SWB104

<acl>

AL EERES

QoS BRELF=LWAN T Yb = Z B RLET ORIV MO—ILYR D AL ERESZHE

ELET,
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changeQueue
<action>T dscp ZBIRLIGEITIEE T HEDNTEET,
dscp DIEZESERE ., HA/ VT yb® IPv6 AvH D Traffic 74— JLF
LR 3EVRD T INDTFAFYTAIZERL, ZBT2F1—(THEMLET . /7 vbD
TSAFH)T 2L IR EHINT BF 1 —I2 DUV TIL qos prioritymap IR RFDIEBZ B,
[B1YEE—F] Interface Config E—F
[ExBA] ether IR—k &M IPv6 QoS SREZTLET
<al>THRELLT7Z 7RIV E—ILY AR D "acl mac', "acl vian', "acl ip6". "acl icmp".
"acl tep", B&UW"acl udp"EEIZEE B LT=/ Vvt L T<action>THEELT= QoS WEEEMHELET

FEE] E ad>THRELE7IERavA—)LY ARAIZ"ad mac'E . "acl vian"E 2. "acl ip6"E FEAS
ENIFHELEVMGS . BLU. ad>THRELEZ7IERAVA— LY RN FEELEWNMGE X
QoS EB(FFEARAINFEH Ao

E2 <action>T queue ZFEIRLIIGE 2R E LTz queue HY"qos prioritymap"a<wRIZk>T
TIAX)TAHEICR G FEIN TG E (T QoS REIFFERASINFEE A,

3 "acl mac ll"ERZBEALIZEE VAN 25 FED llc TL—LIE AL JHRIZEYER A,

4 KEDOREARELREZEA -GS ETERASNELA,
BRETRE LRRISTHRESRBAE 12 S ML TSN,

E S TOR3JL VIAN #EELBHALTIBE . TRRIIL VIAN ELTRBEIN HTL—LAD QoS FRE I
B|HELYET,
BE. FARIJL VIAN ELTERESN D TL—LIZ DL TIE “vian protocol” IRV RIEB%ESELT
FE&Ly,

E 6 MAC 74 IVEERFEEFRALIZIEE . MAC T4 ILBERFEICERH LTz/ w394 QoS BRI X &
BYET,

ET Do 7 5 —2avIZBT BIR—MIR L TARIYURDREET BHE. T IT7T IS5 —
VI N—TITBT BT RTOR—MH L TRIBRDFZEEIT>TEELY,

[RELERF] BESNANSTEDELTEELET,
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3.9.4 ipbqos acilmap move

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BIfEE—F]
[EeA]

[RE&EH]

ether R—k IPv6 QoS DEFEIELZEE
PG-SW109-PY-SWB104
ipbgos aclmap move <count> <new_count>
<count>
BEREBEIEL
BHILBEEMNDESE. 10 ERETRELET,
<new_count>
-BEEEEIRG
BEABEIEMLOESE. 10 ERBETHRELET .

HEER e

0~63 PG-SW109-PY-SWB104

Interface Config E—F
ether R—rZ&M IPv6 QoS ERDEBEIBMEEELET,

WAEDBEIER A <count>THAHEZEZ<new_coun>DEEIRGIIZEELET,
EERITBEIBLEBSNIEERICY—,SNT) TNV TENFET,
WEIAVFDEHEESNEE A,
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3.9.5 qos priority

[#88E] ether R—rDEBEIBLIDEXTE
[EAHE] PG-SW109-PY-SWB104
[AA®RK] qos priority <queue_priority>
[#F23>] <queue_priority>

cFa— IR

TIHINEF1—DEBEIEMRE. 0~7 O 10 ERETHELET .

[E14EE—F] Interface Config E—F
[EEA] ether R—r®D Tag HLZIENTYMIAFT 5T BRI T34 T4 DIELEHELET
[REFZEH] Fo1—EBEIERELTOMNBEESNZLDEALEINET,

qos priority 0
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3.9.6 qos prioritymap

[#88E] NryrDT AT T4 ER T 21— DRIGERTE
[ER#IE] PG-SW109-PY-SWB104
[AARRK] qos prioritymap <priority> <queue>
[#Far] <priority>
INTYRDT AT TAERELET . VDTS4 )T 41
DULVT I qos classification AY U FDIEE #TELE S
<queue>
-<priofity> TR ELI=TSA4F VT4 D/ b E/INT H2F21—%5 0 ~7 £TO 10 ERIBETHELET
[B1YEE—F] Interface Config E—F
[EiEA] NryblED oA HAR—MNBEEH TR—FET)DERDOF 1 —ITFa—A2FINETH,
ZOBREDF1—ITFa—A2TINDEDE AR INDTFAH T A& > TRESNET,
<priofity> T ELI=T 1AV T1ZH D/ yhE<queue>THEL - F 1 —ITHEMLET,
Fa—ITH T HHADBEFEHAOTFIEHIEE (X qos mode TRESNES
priority DR EDFoNTWVEWFa—EERSNEE A
*a1—IF8ETY,
[F&%5ErE] (config)#interface range 0/1-0/26
(config-if)#qos prioritymap 0 2
(config-if)#qos prioritymap 10
(config-if)#qos prioritymap 2 1
(config-if)#qos prioritymap 3 3
(config-if)#qos prioritymap 4 4
(config-if)#qos prioritymap 5 5
(config-if)#qos prioritymap 6 6
(config-if)#qos prioritymap 7 7
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3.9.7 qos mode

ether R—rDEET7 LTV X LDEKTE
PG-SW109-PY-SWB104
qos mode strict
gos mode drr  <b0> <b1> <b2> <b3> <b4> <b5> <b6> <b7>
strict : BEIEROEFWIEITEIETHIHE. FEELET,
drr:  Deficit round robin AR DIHFE . HELFET .
<b0> <b1> <b2> <b3> <b4> <b5> <b6> <b7>
cFa—(IX T SR
drr DIFHE . Fa1—II T HRIERELFEZE Mbps BAL(BREMEIC m ZD1FFET)BLLIE
Gbps BAL(BREMEICgZEDIFTET ) TUTNHEDERTHEELES .
Mbps D5 &I 100Mbps B TIEEMNATEETT .
800m ~ 4000m
1g ~ 4q
Interface Config £—F
ether R—~® QoS DEFEFITVXLERELET
strict DHE . BEIERLOED/ Sy bEISF21—0 5 7 HEIVHTERET .
drr DIFHE . <b0> - <b7> THELE-EF1—DOFEHEZRIERIELET .
-dir THET HHEOEF L. R—rORKFIZ(100bps) 2725 LS I1TL TSN,
-drr &. ratecontrol 26t AT A LI TEE A,
sstrict DIFE /T IRDTSAF ) TAIZHT 2F 21— FT 1A TADIRICEIY B TENET A,
qos prioritymap T/ YrDTZAA ) T4EF 21— DRCEEETHELARETT
-OxURTL—L4 (1537bytes LAE) AEFNSHEE . DRR NEAFRYICEMELAGVIEAHYFET,
TA—FFY RS RVFENANELREISVTA0TSNETL—LNEENDIHE. QoS AHFHEYIC
BELEVWI LD HYFET .
-buffermode max AEFRFE SN TULVT. ratecontrol MERFESNTULEREWER—RDFEET HE. QoS H
HFREYICEMELGENIEAHYFET, QoS BEEEESELMEE L. buffermode qos #EEEL TFZELY,
-RAEREEFIE(E 100Mbps BAGI THRERIRETY A%, EERICEB AR EESNHIEEIL 300Mbps FREELALY
E3 8
BEETITYXLELT strict E—FMEESNFEDEATINET,

qos mode strict
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3.9.8 qos classification

[#t8E]
[&FAsiE]
[AA]

[AFLav]

[B1EE—F]
[EeeA]

[EE]

[REERF]

ARNNTIDTSAF ) TAREHEDHRE
PG-SW109-PY-SWB104
qos classification ip tos <mode>
qos classification ip6 tc <mode>
<mode>
-on
ip tos Ff=I& ipb tc [CK BT IR DT SAA ) T4 DFEBERICLET
-off
ip tos F1=I& ipb tc 2K BT YD TSAA T4 D TEEMILET,
Interface Config £—F
NTIRDT AT TADREFREEE/ELET
qos classification ip tos & IPv4 @ IP precedence 74— LR TTSA A ) TAERELET
qos classification ip6 tc I IPv6 @ traffic class 74— JLE®D EGL 3bit TIZAA U T1ERELET,
NTIRDTSAH)TAIZ/T S, B AR—FRADF21—DFY L TIZDULTIE qos prioritymap
aRURDEEESRLTLZEL,
EHIED qos classification AT RERITTHIELAEETT . T vbDTSA4F T 11
ROBEIEHLTRESNET,
- qos classification ip tos. qos classification ip6 tc [Z&BFTZA44 T4,
- VLAN tag @ cos [2kBDTZA4A ) T4,
- qos priority [IZ&% Tag HLRIE/NTYMAF 5T BT S54F T4,
-acl vlan EREFHEAL T MAC 70 )L2MEEET-1E. QoS #EEEFERAL., /M7 ybDTS14 ) T4
REAEERELEEHR . UTOLIIZHYFET,
- qos classification ip tos on
IPv4 L — L%, IP precedence Z4—JLEHY “acl vlan" AT RA T3> D cos DR RELYET,
- qos classification ip6 tc on
IPv6 TL— LI, IPv6 traffic class Z4—JLR® L4iz 3bit A “adl vlan” <2 RA T3> D cos ED
MREBYET,
VLAN tag ® cos 1I2&BF514A4 1T 1. HLLIE qos priority 2k Tag L2145/ 47wk
59 2TS54A)T1EHYET,
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3.10 LACP 1&%R

3.10.1 lacp port-priority

[HgE] LACP DR—MBEERE
[ FAMIE] PG-SW109-PY-SWB104
[AH®ZK] lacp port-priority <priority>
[#FLar] <priority>
-LACP R—MBEE
R—rDEBEEZE. 1~65535 D 10 EHIETHELET .
EAVNENZE  BEEABLBYES,
[B1YEE—F] Interface Config E—F
[EREA] LACP R—MBREZRELET  LIAP R—MEEEXILIT TV T —LavdIL—ThEs
R—rEBIRTHBEELLTEALES, ENNSVEFEBEELNELGY ., ALEBEED
R—rTIEHR—FBEEDNINEINEBELHBLET,
HIFBEEETOR—IEERT ZBEETHY ., RERWGHEISERSNSR—tOH W,
LACP S RT LBEEDEWVAIZERLNET,
linkaggregation mode MY o745 )4 —2aV BIYEE—RIC active 1= [& passive B EESN
TWRWMER (. AERICERIEHYFE A,
[REXTER] LACP R—MBERELLT 32768 BNEESINIZHDEATINET,
lacp port-priority 32768
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3.11 ether L3 ES53i&5#R

3.11.1 icmpwatch address

[#t8E]
[ FAsTE]
[ABE]

ether R—k® ether L3 BEEfRIEHREDTFL REEE
PG-SW109-PY-SWB104

icmpwatch address <dst_addr>

[A#F+av] <dst_addr>

*ICMP ECHO /N7 ybDEHTHE IP PRL R
BEEMRELGD P TRLRZRELET,
IEEAREAEHREIILLTOESYTY .
1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254

[E14EE—F] Interface Config —F

[&28A]

[REEH]

EREDERETILEOOMEFERERELET,
<dst_addr>THEL=HTHE IP PRLREFEAL T, $5E L= ether R—bkH 5 ICMP ECHO
INFYMEREL. BB ERZETAEICE>TERERRLET,

<dst_addr>IZld. BB IP PRLREBRELGWLTEEWD, £  BET S IP PRLRIZE—Y

TRy THAHIEERRBL TS,

HL. LEEDOTRLRZIEELIIGE L. ether 13 BERMEEELERICBIELEE A,
Interface Config E—F® type A% linkaggregation MIHFE

ether R—ZE&E LTz ether L3 BEHROEEISE/MLBYET,

"linkaggregation icmpwatch"(< ether L3 BEfR E &R E L TSEELY,
N7y T R—bEEEL ether L3 BEtA R4 BT 5158
BEREIEEBR—LTITVET,

earlier E—RIZEIZV T YT LIz R— D BEEIR— 45126 BRAR—
ME%E IE master/backup R—rDEAITEEEL TZELY,

ether L3 BERMBEZFIALLGEWE D EALEINET,
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3.11.2 icmpwatch interval

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]

[EE]
[REEH]

ether /R—® ether L3 BERDEFEA 22—/ VLERTE
PG-SW109-PY-SWB104
icmpwatch interval <interval> <timeout> [<retry>]
<interval>
*ICMP ECHO /v D EEFE SRR
ICMP ECHO /X7y D IEEEHEERERRE. 1 #~60 B (1 7)) DEETHEELEY .
BAIE. m(5). s(R)DELLMERELET .
<timeout>
BERAALT I
BRKBMEAGTETDRALT IMRMZE. 5 #~180 #(3 ) DEEATHEELEFT
BAIF. m(5). s(R)DELLMERELET .
<retry>
-ICMP ECHO /3y D B[R
ICMP ECHO /X7 v D IEEEHEE IS0 LTS EAZLEED ICMP ECHO /347 vbD
BEERE. 1 f~<timeout>-1 OEFETIEELET,
B, m(53) . s(B)DELLMERELET,
HEREFIE, 1s ATEESNI=EDELTEELET
Interface Config E—F
BREDERETIOOEIMEERERELE T,
ICMP ECHO /"7 v DISE N IEEIZRIETE TV SR [E<interval>TEREITVET
ICMP ECHO /37y DS EDRETELIR D L. <retry>THEELSE(T. <timeout>DFE. [&&
MBSO TIHWSEIXEFERELALL. EEZ&EL. interface [<switch_identifier>/]<slot>/<port>T
fEELT- ether R—FEFAELFET,
R—tAEHEShIIGE. online A7 R TR—MAEZEMEBRL TEELY,
EEEREERR 10 7, BRI LTS B BERR 1 RARESNL0OELTHELES,

icmpwatch interval 10s 5s 1s
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3.12 HAL—HIEIEHR

3.12.1 ratecontrol

[#8E] ether R—FDH AL —+DFIRIERE
[ FAMIE] PG-SW109-PY-SWB104

[AHFK] ratecontrol <rate>

[A#FLav] <rate>

-HAL—+
R—rTHIRT B SIL—b%E Mbps B (FREMEIC m ZD1FFET . m (&

1,000,000 fEEEBRLET ) HLLIE Gbps HAI(FREMEIZ g EZDITET,
g 1% 1,000,000,000 fEZEHRLET . ) TUTDEHEDBH TIEELFET
40m ~ 10000m
1g ~ 10g
ERICEBICHRTESNSHE AL—RE 10Gbps O 1/256 BAL($9 40Mbps)IZ
VB TOh THIEISNE T,
[E14EE—F] Interface Config E—F
[EREA] ether R—rDH AL —FDOHIBRIEZREEITLET,
[EE] -drr & ratecontrol ZfRT 5 EIETEFE A

-buffermode max MEESNTNTH, HAL—FEFIRLT= ether R—AMERT 2/\0T7
BFFIRENES,

-0 —&IE T IMEA NNV TTFOREISECTEEEINFE T, REER—rTOO—HI#/ rvbg
EETBHLIITEHELTULTE, buffermode qos AEEESNTNDIHFE . HHLIEEEDR—FT
ratecontrol AFREINTLRIGEIL. AF/\yI7IZIEEENFYTO—HIE/ Ty EESNAL
[CELEDLT  EREER—FTIL—LDBEESNSENHYET , IL—LDEESLLGESIC
T BIZ(E. buffermode max [ZEXTEL. ratecontrol [XERFELAELNKSITLTLEELY,

[REEER] L—HHRIhEEA,
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3.13 IEEE802.1Q b RS 1E$R
3.13.1 dotl1qtunnel

[BRE] ether R—~TO IEEEB02.1Q b ILIR—F D ERTE & KU FERR
[ FAMIE] PG-SW109-PY-SWB104
[AHFRK] dotigtunnel use <mode>
[#F+3av] <mode>
-off
IEEEB02.1Q bR ILR—F &R T HIHRITHRELET
‘on
IEEEB02.1Q b RILR—FERET HIBEITHEELET
[E14EE—F] Interface Config E—F

(B8] IEEEB02.1Q kR LIR— R DBEEEFTLNET,
[EE] -dotTgtunnel use on ZE&ELTLVTH, EE D IEEES02.1Q bR T DEREMNSNTLVEWNE S,

IEEE802.1Q br R JLR—FDEEIFITHIEE Ao

*IEEEB02.1Q k7 JLFR—KIZ STP KUK LLDP Ff=(E GVRP Z2E & LIZIHGE . TOR—MIFIA TELRLY
Y9,

-IEEE802.1Q ki # JL7R—NIZ IEEEB02.1X FRAE. Web FREE. MAC PRL RAREED ENNEEERLI-HE. TD
R—MIFIATEELGYET,

-IEEEB02.1Q o RILR—MEER—IY Y IT TV F—SaviR— b TH1=5E . B—JIL—TICBT 5
ETOR—MIIEEE—FHREINET,

-IEEEB02.1Q b R ILIR—MEER—MZ, 2J 7L VIAN ID AEZESIN TLRWE LUSY HY VLAN ID A
ERSINTLSIHE. IEEE802.1Q o RILIR— R EITEIELYET,

-|[EEE802.1Q bR JLAR—FDFRET S VIAN ID (2. IEEEB02.1Q b RILR—b THULVR—R% untag 3R 7E
Lf=R—hE ZE2 T BRALGEWN O /Ty RS H TERITEESNDIZEDHYET,

-7Bk3)L VIAN HEREGFRIBE . IEEES02.1Q R JLIR—RTTORIIL VIAN ELTR#EINDTL—LERE
LI=i5&. TDOTL—LAIXTERIIL VIAN HSERAX R ERY | IEEEB02.1Q bRV T [FEHELYET,
[REXTER] IEEEB02.1Q bR R—MEBRMIEESNIZEDEATINET,

dot1qtunnel use off
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314 Ty RBRAYFIER

3.14.1 evb reflectiverelay

FTOHERELTZEL,

[#88E] ether R—rDYILIT1T)L—BNEERTE
[ FAMIE] PG-SW109-PY-SWB104
[AHFRK] evb reflectiverelay <mode>
[#F+3av] <mode>
-enable
RIELIL—LEZELIZR—FER—DR—MIEELET,
-disable
RIELIL—LEZELER—MINOR—MIEELET,
[Bh4EE—F] Interface Config E—F
[Eted] RER—FOT—4%R—DR—MIHL CREEHATINEINERELET
[F&E] sARAVURERFELIZAR— D) IT TV =230 T L —TICBLTWSIEE . ZDIIT7 TS —2ay
TIL—THOETHR—MMIFE—DHREZEL TS,
- RATUREHRFELIZAR—MISTIP 2E&RLIGE . TOR—MIFIATEELGYET,
SARIARURRET YTV OR—NMIBEETEE A XV IR—
N OT TV —avR— b TCRIELEIL—LERYRTHEE. QU7 T )75 =3 T —T D
BRAETINT)VRXLOEEICH>TEELET,
[RFER] RELEIL—LERELLAR—IUSMIEELET,

evb reflectiverelay disable
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3.15 GMRP &3k

3.15.1 gmrp mode

[#8E]

[& FAsiE]
[AHBER]
[#Fav]

ether /R—FT® GMRP BI{EE—F DR E
PG-SW109-PY-SWB104
gmrp mode <mode>
<mode>
-disable
GMRP ZE#IZLET,
-enable
GMRP ZF#IZLET,
GMRP join Ayt—T%F2ELIZIES. Join AvE—VTHRESNEZILFEYRNIL—LNZOR—+
NERESENFET
F=. ZIELT= GMRP join Ayt—T%MD GMRP WNEZNER—MIERELFET

[B14EE—F] Interface Config E—K

[&28A]
[EE]

[REEH]

ether R—~T® GMRP ERAIEZHRELET
<EZEELA)L(Global Config E—K)® gmrp mode A< RED B

Global Config E—F Interface Config €—F HER—+D
gmrp mode O K gmrp mode O F GMRP Ei{EE—F
ON ON ON
ON OFF OFF
OFF ON OFF
OFF OFF OFF

gmrp mode disable

ether R—~T GMRP ZEALLGVNEDEALENET

Page 130 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.15.2 gmrp jointime

[#RE] ether /R—T® GMRP JoinTime ME&FE
[EAHE] PG-SW109-PY-SWB104
[AAERK] gmip jointime <time>
[A#FLav] <time>
*GMRP AytE—C DX {ERIR
GMRP Ay t—L DEEMRE LT O&HBETIEELE T,
20 ~ 16375
B EEoFEAUR(1100 #)TY,
[E1¥EE—F] Interface Config E—K

[RREA] ether IR—F @ GMRP Ayt —C DA ERRERELET .
[EE] -<time> [&. gmrp leavetime <time> EDETUTDEEBEEEFTVIFITLET,

leave time EDFTvy:
leave time > 2 x join time
| ERENIHZ AL, jointime, leavetime, leavealltime DEEFEMNEELYET,
jointime, leavetime, leavealltime DBIEF v THEINELGSIEREHELTICRLETS,
leaveall time > leave time > 2 x join time

[REEFF] GMRP AyvtE—CDEEMRICIE 20 B FEAVRB RSN FZBDEALLET,

gmrp jointime 20

Page 131 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.15.3 gmrp leavetime

[#88E] ether I"—F T GMRP LeaveTime D& E
[EFAHE] PG-SW109-PY-SWB104
[AAERK] gmip leavetime<time>
[A#FLav] <time>
*GMRP O Leave 24 <—
GMRP @ Leave 24 Y —Z& LU T OEETHEELET .
45 ~ 32760
B EEoFEAUR(1100 #)TY,
[E1¥EE—F] Interface Config E—K

[EREA] ether R—~0 GMRP Leave 2/ Y —%RELFE T,
Leave %4 <—I&. GMRP Registrar DIKEEDY Leaving IKEED S Empty IKREATEITT O DFLHEMTT
EE] -<time> [&. gmrp jointime <time>. gmrp leavealltime <time> LD TUTDEHEREFTVY
ETVET,

jointime EDFzVY:
leave time > 2 x join time
leaveall time EDFTv¥:
leaveall time > leave time
ELLM DTHLEDLEEREIZLRSHE L. jointime, leavetime, leavealltime DEREMNENELYET,
jointime, leavetime, leavealltime DBIEF v THEMELSIEREHELUTICRLETS,
leaveall time > leave time > 2 x join time
[REREEF] GMRP O Leave 247 —IZ[E 60 o FEAURMIEESNF-LDEALLET,

gmrp leavetime 60
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3.15.4 gmrp leavealltime

[#8E] ether /R—~T® GMRP LeaveallTime D& E
[EAHE] PG-SW109-PY-SWB104
[AAER] gmip leavealltime <time>
[A#FLav] <time>
*GMRP @ LeaveAllTime
GMRP 0 LeaveAllTime Z AT OEE THELE Y.
50 ~ 32765
B (EEFEHAUR(1100 #) T,
[B14EE—F] Interface Config E—K

[EtEA] ether 7k—k @ GMRP LeaveAllTime % ELET .
LeaveAllTime Z4 L7 I bh\F4 9 5154 . GMRP Participant 1 LeaveAll Ay t—U%ZELET.
[EE] -<time> [&. gmrp leavealltime <time> EDETUTDEREEEFTVIEITVNET,

leaveall time &EDFTv¥:
leaveall time > leave time
| TEEEDNIHEIL. jointime, leavetime, leavealltime DREMNENELYET,
jointime, leavetime, leavealltime DREEF VI THEMELGIEREHEUTITRLET,
leaveall time > leave time > 2 x join time

[REBFEEE] GMRP O Leaveall B4 —IZ( 1000 £ F AU RAIEEESN=EDERELET,

gmrp leavealltime 1000
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3.15.5 gmrp fwdall

[#88E] SEEBRER—FDERE
[EAHE] PG-SW109-PY-SWB104
[AAER] gmip fwdall <mode>
[AFL3av] <mode>
-enable
LERER—FELTERELET,
GMRP TEFINTLDTRTDVILF IV RANIL—LDEGESNET,
-disable
SERER—FELTERELE R A
[B1YEE—F] Interface Config E—F

[ERHA] SEER—FELTEHRESINAR—MIIE, GMRP TEFINTWETRTOIILF XY AR IL—LN
EESNET,
EE] GMRP TEEZFINTLBTILFF v RN IL—LEZELRITNIEESHENIL—2DEHR SN TLETRTO

R—bTIE. fwdall #7232 % enable [ZERE L TS (GMRP ZH7R—RL TLVELYL—2A(E . GMRP Join
Ayt—DHEETEEEA),

[REEE] 2EER—IPELTRELEEA,
gmrp fwdall disable
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3.16 GVRP 1&H

3.16.1 gvrp mode

[Hs8E] ether R—TD GVRP BEE—R DEEE
[ FAMIE] PG-SW109-PY-SWB104
[AARK] gvrp mode <mode>
[#Far] <mode>
-disable
GVRP #EMICLET,
-enable
GVRP ZF#ICLET,
[E14EE—F] Interface Config E—F

[EiEA] ether R—~T® GVRP ERAAIBEHRELET
[F&E] 3B L )L (Global Config £—F)® gvip mode A< R EDRR
Global Config E—F Interface Config E—F RRR—LD
gvip mode ITR gvip mode ITR GVRP EifEE—F
ON ON ON
ON OFF OFF
OFF ON OFF
OFF OFF OFF

-|EEEB02.1X FBE. Web F2EE. MAC 7FL RFBFED ENMERHITLIAR—MIIE. GVRP DFREIE
TEERA RESNBERFR—MNIFIATELGLYET,
[RFEEF] ether R—hTGVRP ZEALANDLDEABENET,

gvrp mode disable
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3.16.2 gvrp registration

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

ether /R—+ @ GVRP D EEZE—FDERTE
PG-SW109-PY-SWB104
gvrp registration <mode>
<mode>
-normal
NormalE—FZ AT HIESIHEELET .
VIANEZ EERD A ITLY R—MZBIRISVLAN (S 1S9 HVLAN) O ERIBIBRZEITVET
vlan tagav >R E &Uvlan untagav U RIZRBVIAND E H EF/ERSNET
-fixed
Fixed E—FEEAYTHEEIEELES .
vlan tag AU RE KV, vlan untagaY U R TERERSNIVLAN (RZT 1Y IVLAN) HY, VIANEREfF#REL T
LHEINDIIITHYET , RIELIVIANEREBRITHESNET,
R—r~DEHILEVLAN(F 1 F 2V IVLAN) D B ER/EIBRIT TEEE A,
-forbidden
ForbiddenE—FZERATHGHEICHEELES .
VIANEREHRD RIED A EITLN R—bANDEEVIAN(F A F2UOVIAN) D BER/EIBRIZITVER A
vlan taga<v > RE &Uvlan untagav U RIZRBVIAND E H EFERSNET

[E14EE—F] Interface Config —F

[&eA]
[EE]

[REEH]

ether R—hT®D GVRP BEHFE—FZERELES .

-Normal E—F# & U, Forbidden E—F®Di5E . T74/Lk VLAN £LT untag VLAN 1 AR ZT 9% VLAN
ELTEFEINFET,

-Normal E—RDI5HE . VIAN REFHRIC VIAN 1 AEFENTOHEE T 43IV VIAN ELTEEET .
T 74 JUR VIAN EL T untag VIAN 1 AR ST 409 VIAN ELTEFESNF-FFELYET,

-Fixed E—F D15 & . vlan untag AT URIZEYERESNI=RZT 197 VIAN 3, VIAN R EFRICEAT
[RELFET

ether R—~T Normal E—FZ#ERT5ELDEHEINET,

gvrp registration normal
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3.16.3 gvrp jointime

[Hs8E] ether 7R—+T® GVRP JoinTime DX TE
[ER#IE] PG-SW109-PY-SWB104
[AARK] gvrpjointime <time>
[A#FLav] <time>
*GVRP Ayt—T DE SRR
GVRP Ayt—C DX EMRZELL TOHEETHEELE T
20 ~ 16375
B EEoFEAUR(1100 #)TY,
[E14EE—F] Interface Config E—F
[E%EA] ether IR—b® GVRP Ayt —C DR IERRERELET,
[EE] -<time> [&. gvrp leavetime <time> LD TUTDEREBEF TV IETVET,
leave time EDFTvy:
leave time > 2 x join time
| ERENIHZ AL, jointime, leavetime, leavealltime DEEFEMNEELYET,
jointime, leavetime, leavealltime DBIEF v THEINELGSIEREHELTICRLETS,
leaveall time > leave time > 2 x join time
[REZEE] GVRP Avt—CMEIERIRRICIK 20 EoFEAVRAEEESN LD EALELET,
gvrp jointime 20
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3.16.4 gvrp leavetime

[#88E] ether R—~T® GVRP LeaveTime D% TE
[EAHE] PG-SW109-PY-SWB104
[AAERK] gvrp leavetime<time>
[AFLav] <time>
*GVRP @ Leave 24 <—
GVRP O Leave 2/ Y¥—Z LU TOEHETHEELFES .
45 ~ 32760
B EEoFEAUR(1100 #)TY,
[E1¥EE—F] Interface Config E—K

[EREA] ether R—k 0 GVRP Leave #A/¥—%RELET
Leave %4 <—I&. GVRP Registrar MIKEEAS Leaving IREEM D Empty IREATEITT B DHEBRETY,
EE] -<time> [&. gvrp jointime <time>. gvrp leavealltime <time> &DETUT D EHEBEEEFT VY
ETVET,

jointime EDFIVY:
leave time > 2 x join time
leaveall time EDFTv¥:
leaveall time > leave time
ELLM DTHLEDLEREIZLRSHE L. jointime, leavetime, leavealltime DEREMNENELYET,
jointime, leavetime, leavealltime DBIEF v THEMELSIEREHELTICRLETS,
leaveall time > leave time > 2 x join time
[REXTEEF] GVRP O Leave #A/<—IZIL 60 T FEAVRMEESN DD EALELET,

gvrp leavetime 60

Page 138 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

3.16.5 gvrp leavealltime

[#88E] ether R—h~T® GVRP LeaveallTime DERE
[EAHE] PG-SW109-PY-SWB104
[AAERK] gvrp leavealltime <time>
[AFLav] <time>
*GVRP O LeaveAllTime
GVRP 0 LeaveAllTime Z A T OEE THEELEY .
50 ~ 32765
B EEoFEAUR(1100 #)TY,
[E1¥EE—F] Interface Config E—K

[EREA] ether R—~@ GVRP LeaveAllTime ZE&ELET .
LeaveAllTime 24 L7 M FEET S5 E . GVRP Participant (£ LeaveAll Ay t—U %% ELET,
EE] -<time> [&. gvrp leavealltime <time> LDETLUT D EREEEFTVIEITVET,

leaveall time &EDFTv¥:
leaveall time > leave time
| TEEEDNIHEIL. jointime, leavetime, leavealltime DREMNENELYET,
jointime, leavetime, leavealltime DREEF VI THEMELGIEREHEUTITRLET,
leaveall time > leave time > 2 x join time

[REBFEEE] GVRP O Leaveall 84 —I(Z1% 1000 £ F AU RAIEEESN 4D ERBLET,

gvrp leavealltime 1000
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=z == I —
4LE LACP [FERDERTE
4.1 LACP &R

4.1.1 lacp system-priority

[#88E] LACP DR T LBRERTE
[EFAHE] PG-SW109-PY-SWB104
[AARK] lacp system-priority <priority>
[#Fav]  <priority>
LACP U RT LBEE
EBEOBEEE. 1~65535 D 10 EHIETHELET
BAVNSNEE BEELBRBYET,
[E14EE—F] Global Config £—F
[EiEA] LACP S RTLBEEERELET LAP VAT LABEEXIITITIF—2av T IL—TH
WMFRULITTIVT—2av T N —TEDBERTIMT, ELLNBRLLEINRET S
DIFERALET AILEEETHIIEEE. DXTL ID(IXFE MACTELR +1)DEA/NELY
FE>NEBELHILET
linkaggregation mode MY 7 1) 57— a  BIfEE—FIZ active 1= passive B HEESH
TWRWEEE, RERICEKREHYFEE A,
[REEERF] LACP SRTLEERELLT3I2768 HNEEShzEDEALINET,
lacp system-priority 32768
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4.1.2 lacp bpdu

[BRE] LACP @ BPDU Bk E—RERE
[EAHE] PG-SW109-PY-SWB104
[AARER] lacp bpdu <mode>
[A#F<3v] <mode>
-on
BPDU 8xkE—RICHEELET .
-off
BPDU BXZEE—NICHEELET,
[B145€—F] Global Config £—F
[BtEA] LACP O BPDU Bxi2 E—FEERELET
LACP HEREDVESN I/ -7-&E  BPDU JL—LDEE A BEHRELFET .
RELEBRICYIT I —2av BRESNTIVSIEEIE BPDU JL—LDEEIFITVER A,
[EE] BPDU ZL—AL(E, VIAN 2T AT 5 S =6, BPDU EniX E—RIEERDZ&(E.
ZIER—FD VIAN 3G LERE IR > TEESNE T,
[R#RERE] LACP O BPDU S5t E—FEL THREE—FARESNILDEABLET,
lacp bpdu off
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VLAN [BER DX TE

5.1 VLAN #:B1E

5.1.1 vlan name

[#8E]

[& FAsTE]
[AHfH]
[#Fav]

[EhEE—F]
[EEA]

[EE]

[#1%A1E]
[REEH]

VLAN % DR E
PG-SW109-PY-SWB104
vlan <vid> name <name>
<vid>
*VLAN ID
VLAN ID %.1~4094 ® 10 EHIETEELET

XVLANT (LT 74U VIAN ELTEEREIFFICR—F VIAN ELTERSNTEY,

"default"® VIAN & TEHFINTLET,
<name>

-VLAN %

VLAN £ % 0x21,0x23 ~0x3e,0x40~0x7e M 32 £TH ASCUI XFFITHEELET .

ASCI XFa—FK 0x22 (") (FBHETHNITHETEET .
ASCH 32— 0x3f(?) IX"CTRL+V " TR E TEE T,
Global Config ®—F
VIAN D&FIZEHRELET
AOTURARFEDNIHE . VIANT ['default" SR ESNET
F1=. VIANT LU0 VIAN ERRBRIZIE, V+<vid> D X TRESNET
(Blvid=5 DIZFEIL, V5"EREINET )
"no vlan <vid> name"&L7=154& . VIAN & IXFNHAEICRY F945.

VIAN BRIZHEIBRSHEE A (VAN DHAIBRIZIZ. Interface Config E—F® vilan A< FOEIBRASBHETT )

vlan 1 name default

vlan <vid> name 'v'+<vid>
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5.1.2 vlan protocol

[#8E] ZObkajL VIAN O TE
[ER#IE] PG-SW109-PY-SWB104
[AARX] vlan <vid> protocol <protocol-type>
vlan <vid> protocol <count> <frame-type> <ether-type>
[AFar] <vid>
*VLAN ID
VIAN ID %, 2~4094 0 10 EHIETIEELET
<protocol-type>
DRATLTERINTWATOMILIERIEERLET .
-ipv4: Ethernetll  Ethertype=0800,0806,8035
-ipv6: Ethernetll  Ethertype=86dd

<count>
JOraLEERES
TobalEI—YEETLHBEIC, 10 ERETHEELET
L] wiE
0~7 PG-SW109-PY-SWB104

<frame-type>
TOraNEI—HERTIRITIEELET,
-ethertype
Ethernetll i X 7L —Ls, 802.3Snap B IL— L
Ethernetll i 7L —L& 802.3Snap XX IL—ALIERBITEEH A,
*llc
8023 EHXIL—L
<ether-type>
JoralELI—HEETHHIC. EtherType F/=(E LLC DIEFIRELET .
-Ethernetll 6= & & T 802.3SNAP i TL — LIEE DIHFEIC EtherType {EZ.
802.3LLC K TL—LIZE (L. LLC{E(DSAPSSAP)Z . 4 4T 16 #E$1(0000~ffff) T
BELET.
FHIOraLEEH)
ipx: ethertype=8137,8138
appletalk: ethertype=809b,80f3
*appletalk (& 802.3SNAP SR TL—LZEFENET A REEDOTORI)L VIAN #EEE
Ethernetll i X 7L — L& 802.3SNAP s X TL—L DR FIEDIToNFER A, FORIJL VIAN T
appletalk 2521515 & (121X LEEERILC ethertype @ Ethernetll BB TL— LT TR EA

WETY,
[B14EE—F] Global Config £—F
[E%BA] AavURTIEFARIL VIAN DEHZRFEETOET,
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TORILDFREIF. LLTD 2 ODAETHRETEET,
VAT LEEFHOTARIIL(ipvhlipve) EEIRT S5 %
-JARLERNEI—YERTEEEET 55
* T 74U VLAN(VLAN ID=1)(Z[E, 7B ra/L VIAN DR E X TEEF A,
VAT LEERINT=<protocol-type>EEREL—HFEEIER— VIAN ~NDRETIERITTEEE A,
AT LEERERSNz<protocol-type> EEER—DTAPILEREI—FEERT HELAHETT
=1L, & TERSNIZ VIAN AR —HR—FTERETHEE &, PEVES D VIAN DAL
BMELRYFET LR
(config)# interface 0/1
(config-if)# vlan untag 10
(config-if)# exit
(config)# interface 0/2
(config-if)# vlan untag 20
(config-if)# exit
(config)# vlan 10 protocol ipv4
(config)# vlan 20 protocol 0 ethertype 0800
DESITERET DI EIEAEETT A, etherl R—rDEREZ
(config-if)# vlan untag 10,20
ELTBE . etherl R—KE VIANTO [SIZFTESH. VLAN20 ISIFFRESNE R A
‘FA—OTOPILEBREZHEEBDELS VIAN TERTHILETRETT,
2L, ERERSNT VIAN AR —R—FTHRET DHEE. NEWES D VIAN DHALEHELYET,
=&z I,
(config)# interface 0/1
(config-if)# vlan untag 10
(config-if)# exit
(config)# interface 0/2
(config-if)# vlan untag 20
(config-if)# exit
(config)# vlan 10 protocol ipv4
(config)# vlan 20 protocol ipv4
D&SITERET DI EITATEETT A, etherl R—rDEREE
(config-if)# vlan untag 10,20
ELTI5E . etherl FR—KE VLANTO IZIXFTES M. VIAN20 IZIEFTE SN EH A,
-JORLERINRGNIE, R—R—rTEHOTOLIIL VIAN OFRENATRETT , fz&Z K.
(config-if)# vlan untag 10,20
(config-if)# exit
(config)# vlan 10 protocol ipv4
(config)# vlan 20 protocol ipv6
DEIIEERFET D ENTFRETT
*"no vlan <vid> protocol"&L1=15 & . VLAN O TALILEH T T R THIBRShFT A,
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VIAN BRIZHIBRESNEE A, (VLAN DOHIBRIZIL. Interface Config E—R® vlan A< FDHIRRAS
BHETY,)

-JOR3JL VIAN TEETES VID TR K 16 LHYFET,

-7ERIJL VIAN (L AL ZERLET . Ebhd AL DEREZDEITOVTIIHEESRAZE
SRZEL,

-7ERJLVIAN TEAT S AL [ EHREEVMEEELLZYES TOMIIL VIAN FEERIC AL
NERELFBZHHEL. BRICHESINTL AL O535FAaJL VIAN KYEEEDEL
ACL DY BIBRSNET, HIRRIFBEEDEVIBIZITHOhET,

-appletalk I 802.3SNAP Fs X TL—LZEHLET A REBEDTERI)L VIAN H#EREIX
Ethernetll 2 7L — L& 802.3SNAP s X TL—L DR FIZE DTN ER A, FTARIIL VAN T
appletalk 24+ %35 &% 809b,80f3 0 ethertype %+ Ethernetll f X TL—LAFH TV
SEDBETT,

ORIV EERTEEICKEREL LIREZBADEREELHE. LIRZBZA-TOFMILER. 5LV
TORILERITIEELS VIAN ID AERERY  EheSnt= VLAN ID SRR 5T R TOR—MEFIA
TELBYES,

[REER] REE
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5.1.3 vlan forward

[#88E] VLAN D #5354 5% E DR E

[EAHE] PG-SW109-PY-SWB104

[AARK] vlan <vid> forward <count> <dst_addr> <port>
[AFLav] <vid>

*VLAN ID

VIAN ID %, 1~4094 0 10 EHIETEELET
<count>

"ERBS

0~399 £TH 10 EHTHEELET .
<dst_addr>

-BR%E e MACTRL R
BB T—JILIZEMNT S MACTRLREEELEY
(XXXXXXXXXXXX DIEHK T XX [FE]RK 2 #H70D 16 EHIETT . )
<port>
-ether R—+&EF
HREWD ether R—MESZE 10 ERIETHEELFET .
[B145€—F] Global Config £—F
[EREA] HMRERE L —ILERELET,
[EE] -<dst_addr>IZ. 00:00:00:00:00:00 LUV TA—KFvR b, TILF XY XMIIEETEEE Ao
~<vid>THESNT= VIAN ARBHEDISE | REFEHEGVET,
- <port> TR E SN fR—hhAS<vid> THRE STz VIAN [SEREL TV S BRE XESIZRYET,
<por>THESNIZR— DI T T F—2aviR— DAV NR—rTHBHEE .
Y OF IV —2a R—MI L CERERELET,
s <pOr> TR ESNFZAR— B/ VI T7 YT R—bDIZE (&, /13 I Ty T R—rDERR—RIFLT
BREHRELET .
[REERF] RFTE
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5.1.4 vlan description

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

VLAN DB DR E
PG-SW109-PY-SWB104
vlan <vid> description <description>
<vid>
*VLAN ID
VIAN ID %, 1~4094 0 10 EHIETEELET
<description>
-EREAX
Z O VLAN DERBAS % . 0x21,0x23 ~0x3e,0x40~0x7e @ 50 XFLLA®D ASCI
XFIITHELES
ASCI XFa—F 0x22 (") (FBHETHNIFTHRETEET,
ASCI XFa—FK 0x3f(?) [F"CTRL+V " TRETEET,
Global Config —F
COVIAN IZDWTOERBAXERRALES,
MBANXZERALGVEDEHEENET,
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5.2 IGMP R X— 1548

5.2.1 vlan igmpsnoop router

[#RE] RVFHFXAML—ER—bDERE
[ FAMIE] PG-SW109-PY-SWB104
[AARK] vlan <vid> igmpsnoop router <mode> [<portlist>]
[#Fav] <vid>
*VLAN ID
VIAN ID #.1~4094 @ 10 EHETHEELET,
<mode>
RUNFFXAM—ER—bDREFEZERELET
-auto
RLFFr AL —FR—rEBMITRELET
-yes
RILFHFX AR —ER—bEFHITEELET,
<portlist>[THEEENF-R— D #HZE I —FHR—bELTHRELET,
RE—RFEHEETHEETHT <portlist>ZHEL TSN,
<portlist>
TILFX VRPN —FR—L DY AMERELET . E—FTHME—FLIEELIZGEEICOHA. IEERIEETT .
BHOR—IEHRETIEEE. (D) TRU>THRELET  £-. SEAEET EHEE. M1-310
FINTNATU)EFERALTEELE Y UTFIC. FOGRdRXERLET,
-portlist LT 1,2,3,5,7 #BETHEE
(1) 1-3,5,7
-portlist £LT 1,3,5 #_ETHHE
(1) 1,3,5
[E146€—F] Global Config E—F
[RREA] TILF X AN —FDERINDR—MMIDWTHRELET .
[EE] AHREL IGMP RX—TZF AT HRENGENTODIEEICOAENELYETS,
IGMP RX—TEFALLBWER L, BRENET.
E— VIAN RIZTILFF v AML—8D 2 R—h L EEREN TOBIH R 0T #IICEREL TS,
auto EEHBLI-HE . BENTEGLREIENHYFET,
IGMP RX—T B LEER T ZEFKTHHE . TOR—FEILFHFLRML—R—FLTHRELT
<F2&Ly,
[REBER] <ILFEVYRAMNL—ER—FEBMICRET DLDEAELET,

vlan <vid> igmpsnoop router auto
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5.2.2 vlan igmpsnoop querier

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[BtEA]
[ZE]

[REEH]

Querier 1EDERE
PG-SW109-PY-SWB104
vlan <vid> igmpsnoop querier <mode>
<vid>
*VLAN ID
VIAN ID %, 1~4094 0 10 EHIETEELET
<mode>
TILFHRY AN —ENFEELEMEE D Querier DEMEE—REIRELFET
-on
TILF XX AN —ENEFELELEE Querier ELTENMELET
-off
RILFXY AL —E2OFEICHDHST Querier ELTEMELEE Ao
Global Config —F
Querier OEMEE—FEIBELET
Querier DEYEE—RER|INILIZIHE . TILF XY AL —ENFELAENE
TILFHR Y AMRENMELELET,
AHREIX. IGMP RX—TZH AT DG BICOABENELYET
IGMP RX—TZFIALLBWMER L, BREINET .
TILFHRY AL —EMFIELIEEE Querier ELTEIMELET,

vlan <vid> igmpsnoop querier on
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5.2.3 vlan igmpsnoop source

[#88E] IGMP AX—TTERY S IP PRL R
[EFH4E] PG-SW109-PY-SWB104
[AARK] vlan <vid> igmpsnoop source <address>
[AFar] <vid>
-VLAN ID
VIAN ID %, 1~4094 D 10 #EHETIHEELET,
<address>
IGMP AX—TWMEAT BEETT IP FRLRAEEELET
REBEMNEET D IGMP /7y CCTHRESN IP PRLREEEFETTFLRELTRELE T
FEEMRELREHBEIILTOESYTY,
0.0.0.0
1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
[E14EE—F] Global Config £—F
B4 IGMP RX—THYEIET S IGMP /S b DREETTRLRAEEELET .
[EE] ARERE L. IGMP AX—TZFI AT R ENHEINTVDIEEICOABFHHERYET,
IGMP RX—TZ#FALELMEE (&, BRI ET,
IGMP R X—T%#F BT 5154 . Querier ® IP PRL AZEFHREL TS,
Querier BMEE—FZEHMIZTHIEE . CIITRET DT FLRBEBKEINSTILFFrARL—ED
FRELRKY KREGBERELTIZEL,
BEHD IGMP RX—TEBEIERSNDIGEIEE — VAN T2 LU ETRLRERELLEVD T,
[REREH] RETFFLRA%E0.0.0.0ET5IGMP /o yhERIELET,

vlan <vid> igmpsnoop source 0.0.0.0
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5.2.4 vlan igmpsnoop proxy

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[B1EE—F]
[EeeA]

[EE]

[REEEF]

IGMP REEISEEEE—F
PG-SW109-PY-SWB104
vlan <vid> igmpsnoop proxy <mode>
<vid>
*VLAN ID
VLAN ID %#.1~4094 @ 10 EHIETEELET
<mode>
IGMP REISE X IET—FEHRELE T,
-off
IGMP REISEZLEE A,
-on
IGMP REEISEZLEYS
Global Config —F
IGMP RIEBIGERIEE—FEIRELET . IGMP V1 2EHT 2EENEE T SHE L o EEELT
<F2&Ly,
Querier BIEE—RZEMICLIZBEE . TILFF Y ANL—IDFELLZENETIILF X v AMREAFLE
LEYT,
AREFEIL. IGMP RX—TEFI AT DR ENEEINTVDIESICOAEHELGYET,
IGMP RX—T&FIALEZWEEIE, BREINET,
IGMP RIS B EEEXELLGVE—FEGYFET,

vlan <vid> igmpsnoop proxy off
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5.3 MLD R X—1&4$R

5.3.1 vlan mldsnoop router

[#RE] RVFHFXAML—ER—bDERE
[ FAMIE] PG-SW109-PY-SWB104
[AHF=K] vlan <vid> mldsnoop router <mode> [<portlist>]
[#Far] «vid>
*VLAN ID
VIANID %.1~4094 O 10 EXIETHEELET .
<mode>
RUNFFXAM—ER—bDREFEZERELET
-auto
RLFHEX AR —ER—bEBMITRELET
-yes
TILFF v AN —SR— ERICIEELET,
<portlist>[THEEENF-R— D HZEIL—FR—bELTHRELET,
RE—RFEHEETHEETHT <portlist>ZHEL TSN,
<portlist>
TILFX VRPN —FR—L DY AMERELET . E—FTHME—FLIEELIZGEEICOHA. IEERIEETT .
BHOR—FEEETHHEEEL. " (AU2) TRYSTEELE T £, @EEET 2158 E. 1-310 K51
"MNATU)EERLTHEELEY .
UTIZ, At ERLET,
sportlist ELT 1,2,3,5,7 2EETH5HA
(#1) 1-3,5.7
-portlist ELT 1,3,5 Z2EETHHE
(1) 1,3,5
[E14EE—F] Global Config —F
[E2BA] TILF XY A= ERHRSN S R—FMIDWTIEELET,
[(XE] AREEEIEMLD RXR—TEHATEIRENEINTVDIEEICOAEMELEYET,
MLD RX—TZFIALLZWERIF, BREINET,
B— VIAN RIZRILFF v AML—3H 2 R—b UL EERSh TOS IS S [ I #HIZEREL TS,
auto EEHBLI-HE . BENTELULGEIELHYET,
MLD RRXR—TINEHGEEESLERRT 2HE. TOR—PEILFFrARL—FR—FLTHRELT
&L,
[RFEERE] TAFXrRAM—ER—IEEHICRETDLDEAGENET,

vlan <vid> mldsnoop router auto
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5.3.2 vlan mldsnoop querier

[#88E] Querier B DERE
[#EFRA#E] PG-SW109-PY-SWB104
[AAEK] vlan <vid> mldsnoop querier <mode>
[A#FLav] «vid>
*VLAN ID
VLAN ID %#.1~4094 @ 10 EHIETEELET
<mode>
TILFHRY AN —ENFEELEMEE D Querier DEMEE—REIRELFET
-on
TINFFXw AL —EHTFEFELALVEE Querier ELTEIMELET
-off
RILFXY AL —E2OFEICHDHST Querier ELTEMELEE Ao
[B145€—F] Global Config £—F
[EREA] Querier DEMEE—RZEHRELET
[EE] Querier DBEE—FEEHICLIBE . ILFHFY AN —EABFEELLGVNETLFF v AMNEEAMFLLES
AREEE MLD RAX—T2HATEEHEEICOAENELYET,
MLD RX—TZFIALEWMEEIE, BEINET,
Querier DBEE—FEEHICLIBE . ILFHFYRAMNL—EARFEELLEVNETLF X v AMNEEAMFLLETS
[REBEERE] ~ILFEYRML—ENFELLENES Querier ELTEMELET

vlan <vid> mldsnoop querier on
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5.3.3 vlan mldsnoop source

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[ExBA]
[FE]

[REEEF]

MLD RX—TTHEMAT % IP TRLADHRE
PG-SW109-PY-SWB104
vlan <vid> mldsnoop source <address>
<vid>

*VLAN ID

VIAN ID %, 1~4094 0 10 EHIETEELET
<address>

MLD RX—THMERTBFEET IP PRLRERELET .

AEREMNEIET S MLD /Ny CCTHRESN IP TRLRAERETTRLAELTEHRELET

FEEMRELREHBEIILTOESYTY,

FE80::/10 ... Yo/A—AILA=ZFvAFRLR
Global Config —F
MLD RX—THVE{ET S MLD /N7y DFEETTRLRERELET
AREFREIEMLD RX—TEH AT ERENEINTNIIEEICOAFHDELRYET .
MLD AX—TEFIALAGWNE S, BHINET,
MLD AX—T%H AT 5154 . Querier M IP PRLREFREL TS,

Querier IEE—FZEADICT REE. CCICRET I 7RLRFEHINSTILFEFFYRAML—EDTRL A XY

REGEFHREL T,
BEHDO MLD RAXR—TEENMERINSIGAIEE— VIAN HT2 BLULET7RLRERTE
EETTRLRAZE:ET B MLD 5y EEELET .

vlan <vid> mldsnoop source ::

LTS,
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5.3.4 vlan mldsnoop proxy

[#88E] MLD REBISEXEE—FDORE
[BFRAKE] PG-SW109-PY-SWB104
[AARE] vlan <vid> mldsnoop proxy <mode>
[A#FLav] «vid>
-VLAN ID
VIAN ID %, 1~4094 D 10 #EHETIHEELET,
<mode>
MLD REGEEEE—FEHRELET,
- off
MLD KREIEEZLEE A,
on
MLD REEEZLETS,
[B145€—F] Global Config £—F
[EREA] MLD REEEFEZEE—FEHEELET . MLD VI ZFEATHEENFET HIHE X offEHEEL TZEW,
[EE] Querier BIEE—FZEMICLIZGEE . IILFFYRMNL—IDBFELLENETILF X v AMNEEAEIELET,
AREFREIEMLD RX—TEH AT ERENEINTNIIEEICOAFHDELRYET .
MLD AX—T#FALLWNEE L. BRINET,
[REER] MLD KRELEEXEEZEXELGVE—FEGYET,

vlan <vid> mldsnoop proxy off
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5.4 J4ILAER

5.4.1 vlan macfilter

[#2RE] VLAN @ MAC 74 JLADERTE
[ERA#ME] PG-SW109-PY-SWB104
[AHAFRK] vlan <vid> macfilter <count> <action> <acl>
[#Fav] <vid>
*VLAN ID
VIAN ID %, 1~4094 @ 10 EHETIEELET .
<count>
-2 e
BEIDIMIILIREDBEIRME. 10 EHMETRELET .
INESVMEABEIBRAKIYENIEERLET,
IBELEX, IEEICY—bShTYFo N TEINES, -, RLEZEED

TANB) T EENYS TISHET GG BIFOERELEELTY,
§aEH W
0~63 PG-SW109-PY-SWB104

<action>
-pass
TOt'RarkA—)LY RED"ac mac', "acl vlan", "acl ip". "acl icmp". "acl tcp".
BEUWad udp"BEICRE LI\ Ty EBBIEET,
“reject
T7EAarvrO—)LJAD"ac mac', "adl vlan®, "acl ip", "acl icmp". "acl tcp",
HBEUWad udp"BEICRE LIz Ty EHELET,
<ad>
AL EEES
TAWVERELIZWNATyb 8= ZERLET VXAV M-IV R D AL EERESE
BELES.
[B14EE—F] Global Config —F
[E%EA] VIAN T&D MAC 4RV DEREEITVET,
ad>THRELLZT7ZERarba—ILY ARG "ad mac', "ac vlan", "ad ip". "acl icmp".
"acl tep". B &Uacl udp" BRI B LIZA S/ VIR LT, <action>THEELI=T1/L4E
MBEERBLES .
EE] E: <ad>TRELEF77ERavO— LY ARz ad mad"E . "adl vian"E&H THEE ST -
VID ASEA T B<vid>EFET B (BEAT S<vid>EELD, FT=(E any" THWIBE . T0/L2(3E
AEhFEA,
E 2 QAd>TRELEZ7YVERarbA— L) REAIZ"ad mac"E . "ac vlan"E . "acl ip"EE
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ENLFELLGWMEE . BELU. <ad>THRELZ7 72XV O— LY R FEELEWMES K
FAIILRIEERASNER A,

T4V DREEEIL pass TY .

<action>H' pass DHTHAHAZET AT/ IR TLILEIShER A

"acdl mac I"EHEZFBRALIZIES VAN 25 HED llc TL—LIE AL RRIZHEYEER Ao
FEOREATRELREZBAIGSLERINER A,

RETRE ERRISTHRESRBAE 1Z S ML TSN,

TERIJL VIAN BEELBHALTIBE . TRRIIL VIAN ELTRBEEIN S TL—LAD MAC T4)L4
BREFEMELLGYES,

TEH. FaRIIL VIAN ELTRHEEIN D TL—LAIZDWLTIE “vlan protocol” IRV REEESELT
FZ&ELY,

[RFER] BESNGEASIDELTEMELET,
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5.4.2 vlan macfilter move

[#88E] VIAN O MAC 74 L3 DB LB ZEE
[EAHE] PG-SW109-PY-SWB104
[AAFK] vlan <vid> macfilter move <count> <new_count>
[AFar] <vid>
*VLAN ID
VIANID %, 1~4094 O 10 EHIETHEELET .
<count>
BEREEIER
BT HBEIEMOESE. 10 ERETRELES .
<new_count>
BESBEIRLL

BEEAREIENOESE. 10 EMBETRELES,
§aEH W
0~63 PG-SW109-PY-SWB104

[E14EE—F] Global Config £—F
[REA] VIAN &M MAC 71 LADBRIBNEEELET,
WEDBFEIERL A <count>THHFEEZ<new_count>DBFEIERICERLES,
EFRRIIBEIBLBESDIBEFICY—rSNTIFONITINET,
[REBEH] HEIVVRDOHBRESNFEA,
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5.4.3 vlan ip6filter

[H8E] VLAN @ IPv6 T4 ILADEEE
[BFRAKE] PG-SW109-PY-SWB104
[AARK] vlan <vid> ip6filter <count> <action> <acl>
[AFar] <vid>
-VLAN ID
VIAN ID %.1~4094 O 10 EHIETHEELET,
<count>
- SlERL
BETDIMIILIREDREIEMNZ. 10 ERETHRELEFT .
INSVMEMNBERIBRNEYBNIEERLET,
FBELEE. JBFIZ—bShT)Fo N\ T INET, -, ALEZEFD

ANBI T EENY TISFETDEEE. BIFOERELELTY .
L] wiE
0~63 PG-SW109-PY-SWB104

<action>

- pass
FOtERarbA—)L XD "acl ip6". "acl icmp". "adl tep". H LU "acl udp"E I
ZEL\ Ty EERSEET,

“reject
ToeRarkO—ILY XD "acl ip6". "acl icmp". "acl tcp". B LU "acl udp"EEIZ
ZELAN TN ERELET,

<acl>

AL ERES

TAIVERFELIV AT YN E—VFEE LT 7EA3VMA—LYRLD AL ERESE

BELET,
[E146€—F] Global Config E—F
[EREA] VIAN Z&D IPv6 LAV T DERFEETVET,

al>THRELL7IERIVE—ILY XARR D acl ip6", "acl icmp”, "acl tep”. & & U acl udp”
EHEICEZY LI/ My IR LT, <action>THEL =7/ )LANBEEBLET
EE] E: Qd>THRELETIERaVA—ILY AR ad ipb"EEHIFELLEWMEE .. BLU.
Q>TEELET7VERIVIA— L) R FEELLEWNMEE LD/ VAT BERENEE A,
E 2 TN DREEEIL pass TY .
<action>A\ pass DHTHAHEET N TD/NNTIMNTLILFENFEE A,
3 FBEORETRELREZBAIGSLERINER A,
RETRE LIRS THREERBAZE 12 S ML TSN,
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pe s ZRabkaJL VIAN #EEEHFRL5E . O3/ VIAN ELTERE SN ETL—LAD MAC T4/L43
BREFEDELGYES,
HE. FAkIJL VAN ELTEE SN D TIL—LIZDWTIE “vian protocol” IRV RIEB%SHELT
FZELY,
[RFERE] HESIGEASIDELTEMELET,
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5.4.4 vlan ip6filter move

[#88E] VLAN @ IPV6 T LBDEEIEMEE
[EAHE] PG-SW109-PY-SWB104
[AARER] vlan <vid> ip6filter move <count> <new_count>
[AFar] <vid>
*VLAN ID
VIANID %, 1~4094 O 10 EHIETHEELET .
<count>
BEREEIER
BT HBEIEMOESE. 10 ERETRELES .
<new_count>
BESBEIRLL

BEEAREIENOESE. 10 EMBETRELES,
§aEH W
0~63 PG-SW109-PY-SWB104

[E14EE—F] Global Config £—F
[REA] VIAN S&D IPv6 T1ILADBEIBREZEBLES
WEDBFEIERL A <count>THHFEEZ<new_count>DBFEIERICERLES,
EFRRIIBEIBLBESDIBEFICY—rSNTIFONITINET,
[REBEH] HEIVVRDOHBRESNFEA,
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5.5 QoS 15k

5.5.1 vlan qos aclmap

[#8E]

[& FAsiE]
[AHBER]
[#Fav]

VLAN @ QoS DE&E

PG-SW109-PY-SWB104

vlan <vid> qos aclmap <count> <action> <value> <acl> [ changeQueue ]

<vid>

*VLAN ID
VIAN ID #.1~4094 @ 10 EHETHEELET,

<count>

B RIRAL
EET D QoS RENEBEIELZ. 10 ERETHRELEFT .
INESVMEABEIBRAKIYENIEERLET,
B— /7y LE B D<action>ARITSNBHEIZ, FEM
RETHIHEE, BEIBLLSEL <action>DBEITEINET,
IBELEX, JEEICY—bShTYFo N TEINET, -, RLEZEED

ANBI T EENY TISFETDIEEE. BIFOERELELTY .
£6E wiE
0~63 PG-SW109-PY-SWB104

<action>

~dscp
TO'RarkA—) LY AED"ac mac', "acl vlan", "acl ip". "acl icmp". "acl tcp".
HBEU"ad udp"EEICEH L L=/ ybd IP F1=IK IPv6 /5y TH-1=1BE.
dscp {E(IP ~y& D TOS T4—ILRD £ 6 Ewb, Fi=lE IPv6 ~y& O Traffic Class
T4—ILED LA 6 EVMEEEH]AFET,

-tos
TOt'RarkA—)LY RRD"ac mac', "acl vlan", "acl ip". "acl icmp". "acl tcp".
HEUad udp" BRI B LI/ ybhY IP E12IE IPV6 N ybTHHTIBE .
ip precedence fE(IP AN y& M T0S 74—ILRE®D LI 3 Ewb, E2(E IPv6 AvEZ D
Traffic Class 74— ILFD LI 3 Evh)Z2ESBMAET,

-queue
TI'X3rrA—) LY XA+D"ac mac', "acl vlan", "acl ip". "acl icmp". "acl tcp".
BEWad udp"ERICHBLI-A Ny ASNBEICERINSH HR—FDF2—
EERELFET,

<value>

CEEMAE

<action>T dscp TERLI-HE:
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-<dscp_value>

EEFMZHD dscp [BZ 0~63 D 10 EHETHELET
<action>TT tos &R LI5S :

*<tos_value>

EEMZED ip precedence fiEZ 0~7 O 10 EHIETHRELES
<action>T queue ZEIRLI-IGE:

-<queue_value>

ERTEIHNR—rDF1—BSEEELES,

REWMENHABEIBMALYENF21—THEHSLERLET
6B s
0~7 PG-SW109-PY-SWB104

<ad>

AL ERES
QoS BXELT=LV N b XE—U % BHBLIZ7 V2RIV PO— LR LD AL ERBESEIEELET .

changeQueue

<action>T dscp Ff=I&, tos ZBIRLIIGEITIBET HENTEET,

-ip precedence FfzI&. dscp DEEESHZ %, BN/ IED IP AYS D TOS 74— LK Lz
3EVRDINTYRNDTSAFYTAICEEL. vian EBA. mDHR—MIBEZBTHF1—ITHEMLET.
INTYRDT AT T2 LN T IR EREINT HF 2 —(2 DUV TIE qos prioritymap XU FDIEE %
JEEEN,

[E146€—F] Global Config E—F

[&2eA]

VIAN C&D QoS BREZEITVET .
al>THRELL7 7RIV bE—ILY) AR D ac mac', "acl vian', "acl ip". "acl icmp".
"acl tep", BE W "acl udp"EEITEE B LT=/ Vv I3t L T<action>THEELf= QoS IEZEENE
LFET,
FE 1D <ad>TERELEZ7ZVtEXavba—)LY RRRIZ"ad mac'E . "ad vian"E ETIREINT=
VID DB T B<vid>EF BT B (BRT S<vid>ERL D, FizlE "any" THEWL)IGEA . QoS NHE
BRASNEE A,
E 2 <ac>THRELET7IERavbA—)LY AMAIZ"ad mac"EE. "ad vian"E&EH LUV "ad ip"
EBENENLFEELLEWNES ., B&U, ad>THRELI7 7RV FA— LY RSO FELAL
HE. QoS NEFTBRSNFER A,
3 <action>T queue ZFEIRLIIZFEITHRE LT queue HY"qos prioritymap"I<RIZE>T
TSAF)TFAHBIZH IS FENTOAENGE X QoS LB IEFEREINER A,
3 4 "acl mac I"E&EBEALIEE . VLAN 254 ED llc TL—LAIF AL JHRITHEYFER A
ES: FBEORETRELREZBAIGSILERINER A,
RETRE LIRS THREERBAZE 12 S ML TSN,
X 6 ZOkaJL VIAN #EELBERLTZIBE . 7Ol VIAN ELTRHEINETL—LAD QoS R E (&
BMELVET,
728, 7Ak3JL VIAN ELTRBEBINDTL—LIZDWLTIE “vian protocol” ARV REBESELT
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X7 MAC 4 ILAESEEHRALIZEE . MAC D4 ILAREICER B LT/ My MIxd 5 QoS e LT &

BYET,
[RBEH] BESNLGASLOELTEELET,
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5.5.2 vlan qos aclmap move

[Hs8E] VLAN @ QoS D IBR ZE R
[EAHE] PG-SW109-PY-SWB104
[AARRK] vlan <vid> qos aclmap move <count> <new_count>
[AFar] <vid>
*VLAN ID
VIAN ID %, 1~4094 0 10 EHIETEELET
<count>
BEREEIER
BEIHBEBHOESE. 10 ERIETRELES .
<new_count>
BESBEIRLL

BEAREIEMLOBESE. 10 ERBETRELFS,
§aEH W
0~63 PG-SW109-PY-SWB104

[E14EE—F] Global Config £—F
[EREA] VLAN &M QoS ERDEBEIBMEEELET,
WAEDEEIRRLIA <count>THAHEZEZ<new_count>DEEIRGIIZEELE T
EFRRIIBEIBLBESDIBEFICY—rSNTIFONITINET,
[REBEH] HEIVVRDOHBRESNFEA,
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5.5.3 vlan ip6qos aclmap

[#8E] VLAN O IPv6 QoS DR TE
[EAHE] PG-SW109-PY-SWB104
[AARHK] vlan <vid> ipbqos aclmap <count> <action> <value> <acl> [ changeQueue ]
[AFar] <vid>
*VLAN ID
VIAN ID %, 1~4094 0 10 EHIETEELET
<count>
-2 SE B
EET D QoS RENEBEIELZ. 10 ERETHRELEFT .
INEVMEABEIBRAIYENIEERLET,
E— /3y LE B D<action>HRITSN BB EIZ, FEM
RETDHIEEE, BEIBLEAFL <action>HEITINET,
IBELEX, IEEICY—bShTYFo N TEINES, -, RLEZEED

TANB) T EENYS TISHET GG BIFOEREEELTY,
§aEH W
0~63 PG-SW109-PY-SWB104

<action>
-dscp
FHERaAvba—) LY XD ac ip6". "acl icmp". "adl tep". B kU "acl udp"EEIZEH L LT
I RBYIPVG Xy TH TGS . dscp E(IPv6 ~vA O Traffic Class 74—ILE®D
L6 EVh)EEEEH]AET,
-queue
F7HRarka—LY RhD"ad ip6". "acl icmp". "ad tep". B KU "acl udp"EEIZFHHL-
AN IBE AT BRIFERESNSE NR—DF1—ZEELFET,
<value>
-EEMRIE
<action>T dscp ZERLI-HE:
-<dscp_value>
EEHZED dscp [E% 0~63 D 10 EHRIETHRELET S
<action>T queue ZERLI-IHE:
-<queue_value>
FERATHIHAR—rDF1—FESZE 10 ERETHEELET,
REWMENHABEIEENKYBNF21—THEEERLET,

HEER e
0~7 PG-SW109-PY-SWB104
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<ad>
AL ERES
QoS BEELI=LV T wb RA—VE B ELI-7 I/ ERIVMA—LYR D AL EEBBEIEELET .
changeQueue
<action>T dscp ZBIRLIGEITIEE T HEDNTEET,
dscp DIEZESERE ., HA/ VT yb® IPv6 AvH D Traffic 74— ILF
LR 3 EVRD T YD TSAH)TFAIZEEL. vian EER. RADR—MIZ ST D3 1—2HE R
LET YD TSAF ) T4 &Ny EREINT HF 2 —(2DULVTIE qos prioritymap IR D
IBEREIEEEL,
[B145€—F] Global Config £—F
[E%EA] VIAN Z& IPv6 QoS SREZEITLET .
al>THRELLT7 7RIV E—ILY) AR D acl ip6", "acl icmp", "acl tep”. & & U acl udp”
E&EITE LTz 4y bR L T<action>THEE LTz QoS WEEEHLET .
EE] A1 <Ad>THEELE7ZYZERaVEA—/ILYRMAIZ"ad ipp"EENFELEMES . BLU.
Qd>THRELET7IVERIVMA— L) RAFELLZME S L QoS NEBTBERAEINFEE A,
E2 <action>T queue ZFEIRLIIGE 2R E LTz queue H¥"qos prioritymap"a<wRIZk>T
TIAX)TAITRIEFHFEINTOELVMEE I QoS LB ITFERAINEE A
3 KEOREARELREZEA -GS ETERASNELA,
R E AR L BRI T RESRBAZE 1Z S ML TEELY,

4 FOkaJL VIAN #EELHFRLIZIBE . TORIJL VIAN ELTRE SN D TL—LAD QoS FZE (&
BOHELGYET,
BEH. TRV VIAN ELTERE SN B TL—LIZDULTIE “vian protocol” a7V FIEEESHBLT
<FZ&ELY,

&5 MAC D4 ILAREEFFALIIEE . MAC J/ILZRRE ISR B L=/ ry M3t 95 QoS R E IS HE L
TYES,

[REFERE] BRESNGEAOIDELTEMAELET,
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5.5.4 vlan ip6gos acilmap move

[Hs8E] VLAN ) IPv6 QoS DB SEIB R ZE
[EAHE] PG-SW109-PY-SWB104
[AARER] vlan <vid> ipbgos aclmap move <count> <new_count>
[AFar] <vid>
*VLAN ID
VIAN ID %, 1~4094 0 10 EHIETEELET
<count>
BEREEIER
BEIHBEBHOESE. 10 ERIETRELES .
<new_count>
BESBEIRLL

BEAREIEMLOBESE. 10 ERBETRELFS,
§aEH W
0~63 PG-SW109-PY-SWB104

[E14EE—F] Global Config £—F
[REA] VIAN C&0 IPv6 QoS EEDEBEIEMNEERELET .
WEDBFEIERL A <count>THHFEEZ<new_count>DBFEIERICERLES,
EFRRIIBEIBLBESDIBEICY—rSNTIFUNITINET,
[REBEH] HEIVVRDOLHBRFESNFEEA,
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6 & MAC 15#R
6.1 MAC 15%R

6.1.1 mac learning

[#88E] MAC 7RLRZE DEEE
[BFRAKE] PG-SW109-PY-SWB104
[AAFHX] maclearning <mode>
[A#F+3>] <mode>
on
MACZRELADBEIFEEZEMICLES .
- off
MAC7RLRADBEFEBEEMICLET,
[B145€—F] Global Config £—F
[&%8A] ZEBLALTO MACEHEREBOEMEDERELET.
[REBEF] MACTRLRADBBFENEDIIRESNLOEALLET,

mac learning on

Page 169 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

6.1.2 macage

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[RE%EBF]

MAC 7RLRZEET—TILDI—S 0T 7o SN E
PG-SW109-PY-SWB104
mac age <time>
<time>
CI—D 7 N
MAC 7RLRZEBT—TILDI—SU T TIrSRED B THRELET .
FHEMOERFIE. 10~3,500 FTY,
Global Config ®—F
MAC PRL RSB TF—TILDI—So 5 7Y rEREHRELET.
I—UT7IMRERELT 300 BAEEESN =D EHBLET
mac age 300
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LAN [FER DX TE

lan EHES DT
AEDQITURD[ATar] [SERBIhTLVS<number>(lan EEEE)ICIEET S lan EEDELEE (10 EHIE) (&,
LUTISRI EETHEEL TS0

&iER wiE

0 PG-SW109-PY-SWB104

7.1 MMB ##5HR—F IP BE:E{EHR

7.1.1 oob ip address

[#RE]

[& FAE]
[AHBER]
[#Fav]

IP 7RLRDERE

PG-SW109-PY-SWB104

oob ip address <address>/<mask> <broadcast>
<address>/<mask>

(IP PRLRIRAVE YN(FIFT A Y1E)

MMB R —RZBIY A TS IP PRLRETRIE VDA EHEEIETE

LFET, TRVEIER ZRLEEE YIS 1 TEFELABEIZLTZSLY,
IP7RELADIEERIREREREIELU T DELYTT,

0.0.0.0

1.0.0.1 ~ 126.255.255.254

128.0.0.1 ~ 191.255.255.254

192.0.0.1 ~ 223.255.255.254

TYRIVEVREDIZE L. 2~30 D 10 EHRETHEELET .
TRVEDHEE. 192.0.0.0~255.255.255.252 DEEATIHELE T,
DT, At BERLET,

[IP PRLRIRRVE YRR (f5l: 192.168.1.1/24)

‘IP FRLRIRRVE (#51: 192.168.1.1/255.255.255.0)
<broadcast>
JO—FF¥ARFRLREEELET,

-0

0.0.0.0 DIFEITHHELES

-1

255.255.255.255 DIHZABITHEELET .
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-2
<address>/<mask>M5ROBND.
FYRT—IUFRLR + A—)L 0 DIFEITEELET,
-3
<address>/<mask>m5ROBND.
FYRT—UFRLR + A—)L 1 DIFEITEELEYT,
[B14E€—F] Global Config £—F
[E28A] AEE LD MMB HEHR—MI, IP PRLR YRVE Y MR(F[FY R VM), B&UTO—
FEXvAMTRLRERELET,
[REFER] P FRLRADNBEVEDEATINET
oob ip address 0.0.0.0 0
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7.1.2 oob ip route

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BIEE—F]
[EeA]

IPvs RET 40 R ERIEERDERE

PG-SW109-PY-SWB104

oob ip route <count> <address>/<mask> <next_hop> [<metric> [<distance>]]
<count>

RATAVIRRERERES

AETAVIRBERDOEEBSE. 10 EHETEELEY,
i e
0~3 PG-SW109-PY-SWB104

<address>/<mask>
“IPv4 FRLRIRRVE YR (FTIET R E)

HTERIYNT—D% IPVvh TRELREIRVEVE DA EHE TRELE T,

TAVEIF. REHEE VDS 1 TEHELMEIL TS LTI, Bopfastid

BXERLET,

IPvhs PRLRIRRIE R (#: 192.168.1.0/24)

‘IPv4 PRELRIR R B (f61: 192.168.1.0/255.255.255.0)

-default
HTERINT—VELTTIHIVMIL— R ET HHEEITIEELET,
0.0.0.0/0(0.0.0.0/0.0.0.0) &5 E 9 5D ERLEKICIEYET

<next_hop>
- )L—A IPv4 TRLR
HBTRIINT I~y EEETHEEDFHIL—EFD IPva TRLRZERELEY
<metric>
AR OIE

1~14 010 EHETHELET

KIEE FEREINET A, distance ZHE T HIHS (IHETHEEL TS,

HIBERF(T 1 ZIEELILDEALGENET,

<distance>
BEE

CDREITAVRBEROBEEE. 1~254 D 10 ERETHEELFT .

BAEEFBEQCNSVARIVEMEEEZRLET,

HEREFE 1 ZHRELIDDEAGEINET,

Global Config E—F
IPvh RET 0V #E R (FRADIERR) BMERELET

IPva RET4vRBERIE AEEERTUTORFETERTEFS
RAEEH e
4 PG-SW109-PY-SWB104
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[E=E] RILHTEANDREI T4 RBEREEBRET H_LETEEE A,
[REREH] IPv4 RET o ORBERERALEVLDEABINET,
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7.1.3  oob ip dhcp service

[#88E] DHCP #&ED R TE
[EAHE] PG-SW109-PY-SWB104
[AAFER] oobip dhep service <mode>
[A#F<3v] <mode>
DHCP #EEDE—FEIEELET,
-client
DH(P H—ERFERLFET,
-off
DHCP Rz RIELEE A
[E14EE—F] Global Config £—F
[EiEA] DHCP ¢ REEMERELE T o
[EE] oob ip address AYURTFZRLARA 0.0.0.0 LSHIFRESN TULVSE, DHCP TlEAK
EE IP PRLRADMEBSEINET,
DHCP 9547 U MEREZ RN T BICIE, BE IP TRLRZEERT HIBELHYFET,
[R#FERF] DHCP HWEEZERALLVEDEALINET,

oob ip dhcp service off
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7.2 MMB #E§i-R—bk IPv6 BEE 3R

7.2.1 oob ipb use

[BRE] IPv6 HEREDELTE
[BFA%E] PG-SW109-PY-SWB104
[AAERE] oobipb use <mode>

[#FLav] <mode>

IPv6 /X b DEREEITOINEINMEELEY

“on

CDAUEITT—AT, IPv6 /1y b DESEEZITUET,

- off

CDAAITT—AT. IPV6 /Iy DEZEEITUVEE A

[B145€—F] Global Config £—F

[REA] CDAVBTT—RAT, IPv6 EEZFIRTINEINERELETYT

[REEER] IPv6 HEEEFIATHIDEALBINET,

oob ipb use on
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722 oob ip6 ifid

[#8E] IPv6 A>3 7x—2R ID DERFE
[BFRAKE] PG-SW109-PY-SWB104
[AAER] oobipé6ifid <interfacelD>
[A#F+3av] <interfacelD>
CDAVETT—ATHRATSIDZHBELET,
~auto
AREEINFD MACTRLAD G, EU-64 TR XD ID ZBEERK T S5 EICHEELET
AR TT—XID
CDAVETT—RATHATHIDZ. 16 EHIETIEELET . 4 #792""(3AY)
TRE)> TSN, BH . B Ts—ILRD5HED 0 IFEBETEET,
BEIE auto ZIREL TSV BHEDAUFT—R D EHET S5 EE. F—
O link LB LERELELVMEZIEEL TZELY,
[E14EE—F] Global Config £—F
[EiEA] CDAVETT—ATHATSH. 10872 —X D ERELET .
[REER] 27— IDEZEHBERTILDEALGINET,
oob ip6 ifid auto
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7.2.3 oob ipb address

[#RE] IPv6 7EL A DEE
[EAHE] PG-SW109-PY-SWB104
[AARERE] oobipb address [<count>] <address>/<prefixlen>
[A#F<3>] <count>
‘IPv6 TRLRAEERES
IPv6 PELADEEESZ.0~3 O 10 EHIETEELET,
HEEEFE, 0 ZIEELIBDEAGINET
<address>/<prefixlen>
‘IPv6 PRELRITL 749D AR
IPv6 PRLRETL D40V ARERELET .
IPv6 PRL ADEEAIREEE [E LT DEBYTY .
0~ Fe7 F:FFFE:FFFF: FRFF: FEFF: FEFF: FFFF: FFF
fecO:: ~ fefF:FFFF-FEFF-FFFF-FEF:FFEF:FFFF: FRFF
TLI4y P RARIZIE 64 ZHREL TS,
-auto
RA(Router Advertisement) Ay t—CTRELETL 70y REZFRALTEBINIZTRLRE
BRETHEEITIEELET .
oob ip6 ra mode recv # R ETILELNHYET .
[E14EE—F] Global Config £—F

[E%EA] CDAVEITT—AD IPv6 PRLRZEHRELET .
<address>MIEE T, <prefixlen>LIENTRT 0 DHFEIE A4 T7x—X ID E#RMLT,
IPv6 PRLREERKLET
<anycast_address>DIFTE Tld. 1227z —R ID IZEBTRFLRERIFITHhIEE A,
[REZ5EHF] oob ipb address 0 auto ELTERE SNFEY
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7.2.4 oob ipb ra mode

[#88E] RA(Router Advertisement) Ayt— DENEERTE
[ER#IE] PG-SW109-PY-SWB104
[AAERH] oobipb ra mode <mode>
[A#F<3v] <mode>
-off
RA Ayt —D DEZEHEEZEMICLETS,
“Tecv
RA Ayt—DDRIEMEBEEETDICLET,
[B145€—F] Global Config £—F
[EREA] RA Ayt —U MEZEMEEL R ELE T REBEEFIRDESYTT,
‘RA Ay t—D SRR
BHIGHE . RA Ayt—T% 4,12 ND(Neighbor Discovery) D785 A% F I+ LR JL—F,
BEY TO—NILFRLRAZBEREICHBRES S ENTEET,
BERA AV E—UEZEARGA AT —RIE 2 AV AT —RETERTEET,
[F&E] RA Ayt —DMEREHEZFERTIEHE. UTORITERLTZEN,
‘RA Ayt —D SRR
- JO0—NILT7RLADBEIREETIHEE L. "oob ipb address auto"HE&EL TSN,
[RFFERE] RAAVE—DDEZEREATDEALGEINET,

oob ip6 ra mode recv
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7.2.5 oo0b ipb route

[#88E] IPv6 AT 972 RIEIRDERE
[ERAHFE] PG-SW109-PY-SWB104
[AAERK] oob ipb route <count> <address>/<prefixlen> <next_top> [<metric> [<distance>]]

[A#F<3>] <count>

FRETAVORBIERERES
AETAVIRBERDOEEBSE. 10 EHETEELEY,
i e
0~3 PG-SW109-PY-SWB104

<address>/<prefixlen>
‘IPv6 FELRIFL 74y 9 RE
HTHRIINT—9% IPv6 FTRLRETL T4y VAR DA EDHE TIRELET
IPv6 PRL ADEERIREEE [E LT DEBYTY .
i~ feTEFFFFFEFF FEFF-FFEF:FEFF: FFFF: FEFF
fecQ:: ~ feff:FFFF: FFFF: FEEF: FEFF: FFEF FFFF: FFFF
-default
HTRIINTI—VELTT IAI ML ERET DB EICIEELET
0 EZHRETHDERLERIZEYET,
<next_hop>
-k )L—A IPv6 TRL R
HBTRIINT—I~INr bR ETHEEDTHIL—ED IPv6 PRLRAZIRELET
ICMPvé6redirect ZIEREIZBIESE A1, Vo VO0—NILTRLRAZEELT <FZELY,
<metric>
AR OIE
1~14 010 EBETHELET
KIEE FEREINET A, distance ZHEE T HIHS (IHETHEEL TS,
HIBERF(T 1 ZIEELILDEALGENET,
<distance>
BEE
CDREITAVRBEROBEEE. 1~254 D 10 ERETHEELFT .
BAEEFBEQCNSVARIVEMEEEZRLET,
HBEE 1 ZEELLDEAEINET,
[E1#EE—F] Global Config E—F
[EEA] IPv6 RET 10V #E R (FRAIERR) BMERELET
BEERL. ALHTENDRBERNMERDHSESICEALEY BERBEREIRT H=0IC
AL, KYPSLMEA, LYBWMBEEZRLETS
[(XE] BLHTEADRETAVIRRIBEREEBRET HLETEFE LA,
[RFERE] IPv6 RETAUORBRIFHRERALLGZVEDEAGSNET,
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7.2.6 oob ipb dhcp service

[H8E] IPv6 DHCP #RED % E
[EFAH#4FE] PG-SW109-PY-SWB104
[AARERE] oobipb dhcp service <mode>
[A#F<3av] <mode>
IPv6 DHCP #BEDE—FZIEELFET,
“client
IPv6 DHCP 9547 MEREZERALET .
- off
IPv6 DHCP #REZFERLEE A,
[E14EE—F] Global Config £—F
[E2BA] IPv6 DHCP #BEEIREEELET
[EE] REEED IPv6 O DHCP 54T U MERETIL, IPv6 PRLRERGT A LIETEE R A,
IPv6 7RL R(EZELT- RA DIERNSER T HIENTEET,
[&REEER] IPv6 DHCP HEEZFEALLGVIDEALESNET,
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7.2.7 oob ipb dhcp duid

[#88E] IPv6 DHCP @ DUID &%5E
[EAHE] PG-SW109-PY-SWB104
[AAERE] oobipb dhcp duid <duid>
[AFLav] <duid>
-DUID
260 HTLLA D 16 EHTHEELFES
[E14EE—F] Global Config —F
[BtEA] IPv6 DHCP 2547+ DUID Z4EELET .
15i])
oob ip6 dhcp duid 2105afffe66437d
[REER] DUDZBEBERTILDEALEINET,
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7.2.8 oob ipb dhcp client option dns

[#RE] IPv6 DHCP 547t DNS H—/RFRLRERDERE
[EAHE] PG-SW109-PY-SWB104
[AAFERE] oobipb dhcp client option dns <mode>
[A#F<3v] <mode>
-on
DNS H—/"\F7RLREERLET,
-off
DNS H—N\TF7RLRZEERLFEE A,
[B145€—F] Global Config £—F
[ELE) IPv6 DHCP 54 7o M BEEE AT BB EIZ, H—/NZ DNS H— N\ TFRLREZERTEINEIHNEHRTE
LFEYT,
[RELEBF] DNS H—NTFRLRZERTDLDEATINET,

oob ip6 dhcp client option dns on
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7.2.9 oob ipb dhcp client option domain

[#88E] IPv6 DHCP 95 A7 h® DNS KA B ERDERTE
[BFRAKE] PG-SW109-PY-SWB104
[AAFK] oobipb dhcp client option domain <mode>
[A#FL3av] <mode>
“on
DNS RASURZEERLET,
- off
DNS RAMVBEZERLFEE A,
[B1#EE—F] Global Config E—F
[ELE) IPv6 DHCP 2547V MEEeEF AT 15812, H—/ T DNS KAV BEBRTINEINERTE
LET.
[REETER] DNSFAMUBEERTILDEAGEINET,

oob ip6 dhcp client option domain on
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7.2.10 oob ip6 dhcp client option sntpserver

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[RE&EH]

IPv6 DHCP 9547 b @ SNTP H—/"F7RL RERDEHE
PG-SW109-PY-SWB104
oob ip6 dhcp client option sntpserver <mode>
<mode>
-on
SNTP H—N\TRLREERLET,
-off
SNTP H—/I\TFRLRZEZERLFEE A,
Global Config E—F
IPv6 DHCP U547 U MEREEERT 5Z BT, Y —/NISNTP H—/N\TFPRLREERTEHMEI M
EHRELFET,
SNTP H—N\TELREERT DD EHAGSNETS

oob ip6 dhcp client option sntpserver on
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7.2.11 oob ip6 dhcp client iaid

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[RE&EH]

IPv6 DHCP 2547+ IAID 5%
PG-SW109-PY-SWB104
oob ip6 dhcp client iaid <iaid>
<iaid>
-auto
IAID ZBEBIER T DIHEITHEELEY
*IAID Z$53E
IAID Z4EE Y S5 S DR E AT A& R L. 1~4294967295 TY,
Global Config E—F
IPv6 DHCP 5472 hD IAID #18ELET,
auto ZIEELEEIE. 1237 —XBEB SN IAID ELTHERASNETS,
IAD ZBE8ERT HLDEALENET,
oob ipb dhcp client iaid auto
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7.3 IP BEEEHR

7.3.1 lanip address

[#8E]

[& FAsiE]
[AHBER]
[AFLav]

IP 7RLADEEE
PG-SW109-PY-SWB104
lan [<number>] ip address <address>/<mask> <broadcast>
<number>
lan EHEES
lan EEDBELESE. 10 EFBETHEELET,
HEEEFIE, 0 ZIEELIDDEAGEINET,
<address>/<mask>

(P PRLRIRRIEYM(FE = [ET X H1E)

LAN A2 271—RICEIYE TS IP FTRLRERRIEV MDA EHEEIETE

LET, TRVEIF, REFHEVEAS 1 TEFHLIEIL TS,
P 7RLRADIEE R L ERE I U T DEESYTY,
0.0.0.0
1.0.0.1 ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IRVEVRDIGEEIE. 2~30 O 10 EHETIEELE T,
IRVEDHZEIE. 192.0.0.0~255.255.255.252 DEFETEELE T,
UTIC, BpaitdBXERmLES .
(IP PRLRIRRIE YR (5 192.168.1.1/24)
‘IP PRLRIRRV{E (131: 192.168.1.1/255.255.255.0)
<broadcast>
TO—FFvRTRLRERELET .
-0
0.0.0.0 DIHZAITHEELES
-1
255.255.255.255 DG RICHEELES .
-2
<address>/<mask>MoROHN S,
FYRT—=IFRLR + =)L 0 DIBZAITHEELFET .
-3
<address>/<mask>MoROHN S,
FYRT—=IFRLR + =)L 1 DBAITHEELFET .

[E14EE—F] Global Config E—F
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[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

REBE LD AN (0BT —XIZ(IP FRLR RRIEYNI(F XY RVE). 5LUVTO—
FFrRM7RLREHRELET .

P PRLRADGENEDEHEENFET

lan 0 ip address 0.0.0.0 0
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7.3.2 lanip dhcp service

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[En4EE—F]
[EEA]
[E&E]

[REEH]

DHCP #&ED R TE
PG-SW109-PY-SWB104
lan [<number>] ip dhcp service <mode>
<number>
lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,
<mode>
DHCP #BEDE—FEHEELEY S
~client
DHCP H—ERZERLFET,
-off
DHCP Rz RIELEE A
Global Config ®—F
DHCP ¢ REEMERELE T .
lan ip address AXRTPZRLRAY 0.0.0.0 LSHIFZRESNTLVSE, DHCP TIFAK
BEE IP PRLADBESNETS,
DHCP U547 U MEREE AR BIZIF, BEE IP PRLREHET DRENHYET .
DHCP #BEZFERALLBE VLD EATEINET,

lan <number> ip dhcp service off
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7.3.3 lanip route

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BIEE—F]
[RBA]

IPv4 RET 1w 7R HIERDRTE
PG-SW109-PY-SWB104
lan [<number>] ip route <count> <address>/<mask> <next_hop> [<metric> [<distance>]]
<number>
lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,

<count>
REATAVIRRERERES
RAATAVIRBRBREROEERTEE. 10 EHIETIEELE T,
il K
0~3 PG-SW109-PY-SWB104
<address>/<mask>

“IPv4 TRLR/IRRVE MR (FT=[ET R I1E)

HTHRIINT—9% IPvh FRLRERRVEVNIDMAEHETHEELET,

TAVEIF. REHEE VDS 1 TEHELMEIL TS LTS, Bopfastd

BXERLET,

IPvs PRLRIRRIE R (5l 192.168.1.0/24)

IPv4 TRELRIRRV1E (f51: 192.168.1.0/255.255.255.0)

-default
HTERINT—VELTTIHILMIL— LR ET HHEBITIEELET,
0.0.0.0/0(0.0.0.0/0.0.0.0) &5 E 9 5D ERLEKICIZYET,

<next_hop>
-thi#k)L—A IPv4 PRL R
HBTRIINT I~y EEETHEEDFHIL—EFD IPvt TRLRERELEY
<metric>
AR OIE

1~14 010 EHIETHRELEY

REEFERSNFT A, distance ZHEE T SH BT THEL TZEL,

BB 1 ZIEELILDEALGENFET,

<distance>

BEE
CDRETAVRBEROBEEE. 1~254 D 10 ERETHEELFT .
BEAEFBEDNEVNVALIVEMEEEEZRLET,

HBEE 1 ZHEELLDEAEINET,

Global Config E—F

IPvh ZBT 0V #E 8 (FRAIEER) BMERELE T
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IPvh RBT4v O RRBERIE. AREEARTUTORETEERTETY,
RRXEERR s
4 PG-SW109-PY-SWB104

[E=E] RILHTENDREI T RBEREEBRET H_LETEEE A,
[REREH] IPv4 RET o ORBERERALEVLDEABINET,
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7.3.4 lanip filter

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

IP 24 ILEDERTE

PG-SW109-PY-SWB104

lan [<number>] ip filter <count> <action> acl <acl_count>

<number>

lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,

<count>

TANBI T EEERS
TANBI T DBEEEZRTESE. 10 ERIETHEELES .
FEELER, IEFEICY—rShTYFoN\)oTENES, -, ACEZEHED
TANBITEENT TITHERESHIBEE. IFDEREEELES,

wE W
0~63 PG-SW109-PY-SWB104

<action>
TAIVB) T RRIZEBT BN EEBRT HNEINERELET,
-pass

ZETHNNTVNEEBLET,

“reject

BETH/NTYNEERLET,
<acl_count>

AL ERES

FERATHALEEZDESE. 10 ERETHEELES .
$5F L1=<acd_count>M ACL NEZESNTLVEWMES.
ZDINAERITENELGY ., BRINET,
IPI24LATIE AL DUTOEREFERLET .

.|p
ipENBRESNTIVEWMES ., TOTILIERITENLLGY . BREEINFET,
-tcp

ip M<protocol>{BAY 6 DEEFZIFHIELYET,
TR DEE REMBISEBFEINET,
F1z. ip D<protocol>EA 6 DEEIZ tep EMNBRESNTULENGE .
tcp DEIEIL any EAHESNET S
-udp
ip M<protocol>{EHY 17 DEXITENELYET
TN DEE REMBSBHEINET,
F1=. ip D<protocol>fEA 17 DEE(Z udp EABRESNTULENMGEE,

Page 192 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

udp DRIEIL any EAEINET,
icmp
ip M<protocol>EAY 1 DEEFFEIFHMELYET,
TN DEE REEIFEEHESAETT,
F1=. ip D<protocol>fEA 1 DEEIT icmp EMNRESHTLERWMES,
icmp D&IE(E any EAEINET,
[B1YEE—F] Global Config E—F
[ExEA] LAN 12 872—RIZxT 5 IP T4 AEEELET .
IP 74JLA1E ACL THEELEFZRL A, FORa)L, TOS F1=1% DSCP ., R—+FES.
ICMP TYPE, ICMP CODE &—E9 %/ vh&
BBRFEILEMLEY RELE-BEEIEIC—HIINRER, —BLERET
TANBITEN, ENLBOREIFSRENERA,
FTRTOEHIT—HLEA-T-15E, FBBLET,
[FE&E] KEDREMRELBREZBEAISSTERSNEE A,
BRETRE LRRISTHREERBAE 12 S ML TSN,
E2: ZOk3JL VIAN #EEEHFRALTIBE . TARaJL VIAN ELTRBEN D TL—LAD MAC 714)LE
BEFEMELLGYET,
TEH. TaR3IL VIAN ELTRHEEN D TL—LAIZDWLTIE “vlan protocol” IRV REEESELT

&Ly,
x 3 MAC 4L BRFEEHFRALIZIEE . MAC L RERTEISZE LI/ Ny 5 QoS BRE X &
BYET,

[RFFERE] IP IALBERELLEVLDEALGSN, TATO/N Y EBLET
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[#t8E]
[&FAsiE]
[AA]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

lan ip filter move

P74 EDBEIRGDEE
PG-SW109-PY-SWB104

lan [<number>] ip filter move <count> <new_count>

[A#F<3>] <number>

lan ERES
lan EEDELESZ. 10 EHETHELET,
HIREFE. 0 T ELIZLDEAEINFET,
<count>
HARIIWA) VT ERES
BRIBLEZEFT IV ERBBEEELET,
<new_count>
BEETIWBIVTERES
<count>[ZH I BEFLWMERFZ., 10 ERETHEELET,

YTICCOERESER ODESNFHAEISE S, EDERDHNHEASKES,
B wHE
0~63 PG-SW109-PY-SWB104

[B145€—F] Global Config £—F

[&2eA]

IPO4ILEADBEIEREEELET,
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7.3.6 lanip dscp

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

DSCP EEEMA KU DHRE

PG-SW109-PY-SWB104

lan [<number>] ip dscp <count> acl <acl_count> <new_dscp>

<number>

lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,

<count>

‘DSCPIEESHMATERES
DSCP EEEMAEZHDBEEZRIERESZ. 10 ERETHEELET,
BELLER. BERTHICIEARICY—rEATYFo N\ TENET,
Fr EBELLEEESLALMEZF D DS(P EEEFMRAEEN T TICHEET HHEIE.
BEERDEZEELET,

i B iz
0~63 PG-SW109-PY-SWB104

<acl_count>

AL ERES
FRTHALEEZDNDESE. 10 ERETHEELEY,
FEELT=<ad_count>M ACL AEZRINTLELMES.
Z0 DSCP EEZTMAERITEMLLGY | BEINFET,
DSCPEEEMATIE. AL DL TOEEREFFEALET,

. |p
ip EANRESNTLVELMES, £ DSCP EESBATRITEMELY | BREINET,
“tep

ip M<protocol>{EAY 6 DEEFZTHEIELRYET,
TN DEE REMBSERINET,
F1z. ip D<protocol>EA 6 DEEIT tep EMNBRESNTULENGE .
tcp DEIEIE any EAHSNET
-udp
ip M<protocol>EM 17 DEZLITENERYET
ENLSNDEE REBEFEREINET,
FEf-. ip D<protocol>EAS 17 DEEIZ udp EHAFRESNTLEWNES.
udp DRIEIL any EAIEINET,
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-icmp
ip M<protocol>{EAY 1 DEEFTHEIELRYET,
ENLSNDEE REMBRFEREINET,
Ff=. ip D<protocol>fEA 1 DEEIT icmp EMNRESNTLELMES.
icmp DEMEIE any EHHESNFET,
<new_dscp>
-DSCP B~ wEEH#Z5 DSCP {EZ.0~63 D 10 EHIETHEELET .
[B1YEE—F] Global Config E—F
[EiEA] DSCP EEEZMAFHERELFET
EHIZ—HLI=/rob® DSCP fB% . $5FELT= DSCP EICEEHMAFT
[EE] HEBEOREAR ELREBAIGESEERINER A,
BREFRE LRRIFMEREERBAE 1£ S ML TS,
E 2 ZOR3JL VIAN #EEEBHALTIBE . TRRIIL VIAN ELTRBESN HTL—LAD QoS FRE I
BMELYVET,
HE. FORIIL VIAN ELTRHEENDTL—LAIZDWTIE “vlan protocol” IvURIEEESELT
<FZ&ELY,
=3 MAC 74 VERFEEFRALIZIEE . MAC T4 ILBERFEICERH LTz/ Ny Ixt 94 QoS BRE X &
BYES,
[REER] DSCPIEZEMZETHOLEVIDEALEINET,
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7.3.7 lan ip dscp move

[#88E] DSCP EEEMAKHDBEENEE
[EAHE] PG-SW109-PY-SWB104
[AAFERK] lan [<number>] ip dscp move <count> <new_count>
[A#F<3>] <number>
lan ERES
lan ERDBELESZE. 10 ERETIEELET.
BB, 0 ZIEELIZADEALENET,
<count>
R DS(PIEEEMAERES
BEIEMZLES HEID DS(PEEEMAERESEHELET,
<new_count>
-BEE DS EEEMATERES
<count>[2H I HHLWEFZ. 10 ERETHEELET .

YTICCOERESER ODESNFHAEISE S, EDERDHNHEASKES,
B wHE
0~63 PG-SW109-PY-SWB104

[B145€—F] Global Config £—F
[E%EA] DSCP EE=MI FHDBEEEZLEELET,
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7.4 1Pv6 BEE R

7.4.1 lanip6 use

[#8E]

[& FAsiE]
[AHBER]
[AFLav]

[B1FE—F]
[REA]
[REEEF]

IPv6 #REDER TE
PG-SW109-PY-SWB104
lan [<number>] ip6 use <mode>
<number>
lan EHEES
lan EEDBELESE. 10 EFBETHEELET,
HIEEFL. 0 ZBELILDEAEINET,
<mode>
IPv6 /3 b DEZRIEEATOINEINEELET
-on
ZDAVETI—RT, IPv6 /T vbDREREETVET,
-off
ZDAVRITT—RAT, IPv6 NI DEZELXTVER AL
Global Config E—F
CDAVZTT—AT, IPv6 BEEZFIRT HIMNEINZERELET
IPv6 HEEZRIFALLZWL D EHLEEINET,

lan <number> ip6 use off

Page 198 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

7.4.2 lan ip6 ifid

[#28E]

[ FR#iE]
[ABRH]
[AFLav]

[EhEE—F]
[EEA]
[RE%ERF]

IPv6 f257x—2X ID DERE
PG-SW109-PY-SWB104
lan [<number>] ip6 ifid <interfacelD>
<number>
lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,
<interfacelD>
CDAVEZTI—ATHATSHIDZEELFT,
-auto
REEBEIFD MACTRLAD G, EU-64 2 XD ID ZBEERK T IS EICHEELET
A3 —X D
SOV BIT—RTHATS D%, 16 ERETHRELET . 4 #92""(3AY)
TRY>TLLZEN BE FI(—ILEDEED 0 [(FEHTEET
BEL auto ZHEEL TV BEDAU2T7—X D #HBET SIS, B—
D link ETHEEEFEELLGIMEZIEEL TZELY,
Global Config —F
SDAVEIT—ATHRAT S (V87— ID ERELET
AV571—X D ZHBERT DLDEALEINET,

lan <number> ip6 ifid auto
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7.4.3 lan ip6 address

[#RE] IPv6 7EL A DEE
[EAHE] PG-SW109-PY-SWB104
[AARERK] lan [<number>] ip6 address [<count>] <address>/<prefixlen>
[A#F<3>] <number>
lan ERES
lan ERDBELESZE. 10 ERETIEELET.
HEEEFE, 0 ZIEELIBDEAGINET
<count>
“IPv6 PRLRAERES
IPv6 PELADEEESE.0~3 O 10 EHIETEELET,
BB, 0 ZIBELIZADEALEENFET,
<address>/<prefixlen>
“IPv6 TRLRITL 499 RE
IPv6 7REL ADIEE AT REEEHE XA T D EBYTY
2o~ feT F.FFFE:FFFF: FRFF: FEFF: FEFF: FFFF: FFFF
fecO:: ~ fefF:fFFF-FEFF-FEFFFEF:FFEF: FFFF: FRFF
TL T4 P REIZIE 64 ZIEELTIZELY,
-auto
RA(Router Advertisement) Ayt—UTRIELIzTLI0vIREFERALTEBMNIZTRLRE
BRETHEEIEELET .
lan ip6 ra mode recv £ E T HILELNHYET,
[E146€—F] Global Config E—F
[E%EA] ZDAVATT—RD IPv6 PRLRESHRELET,
<address>MIEFE T, <prefixlen>LIENTXT 0 DJFEIE 104 T7x—X ID E#RMLT,
IPv6 PRLREERKLET
EREBGERE] U U0—AILTRLRAUSND IPv6 FRLURERELENED EHEINET,
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7.4.4 lan ip6 ra mode

[#88E] RA(Router Advertisement) Ayt— DENEERTE
[EAHE] PG-SW109-PY-SWB104
[AARRK] lan [<number>] ip6 ra mode <mode>
[A#F<3>] <number>
lan ERES
lan ERDBELESZE. 10 ERETIEELET.
HEEEFE, 0 ZIEELIBDEAGINET
<mode>
-off
RA Ayt —D DEZEHEEZEMICLETS
“recv
RA Ayt —CDZIEMBEEZERICLES
[E146€—F] Global Config E—F
[EREA] RA Ayt —DMEREMEZRELFT . REBREIRDEBYTT,
‘RA Ay t—D SRR
BHIEE . RA Ayt—2% % &1 ND(Neighbor Discovery) /85 4%, T4 L JL—b.
BEU. TA—NILTRLRZBEREICBBRET S ENTEETT,
BERAAYE—DEREARELRA VI TI—RIE 2 AV FTI—RETERTEET
[FE] RA Ay t—U DEZEHEZFERATHEE. UTORITEEL TS,
‘RA Ayt—D 2 IEHEEE
- JA—N)LTRLRAD BEIEREEITIEE L. "lan ipb address auto"HE&EL TEELY,
[RFFEEF] RAAVE—DDEZERESBNEALGEINET,

lan <number> ip6 ra mode off
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7.4.5 lanip6 route

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BIEE—F]
[RBA]

IPv6 BT 40V EBIERMDRE
PG-SW109-PY-SWB104
lan [<number>] ip6 route <count> <address>/<prefixlen> <next_hop> [<metric> [<distance>]]
<number>
lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,
<count>
RETAVIRRBERERES

AETAVIRBERDERBSE. 10 EHETEELEY,
i B iz
0~3 PG-SW109-PY-SWB104

<address>/<prefixlen>
‘IPv6 FELRIFL 7499 RE
HTEFYNT—I%F IPv6 TRLRETL DI RRDMAHEDLETIHEELET .
IPv6 PRL ADEERIREER [E LT DEBYTY .
i~ feTFFFFFFEFF FEFFFFEF:FFF: FFFF: FRFF
fecQ:: ~ feff:FFFF: FFFF: FEEF: FEFF: FFEF FFFF:FFFF
-default
HTRIINTI—VELTT IAIML— I ERET DB EICIEELET
0 ZHRETHDERLERIZGEYET,
<next_hop>
- )L—A IPv6 TRL R
HTRIINT—I~INrUhEEETHEEDFHIL—ED IPv6 TRLRAEEEL
FY . ICMPv6redirect ZIE R IZEMESE 5=, U VO0—HILTRLRZHREL TZELY,
<metric>
AR OIE
1~14 010 EHIETHRELEY
REEFERSNFT A, distance ZHEE T SH BT THEL TZEL,
BB 1 ZIEELILDEALGENFET,
<distance>
BEE
CDRETAVRBEROBEEE. 1~254 D 10 ERETHEELFT .
BEAEFBEDNEVNVALIVEMEEEEZRLET,
HBEE 1 ZEELLDEAEINET,
Global Config E—F
IPv6 RBT 10V #E 8 (FRAIEER) BMERELE T
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BRER. FALHTENDRBERNERHHEEICHALEY  BARBERIRT 57-0I2
EAL. KYPSIMED., JFUBWNMBEEZRLET,

[E=E] RLHTEANDREIT4VRBEREELMRET HLLETELEA,

[REEER] IPv6 ATy ORBEREFALGVLDEABINET,
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7.4.6 lan ip6 filter

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

IPV6 Z4ILEDERTE

PG-SW109-PY-SWB104

lan [<number>] ip6 filter <count> <action> acl <acl_count>

<number>

lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,

<count>

TANBI T EEERS
TANBI T DBEEEZRTESE. 10 ERIETHEELES .
FEELER, IEFEICY—rShTYFoN\)oTENES, -, ACEZEHED
TANBITEENT TITHERESHIBEE. IFDEREEELES,

wE W
0~63 PG-SW109-PY-SWB104

<action>
TAIVB) T RRIZEBT BN EEBRT HNEINERELET,
-pass

ZETHNNTVNEEBLET,

“reject

BETH/NTYNEERLET,
<acl_count>

AL ERES

FATDALEENDESE. 10 ERIETIEELET .
FBELTz<ad_count>® AL AERSNTULVELMES . TDIIILATEEIEENELY . |BEINFET,
IPv6 Z4ILATIX AL DUTOESHZFERALET,

*ipb
ipb EABRESNTILVELMES ., EDTAIILIERIFEELGY ., BREEINET,
-tcp

ipb M<protocol>{EAY 6 DEEFZFHEMELYET . T UNDEE BREEIFBHSNET,
F7=. ipb M<protocol>{EAY 6 DEEF(T tep BARRKESNTULELMES . top DBIEI any &H
BENFEY,

-udp

ip6 M<protocol>fEAY 17 DEZLZFERNELRYET , TRLUNDEE, REMBIIEFESNFET,
F7=. ipb D<protocol>fELY 17 D EEIC udp EAHESNTULVELMES . udp DEIER any &
HIEENFET,
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-icmp
ipb M<protocol>fEAS 58 DEZFITHRELRYET . ENLSNDEE, REMBITIEREINET,
F7=. ipb D<protocol>fEAHY 58 D EEIT icmp EHNFRESN TLVELMES, icmp D&{EIT any
ERGENFT,
Global Config E—F
CDABTT—RITHT B IPV6 TAILFERELET .
IPv6 Z1)LAIE, ACL THEELT= IPv6 7RLX, FOk3)L, Traffic Class fEZE 7= DSCP &,
R—r&ES. ICMP TYPE, ICMP CODE &—5(9 %/ b E BB EITEMLET .
BRELEEBEEIRIC—HT MR, —BLEBRTI LRI TSN, ThUBRORE TSR
ENFHA TRTOEHIC—HLEN>I5E . BBLET,

F REDOREMRRLREBAIGS LERSNEE A,

REFRE LR ST HREERBAE 12 S ML TSN,

2 ZOkaJL VIAN #8eLHAL-B S . 7akaJL VIAN ELTERBEINEZTL—LAD MAC I1/L4E

HEIXEELYET,
TEH. TaRIIL VIAN ELTRHEEIN D TL—LAIZDWLTIE “vlan protocol” IRV REEESBELT
P&y,

x3: MAC D4 )LBRFEEHFRALIZIBEE . MAC L RERTEISZE LI/ Vx5 QoS BRE XM &

BYEYS,
IPv6 TAILBERFELGEVNLDEAGEN, TRTDNTIMNBEBLET .
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7.4.7 lan ip6 filter move

[#88E] IPv6 T4 ILEDEFEIRMDEE
[EAHE] PG-SW109-PY-SWB104
[AARK] lan [<number>] ip6 filter move <count> <new_count>
[A#F<3>] <number>
lan ERES
lan ERDBELESZE. 10 ERETIEELET.
BB, 0 ZIEELIZADEALENET,
<count>
RRIAIWE) T ERES
BEIENEEET DIV ERBSERELET,
<new_count>
BERRIANBI T ERES
<count>[2H I HFHLWEFZ. 10 ERETHEELET .
YTICCOERESER ODESNFHAEISE S, EDERDHNHEASKES,

il ]

0~63 PG-SW109-PY-SWB104
[B145€—F] Global Config £—F
[REA] IPv6 24 ILADBEEIEMELEELET
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7.4.8 lanip6 dscp

[#28E]

[ FR#iE]
[AHfH]
[AFav]

DSCP EEEMA KU DHRE

PG-SW109-PY-SWB104

lan [<number>] ip6 dscp <count> acl <acl_count> <new_dscp>

<number>

lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,

<count>

‘DSCPIEESHMATERES
DSCP EEEMAEZHDBEEZRIERESZ. 10 ERETHEELET,
BELLER. BERTHICIEARICY—rEATYFo N\ TENET,
Fr EBELLEEESLALMEZF D DS(P EEEFMRAEEN T TICHEET HHEIE.
BEERDEZEELET,

i B iz
0~63 PG-SW109-PY-SWB104

<acl_count>

AL ERES
FRTHALEEZDNDESE. 10 ERETHEELEY,
FEELT=<ad_count>M ACL AEZRINTLELMES.
Z0 DSCP EEZTMAERITEMLLGY | BEINFET,
DSCPEEEMATIE. AL DL TOEEREFFEALET,

*ipb
ipb EABRESNTILVELME S, EDTAIILIERITEDLLGY ., BEHEINET,
“tcp

ipb M<protocol>{EAY 6 DEEFZIFTHEMELYE T TR LUNDEE BREEIFBHEINET,
F1=. ipb D<protocol>fEHY 6 DEEIT tep EMNRESNTLVENGESE ., tep DRIEIK any &
AIEENFET,
-udp
ip6 M<protocol>fEAY 17 DEZLEFERNELRYET , TRLUNDEE, REMBIIEFESNFET,
F7=. ipb D<protocol>fELY 17 D EEIZ udp EAFEESNTULVELMES . udp DEIEL any &
AIEENFET,
icmp
ipb M<protocol>{EAY 58 DEZFIFEIELGYFET , TN LN D EE, REBITEREINET,
F7=. ipb D<protocol>{EAY 58 D EEFIT icmp {EARESN TLELMES . icmp D&E(E any &
HIEENFET,
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<new_dscp>
-DSCP &
EE#Z 5 DSCP {EE. 0~63 D 10 EHETHEELET,

[E14EE—F] Global Config —F
[EREA] DSCP BEEMA KHERELFET

SEHIZT—BRLT= IPv6 /N4y DSCP {E% . $ETEL T DSCP {EIEE]ZET,
[E&E] Fu FEEORETRELREZBAIGSLERINER A,

BRETRE ERRISTHREERBAE 12 S ML TSN,
E 2 FER3JL VIAN #EELHFRALTIEE . TObhaJL VIAN ELTRE SN D TIL—LAD QoS BHE &

B|HEBYET,
TEH. FER3IL VIAN ELTRHEEIN D TL—LAIZDWLTIE “vian protocol” IRV REEESELT
S AN

E3: MAC A ILARFEEHRALIZBE . MAC T L RERTEICRE LI/ NIt § 5 QoS B E T EH &
BYES,
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7.4.9 lanip6 dscp move

[#88E] DSCP EEEMAKHDBEENEE
[EAHE] PG-SW109-PY-SWB104
[AAFK] lan [<number>] ip6 dscp move <count> <new_count>
[A#F<3>] <number>
lan ERES
lan ERDBELESZE. 10 ERETIEELET.
BB, 0 ZIEELIZADEALENET,
<count>
R DS(PIEEEMAERES
BEIEMZLES HEID DS(PEEEMAERESEHELET,
<new_count>
-BEE DS EEEMATERES
<count>[2H I HFHLWEFZ. 10 ERETHEELET .

YTICCOERESER ODESNFHAEISE S, EDERDHNHEASKES,
B wHE
0~63 PG-SW109-PY-SWB104

[B145€—F] Global Config £—F
[E%EA] DSCP EE=MI FHDBEEEZLEELET,
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7.4.10 lan ip6 dhcp service

[#8E] IPv6 DHCP #RED % E
[EAHE] PG-SW109-PY-SWB104
[AARK] lan [<number>] ip6 dhcp service <mode>
[A#F<3>] <number>
lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,
<mode>
IPv6 DHCP H#EEDE—FEIRELE T,
-off
IPv6 DHCP ##REZFERALEE A,
~client
IPv6 DHCP 547 MgREEERLET .
[E14EE—F] Global Config —F

[Ex8A] IPv6 DHCP #REFB#HRZHRELET .
[£E] AEED IPv6 O DHP U547 MERETIE, IPv6 PRLRAERIGS LT TEF A,

IPv6 PREL RIEZELT- RA DIFHRMNSERKTHEMTEET,
[REXTEH] IPv6 DHCP #EEZEALLEVL LD EALRESNET,

lan <number> ip6 dhcp service off
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7.4.11 lan ip6 dhcp duid

[#88E] IPv6 DHCP @ DUID &%5E
[EAHE] PG-SW109-PY-SWB104
[AA®RK] lan [<number>] ip6 dhcp duid <duid>
[A#F<3>] <number>
lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,
<duid>
-DUID
260 HTLLN D 16 EHTHEELFES
[E14EE—F] Global Config £—F
[ExEA] IPv6 DHCP 547> +® DUID #HEELE T,
15i])
lan ip6 dhcp duid 2105afffe66437d
[RE#EER] DUDZBEBERTILDEALEINET,
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7.4.12 lan ip6 dhcp client option dns

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[REEH]

IPv6 DHCP 2547 b® DNS H—/ \7RLRER DR E
PG-SW109-PY-SWB104
lan [<number>] ip6 dhcp client option dns <mode>
<number>
lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,
<mode>
-on
DNS 4+—/\FRLREERLET,
-off
DNS H—ITFRLRZERLEE A,
Global Config —F
IPvb DHCP 9547 U MEREE AT 215G, F—/NIC
DNS H—N\TFRLRZERTHEMEINERELET .
DNS H—N\FRLRZER T HELDEALFENFT,

lan <number> ip6 dhcp client option dns on
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7.4.13 lan ip6 dhcp client option domain

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[REEH]

IPv6 DHCP 2547 h® DNS FAS U B ERDEKTE
PG-SW109-PY-SWB104
lan [<number>] ip6 dhcp client option domain <mode>
<number>
lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,
<mode>
-on
DNS RASUBRZERLET,
-off
DNS FAS VR EBERLER A,
Global Config —F
IPvb DHCP 9547 U MEREE AT 215G, F—/NIC
DNS RAS VR EERT EMNEINERELET,
DNS RASUREBERT HDEDEHTENET,

lan <number> ip6 dhcp client option domain on
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7.4.14 lan ip6 dhcp client option sntpserver

[#28E] IPv6 DHCP 2547 h® SNTP H— /R FPRL RAERDERTE
[BFRAKE] PG-SW109-PY-SWB104
[AAER] lan [<number>] ip6 dhcp client option sntpserver <mode>
[A#F<3>] <number>
lan ERES
lan EEDELESZ. 10 EHETHELET,
HIREFE. 0 T ELIZLDEAEINFET,
<mode>
on
SNTP H—/N\TRLREERLET,
- off
SNTP H—/N\TPRLRZERLEE A
[E146€—F] Global Config E—F
[EREA] IPv6 DHCP 547 U MEREZER T B AIC, Y—/3\IC
SNTP H—/N\TFRLRZERTEMEIDNERELES
[RFREE] SNTP H—/N\FRLRZERTILDEATINET

lan <number> ip6 dhcp client option sntpserver on
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7.4.15 lan ip6 dhcp client iaid

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[REEH]

IPv6 DHCP 2547+ IAID 5%
PG-SW109-PY-SWB104
lan [<number>] ip6 dhcp client iaid <iaid>
<number>
lan EHEES
lan EERDBELESE. 10 EBETHEELES,
BB, 0 ZIEELIZADEALENET,
<iaid>
-auto
IAID ZBEER T HIHEBITHEELE S,
*IAID Z45%E
IAID 259 H15E DRETREE R L. 1~4294967295 TY,
Global Config —F
IPv6 DHCP 547D IAID #18ELET,
auto ZIEELIEEIE. 1037 —XBE SN IAID ELTHERASNET,
IAD ZBE8ERT LD EALESNEFT,

lan <number> ip6 dhcp client iaid auto
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7.5 VLAN BS:ET5R

7.5.1 lanvlan

[#8E]

[& FAsiE]
[AHBER]
[#Fav]

[B1EE—F]
[828A]
[ERE]
[k ERF]

VIAN ID ME&E

PG-SW109-PY-SWB104

lan [<number>] vlan <vid>

<number>

lan EHEES

lan EEDBELESZ. 10 ERETHEELFES.
HIBEF(T, 0 ZIEELIADEALENET
<vid>

VLAN ID %, 1~4094 O 10 EHIETHRELFET,
Global Config ®—F

VIANID & lan EEBSEFEMTETVES,
Vid>THESN - VIAN B RBHFDIHE . REFBEHELGVET,
Tl
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8 E IP E:EFH
8.1 IP BIE1EHR

8.1.1 ip arp age

[#88E] ARP T M) BRI DR E
[EFAHE] PG-SW109-PY-SWB104
[AARER] iparp age <time>
[#FYav] <time>
ARP TR DEZNERE(2)E. 1~240 O 10 ERIETHRELET
[B145€—F] Global Config £—F
[EeeA] ARP TV DA FEREERELET .
[RFERE] 20 AHBRESNI-LDEALINET
ip arp age 20
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9 Z |IPv6 BEEIEFHR
9.1 IPv6 PIE &R

9.1.1 ip6 nd dad send

[#8E] EHETRLRABRH#EEIZ LS Neighbor Solicitation Ayt—U&ERIDERTE
[EFAHE] PG-SW109-PY-SWB104

[AARERK] ipb nd dad send <count>

[#FY3>] <count>

-NS(Neighbor Solicitation) D% {5 [E1 %X
BEETRLRAZRET 570D NS DEEEHKZE. 0~30 D 10 EBIETHELES .

[E14EE—F] Global Config £—F
[EREA] BEETRLRERET 510D NS EERIHEHRELET .

NS DE{EREMREIZI&. 215 L71= RA(Router Advertisement Avt—)[CBBESh TV E=FE

BATEFERALET RAEZZELGASIHE . FERIELI- RADEEZAIH 0 BT

EINTWIEEE. 1 BEFERLET,

[FE] ‘NS DFEEERIC 0 FEELEE L. EETFLAREBETEBELEEA,

- LAN 1E$R D IPv6 #4REERTEZ"lan ipb use of "'/ >"lan ip6 use on"~EBIRITEZ RMLT=
BE.BNERRBROTT ETITHFELANDE U IO—ALTRLRICHT 2EET
FLRAREHEENEEICHETERVGEENHYET  BHERRRICEHRLANNDGE
2.0 70—ALTRLRIZHT DERTFL ARHEEEE EB(CEIESE 57=0I2(F,
EBEBEEEL TS,

[RXTEE] NS DEEEMBMIZ 1 NBRESNI-LDEABINET,

ip6 nd dad send 1
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10 E=STP 5%k
10.1 STP &

10.1.1 stp mode

[#88E] STP(Spanning Tree Protocol) B)YF E—F D E&TE
[ER#IE] PG-SW109-PY-SWB104

[AARK] stp mode { disable | stp | rstp | mstp }

[#Far] disable: STP #ERALEWNEEICIEELET,

stp : STP(dot1d)ZFE AT HIEEITHEELET .
rstp : RSTP(dot1w)EERT S5 EICHEELET .
mstp : MSTP(dot1s) &R BHAITHEELET .
[E14EE—F] Global Config £—F
[E5%BA] STP(Spanning Tree Protocol) BIF E—F %8 ELET
[FE] MAEDEEBEWREED EHM OFE KA UREFERTEE R A,

[REEERF] STP EMEE—FICSTP ZERELIZLDEALGINET
stp mode stp
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10.1.2 stp age

[#88E] TV BRIERORRAFEDHKE
[EAHE] PG-SW109-PY-SWB104
[AAER] stpage <max_age>
[#FLar] <max_age>
KRB R
W—rITYyohibitHEN S BPDU 1EHRD A XEEREZ .
6 B ~40 P OEETHEELES .
BRI, s(B)EHEELES .
[E146€—F] Global Config E—F
[EREA] IL—bT )T hEIET S BPDU DEMEHERLET,
IL—bT )T h 5 Max Age DEFEINIZ BPDU JL—LEZELEGE.
AREETEENIL—FT)yPELTBPDU #EELIROET,

[FE] MAEDEEBEWREED EHM OFE KA UREFERTEE R A,
<max_age> . stp delay <delay_time>. stp hello <time> LD TUT D EERMEREEFTYY
ETVET,

-forward delay time EDFzvd
max age time <= 2 x (forward delay time - 1.0 seconds)
-hellotime &DFTvy
max age time >= 2 x (hello time + 1.0 seconds)
ELELEM DTHENLERIEIZHSHE &, <max_age>. <delay_time>. <time> DFEEH
EUNELYET,
<max age>, <delay_time>, <time> QOBEEF v I THENELGLIEREHELTITRLETS,
2 x (forward delay time - 1.0 seconds) >= max age time >= 2 x (hello time + 1.0 seconds)
[RFFER] IL—FTUITHEIET S BPDU DAZIEEREIC, 20 MARESNATLDIDEALEEINFET
stp age 20s
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10.1.3 stp delay

[#88E] B K RS SE BE PR OD ER E
[EAHE] PG-SW109-PY-SWB104
[AAERK] stp delay <delay_time>
[A#F2av] <delay_time>
* i K R FE I
RATRGEEREZ., 4 2 ~30 ROFMEATIEELET .
BRI, s(B)EHEELES
[E14EE—F] Global Config £—F
[EiEA] RAPREEREZHRELET
SIP 2ERATRHETH, REBNIL—FI )T Lgbiih > HEIE.
RENENELGYVET,
STP T Listening {KEEANS Learning HKEEIZZE LG B15E . F1z(E Learning HKEM S
Forwarding KRREICE LT AFETHORBERELE T,
[FE] WMAEDEEHEED EHM D55 KoY REFERTEEE A,
<delay_time> [&. stp age <max_age> EDETUTDERMBEEEFTVIETVET,
-max age time EDFz vy
max age time <= 2 x (forward delay time - 1.0 seconds)
ENLESMENISEIL. <max_age>. <delay_time>, <time> DREIESELYET,
<max age>, <delay_time>, <time> DB EF VI THEMNELIEREHELUTISRLET,
2 x (forward delay time - 1.0 seconds) >= max age time >= 2 x (hello time + 1.0 seconds)
[REER] SKXPHEEZREIC, 15 WAREEINTLDLDEALTENET,
stp delay 15s
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10.1.4 stp hello

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[EE]

[REEH]

Hello Ayt —C X EMRDEKTE
PG-SW109-PY-SWB104
stp hello <time>
<time>
BRI
=Ty DITlo - EEICEHAMITIEE T DB RUIER BPDU DX {ERHIREE .
1B~10POHBETHEELEY  BAUK, s(B)EHEELET .
Global Config ®—F
REBHIL—FT) oD Elgot-LETRIET D IER BPDU DEERIRE
BELES.
STPEERATEHBETEH REEN LTy D LS EM-T-15E (.,
RENENELGYVET,
BEDREMAED EHM D[S KTV REFEATEE A,
<time> [&. stp age <max_age> DR TUTDEEBEREEF TV IETVET,
-max age time EDFz vy
max age time >= 2 x (hello time + 1.0 seconds)

JEITEERMEDNZE L. <max_age>. <delay_time>, <time> DFREMNENELYET,

<max age>. <delay_time>, <time> QOBEEFvITHENELGLIEREHELTITRLETS,

2 x (forward delay time - 1.0 seconds) >= max age time >= 2 x (hello time + 1.0 seconds)
IR BPDU S ERIRRIZ. 2 AR ESINTLSEDEALINET .
stp hello 2s
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10.1.5 stp bpdu

[#88E] BPDU 5k E—RFDELTE
[EAHE] PG-SW109-PY-SWB104
[AARER] stp bpdu <mode>
[A#F<3v] <mode>
-on
BPDU SmiEE—FITHEELET,
-off
BPDU B ZEE—RICHEELEY .
[E146€—F] Global Config E—F
[EREA] BPDU $5iXE—FZHRELET .
STP #REM BN >f=&E . BPDU JL—LDEEEFEEZRELET,
[EE] WMAEDEEHAED EHM D55 KoY R EFERTEEE A,
BPDU L —ALl(&, VLAN 27 h¥MT 5EN L=, BPDU SRt E—RIEERDIZS (.
ZIER—FD VIAN 3G LERE IR > TEESNE T,
[RE&ERF] BPDUEREE—FELTHEE—FNEESNFLDLEALGEINET,
stp bpdu off
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10.1.6 stp domain priority

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[EE]

[REEEF]

TV BEEDHRE
PG-SW109-PY-SWB104
stp domain <instance-id> priority <priority>
<instance-id>
SIPAURAVA D ES
0~15 M 10 EHRETHE
BREHMAELTO0~15FTHYFETH MSTP BMEE—F LIS D EE(C
1~15ZAALIESESFENELGYEE A,
<priority>
BEE
TVIORIRT—IRNTOREEDEEEZE. 0~61440 D 10 EHIET
BELFET . ENNENEE BEEABEYES,
Global Config —F
W—rTVYDRETIVITIXLTHERT ST IO DBEEEZRELES .
W—hTVyDITT BTV UDICF RANDIEETRELTZEN,
BEDREMAED EHM D[S KT UREEATEE A,
<priority> (213 4096 TEIWYIN B (BHE)EHEEL TSN,
BHiE:
0, 4096, 8192, 12288, 16384, 20480, 24576, 28672,
32768, 36864, 40960, 45056, 49152, 53248, 57344, 61440
BOELUNEIEEL-GRIRENEDNETVET,
EAV RV ADEBEEIZ 32768 HNEESNTLDIDEALTEINET,
stp domain <instance-id> priority 32768

Page 224 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

10.1.7 stp config_id

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[B1EE—F]
[BtEA]
[ZE]

[REEH]

MST #ERUIEHR DR E
PG-SW109-PY-SWB104
stp config_id <region_name> <revision_level>
<region_name>
)—Tavk
J—av £ &, 0x21,0x23~0x3e,0x40~0x7e @ ASCIl XFT.
K32 XFETORERLGRAEEELES,
ASCI XFa—F 0x22 (") (X BHETHNIFTHRETEET .
ASCI XFa—FK 0x3f(?) [F"CTRL+V " TRETEET
<revision_level>
SJEDavLRL
0~255 M 10 EHBETHEELES
Global Config —F
MST BRI (MST ) —2av & YEDav LA EBRELET,
WMAEDEEHEED EHM D55 KoY R EFERTEEE A,
ARITURIE MSTP BIEE—R DS EIZEFEHTY .
MST #RUIERIZ MST Y—23> 412 egion1", VE 2av LA JLIZO" AR ESNTLNSED
ERTGENET
stp config_id region1 0
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10.1.8 stp domain vlan

[H8E] MSTP A2 RZ ZAAM VIAN E|Y B TR E
[EAHE] PG-SW109-PY-SWB104
[AARRK] stp domain <instance-id> vlan <vidlist>
[A#F<3v] <instance-id>
AV RZVRID
1~15M 10 EHETHEELES .
<vidlist>
*VLAN ID
VLAN ID %, 1~4094 0 10 EHIETIRELET .
BHO VAN D ZRET S5E. " " (hU ) TREYFET
BHROBESHIHEISE . "(N\ATV)TRYIYET (41:"1-10,100,200")
[B145€—F] Global Config £—F

[B28A] MSTP A2 RAVZAD VIAN BIY B THREETLVET .
[FE] WEDEEHEED EHM DFE . KTV REERATEEE A

ARIATURIEMSTP BIEE—RDIGEITEFETT,
AV RADRIZEY BT vlan A ether R—RZBRESh THEWNGE L.
EENERELGYFER A,

[R&EH] 7#BL
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10.1.9 stp max-hops

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[E14EE—F]

[&2eA]

[EE]

[REEEF]

TVICBHBIERDRRRYTHIUDEE
PG-SW109-PY-SWB104
stp max-hops <hop_count>
<hop_count>
KRRV ThIUb
1~40 D 10 EHETHEELE Y.
Global Config €—F
MST 1J—23> AT Message Age. Max Age NZAZDROYICHERLET,
IW—bT )T hEIET S BPDU DERRYTHIURERLETS,
Z{ELT= BPDU MRy TH IS 0 DIFE . REBIFEEZIL TP ELT,
AR T AV ERELT- BPDU ##{ELIROET
WMAEDEEHAED EHM D55 KoY R EFERTEEE A,
ARITURIEMSTP BIEE—RDISEIZEFEHTT,
RYTHOUNE, BEEBEERBETH-UNISHESNET . TOFHOREEN
W—bT VO THY . RyTHIUMN 1 EHRELZBEE. AEBORBIEESE
LD TDHRIN=ZD T V) —DMERENET
RYTHDOUMZ 20 BEEESNTWDEDEHEINET,
stp max-hops 20
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11 EZLLDP (B DX TE
11.1 LLDP {&#R

11.1.1 lldp send interval

[#RE] LLDP 34 (S I FmBs il D 3%
[EFAHE] PG-SW109-PY-SWB104
[AARK] |ldp send interval <interval> <delay>
[#F+3>] <interval>
- LLDP 3£ 1E el b e el
LLDP 1&#R 0 7 #X (S FEIFREFRE . 10 ERIE LB B TIEELES .
BEFEBEALICIE, h(BF). m(5)). s(B) DENDEIRELET
16 E ATREZREERR L, 5 b ~32768 #2TT,
AE%E (X, 802.1AB @ msgTxInterval ZEHIZHULET,
<delay>
- LLDP 315 &/l Bra 5 Pl
LLDP 1E$RDEE &/ HEIFREFRE . 10 ERIE BB TIEELES .
BB AIICIE, h(BF). m(53). s(B)DENMEIRELET
FEEATREEE L, 1 #)~0.25x<interval>(F&X 8192 #)TY,
AE%RE (L. 802.1AB O txDelay ZEHITHULET,
[E14EE—F] Global Config £—F
[EREA] AREEA LLDP fFHE EHEE T HHEIREFRE S, LLDP EHRE T B LI EE(CHE
EETHIROE ER/NHERBFEEIEELET .
LLDP #{EENEZE B SI L= EEAR—hTIL. LLDP XS RIFREFREIC &1 LLDP 1H#RAS
EHEESNES,
LLDP 1E$RE L BEL=EE (X Z DHERE LLDP 1EMAEIESNETH, ZEIEHL
TRYRI—YERMNEASAESIT, LLDP #{E &/ ERREEE 2 22< K51

LTEESNFET,
[REER] LLOP X{EMMREFREIZIE 30 ¥, LLDP X ER/MEREMEICIE 2 WA EESN =D&
HIELET

Idp send interval 30s 2s
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11.1.2 lldp send hold

[#2RE] LLDP {REFEI M DEXE
[EAHE] PG-SW109-PY-SWB104
[AA®ERE] ldp send hold <count>
[A#F<3>] <count>
-LLDP fR¥¥EI%K
BEREMNAZED LLDP 1FHRE REFT NEHREE. LLDP XS REF
MoEBTHEELES .
FEEFTRESER (L 2 B ~10 [ET.2~10 D 10 EHETHEELET,
TLLDP X {ERAFREFR<LLDP REFEIZI TR E SIS TTL(FRX 65535 #)
EHREEEICRALEYS,
AE%E(E. 802.1AB ® msgTxHold ZEHIZHULET,
[B145€—F] Global Config £—F
[EREA] KREEOD LLDP EHEZELBHIEEENARNEE D LLDP FHRERIFT N EHHE
%. LLDP EEFIREFE ORI THEELE T
BEEEICF. LTOMHEXTRT LII2. Ao R THREL LLDP {REE
#& . lldp send interval A< FTERELT- LLDP X {EMIMRREEETERE LT
TTL(Time To Live) &@%01LE T,
TTL = LLDP 25 {E M@ = LLDP R ¥ [E1%KL
12U TTL DR KIEIF 65535 B 1= 5t EHERM 65535 WEBA-HE(E
65535 EBALEYS,
[RFERE] 4 BAEESNI-LDEALLET .
LLDP X {EMIfmEEREAY 30 2 DIZEE. 30 #x4 E]=120 #% TTL &L T LLDP 454
TUNIBRILET
[ldp send hold 4
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11.1.3 lldp reinit delay

[#88E] LLDP 2 {E{F 1L R BER R DERTE
[EAHE] PG-SW109-PY-SWB104
[AAEK] ldp reinit delay <delay>
[AFav] <delay>
- LLDP X {53 1k iR SERE R
LLDP E{EBNMEZEINICLIZEZIZ. TILAY 0 O LLDP [FEREEEL T
MoREDRKEZBNIL T 2ETOEERMHE. 10 EHfEE
R B THRELES .
R BEALIZIE, s(R)EHELET
EEFT e &R (L. 1 #2~10 B TY,
AEEE(E. 802.1AB O reinitDelay ZHIZHLULET
[B145€—F] Global Config £—F
[REA] BHREZRITURTLLDP EEBFEEMLIEEICE, BEREIC
AEBD LLDP (FHEWESE B0 TIL A0 O LLDP [ERAEEShFET,
Z 0 LLDP fEHEXEFEL THOEEDHNERELZBDHRIL T HFTHOEERMBE
BRELES
[REBGER] 2 BAEESNILOEABLET,
[ldp reinit delay 2s
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11.1.4 lldp notification interval

[#8E] SNMP Notification Trap %15 O & /I\EfEFFRE D E% E
[EAHE] PG-SW109-PY-SWB104
[AARK] |ldp notification interval <interval>
[AF+av] <interval>

- Trap 318 O &/l b B

SNMP Notification Trap =18 D &/MEIREFEZ . 10 ERESHFHEMTEELET,

R EALIZIE, h(BF), m(53). s(B)DENDEIRELET

16 E ATREZR SRR (., 5 #~3600 B TY .

AE%5E (. 802.1AB O NotificationInterval ZEHIZH L LET
[E14EE—F] Global Config £—F

[E%8A] SNMP Notification Trap #E{EL TH 5., RIZ SNMP Notification Trap E£{E9
SFETHOR/MEEMHIREBFHEEIEELE T,
[EE] snmp service ¥R T disable [CEREL TS5 E . 8L U snmp trap

lldpremtableschange <> FC disable IZE&EL TLVHIGE L. SNMP
Notification Trap (lldpRemTablesChange FSv ) ITEESNEE Ao
[RFERE] 5HAEESNFLDEALGLETS,

[ldp notification interval 5s
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12 EFRFFHRDERTE
12.1 IEEE802.1X &3k
12.1.1 dot1x use

[H8E] |EEE802.1X FREEE—F DEXTE
[BFRAKE] PG-SW109-PY-SWB104
[AAFK] dotlx use <mode>
[#FY3>] <mode>
IEEE802.1X REFDE—REHELET
on
IEEE802.1X SREFEHMICLET
- off
|EEE802.1X FREEZ |EBNILET
[E14EE—F] Global Config £—F
[E28A] IEEEB02.1X FREE DR AH BEIEELET .
EE] AE—RFHIEDEEESNIEE TH. dotlx use (Interface Config) T 2 TR—MEIASEE S
Lo TWBIBE (L IEEE802.1X BREEIXThhEE A
[REXEEF] IEEEB02.IX BBFEEFIALANEDEALLET,

dot1x use off
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12.1.2 dot1x mode

[H8E] IEEEB02.1X BREEA K DERTE
[EFH4E] PG-SW109-PY-SWB104
[AHFEHK] dot1x mode <mode>
[#F+3av] <mode>
I[EEEB02.1X BBEEARZEHRELET
*Mmac
MAC PRLRZ EDREFEITVET
*port
R—rZEDRBAETVET,
[E14EE—F] Global Config £—F
[E28A] IEEE802.1X REEA K EHELET
[EE] IEEEB02.1X BREEA K EL TR—F S LD RBEZRIRL . T DR—M RSN DiRE
(Supplicant) @ 1 BEMRBIFRSIN-HE . ALR—MIIEREINDEZHODIHEANSDT
DEADNFATEBELTHRDONET,
Web FREEF7=E MAC PRL RRBEEA RIBFICENET DR— M EFEETHHEE L. TTD
IR DRI A XA RL LD KIITEREL TS,
[RE%TEHE] IEEE802.1X BREEAXELT MAC PRLARACEDEIIMNEESN =1 D EALLET,

dot1x mode mac
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[#t8E]
[&FAsiE]
[AA]

IEEEB02.1X O EAPOL 52 E—KF DR TE
PG-SW109-PY-SWB104

dot1x eapol <mode>

[#F+3av] <mode>

*on

EAPOL 85t E—KRIZHEELET,
= off

EAPOL BEEE—RIZHEELET .

[B145€—F] Global Config £—F

[&2eA]

[EE]

[RE&EH]

EAPOL 85t E—KRZEEELET,

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

IEEE802.1X M4 BEMERN AR ol=&E=, EAPOL JL—LDEEHEEZ R ELET,
EAPOL L — L&, VLAN 245 hMt S ENRL=8 ., Erk e R— D25 R ERESh TLTE.

EAPOL JL—ALIEAT L CERESNE T,

IEEE802.1X O EAPOL $5it E—REL THEE—FNIEEShI=b D EALLET,

dot1x eapol off
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12.2 Web 25 1E$R
12.2.1 webauth use

[#88E] Web EBFEEAIFRD R E
[ FAMIE] PG-SW109-PY-SWB104
[AHFHK] webauth use <mode>
[#F+3av] <mode>
Web FZiEE X ELLTHERT HNEINERELES .
-on
Web EBFEEEALET .
-off
Web SRt ZHALEE A,
[B145€—F] Global Config £—F
[EREA] Web SRl R BELLTHERT HNEINERELET .
[REEEE] Web BBIFEBLLTHALLVLDEALSNETS,

webauth use off
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12.2.2 webauth type

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

Web FREED R TAMIILDEEFE
PG-SW109-PY-SWB104
webauth type <authtype>
<authtype>
-chap_md5

FBEETBR3LIZ MD5-CHAP ZEFALET
*pap

RELTEMIILIC PAP R EALET,
Global Config E—F
Web BREIDRIITORILERELET

Web SREEDEREETORI/LELT MD5-CHAP A fEE SN LD EALELET,

webauth type chap-md5
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12.3 MAC 7RL REREL1ER
12.3.1 macauth use

[#RE] MAC 7 FL ZSREEE R IEHR D E
[ FAMIE] PG-SW109-PY-SWB104
[AHAFEX] macauth use <mode>
[#F+3av] <mode>
MAC PRL AR EEBELTERT AN EINEIBELE T,
-on
MAC 7L RSREEERERALEY
-off
MAC 7FLRZBEEZERALEE A,
[B145€—F] Global Config £—F
[EREA] MACTRL RZREEEEEL THATAINEINERELFET
[EE] ‘ARE—RFHEDERESNZHE TEH. macauth use (Interface Config) 7 & THR—MAIAS
B|EHELOTVBIGEE(E MAC TRL AR X ITHIER A
-ARAVUREBMERER T HERLR—MILST-AFZEL MAC 7RL RBEPREEEMELET
[R&EE] MACTRLRRIEZEBELLCEALLGVLDEAGESNET,

macauth use off
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12.3.2 macauth password

[##8E] MAC 7 L R SRR EHR (/X7 —F) DERFE
[EAHE] PG-SW109-PY-SWB104
[AAFEX] macauth password <password> [encrypted]
[A#F+3a>] <password>
SEREE/RRT—FK
SREE/ SR —R%, 0x21,0x23 ~0x3e,0x40~0x7e DXFTHEBIND 128 XFLHND ASCI
XFIITHELES .
ASCI 32—k Ox3F(?)IX"CTRL+V " TERETEFET S
0x21,0x23~0x7e LNV DX FEHRETILELHAHHEE . ASUI XFI—F 0x22 (") TEATHEE
LTS, SOF/E. () EXFHICEEFRELE A
show ATV R TRRINSEFILEN =R/ XA T—F% enaypted EXITHEELFET .
show IRV RTRIRENSXFIEZDFLEREIIEEL TEEL,
encrypted
EE LR/ XX T—FIEE
<password>| RS {b SNz BBEE/ SR T —F &/ ET HEEITIBELE T,
[E14EE—F] Global Config —F
[EREA] MAC7RL RAFBRE TR Y 5. FRAEIFHR (R NRAT—R)ERELFT
ARITURNREBEDIHEE(E. FBEEHERD MAC 7RL A REHEREL TREASIET,
[EE] sshow IRV RTIE. BBLSN =B/ SR T —FA encrypted &FITRTEINFET,
ARIAVUREHMERER T DEZLR— NIV S-ABEL MAC 7RL RBIEREZHELET,
[REBERE] MACTRLRBFEFERERIMARD MACTRLRZERT LD EABESNET,
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12.3.3 macauth type

[#8E] MAC 7RL RRREEDRBIE T ORI DERE
[BFRAKE] PG-SW109-PY-SWB104
[ABAEKX] macauth type <authtype>
[#Fa>] <authtype>
-chap_md5
SREEFOba)LIZ MD5-CHAP ZERLET
*pap
FREEFOba)LIC PAP ZERALET .
[B145€—F] Global Config £—F
[EREA] MAC 7RL RBEED R T AP L ERELET
[FFER] MAC 7RLRARBIEDRIESORIILELT MD5-CHAP AMEESN =L D EAELET,
macauth type chap-md5
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13 EIGMP AX—TJIEHRD KR E
13.1 IGMP R X—F1&#R

13.1.1 igmpsnoop use

[H8E] IGMP R X—THEBED IR TE
[BFRAKE] PG-SW109-PY-SWB104
[AARRK] igmpsnoop use <mode>
[#F3ar] <mode>
IGMP RX—TDE—FZIEELFET,
on
IGMP RX—T#HFHIZLFET,
- off
IGMP RX—T#EHICLET,
[E14EE—F] Global Config —F
[B2::) IGMP RX—TH#BEDE—REEELET
[EE] -IEEE802.1X 5B3E. Web SREE&H KLU MAC PRL REEEED MAC PRL AT ED
REAEARDEESINFAR—FTRZELTIILFF YAy bMIR LTI,
IGMP RX—T D EEKIFEIN T, IGMP AX—THEEIZBN T BIZTSY T4 T SNhET,
“IPvés & IPv6 HSEFEL TLB Ry kT —ITlE, IGMP AX—T2FE AT 55H54A . MLD AX—TFH{HEAL T
F2ELY,
-IEEE802.1Q bR ILIR—FDFFE T S VIAN ID ) IGMP R XR—FHBEIT S ERVET
[REFXTER] IGMP RX—THEEIFFALBZVEDEALLET,

igmpsnoop use off
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13.1.2 igmpsnoop localgroup

[#8E] IGMP RX—THEEDA—HILT IL—TDEE
[EAHE] PG-SW109-PY-SWB104
[AARK] igmpsnoop localgroup <mode>
[A#F<3v] <mode>
IGMP RX—TOA—ANLT L—T DEMEERELET .
*join
O—AhLY IL—T 1233 % Membership Report ZZ{ELTf=EE(C
ERIETREICLE T,
-auto
A—ALTIV—TRDOIILFFv R/ Vryb & RIELTEEIC
A RIREICLET

*ignore
O—AILT IL—FIZx4F % IGMP Membership Report, 8EURILFFr R k-4 yb %
ZELIBEICURFTEBHFLEEZLGV O, O—HLT L—THTOIILFFrR /57 ykiE
E—VIAN RIZTSyT1vTENET,
[E14EE—F] Global Config —F
[E%8R] IGMP RX—FOBA—hILT IL—TDENMEEIEELET .
[REER] O—HILTL—TROTILFIXrRb- /7 vbERZELIZEEIC
R ATREICLET,

igmpsnoop localgroup auto
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14 EMLD AX—T1EHRDERTE
14.1 MLD R X— &R

14.1.1 mldsnoop use

[#6E] MLD RX—THERED R TE
[BFRAKE] PG-SW109-PY-SWB104
[AAERH] mldsnoop use <mode>
[#Far] <mode>
MLD RX—TDE—FEEELFET,
on
MLD AX—T&#HMITLET,
- off
MLD RX—T&#EHICLET
[E14EE—F] Global Config £—F
[EiEA] MLD RX—F#EeDE—RERELET .
[EE] “IPv4 & IPv6 HSREL TSR YT —ITIE. IGMP RX—TEERAT 5154 . MLD AX—FHERALTESL,
-IEEE802.1Q b RIILIR—FDFFET S VIAN ID O MLD RX—FHEEE (L ER EHYET,
[REBEH] MLD AX—THEEEFIALLZVLDEATINET,

mldsnoop use off
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14.1.2 mldsnoop localgroup

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[REER]

MLD ZX—THEEDO—HILT IL—T DEHRE
PG-SW109-PY-SWB104
mldsnoop localgroup <mode>
<mode>
MLD RX—TOO—ALT IL—T DEMEEIRELET
*join
O—AILT IL—F(ZxF % Membership Report ZZ{ELI-EZ(CERERTREIZLET,
*auto
A—ALTL—THTDILFFv RV bR IELI-EEITEREATREICLE S,
Global Config ®—F
MLD RX—TFDO—hIT IL—TOBEEIEELET
A—ALTL—THTDILFFv RV b &R IELI-EEITEREATREICLE S,

mldsnoop localgroup auto
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15 ZGMRP 1B DR E
15.1 GMRP 15#R
15.1.1 gmrp mode

[BRE] GMRP EEE—RDEETE
[BFRAKE] PG-SW109-PY-SWB104
[AAERK] gmrp mode <mode>
[#FY3>] <mode>
-disable
GMRP #ERALALMEEICIEELET .
-enable
GMRP 2ERT 2HEITRELE T
[B145€—F] Global Config £—F
[EREA] EBLAILTO GMRP BMEE—FEERELET .
[EE] (IGMP RX—TH LU MLD RX—THEEEDHRAIETEE R Ao IGMP RX—THE LU MLD RX—THgEL
AEEEAERFICEEEINTLDIGE (L, GMRP #EEFBHELYET,
) RFR—EDRFEELEVTIILFF YR MACZRLRFED TL—LIEE— VLAN RIZIS59 T4 ShET,
*GMRP Join /847y EZELIZR—MIFZESN TS L VIAN [SHLTIILFFr AR MAC 7RLRE &8
SNEY,
RARBRABRGVILFEYANMACTRLARZBZ 568 BERTELN>F-TILFX YA MACTRLRZE
HTHETBIL—LIER— VIAN RIZTSY T 0 ShET,
IPvh T ILFHRv RS DRIE (FI:IPv6 BIE)ZFIATHRYET—ITIIRIATEEE A, GMRP H#EEIL
AMCLGENTIZELY,
-AHEEEE STP 2 ALIISE. STP DREELIZE>TILFHF YR MAC 7RL R B A RIREINSIFEM
HYET,
[REXEH] OMRPZFEALGVEDEALTINET,

gmrp mode disable
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[#8E]

[& FAsTE]
[AHfH]
[#Fav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

16 ZGVRP 1R DX
16.1 GVRP 15%k
16.1.1 gvrp mode

GVRP B)EE—FDERE
PG-SW109-PY-SWB104
gvrp mode <mode>
<mode>

-disable

GVRP ZERLGVMGEICHEELET .
-enable

GVRP ZERAY S5 RITHEELET
Global Config E—F
ZELANLTO GVRP BFE—FERELET
GVRP ZFERALLGVEDEHLEENFT,

gvrp mode disable
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17 EACL 1FERDETE

AL EEBSDIEESE
RKEDOITURD[ATLav]IcBESh Tl b<ad_count>IZHEET 2 AL EEF S (10 HEHE) 1.
UTFISRIEBTIEEL TS,

6 s
0~699 PG-SW109-PY-SWB104

17.1 ACL &38R

17.1.1 acl mac

[#RE] ACL MAC 2
[EFA#FE] PG-SW109-PY-SWB104
[AHEK] acl <acl_count> mac <src_mac> <dst_mac> llc <value>
adl <acl_count> mac <src_mac> <dst_mac> ether <value>
ad <acl_count> mac <src_mac> <dst_mac> any
[#7+3a>] <ad_count>
AL ERES
AL EZRDELESE. 10 ERIETIEELE T,
<sr¢_mac>
ACL SR ET BEIETT MAC PRLREIEELET .
-any
TARTDMACTRLRZEHRET DIHFEICHELES .
-bcast
TO—RF v A MACTRLRERRET DB RITIEELET
*mcast
TILFHFYRASMACTRLRZHRET DIHEICHEELES .
- EEELUSE
WEREFTHMACTRLRZRELEY AL WRET HEET MACTH
LREBELET o (XKXXXXXXXXXX DFGX T XX (FHK 2 #1016 EHIETT . )
<dst_mac>
ACL SR ETHHTHE MACTRLREIRELET
-any
TARTD MACTRLREHRET DIHEEICHELES .
-bcast

TO0—FX¥ R+ MAC PRLRZXN R ETBIERICIEELET,
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*mcast
RILFHFXALMACTRLRERRET DIHEEITHELES .
- BRI
HRET D MACTRLRERELET AL MR ET HEIETT MAC TR
LREEELET o XEXXXXXXXXXX DX T XX [ERK 2 #70) 16 EHIETT,)
<format> <value>
*llc
<value>DfEL LSAP A —H9 5 LLIL IEHIL—LEXRNRET HIGEEITIEELET .
<value>[ZI&. 0~ffff D 16 EHHEFEELET,
TRTO LK TL—LEMRET HiHEE [E<value>IZ any ZHEELET,
-ether
<value>DIEERA TN —EF B Ethernet ALK FE (L SNAP s K TL—LERR LT HIHEIC
FRELET , <value>(ZIL, 5dd~ffff D 16 EHIEEIEELET
FRTO Ethernet B X FfzI& SNAP ER IL—LERNRET DHAIE
<value>IZ any Z$EELET
-any

FTRTDIL—LERNRETHHRITHELET, <value>lL, IEEFRETY,

[E14EE—F] Global Config £—F

[&eA]
[EE]

[REEH]

ACL EE T etherframe /32— % 3EELES,

ad macllc TE&LT= ACL [F VIAN 254 ETL—LICRHLTITBERSNER A
TILFHFY A MACTRLRER/RELIZGE . TILFHFY AN MACTRLRAB LU TO—F
Fr R MACZ7RLRADSH R ERYET

ACL EETED &£S57% etherframe /2—2THRFRELET,
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17.1.2 acl vlan

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[REA]
[EE]

[REEH]

ACL VLAN £ %
PG-SW109-PY-SWB104
acl <acl_count> vlan <vid> <cos>
<acl_count>
AL ERES
AL EEDBLESE, 10 ERETHEELFES .
<vid>
AL HRESTBIEEFETVID PRLREREELET,
-any
FTRTDOVID ZHRESTDEEIHEELES
- EEELISE
HREFTHVID ZHEELET AL HRET S VID (& 1~4094 FTTY,
<cos>
ACL R ESTH (0SEIEELET
-any
FARTD OS TRHRETDHRITHEELET .
- EEELUSE
WMERETSHOSEHRELET AL FRETSH S [F0~7 FTTY,
Global Config E—F
ACL E&E T VIAN #3EELET,
WNTIEDTSAF ) TAREFEEHRELIBE . UTOLIITAYET,

- qos classification ip tos on

IPvh JL— L3258, $5%ELT= (OS fEIE. IPv4 O IP precedence 74— ILEASH R ERYES,

- qos classification ip6 tc on

IPv6 L —LZ{ERE. $5FE LT= COS {E(Z. IPv6 D traffic class 74—JLR M L {3 3bit AR ELEYET,

ACL EZETED VIAN ID TERRELET,
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17.1.3 adip

[#t8E]
[&FAsiE]
[AA]

[AFLav]

ACL IPV4 B
PG-SW109-PY-SWB104

acl <acl_count> ip <src_addr>/<mask> <dst_addr>/<mask> [<protocol> [any]]

adl <acl_count> ip <src_addr>/<mask> <dst_addr>/<mask> [<protocol> [tos <value>]]

ad <acl_count> ip <src_addr>/<mask> <dst_addr>/<mask> [<protocol> [dscp <value>]]

<acl_count>

AL ERES

AL EEDELESE. 10 EHETHEELE S,

<sr¢_addr>/<mask>

AL HRETBHEETT IP PRLRETRIE VM IEIRELE T

IP PRLRIRRVE VMR (FT= (LT RV ME)

AL R ETBHEET IP FRLRETRIVEVN DA EHEETE
ELET, TRVER REFMEYMS 1 TEFELIZEICLTIZEL,
LTFIC, BaitdBERmLES,

[P PRLRIRRIE YR (f5]: 192.168.1.1/24)

-any
FTRTDZEET IP TRLRE AL HRET BIERITIBELET,
0.0.0.0/0 Z{EE T HDERMLEKRIZEYET,

<dst_addr>/<mask>

ACL REETBHTE IP FRLREIRVEVMIZEIEELES

IP PRLRIRRVE VMR (FT= (LR RV ME)
AL RHERETBHTE IP PRLREIRIVEYMIDHAEHLEEIEELET,
sk K (& <src_addr>/<mask> LR T .

-any
TRTOHTEIP FRLRE AL HELETHHEEITEELET .
0.0.0.0/0 Z{5EETHDERLEKRITEYET

<protocol>

ACL & EFTHTAPLBESEEELET,

JOokalLBES
AL SR EFTHTOMIILEFTE. 0~255 D 10 EHIETHEELES
(481: ICMP:1, TCP:6. UDP:17 71&),
0 Z$EELIHEEIL. any ZHEELI-DDEHGEINFET,

-any
FTRTOTOrILBESE AL FMRETHIFEITIEELET,
HIBEF(E, any ZIEEL-BDEAFGENFET,
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<type>
ACL MR ET D QoS DHIMT 2HEERELES .
-tos
TOS ET ACL AR ZEHIMY DERITHEELET .
-dscp
DSCP BT ACL R ZHIW I HHERITHEELET .
-any
FTARTDTOSE. TRTD DSCP fiEZE AL HRET DHRITHEELES
<value>
ACL ¥R &ET B TOS B, F1=IE DSCP EZFIEELET
-TOS i
ACL R ET B TOS fEZE. 0~fF D 16 EHIETIEELET
-DSCP &
ACL 5 &F % DSCP fEZE. 0~63 O 10 EXRIETHEELET .

[B145€—F] Global Config £—F

[&2EA]
[EE]
[RE&EH]

ACL BEE T IPV4 /5D INE—U B ELEY,
TCPR,UDP,ICMP 2 E D L3 FOra/LFIABEIZIZAT ad ip ZEELTESLY,
AL EETEDESL IP T ybD /83— TERRELET,
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17.1.4 aclip6

[#28E] ACL IPv6 EEE
[ER#IE] PG-SW109-PY-SWB104
[AARRK] ad <ad_count> ip6 <src_addr>/<prefixlen> <dst_addr>/<prefixlen> [<protocol> [any]]
acl <adl_count> ipb <src_addr>/<prefixlen> <dst_addr>/<prefixlen> [<protocol> [tc <value>]]
adl <acl_count> ip6 <src_addr>/<prefixlen>
<dst_addr>/<prefixlen> [<protocol> [dscp <value>]]
[A#F<3av] <acl_count>
AL ERES
AL EEDELESE. 10 EHETHEELE Y,
<src_addr>/<prefixlen>
ACL REET BEIETT IPV6 FRLRETL T4V RARERELET
TLI4VIARIE. TRLAD LEHGEVLORE VA EREICERT AN ERELET A
ERRIC AL HRETDDIETL 64 EvhEiEYET,
1) FLIryIREIZ, 65 EVhUIEMIEESNIZIBE
fe80:::fffe:c100:00:5555:80c2/120 EXTERF. THL 64 DIHD EMS 56 EwbAY ACL
HREGYET,
12) FLI4vOREIZ, 64 EVRLITHIEESNI-HE
fe80:::fffe:c100:€00:5555:80c2/64 EXTERF. /0 ZIEETHDERMLEKICAYET,
{IPv6 PRELRITL 749D AR
AL R ETBREIETT IPv6 TRLRETL IV IRRDHAEOEEIRELET .
-any
FTRTOFEETT IPv6 PRLRE AL RRETDHEITHEELET .
0 EEETHDERLERIZAEYET,
<dst_addr>/<prefixlen>
ACL R ETDHTHE IPV6 FRLRETLI1v I RAREIRELET .
ERICAL FREGDDIET 64 EvhEEYET,
Bl 1) TLIrvIRRIZ, 65 EvhUEAEESh -GS
fe80:::fffe:c100:00:5555:80c2/120 EXTERF. THL 64 DIHD EMS 56 EwbAY ACL
MRETYET,
fl12) FLIYOREIZ, 64 EVEUTHEESN-BE
fe80:::fffe:c100:e00:5555:80c2/64 ERTERF. /0 ZIEET HNDERLERICHYET,
‘IPv6 FRLRITL T4 O AR
AL JHRETBH TR IPV6 TRLRETL IV IRRDEHEHEEIETE
LEY,
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-any
TRTOHTHE IPv6 TRLRZE AL MR ETDIHEEITIBELET .
0 EZHRETHDERLERIZEYET,
<protocol>
AL R ETEZTAPILBEEERELET,
JaraLEsS
AL M&EETHTARLEEE. 0~255 D 10 EHETHEELET
(481 ICMPv6:58. TCP:6, UDP:17 #&),
255 ZHEELHAL, any ZHEELI-LDEALENEFT .
-any
FTRTOTORILETE AL FMRETHIHEITIBELET .
BRI, any ZHREL-DDEAHEENET,
<type>
ACL MR ET D QoS DHIETT A EERELES .
*tc
Traffic Class fET ACL R ZE$IMT T 5 EIHEELES
~dscp
DSCP BT ACL R ZHIM I HHERITHEELET .
-any
FARTDTOS B, TRTD DSCP fiEZE AL HEET BHRITHEELES .
HIERF (T, any ZHREL-LDEAHEENET,
<value>
ACL SR ET B Traffic Class B, F7=I DSCPEZIEELET .
- ACL & Traffic Class {8
ACL &R &% Traffic Class Z4—ILEDEZE 0~ff D 16 ERIETHEELET .
-DSCP &
ACL xt%& &9 % DSCP fEZ, 0~63 D 10 EHIETHEELET
[E14EE—F] Global Config —F
[EEA] ACL EE T IPV6 /Sy b D RA—V B ELET .
[EE] TCP,UDPICMP 72 E @ L3 FORaJLFIARFIZIET ad ipb #FE&EL TS,
[REEEF] AL EETED LS IPV6 /T vbD/RE—U TERRELET
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17.1.5 adl tep

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BEE—F]
[Et8R]
[xE]
[REkERF]

ACLTCP £
PG-SW109-PY-SWB104
acl <acl_count> tep <src_port> <dst_port>
<acl_count>
AL ERES
AL EEDBLESE, 10 ERETHEELFES .
<src_port>
AL HRET DREERR—IESERELET,
R—ES
AL R ET HEETR—IESE. 1~65535 D 10 ERIETHEELET .
BHOR—IESERETIHEEE. " (AVI)TRY>THEELET,
R—FBEIE. """ (Hr<)EEALT. <src_port>,
<dst_por>&hH €T 10 BETHRETEET,
LTI, BpaitdLER~LES .
-1~65535 M 10 EH1E (18: 65535 = 65535 R—K)
R—bES R—FES,.. (61:10,20,30 =10 & 20 &30 DR—F)
-any
FTRTDEETHR—IEEE AL MRETDHIEEITIBELET .
<dst_port>
AL HRETDHTER—IESERELET .
R—ES
AL HRETHHTHRKR—FESE. 1~65535 D 10 EHBETHELES .
SR E. <src_port>EEFHETY
-any
TRTOHTER—IBEEZ AL RRETIEEITIBELET,
Global Config ®—F
ACL EET TP /b D3 —FRELE T,
FAEFIZIX T ad ip/ipb T protocol (tcp 6)ZHFEL TIEELY,
AL EBTED KL TP N7 b D/RE—U THERRELET
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17.1.6 acl udp

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BEE—F]
[Et8R]
[xE]
[REkERF]

ACL UDP E%&
PG-SW109-PY-SWB104
acl <acl_count> udp <src_port> <dst_port>
<acl_count>
AL ERES
AL EEDBLESE, 10 ERETHEELFES .
<src_port>
AL HRET DREERR—IESERELET,
R—ES
AL R ET HEETR—IESE. 1~65535 D 10 ERIETHEELET .
BHOR—IESERETIHEEE. " (AVI)TRY>THEELET,
R—FBEIE. """ (Hr<)EEALT. <src_port>,
<dst_por>&hH €T 10 BETHRETEET,
LTI, BpaitdLER~LES .
-1~65535 M 10 EH1E (451: 65535 = 65535 7R—K)
R—bES R—FES,.. (61:10,20,30 =10 & 20 &30 DR—F)
-any
FTRTDEETHR—IEEE AL MRETDHIEEITIBELET .
<dst_port>
AL HRETDHTER—IESERELET .
R—ES
AL HRETHHTHRKR—FESE. 1~65535 D 10 EHBETHELES .
SR E. <src_port>EEFHETY
-any
TRTOHTER—IBEEZ AL RRETIEEITIBELET,
Global Config ®—F
ACL EZ T UDP /847 wb D/ 8— %R ELET
FIABEFIZIX T ad ip/ipb T protocol(udp 17)ZHEELTEELY,
ACL EBTED &% UDP /7y DRE—0 TERRELET
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17.1.7 acl icmp

[#28E]

[ FR#iE]
[AHfH]
[AFav]

ACL ICMP E &
PG-SW109-PY-SWB104
ad <acl_count> icmp <icmptype> <icmpcode>
<acl_count>
AL ERES
AL EEDBLESE, 10 ERETHEELFES .
<icmptype>
ACL XfREST S ICMP TYPE Z#38ELET
-ICMP TYPE
ACL R ET BIEIETT ICMP TYPE %, 0~255 O 10 ERIETHEELET .
BHO IIMPTYPE £18E T HHE(F. " (A7) TRU->THEELET .
ICMPTYPE [%.""(h>R)&FEALT. 10 BETHEETEEY,
LTIC, AaitdBErmlES,
*0~255 M 10 HE#{E (51: 8 = |CMP TYPE 8)
-ICMP TYPE,ICMP TYPE,... (f5:0,8,30=0&8 &30 @ ICMP TYPE)
-any
FTRTOIMPTYPE Z AL RRET DHRITHEELET
<icmpcode>
ACL ®% &9 5 ICMP (ODE Z8ELET
-ICMP CODE
ACL 5t & &9 %i%£1ETT ICMP CODE %, 0~255 O 10 EHIETEELET
BEHD ICMP (ODE 215 E BB A IE. " (AU 7) TREYI>THRELET .
ICMP CODE [F. ""(h><)&FEAL T, 10 BETHEETEET .
LTFIC, AasdEERmLES,
*0~255 M 10 HE#{E (%51: 8 = ICMP CODE 8)
-ICMP CODE,ICMP CODE,... (51: 0,8,30 =0 & 8 & 30 0 ICMP CODE)
-any
TRTO ICMP (ODE & ACL R ET BIGRITIEELET .

[B14EE—F] Global Config £—F

EZLE]
LxE]
[ EH]

AL EZET ICMP /347 YD /3— ERELET
FIFBEIZIXF adl ip/ipb T<protocol>(icmp 1/icmpv6 58) F45E L TSN,
ACL BB TED &S IMP /7y kD /38— TERHRELET
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17.1.8 ad description

[BRE] ACL description TE
[EAHE] PG-SW109-PY-SWB104
[AARRK] acd <ad_count> description <description>
[A#F<3av] <acl_count>
Al ERES
AL EEDBELESZE. 10 ERIETEELET,
<description>
- EDEREA
O AL EERBESTHREDHBAZ. 0x21,0x23~0x3e,0x40~0x7e @ 50 XF LA ASCI
XFIITHELES
ASCI XFa—F 0x22 (") (FBHETHNIFTHRETEET .
ASCI XFa—FK 0x3f(?) [F"CTRL+V " TRETEET
[B145€—F] Global Config £—F
[EREA] DAL EEBSTREDHRAZLALET
[REBEH] REOHPLZTEALLVLDEALSNET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

18 ZIEEES02.1Q kR T 15$R
18.1 IEEE802.1Q bR 1EER

18.1.1 dotlqtunnel

[#8E]

[& FAsTE]
[AHfH]
[#Fav]

[En4EE—F]
[EEA]
[x&=]

[REEEF]

IEEEB02.1Q bR DEREKE S LUK

PG-SW109-PY-SWB104

dot1gtunnel use <mode>

<mode>

IEEEB02.1Q bR T HBLLTHEATANEINEIEELET .

- off

IEEEB02.1Q bR T MR T HIHEITHEELET

on

IEEEB02.1Q bRV TR ET DB AICHEELET,

Global Config E—F

IEEEB02.1Q bRV T DR EEEBEELTHEAT INEINEIRELET,
ARE—RREYEIEESINIBE TH. Interface Config E—F @ dot1qtunnel use E&E T
R—MEAAESN ELH>TUIVS IS AL IEEE802.1Q bR ILR—FDERFE
FIThhFEREA,

IEEEB02.1Q bR FEHEBLLTHALEZVWEDEALELET

dot1gtunnel use off
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19 EAAA [BERDEXTE

-5 IL—7 D MDIEEEH

FaARURD[FToav]IEEIh TS [<group_id>] (FIL—T ID)ICHEET 5T IL—T D

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

BLES (10 EHME) (X, UTFISTY EETHEEL TS,

&iER

wiE

0~9

PG-SW109-PY-SWB104

‘MA A —HFIEHREEES DIEEHLE

KATURD[A T av]Iz@#sh TLV S [<number>] (AMMA 1—HIEHRE BB E)ICIEET DT IL—THDE
LEE(10 E3E) (X, L TFITRTHETIEEL TS,

B

wHE

0~999

PG-SW109-PY-SWB104

‘RADIUS H—/N\EEHBEDIEEEH

RIATURD[A T av]Izg@#@Esn Tl S [<number>] (RADIUS H—NEEEE)IIEFET ST IL—THADRE
LEE (10 EXE) (X, LTSRS SHBETIEEL TS,

i B

iz

0~3

PG-SW109-PY-SWB104

TACACS+H—N\EXZEB S DIEEEH

BATURD AT av]IZEBE I TS [<number>] (TACAGS+H — N\EEF =) IIEET 2 IIL—THADRE
LES (10 #E3E) (&, TSR EETIEEL TS,

HEER

e

0~3

PG-SW109-PY-SWB104
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.1 ¥)IL—7 1D &R

19.1.1 aaa name

[#8E]

[& FAsiE]
[AHBER]
[#Fav]

[B1FE—F]
[St8A]
[xE]
[REEEF]

TIN—TEBHDHEE
PG-SW109-PY-SWB104
aaa [<group_id>] name <group_name>
<group_id>
- IL—7 1D
FEIN—TERTIDZE 10 EREDELES THEELES .
HIEEFL. 0 ZBELILDEAEINET,
<group_name>
JIL—T%
JIL—TF &%, 0x21,0x23~0x3e,0x40~0x7e M 32 XFLRD ASUl XFFITHEELET .
ASCI XX=Fa—k 0x22 () (B BETHNITHRE TEET .
ASCH 3XFa3—F 0x3f(?) IX"CTRL+V " TEHRE TEE T,
Global Config —F
TIW—TRERELET,
T TICRA—&HDTIL—THERFIATNDIEEIF. BERTLET,
TN—TRBERELLEVLDEAGEINET
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.2 1—H15$R

19.2.1 aaa user id

[#8E]

[& FAsiE]
[AHBER]
[#Fav]

[B1EE—F]
[REA]

[REEH]

RELEMDERE (21— D)

PG-SW109-PY-SWB104

aaa [<group_id>] user [<number>] id <id>

<group_id>

- IL—7 1D
FEIN—TERTIDZE 10 EREDELES THEELES .
HIEEFL. 0 ZBELILDEAEINET,

<number>

‘A A—HRERERES
TIW—TATOELESE, 10 ERETEELET,
HIBREFL. 0 ZEELI-LDEAEINET,

<id>

-2—4% 1D
d—4H 1D #. 0x21,0x23 ~0x3e,0x40~0x7e DX FETHEH IS 128 XFLLHD ASCI
XFIITHELES .
ASCI XXFa—k 0x22 (") IHMEBE THNILHRETEET
ASCII XFa—F 0x3f(?) [E"CTRL+V " TRRETEE T

A—HIDEAS A I—FLELTHEATRIES . ASUI XF3—F 0x3a(:)[& SSH LU Web EFETOHOOSY

AU TRERATEEE A,
Global Config E—F
FEETOVICERYT 5. BEEHER(A—Y ID)ERELET.
MAC 7RLRZRFETHAT A5ZEE, 7O REZHAT 5RO MACTRL A%,
16 EH12 H(/hXF. 2O TRYISELY) THREL TS,
FELER (L —Y D) ERELLEVBDEAEENET

Page 260 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.2.2 aaa user password

[##8E] RALEMDERTE (/XA T—F)
[EAHE] PG-SW109-PY-SWB104
[AARK] aaa [<group_id>] user [<number>] password [<password> [encrypted]]
[#Far] <group_id>
-5 IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
HEEEFE, 0 ZIEELIBDEAGINET
<number>
‘A A—HRERERES
TIL—THATOELESE, 10 ERETHEELET,
BB, 0 ZIBELIZADEALEENFET,
<password>
- B
xtEER X TR/ ART—FEAALET,
SEREL/SRT—F
EREE/ AR —R%., 0x21,0x23 ~0x3e,0x40~0x7e DXFTHEBIND 128 XFLUND ASCI
XFITHEELET
ASCI 32—k 0x3F(?)IX"CTRL+V " TERETEFE TS
0x21,0x23~0x7e LN DX FEHETILELNHAHHEE . ASUI XFI—F 0x22 (") TEATHEE
LTLIZEW, COBE, (") EXFHICIFEEFNFER A,
show ATV R TRRINDEFILEIN =R/ NAT—F% enaypted EXITEELFET .
show IRV RTRIRENSXFINEZDFEREREIIEEL TEZEL,
encrypted
SLREENRT—RIETE
<password>| R B b SN =B/ AR T —F 2B ET S HAICHELET .
[E14EE—F] Global Config —F
[EEA] FEETOVICERYT 5. BEEER (R SR T —F)ERELET
AL/ SRT—FEEBLIZBE L. HERRT/INRD—FE2ANTEET, AALELRE
NRAT—FOXFHEEEICKRRTINT S AT LA ERICLRTFSNG O, ATUREST
BEHADRENANCHELEF 1) T(HICRETY,
MAC 7L RFREETHI AL .. macauth password 5 E St =35 & (&, macauth password TEETELT=
RELEHREAITURTIEELTZE0Y,, macauth password Z3EELEWLGE 1.
FOEREHATBHIHED MAC TRLR%E, 16 EH 12 #r(/hXF. 200 TRYISAL) THEEL
TLEZELY,
[EE] show TR TlE, BESIESN B/ SR T—R M encrypted EEICRRTESNFET,
AT 42— DNRAT—FELTHERASNDIE AT, 64 XFETHEMNILBYETS,
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[FAyE—Y]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

| Password: |
<password>5 | E LR LB EICRTINET
FEE/ SR T —FZE A AL TLEEELY,
ARALERBIINRD—FIEE@IICR RSNFER A,

| Retype Password:
<password>5 | $E LR LB E IR TREINET,
BE., BEENRT—FEAALTESEL,
AALERENART—FEEREICRREINER A

| <ERROR> mismatched password
FERR T2 BAALERENNRT—FB—HLERATL,
BE. BAEBRROEREETOTISL,
FEEEW(/ SRT—R)ZRELGVEDEALTESNET

Page 262 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.2.3 aaa user user-role

[#4E] HERISADERE
[EAHE] PG-SW109-PY-SWB104
[AARK] aaa [<group_id>] user [<number>] user-role <class>
[#Far] <group_id>
- IL—7 1D
FEIN—TERT IDZE 10 EREDBELES THELES,
BB, 0 ZIEELIZADEALENET,
<number>
‘MA A —HEHRERES
TIL—TATOELESZ. 10 EHBETHEELES .
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<class>
HRISAEHEELEYS .
-administrator
ERISAEZEBEISAELET,
-user
ERIZRE—BL—FISRELFT,
-none
ERISAEZHEELEE A
[E14EE—F] Global Config £—F
[EEA] AT A0 A—HFFERELTHERTHIERIC. A—FOERISRERELET,
[REGER] 1ERISREH/ELLBVDLDEALGEINFT,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.3 Supplicant 15k

19.3.1 aaa user supplicant vid

[#8E]

[& FAsiE]
[AHBER]
[#Fav]

[B1EE—F]
[REA]
[EE]

[REEEF]

A—HIZEIY BT VIAN ID DERE

PG-SW109-PY-SWB104

aaa [<group_id>] user [<number>] supplicant vid <vid>

<group_id>

- IL—7 1D
FEIN—TERTIDZE 10 EREDELES THEELES .
HIEEFL. 0 ZBELILDEAEINET,

<number>

‘A A—HRERERES
TIW—TATOELESE, 10 ERETEELET,
HIBREFL. 0 ZEELI-LDEAEINET,

<vid>

Supplicant [ICEIVE TS VIAN ID #38ELE T,

1R TE AT REZSEERE (K., 1~4094 TY,

Global Config E—F

Supplicant(1—+imK)IZEIY H TS VIAN ID =38 ELET,

RER

SEDIHE. ether AaYV R TEESNT=TIAI/LE VIAN ANEY HTHNET,
AERTETIEESNS VIAN ID £EIC VIAN ID 282/ 27— RER OR—MI LT3

BELTZEN, @ — VIAN ID ZH DM 27— ANGWMEE . RIER IO O OO TRIENKBLET,

BYL TS VIAN ID NEELEVEDELTHRDODNET,

Page 264 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X
19.3.2 aaa user supplicant mac

[#8E] Supplicant MAC 7RL 2 DR FE
[EAHE] PG-SW109-PY-SWB104
[A#ARRK] aaa [<group_id>] user [<number>] supplicant mac <mac>
[#Far] <group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<number>
‘A A—HRERERES
TIL—THATOELESE, 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<mac>
-Supplicant ® MAC 7RL X
Supplicant(A—4##K) D MAC PRLRZEHRELET
(XXXXXXXXXXXX DT XX [EERA 2 #70D 16 EHIETT . )
[B145€—F] Global Config £—F
[BtEA] AT OV THERAT S, BAFEHIMAC TRLR)ERELET .
[FE] Web EBEECIFFREEHREL T MAC PRLRZEALE R Ao
[REEER] REAEFERMACTRFLR)EERELLGVBDEAGEEINET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.4 RADIUS 1§D ERE

19.4.1 aaa radius service

[#8E] RADIUS H—E A DR TE
[ FAMIE] PG-SW109-PY-SWB104
[AB®R] aaa [<group_id>] radius service <service> [<type>]
[#F>av] <group_id>
- IL—7 1D
FEIN—TERTIDZE 10 EREDELES THEELES .
HIBERF(T, 0 ZIEELI-ADEALENET,
<service>
~client
RADIUS U541 MfREELTHALEY
- off
RADIUS #EEZFERLEE A,
<type>
<service>(Z client #38ELIZIBZEITHNR/ATAETT,
-auth
RADIUS FREEHEREER/ICLET .
*accounting
RADIUS 7AYo T4 T HREEAMICLETS
*both
RADIUS FBFE#RES RADIUS 7HO U T4 U HREERINICLET
[E14EE—F] Global Config £—F
[&eA] BB THEMAT S RADIUS HEEDREETVET,
[EE] TACACS+HEREC DB RIETEEE A,
[REERF] RADIUS FRFEMREZERLAEVLDEALGEENET,

aaa <group_id> radius service off
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.4.2 aaa radius auth source

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[EE]

[REEH]

RADIUS FBFEEXE D B IP 7RL A DERE
PG-SW109-PY-SWB104
aaa [<group_id>] radius auth source <address>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
<address>
-BflIP PFLR
B8l RADIUS EBEEY—/ D IPvs PRLREFIE IPv6 PRLREIEELET,
IEEAREAEHEIILLTOESY T,
IPv4 : 1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6 : 22~ [eTF:FfeE:FFEFFEFFFEFF-FFFF: FFFF: FREF
fec0:: ~  feff:FFFF:FFFF:FFEF: FEFF: FFFF:FFFF:FFFF
Global Config ®—F
B8 RADIUS BBREEE D IP PRLRERELET
AL EZE RADIUS FBEEV A7 Vb ELTHEMT HI5E(E. RADIUS REEH —/ N EDBIEIZHER
THEMAIPFRLRERELES .
lan IR REIF 00b IXURTHRELIBERED IP FRLRZHREL TS,
BEED P 7RLAUNERET 5&. ERICBENMTEATEA,
HHF I RADIUS BRI ELBIEZTOER IP 7TRLAZBEBMISRIRT 51D &
HESNFET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.4.3 aaa radius auth message-authenticator

[H8E] Message-Authenticator M EXE
[EFAH#4FE] PG-SW109-PY-SWB104
[A#ARRK] aaa [<group_id>] radius auth message-authenticator <mode>

[#Far] <group_id>

“JIL—TID
BION—TH#FTIDE 10 EHEDELBESTIEELET,
<mode>

-off
Message-Authenticator [Z&ZEREIZ#1TLVEE A,
-on
Message-Authenticator [C&kBEREEF1TLNVET .
[B145€—F] Global Config £—F
[ExEA] Message-Authenticator IZkBERFEEATOIMNEINEERELET,
IEEEB02.1X FRRERF (T AR <R {& %< Message-Authenticator
[CEBHFBEEEITVET
AEETIE, BABRAYVE—DICOAERATEET,
[REXTEE] Message-Authenticator IZ&BEREEEITLVEE Ao

aaa <group_id> radius auth message-authenticator off
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.4.4 aaa radius accounting source

[#88E] RADIUS AU T4V T RBEDBE IP TRLADERE
[EFH4E] PG-SW109-PY-SWB104
[A#A®HK] aaa [<group_id>] radius accounting source <address>
[#Far] <group_id>
JIL—71D
EUN—TERTIDE 10 EREDELES THELES .
<address>
B IP PRLR
B8l RADIUS 7H OV T4 T EBD IPvh PRLRE L IPv6 PRLRAERELET
FEEMRELREHBEIILTOESYTY,
IPvé : 1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6 : 22~ fe7FFFEFFFEF:FEF: FFEF: FFEF: FFEF: FFF
fecO:: ~  FefF:FEFF:FFEF: FFF: FFF: FEFF: FFEF: FFFF
[E14EE—F] Global Config —F
[EREA] B RADIUS FHI T4V THED IP TRLRAERELFT .
REEZF RADIUS POV TALT 94T RELTERT %5 &1E. RADIUS TH O T4y
Y—NEDBEICERATLHEM IP PRLRAZRELFEY,
[EE] lan I R&EF-(E 00b AT R TIHRELIZBEED IP PRLREFREL TS,
BEED IP TRLAUNERTET HE. ERISEENMTLERAFE A,
[RFERE] HEFRIO RADIUS TAVL T4V EBLRIEZITOIBHM IP FRLRAZBEMISERT 50D E
HIFEINFT,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.4.5 aaa radius client server-info auth secret

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[REA]

[REEH]

RADIUS SBEEH—/SFH # (RADIUS —H Ly DERE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client server-info auth [<number>] secret <secret> [encrypted]
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<number>
H-NERES
HFEEDERE ST 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<secret>
- A H(RADIUS > —HLwh)
AEE L RADIUS FREEY —/ N DR THY R =2 FH (RADIUS &—ILvk) %, 0x21,0x23
~0x3e,0x40~0x7e M 64 XFLIA®D ASCI XFTHEELET,
ASCI 3X=Fa—k 0x22 () [(EBBETHNITHRETEET .
‘S L SN - FH# (RADIUS >—HLvh)
show AT/ R TRITENHES L SN = #FE (RADIUS > —IL vk % encrypted &FITHETE
LEY,
encrypted
-BE S HHHE(RADIUS > —YLvh)IETE
<secret>|ZEE S b SN = HH (RADIUS o —H Ly EIEETHEAITHEELEY .
Global Config E—F
AREE L RADIUS BBEEH —/N\EDETHE T HHEHE(RADIUS O —IL v ERELET .
show ATV RTlE., BEE S =3 HE (RADIUS L —5L k) A encrypted &FtITRTEINETS,
HAER(RADIUS —IL VM ERELGEVEDEALLET
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.4.6 aaa radius client server-info auth address

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]

[REEH]

HEF A RADIUS FBEEH—/3D IP TRL RDERTE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client server-info auth [<number>] address <address>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
<number>
H-NERES
HFEEDERESZT 10 ERETHEELEY,
HIBEF(T, 0 ZIEELIADEALENFET
<address>
“HF/IP PRLR
FF A& RADIUS BBREERE D IPvh PRLRAFET=(L IPV6 PRLREHEELEY
IEEAREAEHEIILLTOESY T,
IPv4 : 1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6 : 22~ (feTFFFE.FEFF: FEEF FEFF: FFFF: FEFF: FFFF
fecO:: ~ feff:FFFF:FEFF:FFFF: FEFF:FFFF: FEFF:FFFF
Global Config ®—F
AEBLEET S RADIUS FBEEY—/ D IP PRLRERELET .
BRY—N\ZEETHELTEFEE A,
FHF A RADIUS FRSEEED IP PRL AN RENENEE A, RADIUS FRELHAEEERAT 5158
(FFEEL TS,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.4.7 aaa radius client server-info auth port

[#4E] FBEEY—/\ UDP AR—hDHE5E (1B RFC {45354 IE)
[EAHE] PG-SW109-PY-SWB104
[AA®R] aaa [<group_id>] radius client server-info auth [<number>] port <port>
[#Far] <group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
<number>
H-NERES
HFEEDERESZT 10 ERETHEELEY,
HIREFL. 0 ZEBELILDEAEINFET,
<port>
-1812
BRHT RFC ££4%D RADIUS FREEH—/NIZEIY HTonf= UDP R—+ESTY,
- 1645
[B RFC {£#RMD RADIUS FBEEH—/\ICEIV Z TSz UDP R— MBS TT,
[B145€—F] Global Config £—F
[FRBA] RADIUS BREEV 547U hHVEREEE R $ % RADIUS FREEH—/ 0 UDP R—+EBEH/ELET,
FREEE R Y % RADIUS EREEH—/ AV A RFCALHRD UDP AR—hTERESN TV BIHFE TR —
FHFIT 1645 ZFHREL TS,
[REXTEFF] RADIUS SBEEH—/ D UDP FR—+HBSIZ 1812 #F AT 2D EALLET,

aaa <group_id> radius client server-info auth port 1812

ﬁll
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.4.8 aaa radius client server-info auth deadtime

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]

[REEH]

EIRFHERORE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client server-info auth [<number>] deadtime <deadtime>
<group_id>

- IL—7 1D

EIN—TERTIDE 10 EREDORBLES THEELET .
<number>

H-NERES

HFEEDERESZT 10 ERETHEELEY,

HIBEF(T, 0 ZIEELIADEALENFET
<deadtime>

A

RADIUS H—/3A% dead KEEICH->TH S, BEIMICEUY alive KEEICIRIR

THETORMEEELES

Bk, d(B). h(E). m(53) . s(B)DENIERELES .

0~86400(F)

0s #HEEL-ZE (L. BEIMIC alive KEBIZEIBLEE A,
Global Config ®—F
RADIUS H—/\H5 aaa radius client retry aAX R THRELIGEHL 2 THR%
BBLTHLELNFEONGENT=IHE . T D RADIUS 4—/\[F dead KEELZY.
BEEIRIERBELLGYET dead KL ST RADIUS H—/1\[&, alive IKEEDH—/N
PHEETIRYEDLLLGEYES , KETEIL. dead KEEITHSTH D, BELBEE
E1% alive REABFMICERT S-ODFLHRMZHRELET
dead IKEEM S alive KREEICEIBT B7=OICIEL LTOENIDEHREB-TBLELHYFET,
- REEDREIFBLIZIGS

-FIFAEIREIR T RTDH—/3\A dead KEELLEoT=dH &, dead IKEED RADIUS H—/N\(Z
Ny EREL, BEMNTONTSE

B~ K (radius recovery) T, FBICHEIBESE 154
BHEMIZEIBLEVWEDEAHELET,

aaa <group_id> radius client server-info auth deadtime 0Os
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.4.9 aaa radius client server-info auth priority

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[REEEF]

BEEDHRTE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client server-info auth [<number>] priority <priority>
<group_id>

- IL—7 1D

EIN—TERTIDE 10 EREDORBLES THEELET .
<number>

H-NERES

HFEEDERESZT 10 ERETHEELEY,

HIBEF(T, 0 ZIEELIADEALENFET
<priority>

BEE

R—% IL—TIRTO RADIUS H—N\E&HEATHBEELIEELET.

0 Z&MBE. 255 TRIFBIELL. BMFANEVE, BVMBEELLYET,

0~255
255 ZIRE L5 A 1FZ D RADIUS H—/\IEE I dead KEELHYET

Global Config ®—F
R—J IL—TRDERD RADIUS H—/3 5, FBEEDFRIZEAY S RADIUS H—/ % RO DI
ISERTIBEELRELET . A—VIL—TDOH T, dead KEIZH>TULVELEELF L
BEED RADIUS H—/\DMEDNET . HoLLFULMEEED RADIUS H—N\HEREFET S
BEE. EAT S RADIUS —/RIESUF LITRESIET,
REBENMEEENT-DDEHELET,

aaa <qgroup_id> radius client server-info auth priority 0
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19.4.10

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa radius client server-info auth source

Bl IP PRLADEETE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client server-info auth [<number>] source <address>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
<number>
H-NERES
HFEEDERESZT 10 ERETHEELEY,
HIBEF(T, 0 ZIEELIADEALENFET
<address>
-BfElIP PFLR
B8 RADIUS ZBREH—/3D IPvs PRLRFET-[F IPV6 PRLREIRELET
IEEAREAEHEIILLTOESY T,
IPv4 : 1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6: 22~ [eTF:FfeEFFEFFEFFFERF:FFFF: FFFF: FREF
fec0:: ~  feff:FrEF:FFFF: FEEF: FEFF: FEFF: FFFF-FFFF
Global Config ®—F
B8l RADIUS FREEEE D IP PRLRZRELET . AEEDMN AL, aaa radius auth source
2k, B8 RADIUS SREEEED IP FRLRADHELYEBESNET,
lan a7 REF=IF 00b AV UFTHRELI-BEED IP TRLRAZFRELTZELY,
BEED P7RLAUNERET 5&. EEICBENMTEATEA,
aaa radius auth source 12&% B8 RADIUS FREFEE D IP PRLADEEEIZHS LD &
HIGENET,
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19.4.11

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]

[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa radius client server-info accounting secret

RADIUS 7 H™ T4 4 —/NAHH (RADIUS >—IL k) DERTE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client server-info accounting [<number>] secret <secret> [encrypted]
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<number>
H-NERES
HFEEDERE ST 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<secret>
- A H(RADIUS > —HLwh)
AREBE RADIUS THI T4V T H—NEDRBITRYRO -2 HFH (RADIUS —IL vk )%,
0x21,0x23~0x3e,0x40~0x7e D 64 XFLIN®D ASUI XFTHEELET
ASCI 3X=Fa—k 0x22 () [(EBBETHNITHRETEET .
ASCI XXFa3—F 0x3f(?) IX"CTRL+V " TEHE TEE T,
‘S ibS iz RADIUS —HI Ly b5
show ATV R TRRINDEFLEINF=HFHE(RADIUS >—ILvk)% encrypted EHITHETE
LEY.
encrypted
-BE S HHE (RADIUS > —ILwh)IETE
<secret>|ZEE B b SN = HH (RADIUS o —H Ly 2R ETHEAITHEELES .
Global Config ®—F
AEBELERADIUS THOU T4 T H—NEDRMTHAET HHFRE(RADIUS —IL b EERE
LEY.
show AR TlE., BB EShi= AR (RADIUS —IL k) A encrypted EFICRTEINETS,
HHH(RADIUS —IL M) ERELLGVEDEALGLET,
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19.4.12

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa radius client server-info accounting address

HEFA RADIUS FHI T4 T H—3D IP TRLRADEHRTE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client server-info accounting [<number>] address <address>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
<number>
H-NERES
HFEEDERESZT 10 ERETHEELEY,
HIBEF(T, 0 ZIEELIADEALENFET

<address>
-FBFE IP FRLR
HFRIES RADIUS THI VT4V T RED IPvs TRLRFT=(L IPv6 PRLR%E
BELET,
BETREEEREUTOESYTT .
IPvé : 1.0.0.1 ~ 126.255.255.254

128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254

IPv6 : 2 ~  fe7f:FEE-FEEF: FEFF: FRFF:FFFF: FFFF: FEFF
fecO:: ~ feff:FrFF:FFFF-FFFF: FEFF: FEFF:FFFF: FFFF

[E146€—F] Global Config E—F

[&eA]

RIEBLBIET D RADIUS THIUTAL T H—D IP PRLREHRELET .
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19.4.13

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[BIfEE—F]
(e8]

ﬁll

[REEEF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa radius client server-info accounting port

FhHIUTF 425 H—sN UDP AR— D FETE (1B RFC A5 %I )
PG-SW109-PY-SWB104
aaa [<group_id>] radius client server-info accounting [<number>] port <port>
<group_id>
- IL—7 1D

EIN—TERTIDE 10 EREDORBLES THEELET .
<number>
H-NERES

HFEEDERESZT 10 ERETHEELEY,

HIBEF(T, 0 ZIEELIADEALENFET
<port>
-1813

RHT RFC E4%D RADIUS 7Aoo T4 T H—NIZEY B THN = UDP R—FESTY,
- 1646

[B RFC 242D RADIUS Z7h oo T4 T H—NIZEIYZ TS - UDP R—+ESTY,
Global Config E—F
RADIUS FAI U TAV T OSAT UMD T I T40 T ERT S RADIUS THI T4
JH—\D UDP R—BEEZERELET
THIUTATBERY % RADIUS FHI T4 H—/ A8 RFC H£4RD UDP R—hTRE
ENTVBIZEEER—FESIZ 1646 ZEHELTIZELY,
RADIUS ZH I T4 4 —/ 0 UDP R—hESIZ 1813 ZHATHLDEALLET

aaa <group_id> radius client server-info accounting port 1813
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19.4.14

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[REA]

[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa radius client server-info accounting deadtime

EIRFHERORE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client server-info accounting [<number>] deadtime <deadtime>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
<number>
H-NERES
HFEEDERESZT 10 ERETHEELEY,
HIBEF(T, 0 ZIEELIADEALENFET
<deadtime>
A
RADIUS H—/3A% dead KEEICH->TH S, BEIMICEUY alive KEEICIRIR
THETORMEEELES
Bk, d(B). h(E). m(53) . s(B)DENIERELES .
EEAREAEHEIILLTOESY T,
0~86400(%))
0s ZHEEL-GEIL. BEIMIC alive HKEEIZEIBLEE A,
Global Config E—F
RADIUS H—/3\h5 aaa radius client retry YR CHRELIGEHS ZTHME
BBLTHLENEONGASTIGE . £D RADIUS 4—/ & dead HKEEEAY,
BEEIRIFRBELLGYET dead KL ST RADIUS H—/1\[&, alive IKEEDH—/N
DEETDRYEOLEGYET , KEEIL. dead KEITH->THE, BELBEE
L% alive KREE~NBEIMICEIBT A5-ODFLRMEHRELET.
dead HKEEAS alive KEEITE IR HF=O(ZIF UTOENI DEHZEFH =T RELHYET,
- REEDRELSRBLIZIGS
-FIARTREIR T R TDHY—/3\HD dead HKEELAE ST L. dead KEED RADIUS H—/N\(IC
NrobaEEL, RESBONEE
B~ K (radius recovery) T, FBICHEIBESE 154
BEIMICEIBLEVEDEAFLELET,

aaa <qgroup_id> radius client server-info accounting deadtime 0s
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19.4.15

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[REEEF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa radius client server-info accounting priority

BEEDHRTE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client server-info accounting [<number>] priority <priority>
<group_id>

- IL—7 1D

EIN—TERTIDE 10 EREDORBLES THEELET .
<number>

H-NERES

HFEEDERESZT 10 ERETHEELEY,

HIBEF(T, 0 ZIEELIADEALENFET
<priority>

BEE

R—% IL—TIRTO RADIUS H—N\E&HEATHBEELIEELET.

0 Z&MBE. 255 TRIFBIELL. BMFANEVE, BVMBEELLYET,

0~255

255 18 E LT-15AI1EZ D RADIUS H—/\[EH (< dead KEELHYET
Global Config ®—F
B—7 L —TRDOEHD RADIUS Y—/\I\o, FAI T4 7 DERIZEERT % RADIUS H—/\
ERODBIERTIBEEERELET . A—JIL—TDH T, dead KEITHEOTLVEL
LOELBUMBEED RADIUS H—/\DMEDNET . HoLL/UMEEED RADIUS H—/\H%
BREETIEEIE. FERAT S RADIUS Y —NIES520F LAITRESNRET,
REBENMEEENT-DDEHELET,

aaa <qgroup_id> radius client server-info accounting priority 0
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19.4.16

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EEA]

[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa radius client server-info accounting source

Bl IP PRLADEETE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client server-info accounting [<number>] source <address>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
<number>
H-NERES
HFEEDERESZT 10 ERETHEELEY,
HIBEF(T, 0 ZIEELIADEALENFET

<address>
B IP PRLR
B8l RADIUS PHYIT A4 H—i D IPvt TRL R E(Z IPv6 PRL X%
BELET,
FRERREGEHETUTOLEBYTT,
IPvé : 1.0.0.1 ~ 126.255.255.254

128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6 : 2 ~  feT7FFFEE-FFEE-FFEF: FRFF: FRFF: FEFF: FFFF
fecO:: ~ fefF:frFF:FEEF FEEF FEEF-FFEFFEFF FEFE
Global Config E—F
B RADIUS FADUTAVTHED IP PRLRAERELET . AEBZDHNEI.
aaa radius accounting source 12&%. Bl RADIUS PHI2TAVTHED IP FRLRADHRELY
BESNFES,
lan AT RES(E 00b ATURTHRELIZBEE®D IP PRLRZEFRELTZEL,
BERED IP 7RLRALUNERET &, ERBICRENMTEAEE A,
aaa radius accounting source 1Z&% B4l RADIUS 7H O TATREBED IP PTRLRADEREIZHRES
LDEAGENFET,
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19.4.17

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa radius client retry

RADIUS /3%y B ik [B] 3 - iX S PR OD B TE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client retry <interval> <retry>
<group_id>
- IL—7 1D
FEIN—TERT IDZE 10 EREDBELES THELES,
<interval>
- X 1= R
RADIUS H—/N\RIGERF D/ Nyt DEERRERELET
IEEAREAEHEIILLTOESY T,
1~10(%)
<retry>
AR
RADIUS H—/\RIGEE D/ EEEBERELET
EERTRELERIILLTOESYTT,
1~10([E1)
Global Config ®—F
RADIUS H—/N\RIEZERD/N 7O BER - ZERRERELET .
Y—n\HoDBERFLRITRME T, EEMRx (FEEK 1) ERVET,
EERERE 5 ¥, BERI#E 2 BELTERELEY,

COZBIF, H—\DoDEERFLRITRMIT/ AT DHEEER. 15 BERYET,

aaa <group_id> client radius retry 5 2
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19.4.18

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BIfEE—F]
[EeA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa radius client security

RADIUS H—/\EIGEFF D X1 TALNILDERE
PG-SW109-PY-SWB104
aaa [<group_id>] radius client security <level>
<group_id>
- IL—7 1D

FEIN—TERT IDZE 10 EREDBELES THELES,
<level>
-high

RADIUS H—NEILEROEX1)TALANLEELETS,
*normal

RADIUS H—/NELERDEF L) TALANILEBEELETS
Global Config —F
RADIUS H—NEILEFR O LX) T BMEIC OV TRELEYS

<level>A% high DIHE &, FBEEICKBLI=2DELTEELE T, <level>A% normal DIFA X,

REEICHIILI-bDELTEELETS,

RADIUS H—NEEEFOEF1TALARN)LELT highZEELF-LDEALENFET,

aaa <qgroup_id> client radius security high
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.5 A1 —HERDETE

19.5.1 aaa guest use

[#88E] TARA—F DEFAIEHE
[ FAMIE] PG-SW109-PY-SWB104
[AHER] aaa [<group_id>] guest use <mode>
[#F+av] <group_id>
- IL—7 1D
FEIN—TERTIDZE 10 EREDELES THEELES .
HIEEFL. 0 ZBELILDEAEINET,
<mode>
-off
TANMA—H DEBEHFRALEE A
-on
TAMA—F DEREHFALET
[B145€—F] Global Config £—F
[EiEA] Supplicant(1—H 3R R) MBI IS KL= EZIT, FRAMA—HFELTHBKEH AT HHEINE
BRELES
[EE] A—HRERERZEALGVRIAZAVSSEE(E. REEE on ETHEEITFRAN
BERYET,
[REER] AT OERKEHFRILEE A,

aaa [<group_id>] guest use off
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.5.2 aaa guest supplicant vid

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[EE]

[REEH]

FARL—HFIZEIYH TS VIAN ID DFRE
PG-SW109-PY-SWB104
aaa [<group_id>] quest supplicant vid <vid>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<vid>
#m>K (Supplicant) IZE]Y) 25 T4 VLAN ID
1R TE AT REZREERE (K., 1~4094 TY,
Global Config ®—F
Supplicant(A—H iR ) A EREEICKBR Lz &E IS R A—HELTRELIZ VIAN ID &
BYLT, S AMHAD VIAN [CHEGEFRILET
RERETIEESND VIAN ID EEL VAN ID #2120 — R &2 T BRELTZEL,
El— VIAN ID 5D/ 27— AWM & (E, HEHEAKKRLET,
FREA—HIZEIYZTHVIANID IZ. 1 BMEESNIZEDEALELET,

aaa [<group_id>] quest supplicant vid 1
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.6 TACACS+IE3RDERE

19.6.1 aaa tacacsp service

[#8E]

[& FAsiE]
[AHBER]
[AFLav]

[B1FE—F]
[ExBA]
[ZE]

[REEH]

TACACS+H—E RDERE
PG-SW109-PY-SWB104
aaa [<group_id>] tacacsp service <service>
<group_id>
- IL—7 1D
FEIN—TERTIDZE 10 EREDELES THEELES .
HIEEFL. 0 ZBELILDEAEINET,
<service>
~client
TACACS+O 547 U MEREEL TRERLETY
- off
TACACS+HREZERALEE A
Global Config —F
BEBTHERAT S TACAGHEEED R EETUVET .

RADIUS #EEE D HERIE TEFEH A, RADIUS HERE L ARHERE DS F B

TACACS+HRE IS BN &Y E T,
TACAGS+HBEZEALLEL LD EALENET,

aaa <qgroup_id> tacacsp service off

FSNTWSERIL,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.6.2 aaa tacacsp client server-info authentication secret

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EEA]

[REEEF]

TACACS+EBRE 0 —/ N\ H R E
PG-SW109-PY-SWB104
aaa [<group_id>] tacacsp client server-info authentication [<number>] secret <secret> [encrypted]
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<number>
H-NERES
HFEEDERE ST 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<secret>
-HAER
AEE L TAAGHRELY —/\EDRTIRY RO HAHE. 0x21,0x23~0x7e B 64 XF
LIR® ASUI XFTHRELET
(AAFEELEXFO—EIZDOWTIE, A9 R A—H—XHARESRBL T, )
‘ESeehi-fER#
show ATV R TRIRENSE S LI I-HEBFH#E encrypted EXITHEELET,
encrypted
S HFRIETE
<secret> TS SN - R ERZRET HERICHEELES .
Global Config E—F
AREBEE TACAGHRFE Y —/N\EDHETHRETOHFREZHELET,
show IR TIE, BSEESn=HEFEA encrypted EHITRTENET,
HERERELEVEDEAHELET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.6.3 aaa tacacsp client server-info authentication address

[#88E] HEFAI TACACS+EREEY —/ D IP PRL ADERE
[EAHE] PG-SW109-PY-SWB104
[A#ARRK] aaa [<group_id>] tacacsp client server-info authentication [<number>] address <address>
[#Far] <group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<number>
H-NERES
HFEEDERE ST 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<address>
-FEFEI 1P FFLR
HFR LD TACACGSHREEEB D IPv4 PRLRE[ IPv6 PRLREIEELET .
IEEFRELERETLTOESYTY,
IPvé : 1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6 : 22~ feTF:FfeEFEEFEFEFEFF-FFFF: FFFF: FPFF
fec0:: ~ feff:FFFF:FEFF:FFFF: FEFF:FFFF: FEFFFFFF
[E146€—F] Global Config E—F
[EReA] REBLBIET D TAACHREEY—/ D IP TRLRERELET
[REXEEE] T TACAGHRIIEED IP FRLRAARESNER A TAACS+REERAEEERT 5158
(FFEEL TS,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.6.4 aaa tacacsp client server-info authentication deadtime

[HRE] AT TACACS+EREEH—/\DE BB DR E
[EAHE] PG-SW109-PY-SWB104
[AAER] aaa [<group_id>] tacacsp client server-info authentication [<number>] deadtime <deadtime>
[#Far] <group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,

<number>
H—N\EEEES
HFEENEREST 10 EHETHEELEY,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<deadtime>

ARSI
TACACS+H—/\hY dead KEEICH>TH D, BEIMICEY alive IKEEIZEIE
THETORMEREELES,
BERIE, d(B). h(B). m(5).s(B)DENIERELET,
ARG HEIIUTOESYTY,
0~86400(F)

0s ZIEELI-IGEE, BEIMIC alive KEEICEIBLEE A,

[E14EE—F] Global Config £—F

[E%EA] TACACS+H— NS IEENFONEN =15 E . ZD TACAG+H—/\ (% dead IREEEEY) .
BREIIRIEBERLLGYET dead KEELA ST TACAGS+H—/31E, alive KEEDH—/N
DEETBRYEDLLEYET  REEIL. dead KEEITH>TH S, RELI-EBEE
i3 alive RE~NBBMIZEIBT 5O DFLEMERTELET .
dead HKEEM S alive IREEICIRIBT B1=0OICIE. UTOEND DEHEFH-TRELNHYET,
AR EOHBNMRBLEE
-FIFAABEIE T RTOY—/3A dead KEELLEoT=BH L. dead IKEED TACACS+H—/NIC
NryhEEEL, BENFONTEE
BRI~ (tacacsp recovery) T, FEICHEIRSE-15E

[REER] BEMICEBLEVLOEALGLET,

aaa <qgroup_id> tacacsp client server-info authentication deadtime 0s
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.6.5 aaa tacacsp client server-info authentication priority

[#4E] FFB TACAGH SR —/ A\ DEEEDHE
[EAHE] PG-SW109-PY-SWB104
[AARK] aaa [<group_id>] tacacsp client server-info authentication [<number>] priority <priority>
[#Far] <group_id>
-5 IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<number>
H-NERES
HFEEOEEERT 10 ERETEELET,
BB, 0 ZIBELIZADEALEENFET,
<priority>
BEE
B—7 IL—TATO TACAC+H—N\EERATHBEEEHRELET,
0 ZREBE. 255 ZRIFBELL, HFINPSVE BLVMBRELLYFET,
0~255
255 ZIEE LIIHEIEZ D TACACG+HY—/\TEIZ dead KREELTYET,
[E14EE—F] Global Config £—F
[ExEA] R—J IL—TRDERD TACACS+H—/ 305 BREEDIRIZHE AT 5 TACACS+HH—/\%
ROBERIERTIBEELIRELET . A—JIIL—TOHT, dead KEEITH>TLVAEL
LOELBLVMBEED TACAGS+HH—/\AELNET , 1oL BLMERED TACAGS+HH—/\H
BEREETHEEE. HAT B TAACHY—NIEIUH LITRESNET .
[RFER] FEBEMEESNIOEHLELET,

aaa <group_id> tacacsp client server-info authentication priority 0
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.6.6 aaa tacacsp client server-info authentication source

[#88E] TACACS+EBEED B IP 7RL ADERFE
[EAHE] PG-SW109-PY-SWB104
[A#ARRK] aaa [<group_id>] tacacsp client server-info authentication [<number>] source <address>
[#Far] <group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<number>
H-NERES
HFEEDERE ST 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<address>
-BEIIP7FLR
B8 TACACS+EREEY—/ D IPv4 PRLREF=(E IPv6 PRLRZRELET
IEEFRELERETLTOESYTY,
IPvé : 1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6 : 22~ feTF:FfeEFEEFEFEFEFF-FFFF: FFFF: FPFF
fec0:: ~ feff:FFFF:FEFF:FFFF: FEFF:FFFF: FEFFFFFF
[E146€—F] Global Config E—F
[ExEA] B8 TACACS+EBFEEE D IP PRLRERELFET .
[FE] lan a7 REF=IF 00b AV UFTHRELI-BEED IP TRLRAZFRELTZELY,
BEED P7RLAUNERET 5&. EEICBENMTEATEA,
[REEER] HAFRD TAAGHERERELSEEEZITIEA IP PRLRAZEHNISERT LD EAHEEN
EX I
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.6.7 aaa tacacsp client server-info authorization secret

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EEA]

[REEEF]

TACACS+ERRI U —/ \RA TR OE
PG-SW109-PY-SWB104
aaa [<group_id>] tacacsp client server-info authorization [<number>] secret <secret> [encrypted]
<group_id>
- IL—7 1D
FEIN—TERT IDZE 10 EREDBELES THELES,
HEREF(L, 0 ZHRELIBDEALTEINET
<number>
H—N\ERES
HFREEOEEESE 10 ERETHEELET,
BRI 0 ZIWELILDEAGESNFET,
<secret>
-HAER
AREEE TACAGHRAI Y —/NEDETIRYRO - FHEE, 0x21,0x23~0x7e D 64 XF
LIA®D ASUI XFTHRELET
(AN XFO—EIZDOVTIE, A9 FA——XHARESRBL TS, )
‘ESeehi-fER#
show ATV R TRIRENSE S LI I-HEBFH#E encrypted EXITHEELET,
encrypted
ESERAREE
<secret>(ZHE S ESNI-HARERE I HESIHEELTFT .
Global Config E—F
AEEETACAG+RAY—NEDRTHRAETHHERERELFT,
show YR TIE, BSIEESNF-HBTEA enaypted EHIZRTENFET,
HEREZZRELEVLDEALLET
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.6.8 aaa tacacsp client server-info authorization address

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EEA]
[FE]

HEFAI TACACS+RRBRIY—/ D IP PRL ADERE
PG-SW109-PY-SWB104
aaa [<group_id>] tacacsp client server-info authorization [<number>] address <address>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
HIEEFE, 0 ZIEELIZADEALEINET,
<number>
H-NERES
HFEEDERE ST 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<address>
“FEFE IP PRLR
HFR LD TACAGHRRIEE D IPv4 FRLRE[F IPv6 PRLREIEELET .
IEEFRELERETLTOESYTY,
IPv4 : 1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6 : 22~ feTF:FfeEFEEFEFEFEFF-FFFF: FFFF: FPFF
fec0:: ~  feff:FFFF:FFFF: FREF: FEFF:FFEF: FFFF: FFFF
Global Config E—F
AEBLERET D TANAGHRAY—/ D IP PRLRERELET
TACACS+ TR ATH. Interface Config E—F DAY RIFA<U R4 (cmd) ELTetherAb@EISAL,
EBRDITUFIEEI# (cmd-arg) EL TEEISNLFE T, F 1=, Line Config E—FIZ. "line console"®
B & [&"consoleinfo"A3, "line vty" M Z & (21X "telnetinfo"AY, FhEFNATURBELTRMSNET,
TACACS+ER AU —/ DX E B ICIFEEL TS,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.6.9 aaa tacacsp client server-info authorization deadtime

[HRE] FFAI TACACS+ERATH —/\DE B R DR T
[EAHE] PG-SW109-PY-SWB104
[AARER] aaa [<group_id>] tacacsp client server-info authorization [<number>] deadtime <deadtime>
[#Far] <group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,

<number>
H—N\EEEES
HFEENERBEST 10 EHETHEELEY.
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<deadtime>

ARSI
TACACS+H—/\hY dead KEEICH>TH D, BEIMICEY alive IKEEIZEIE
THETORMEREELES,
BERIE, d(B). h(B). m(5).s(B)DENIERELET,
ARG HEIIUTOESYTY,
0~86400(F)

0s ZIEELI-IGEE, BEIMIC alive KEEICEIBLEE A,

[E14EE—F] Global Config £—F

[E%EA] TACACS+H— NS IEENFONEN =15 E . ZD TACAG+H—/\ (% dead IREEEEY) .
BREIIRIEBERLLGYET dead KEELA ST TACAGS+H—/31E, alive KEEDH—/N
DEETBRYEDLLEYET  REEIL. dead KEEITH>TH S, RELI-EBEE
i3 alive RE~NBBMIZEIBT 5O DFLEMERTELET .
dead HKEEM S alive IREEICIRIBT B1=0OICIE. UTOEND DEHEFH-TRELNHYET,
AR EOHBNMRBLEE
-FIFAABEIE T RTOY—/3A dead KEELLEoT=BH L. dead IKEED TACACS+H—/NIC
NryhEEEL, BENFONTEE
BRI~ (tacacsp recovery) T, FEICHEIRSE-15E

[REER] BEMICEBLEVLOEALGLET,

aaa <qgroup_id> tacacsp client server-info authorization deadtime 0Os
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19.6.10

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[EhEE—F]
[EEA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa tacacsp client server-info authorization priority

HEFAI TACAG+RAI Y —/ DB EEDHRTE
PG-SW109-PY-SWB104
aaa [<group_id>] tacacsp client server-info authorization [<number>] priority <priority>
<group_id>
- IL—7 1D

EIN—TERTIDE 10 EREDORBLES THEELET .

BB, 0 ZIEELIZADEALENET,
<number>
H-NERES

HFEEDERE ST 10 ERETHEELET,

HIEEFL. 0 ZHEELI-LDEALBEINFET,
<priority>
BEE

B—7 IL—TATO TACAC+H—N\EERATHBEEEHRELET,

0 ZREBE. 255 ZRIFBELL, HFINPSVE BLVMBRELLYFET,

0~255

255 ZIEE LIIHEIEZ D TACACG+HY—/\TEIZ dead KREELTYET,

Global Config ®—F
B—7 IWL—TADEHD TACAGS+H—/ 3\, ERAIDIRIZEAY S TACAGS+HH—/1\%
ROBERIERTIBEELIRELET . A—JIIL—TOHT, dead KEEITH>TLVAEL
LOELBVMBEED TACAGS+HH —N\DAEDLNES , LoLEFUMBEE D TACAGS+
HY—N\HIEREFETHEE . EAT S TANAGHH—NFIUF LITRESNET
HBENMEESN-LDEAHELET,

aaa <group_id> tacacsp client server-info authorization priority 0
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19.6.11

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EEA]
[FE]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa tacacsp client server-info authorization source

TACACS+ERRI D Bl IP 7RL ADFRTE
PG-SW109-PY-SWB104
aaa [<group_id>] tacacsp client server-info authorization [<number>] source <address>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
HIEEFE, 0 ZIEELIZLDEALEINET,
<number>
H-NERES
HFEEDERE ST 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<address>
-BEIIP7FLR
B8 TACACS+EBRIH—/ D IPv4 PRLREF=(E IPv6 TRLRZRELET
IEEFRELERETLTOESYTY,
IPv4:1.0.0.1 ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6: 22 ~ feTF:FFFE-FEFF: FEFF: FEFF: FFFF: FEFF: FFFF
fec0:: ~ feff:FFFF:FEFF:FFFF: FEFF:FFFF: FEFFFFFF
Global Config E—F
B TACACS+EBRIEE D IP PRLRERELFET .
lan a7 REF=IF 00b AV UFTHRELI-BEED IP TRLRAZFRELTZELY,
BEED P7RLAUNERET 5&. EEICBENMTEATEA,
HFAIO TACAG+RAIEBELBEZTOEA IP PRLRAZEBMICERT 1D EALEN
EX I
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19.6.12

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa tacacsp client timeout

TACACS+H — /RIS B R DR A LT 7 MR DR E
PG-SW109-PY-SWB104
aaa [<group_id>] tacacsp client timeout <timeout>
<group_id>
- IL—7 1D
FEIN—TERT IDZE 10 EREDBELES THELES,
BB, 0 ZIEELIZADEALENET,
<timeout>
A LT MR
TACACS+H —/NERISER DI LTI MEMERELET
FEEREGE B LI TORYTY,
1~300(%)
Global Config —F
TACACS+H —NEEERDRA LT I MEMEIZDNTERELET .
A LTI MEREE 5 ELTEIMELET,

aaa <qgroup_id> tacacsp client timeout 5
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19.6.13

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa tacacsp client authentication security

TACACS+ZEFE Y — /IS ER DX 1) TALANILDERTE
PG-SW109-PY-SWB104
aaa [<group_id>] tacacsp client authentication security <level>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<level>
-high
TACACS+H —NEEISBER DX 21U TALRLEBLET .
*normal
TACACS+H — NEISERDEF 1 TALRVEBEELET
Global Config —F
TACACS+RBEEH — N\ BEERO X1 TABEIC DOV TEELET,

<level>AY high DIZEIL. FRBIEICEKBLI-EDELTHELET, <level>A' normal DIZEEIF.

REEICRHILI-EDELTEELE T,

TACACS+EBEEH —NELERFDEX 1T ARILELT high ZEELIZEDEREINET,

aaa <group_id> tacacsp client authentication security high
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19.6.14

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa tacacsp client authorization security

TACACS+IR A —NELERDEF 1) TILNILDORE
PG-SW109-PY-SWB104
aaa [<group_id>] tacacsp client authorization security <level>
<group_id>
- IL—7 1D
FEIN—TERT IDZE 10 EREDBELES THELES,
BB, 0 ZIEELIZADEALENET,
<level>
-high
TACACS+ERAI U — /N EISBER DX 1) TALANILEBLETS,
*normal
TACACS+ERRI Y — /NS ERF DX 1 TALANILEBREELET
Global Config —F
TACACS+RBRAI Y —NEBEERO X1 TABEICDOVTEELET,

<level>A" high DIFE L. RANTKBLI-LDELTEELE T, <level>H¥ normal DIZE (.

RANZHYILI-EDELTEELE T,

TACACS+EBAI Y —NELERFDEX 1 TALARILELT high ZEELIZEDEREINET,

aaa <group_id> tacacsp client authorization security high
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.7 LDAP 1E$RDEXE

19.7.1 aaa ldap service

[#8E]

[& FAsiE]
[AHBER]
[AFLav]

[B1FE—F]
[ExBA]
[ZE]

[REEH]

LDAP #—E XD EE
PG-SW109-PY-SWB104
aaa [<group_id>] Idap service <service>
<group_id>
- IL—7 1D
FEIN—TERTIDZE 10 EREDELES THEELES .
HIEEFL. 0 ZBELILDEAEINET,
<service>
~client
LDAP 547 M fREEL THRALEY,
- off
LDAP #EEZERALEE A,
Global Config —F
REETHEMAT S LDAP EEDEREETVET .

RADIUS X [Z TACACS+i&%REL D BEAILTEEH Ao RADIUS X IE TACACS+Hi%BE L A BEN RIBF IC R E SN

TW5154(%. LDAP #Ee X EMELYET,
LDAP # e RALEWED EAEESNET,

aaa <qgroup_id> Idap service off
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.7.2 aaa Ildap client server-info authentication address

[#4E] HEF{AI LDAP FBEEH —/30 IP PRLRADHRE
[EAHE] PG-SW109-PY-SWB104
[AARK] aaa [<group_id>] Idap client server-info authentication [<number>] address <address>
[#F+3av] <group_id>
-5 IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
HEEEFE, 0 ZIEELIBDEAGINET
<number>
H-NERES
HFEEOEEERT 10 ERETEELET,
BB, 0 ZIBELIZADEALEENFET,
<address>
“FEFE IP PRLR
HFRIE/S LDAP BRREEE D IPvs TRLURERIL IPV6 TRLREHEELET .
IEEREAEHEIILTOESYTT,
IPv4: 1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6: 2 ~  feT7FFFEE-FFEE-FFEF: FRFF: FRFF: FEFF: FFFF
fecO:: ~ feff:FFFE-FEEF:FFEF: FREF: FEFF: FEFF: FFFF
[E146€—F] Global Config E—F

[E%8R] AEBELFIET D LDAP ZBEIH—/\D IP PRLAERELE T,
[RERTERF] 48F I LDAP SREIEB D IP PRL AN RESNE R A, LDAP R #E AT 2B IX0 T HRE
LTLEEL,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.7.3 aaa ldap client server-info authentication deadtime

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[REA]

[REEH]

HHF{8] LDAP FREE Y —/\DE IR R H DR E
PG-SW109-PY-SWB104
aaa [<group_id>] Idap client server-info authentication [<number>] deadtime <deadtime>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,

<number>
H—N\EEEES
HFEENEREST 10 EHETHEELEY,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<deadtime>

ARSI
LDAP #—/\HY dead KEITHES>TH S, BEMIZEY alive KEICERIBT 52X TOREZIEELET,
BAIE, d(B). h(BF). m(5). s(B)DENDERELFET
IEEATRELEEIIUTOESYTY,
0~86400(F)
0s #1EELI-ZEIL. BEIMIC alive KEICEIBLER A,
Global Config E—F
LDAP H—/\MDENBLNEMASIFA. FD LDAP H—/\IF dead REELLY ., BEEIXRIEEBELELLY
F9 . dead KEELA ST LDAP H—/1[&, alive JRED Y —/\HNHFETIRYELLGEYET , REEIE
dead KREEITHOTHS, RELIBEAELLD alive KE~NBBMICEIBT 2O DFLEMEHELET .
dead HKEEM S alive IREEICIRIBT B1=0OI2IF UTOEND DEHEFH-TRELNHYET,
ARBREOHBNEBLEE
-FIFARTEERL T R TCDHY—/3\A dead KEELA ST L. dead KEED LDAP H—/\ 2/ yhEEEL. IGEM
Sont-i5a
BRI UR(Idap recovery) T, FEITERIBSE5HE
BEMICRIBLAEVWEDEAELET

aaa <qgroup_id> Idap client server-info authentication deadtime 0Os
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.7.4 aaa Ildap client server-info authentication priority

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]

[REEEF]

HH8] LDAP BREE Y —/\DBEEDRTE
PG-SW109-PY-SWB104
aaa [<group_id>] Idap client server-info authentication [<number>] priority <priority>
<group_id>

- IL—7 1D

FEIN—TERT IDZE 10 EREDBELES THELES,

BB, 0 ZIEELIZADEALENET,
<number>

H—N\ERES

HFEENEREST 10 EHETHEELEY,

HIEEFL. 0 ZHEELI-LDEALBEINFET,
<priority>

BEE

R—JIL—TRATO LDAP H—/\ & AT HBEELIEELET.

0 ZREBE. 255 ZRIFBELL, HFINPSVE BLVMBRELLYFET,

0~255
255 ZHBE LG EEE D LDAP H—/\IFEIZ dead KEEELRYET,

Global Config ®—F
B— 7 IL—THADEED LDAP H—/ i, FREIDIRIZERT 5 LDAP H—/N\ERODEIERTIELESE
BELET . A—JIL—TDHT, dead KEITHO>TLVENEELBNMBEED LDAP H—/\WMEDIETS,
POELBIMBEED LDAP — N\ EHFET D58 L. EAT S LDAP H—NESUF LITREENFET
REBENMEEENT-DDEHELET,

aaa <group_id> |dap client server-info authentication priority 0
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.7.5 aaa ldap dient server-info authentication source

[#88E] LDAP FZEED B IP PRL A DERE
[EAHE] PG-SW109-PY-SWB104
[A#ARHK] aaa [<group_id>] Idap client server-info authentication [<number>] source <address>
[#F+3av] <group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<number>
H-NERES
HFEEDERE ST 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<address>
-BEIIP7FLR
B LDAP FBEEVS A7 b IPvh TRLURET- (L IPv6 TRLREHEELET .
IEEFRELERETLTOESYTY,
IPvé4: 1.0.0.1  ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6: 22~ feTEfEFF-FEFF-FFFF: FFFF: FEFF: FEFF: FEFF
fec::  ~  fefF:FFFF-FEFF: FEFF: FEFF: FFFF: FEFF: FFFF
[E146€—F] Global Config E—F
[ExEA] B8l LDAP SREEEBE D IP FRLRAERELET
[REXER] #FHID LDAP REIEELBEETIEMA IP FRLRAZBEBHICRIRT 5D EALREINETS,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.7.6 aaa ldap client server-info authentication rdn

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[RE%EBF]

#HF{8] LDAP EBEEH—/ DX B & DR E
PG-SW109-PY-SWB104
aaa [<group_id>] Idap client server-info authentication [<number>] rdn <rdn>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<number>
H-NERES
HFEEDERE ST 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<rdn>
NV R A2 DR A B B
HREAAZE. 021, LU 0x23~0x7e D 32 XFLURD ASUl XFITHRELET .
Global Config ®—F
LDAP SRR REZ A HI5 A BRI B E LT REL TZELY,
HEXRHABERELLGEVDDEAGLET .
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.7.7 aaa ldap dient server-info authentication bindnordn

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[ 5% EB]

HAF{8I LDAP F2EEY —/ N DB BRI B ZFRD /N U R R B DERTE
PG-SW109-PY-SWB104
aaa [<group_id>] Idap client server-info authentication [<number>] bindnordn <bindnordn>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<number>
H-NERES
HFEEDERE ST 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<bindnordn>
AR B E BRSNS R BRI £
HEXTEAMNBERRANIVRHERIRZE. 021, B&LU 0x23~0x7e @ 128 XFLIAD ASUI XFFITIEEL
FY,
BHROHENBRERET S5, " "(ho7) TRUYFET,
Global Config ®—F
LDAP BB REZ E AT D158 (X BA B EBRNIURHA B EL T REL TS,
HAAHNBERNA VBRI BZRELEVLDEAELET
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.7.8 aaa ldap client server-info authentication class attr

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]

[REEH]

HAF I LDAP FZEE Y —/\D 1 —FHER IS A DX HA & BIED KT
PG-SW109-PY-SWB104
aaa [<group_id>] Idap client server-info authentication [<number>] class [<class_id>] attr <attr>
<group_id>

- IL—7 1D

EIN—TERTIDE 10 EREDORBLES THEELET .

BB, 0 ZIEELIZADEALENET,
<number>

H-NERES

HFEEDERE ST 10 ERETHEELET,

HIEEFL. 0 ZHEELI-LDEALBEINFET,
<class_id>

DSADERES

DIANDERESE 10 ERETIEELET .

HEEEFL,. 0 ZHEELI-LDEATEINFET,

EEAREAEHEIILLTOESY T,

0~3

<attr>

‘A —HHERIS A DR EAIAEK

xR E%E. 0x21, 0x23~0x2b. H&U 0x2d~0x7e @ 32 XFLAD ASUI XFFITHEELET .
Global Config ®—F
LDAP H—/ "\ —HHERISRAEMGT 2HE (. COMMBEA B BIHEEHEL TS,
BRELAWVMEE X, A—FHERISR(E—BI—FITHD,
A—FHERISFADEABANBERELEVLDEALELET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

19.7.9 aaa ldap dlient server-info authentication class admin

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[EEA]
[REER]

HH{8I LDAP FREEH — /D EBEITADIEDHRTE
PG-SW109-PY-SWB104
aaa [<group_id>] Idap client server-info authentication [<number>] class [<class_id>] admin <admin>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<number>
H-NERES
HFEEDERE ST 10 ERETHEELET,
HIEEFL. 0 ZHEELI-LDEALBEINFET,
<class_id>
DIADERES
DIANDERESE 10 ERETIEELET .
HEEEFL,. 0 ZHEELI-LDEATEINFET,
EEAREAEHEIILLTOESY T,
0~3
<admin>
-EEEVSADIE
EEEI)SADEEEELET
EHEEITRE. 021, BEU 0x23~0x7e D 32 XFLUAD ASCI XFFHITEELET,
Global Config E—F
EEEISADEEHRELET
EHEEBEVSADEEZRELLEVIDEALGLET,
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19.7.10

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[RE%EBF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa Idap client timeout

LDAP H —/ RIS ERF DA LT MR DR E
PG-SW109-PY-SWB104
aaa [<group_id>] Idap client timeout <timeout>
<group_id>
- IL—7 1D
EIN—TERTIDE 10 EREDORBLES THEELET .
BB, 0 ZIEELIZADEALENET,
<timeout>
A LT MR
LDAP H—NEIEER DI LT I MNFHEERELES
BHE. m(a). s(B)ongFnrEigELEzT,
EE ARG II LI TORYTY,
1~300(%)
Global Config ®—F
LDAP H—/NEIEER DI LT IMEIC DV TERELE T,
BALTIREREZE 5 ELTEELET .

aaa <qgroup_id> Idap client timeout 5s
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19.7.11

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[B1EE—F]
[EeeA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

aaa ldap client authentication security

LDAP FBFEH — /NS ER DX 21U TALNILDRE
PG-SW109-PY-SWB104
aaa [<group_id>] Idap client authentication security <level>
<group_id>
- IL—7 1D
FEIN—TERT IDZE 10 EREDBELES THELES,
BB, 0 ZIEELIZADEALENET,
<level>
-high
LDAP BBREY — /NEISERDEX 1) TALANLEELET,
*normal
LDAP BBREY — /NEISERDEX 1) TALRNLEBEELETS,
Global Config —F
LDAP EBRE Y —/N\EILER DX TAEEIZ DLV THRELET,

<level>#* high DIHE &, FREEICKBLI=BDELTEMELE T, <level>AY normal DIFE 1. FBEEIZH LT

LDELTEELET

8. <level>h% normal DIFETH, H—/N\ELBEDIA LTI NEREH TP Dty a LB (IPv4 =&

80 . IPv6 12& 20 B) LY RLMG A BREEIFKRALIBDELTEMELET
LDAP BRI Y —/N\EIEERDEFaTALAILELT high ZEELI-DDEAHGEINFETS,

aaa <group_id> |dap client authentication security high
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20 E/NXRDJ—F1EHR
20.1 password admin set

[#48E] EEE/NRT—FDFHRE
[#EFAMIE] PG-SW109-PY-SWB104
[AAERK] password admin set [<password> [encrypted]]
[A#F+3a>] <password>
- B
FERRT/KRT—FEANLET,
XA —F

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

INAT—FDOXFFI%. 0x21,0x23~0x3e,0x40~0x7e DX FTHEIND 64 XFLIAD

ASCI XFFITHRELET .

ASCIl 32—k 0x3f(?)IX"CTRL+Y " TR ETEET,
0x21,0x23~0x7e SN DX FEEZRETIDLEMNHDIHE . ASUI 3XFI—K 0x22 (") THAT
BELTLESWL, ZOBE. (') IXEHIZIEFEENEREA.

BEE SN/ RAT—F

show running-config FEfzI& show startup-config YR TRIRSNBIEEIL
SNFz/SRT—F% enaypted EHITIHELET .
show running-config FE7=I& show startup-config AV FTRRSNDXFIZE

ZOFFEFREIHEEL TS,
encrypted
"BEEIE/NRD—FIEE

<password>IREBE SN =/ SR —FEIBET A B EITHEELET,

[E14EE—F] Global Config —F

[EREA] AEBICEBENOT AT EEHD/INRAT—FEBELES, £/-. enable a7UF%
EITLTCEBEICHAGEICVARIOT VR TRELEZEBENRAT—ROAALDBEIZHEYET,
IRAT—FAHEAIEN KN ESIZ, 8 XFULTES, #F, BEERE/IRT—FERTE

LTLEEELY,

NRRAT—FEEBLIESF, RERATIRT—REANTEET . AALENART—FE
EEICRRINT . Y ATLOVBRICBREFSNGN=0H, AR RERITEEH DDOHREH

HHHEE X)) TAHICRETY,
AROATURIEBRELE-ERICEDELRYET,

A7 4> a—HF£&IZ admin, /SRT—RIZKNRT—FEANT L EBEVSAT
074 TE EBEVSAAITUREERATEEY,

[ZFE] EEENRT—FRIBTRELTZEN, EEBE/NNRT—FERELTLVENES,
NRAT—FGELTART A TEET =L, TEAROIKRE., F7=(3 reset clear ATUFEE

Page 311 of 702




[AyE—Y]

[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

TLEEESL-E®ROARITUREE "admin” EE-TULVET,

A5 A A—FIEFRIC, HEERD A 1—H1F#R (aaa userid a<K) KU RADIUS

Y=/ TAAGHH =D A—HFEHREF AT HHEETL, EBENRT—FPRESATNS
DENBHBYET

7 XFLUT BRFET BFETONRRT—RERELIGE. LU, REZHIRLIES.
BESLVHEIRIFITOIAETL BB THEIEDESEAVE—UHNRRENET,

show running-config & & show startup-config AT R TlIL, BE{ESNTz/SXAT—KH
encrypted EICRREINFET

| Password:
<password>5 | E B LB SR TREINET,
IRRAT—FEADLTLZELY,
AALFRRT—RFEAEIZRREINER A,

| Retype password:
<password>5 | ¥EHBE LG EIZKRREINET,
BE. \RT—FZAHALTIEZEN,
AALENRT—FEEREIZRRTSNER A,

| <ERROR> mismatched password
FERRXT2 BAALIZART—FBA—HBLERATL .
BE./\RT—FOBREEITH>TILELY,

| <WARNING> weak admin's password: set the password
EHEENRT—FHRRESNTVEE A,
EHENRT—FEHRELTZEL,

| <WARNING> weak admin’s password: contain at least 8 characters

EEENNIT—LFAN 7 XELUTTT,
8 XFLEDEEE/ART—RERELTIEEL,

| <WARNING> weak admin's password: contain a different kind of character

EBENRT—EBREFOH, FEHFOHTT,

BT HF.RELEETCEEE/ RT—FEHRELTZE,

AKAyt—lE, AT AV, 8L, enable, load Av U FETHIZERTINET,
FEENRT—RFEEESNTOERE A,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

20.2 password user set

[#88E] — g1 —H/RT—FDHRTE
[EFAHE] PG-SW109-PY-SWB104
[AARHK] password user set <password> [encrypted]
[A#F+3a>] <password>
-1
*ERRT/SRT—REAALET,
IR —k
IR —RDOXFF|%. 0x21,0x23 ~0x3e,0x40~0x7e M 64 XFUAD ASCI XF
THEELEY .
ASCI 32—k Ox3F(?)IX"CTRL+V " TERETEFE TS
0x21,0x23~0x7e UNDXFEHRETDLENHDHIHEE . ASUI XFI2—K 0x22 (") TEHAT
BELTZEN, COBE. () IXFRIZFEFELFEE A
FELSNfz/ IR —F
show running-config F7=I& show startup-config Av KR TRRSN DBt
SNF=/ART—F#% encrypted ERITEELET .
show running-config E7=zI& show startup-config ¥ K TRRSNDEXFH%E
ZOFFEREICIEEL TS,
encrypted
EEL/ SXT—F1EE
<password>|REBE SN =/ SR —FEIBET A B EITHEELET,
[E146€—F] Global Config E—F
[EREA] AREEIT—RI—FAOTAUTBHODNRT—FERELET,
NRAT—FHHERIINITANESIZ, 8 XFULTETF, HF. LB&EET:
ISR —REREL TS,
INRAT—REEBBRLIGEE RER X T/ RIT—FEANTEET , ANLIZAARD—FI&
BEICRRINT . PRATLOVERICLRFSNGN D, AYURETEEE DDOHREM
BB EF L) TAHICKRETY,
AOAVURFRELEERICEMELGYET,
A—HEICZ user, ISRT—RIZR/ISRT—RFEAHNTHE —BAI—HF ISR
TAJAVTE, —RA—HFHUSAAATUREFEATEET,
[E=E] T XFUT. ZEFET BFETONRRT—FEHELGE. REXITHN
FIN MBTHIEDEE AV E—UNRTENFET,
ftp BEHEFICIEL, —R1—F/RT—FTIRXAT AU TEEE A,
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[AvtE—]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

— A —HNNRT—FTAT AU LI=5E, terminal AT K& alias AYURT
BRELERNBIEFEESNT . enable ATV RETHAOOT 7IREIZRELE:
NBESNHESNET,

F7=. show history ATV R TIHEBENEITLI-OTURERREINT,
BEES I ERICGYES,

show running-config #&&T* show startup-config AT R Tl BEE 1L
It/ XX T—FH encrypted EITRTEINFETS,

| Password:

<password>5 | ¥ EHBE LG EIZRREINET,
AT —FEAALTLIZELY,
AALFEARD—FFEREICRTSNEE A,

| Retype Password:

<password>5 | ¥ EHB LG EIZRREINET,
BE. N\RT—FEADLTIZEL,
AALERRT—FEEAEICRRINER A

| <ERROR> mismatched password

WMERKXT2 BAALENART—KFA—HLFEFATL =,
BE./XRT—FOHREEITHTIESLY,

| <WARNING> weak user password: contain at least 8 characters r

—MA—HFNRT—FA 7 XFLTFTY,
8 XFLULD—EI—H /IR IT—FEFZREL TS,

| <WARNING> weak user password: contain a different kind of character

— WA IRRT—FDREFOH . FEHFDOHTT,

EF HF. RBEEEE TRV /RRT—FZHELTIZEL,
RAytE—TE AT AU LU load ATV RETRICLRTSNET
— AP NRT—FFERESATOERE A,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

20.3 password aaa

[#88E] AT A2 1—HF D AAA TEHRDERTE
[EFAHE] PG-SW109-PY-SWB104
[AHfRX] password aaa <group_id>
[#Far] <group_id>
‘AAA DY JL—T'ID
AMA DT IL—T ID %, 10 ERIETIEELET,
[E14EE—F] Global Config E—F
[EREA] AREBICATAUTHEEICBRTEH. AN OYL—TID ZHEELET,
A7 A T BDERISRIE. U TOEBYRELES .
-RADIUS H—/\ZFERTZEE
RADIUS H—/\I=& Stz Filter-ID ZRJE2A—FTRELET,
"administrator' THNILBEBE ISR, "use" THNIE—RI—FHSREBYET,
AEEADOI—HREREERTSEHE
AAA [EERIZEEZSINTULVSHEMR Y5 X (aaa user user-role) TRELET .
TACACS+H— N\ AT 5156
BAICEBEISATRAETHV., BEEICHUNTHEEREISRAELGYET,
NIRRT HE—MEA—F ISR TRIAETHD., BIEEICHUT 5L—B1—FISREBYET,
EE] EBEHISATOT (0T 55E (&, EEE/SZXT—F (password admin set) Z%FRELT
FEEW ELTWRWNMERFAT /U TEE A,
RADIUS H—NFFAEERNDI—FIFRITHERISRAORENGWMESFELLID &
RRAD—ERARShIZHETLOT (U TEER A,
[REBEE] A BERESBLAVLDEABENET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

20.4 password authtype

[#88E] AT A A—FRIADRIAETOrIL DR E
[EFAHE] PG-SW109-PY-SWB104
[AARK] password authtype <authtype>
[#F+a>] <authtype>
-chap_md5
FREETERa)LIZ MD5-CHAP ZEALET
“pap
SBEEJORDLIC PAP EERALES .
[B145€—F] Global Config £—F
[BtEA] A A A—YRADRIAETOMILERELET .
[REBER] OJ101—YREORBIETORIILELT MD5-CHAP BMEESN 2D EABINET,
password authtype chap_md5
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21 EREFHROERTE
21.1 SNMP &%

21.1.1 snmp service

[BRE] SNMP T—U U MERES KU SNMP RSy THEBE D ER TE
[BFRAKE] PG-SW109-PY-SWB104
[AHFEZK] snmp service <mode>
[A#F+3>] <mode>
on
SNMP T—U U MEERES KU SNMP b5y THEREE B RILET
- off
SNMP T—S 2 MERER KU SNMP + S THRERZIELET
[B145€—F] Global Config £—F
[&%8A] SNMP T—U U MERES & U SNMP RSy T BEZ A MICT 2N EINERELE T,
[REEER] SNMP I—U U MEREZEE LT HEALINET,

snmp service off
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.1.2 snmp agent contact

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[E14EE—F]
[EEA]
[REER]

SNMP I—Ux U hMERE T EEE B DRE
PG-SW109-PY-SWB104
snmp agent contact <syscontact>
<syscontact>
- EIEE 4 (sysContact &)
ABBEOEEERERT MIB ZE# sysContact %, 40 XFLNTHEELES .
Global Config €—F
SNMP T—U U MERETOEBERLEHRELET,
ERELRERELAVLDEATENET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.1.3 snmp agent sysname

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[REER]

SNMP T—U 1V MERE T DR R FTDRE
PG-SW109-PY-SWB104
snmp agent sysname <sysname>
<sysname>
1354 TR (sysName )
AEBDOHBRBIFERT MIB ZE5 sysName %, 0x21,0x23~0x3e,0x40~0x7e M
32 XELIAD ASC LRI ELET,
ASCIl XXFa—F 0x22 ("I BHETHNITRETETET,
ASCIl XFa—F 0x3f(?) [L"CTRL+V " TR ETEET,
Global Config ®—F
SNMP T—U U MERETOMBRATTERELET,
BBAMERELLGVNBDEAGEINET,

Page 319 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.1.4 snmp agent location

[#88E] SNMP T—U U MERET DR R BIGFTDRE
[EAHE] PG-SW109-PY-SWB104
[AARK] snmp agent location <syslocation>
[#F2av] <syslocation>

- #3585 B 15T (sysLocation {HE)

ABEBEDHRBIGFERT MIB £ sysLocation %, 72 XFELURNTIEELE T,

[E14EE—F] Global Config —F
[EeeA] SNMP T—x o MEEETORBRBIEMERELET .
[REBEER] HWBZRESHERELLEVLDEALINET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.1.5 snmp agent address

[#88E] SNMP T—2 xR PRLRDEEE
[BFRAKE] PG-SW109-PY-SWB104
[AARK] snmpagent address <address>
[A#F2av] <address>
*I—U1URFRLR
“IPv4 PRL R
AEBOI—CIMFPRLREHRELET,
0.0.0.0 #3EELI-HBEIE. SNMP T—S U FRLUREHEIBRLET,
FEEMRELREHBEIILTOESYTY,
1.0.0.1 ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
-IPv6 7RL X
AEBEODI—SIVRPRLRAERELET .
(@AY 2 D)EEELEB AKX SNMP T—C M PRLRZHIBRLET .
FRERREGEHETUTOLEBYTT,
222~ Fe7 F:FEFF:FRFF-FFEF: FFEF: FEFF: FEFF- FFEF
fecO:: ~  FefF:FFFF: FFFF: FFFF: FFEF: FFEF: FFEF: FFFF
[E146€—F] Global Config E—F
[EEA] SNMP T—U U bDTRLRAZERELEY . ARE (X TRAP EERDBRT7RLRIZHLERSN
F9 . SNMP T—U U MEREZ AT 558 X T REL TS,
[REBEEEE] I—CUhPRLRZRELGEVIDEAFGEINET ., ZDHZE.TRAP /IO BER IP 7FL
REFRELLGYET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.1.6 snmp agent engineid

[#28E] SNMP T2y ID ZDERTE
[BFRAKE] PG-SW109-PY-SWB104
[AAFK] snmpagent engineid <enginelD>
[#F+a>] <enginelD>
SNMP T 2> ID
SNMP T2V ID % 1~27 XFTHEELET,
[E14EE—F] Global Config —F
[E%EA] SNMPv3 TOD SNMP TPV ID #RELET . FSVv T BRIRRAMEIETSNMP T2V ID &
HoMLOHBMYRD THEMENHIZE(E, EEEITOTIZEL,
HEEIZHRESNSD SNMP TPV ID DEFUTOLSIZHYET,
-ARITURERELGE
% 1~574%T vk :0x800000d304 EE.
FLoAVTYNAE . Ka<wURTEELIZIVDOVID
-ARITURERELLEGS
% 1~5497vk :0x800000d380 B,
FEOoAITIYRNURE : SUALIE
[FEFEE] SNMP Iy IDEZHEBAERLES .
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.1.7 snmp manager

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

SNMP R R MEERD IR TE
PG-SW109-PY-SWB104
sNnmp manager <manager_number> <address> <community> <trap> [<write>]
<manager_number>
‘SNMP RR+NEEES
SNMP RRFEZEDBELEEE. 0~7 D 10 EHRETEELET .
<address>
“IPv4 PEL R
TOERHFAE LUV TEEET SH TSR IPve TRLRERELET .
0.0.0.0 #EET 2L, TARTD IPv4 RRANSD T I LREFFAIL . trap £ (&
TLEEA.
FEEAREAEEIILLTOESY T,
1.0.0.1 ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6 7EL R
TORRHFABEIVISVTEEETHHTE IPV6 TRLRERELET .
(@AY 22) EEETHE. TRTO IPV6 KRNSO T I REHFTL. trap £E1E
TWFEEA.
FEEAREAEBEIILLTOESY T,
2~ feTF:FFFF-FFFF: FEFF:FFFF: FEFF: FFFF: FFFF
fec0:: ~ feff:FFFF:FEFF:FFFF: FEFF:FFFF: FEFFFFFF
<community>
QI TARERELET.
22744
v TEZEIETHEEOCMB 7HER%E SNMPVT, v2 TERASN S
OS2 =F48%.1~32 XFTEELEY.
-public
B D SNMP 2 —Ur EBIES HHBICHEELE T,
<trap>
POV TEETEMNESHERELET .
-off
FoYTREELLGWMERICIEELET.
vl
SNMPV1 b5 TR IET HIERICHEELES

"v2C
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

SNMPV2 by TR IE T HIBRICHEELET .

<write>
SNMP T R—T v oD EERAAHZHA T EMEIMEELETS
-enable

SNMP ¥R —S v oD EEAAEHF AT HEEITHEELET
-disable

SNMP R4 — oo NEEAAZHALLENMESICIEELET,
HIEFEIL, disable #IEEL=LDEHLEINET,

[B1EE—F] Global Config E—F

[&2EA]
[RE&EH]

SNMP FRRFDIEHREFRELET
SNMP RRAFDIEHREZRELLEVNEDEHFLZEINFET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.1.8 snmp trap coldstart

[HgE] coldStart k> T DERTE
[EAHE] PG-SW109-PY-SWB104
[AAER] snmp trap coldstart <mode>
[A#F<3v] <mode>
FYTOEMEEIEELET .
-enable
FYTEEMICLET,
-disable
FYTEEMICLET,
[E14EE—F] Global Config £—F
[E2BA] coldStart Sy TEBNE BT EINERELET .
[REERE] coldStart FSUTAEREHGEINES,

snmp trap coldstart enable
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.1.9 snmp trap linkdown

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[REER]

linkDown ;5w T DEEE
PG-SW109-PY-SWB104
snmp trap linkdown <mode>
<mode>
FYTOEMEEIEELET .
-enable
FYTEEMICLET,
-disable
OV TEEIICLET
Global Config —F
linkDown bZ v T EHNFE(ETENCTEINERELET .
linkDown bV TN EZIEHGEEINET

snmp trap linkdown enable

Page 326 of 702




21.1.10

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[REER]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp trap linkup

linkUp b5y T DE&TE
PG-SW109-PY-SWB104
snmp trap linkup <mode>
<mode>
FYTOEMEEIEELET .
-enable
FYTEEMICLET,
-disable
FYTEEMICLET,
Global Config —F
linkUp b T EBRE-ITEMICTENERELET,
linkUp FS v TR BRIEHEENET

snmp trap linkup enable
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21.1.11

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[REER]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp trap authfail

authenticationFailure k5v 7 DERTE
PG-SW109-PY-SWB104
snmp trap authfail <mode>
<mode>
FYTOEMEEIEELET .
-enable
FYTEEMICLET,
-disable
OV TEEIICLET
Global Config ®—F
authenticationFailure Mo T & BRI E T E|NCT 2N EHELET
authenticationFailure MY TN B EAGEENET

snmp trap authfail enable
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21.1.12

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[REER]

snmp trap newroot

newRoot kv T DERTE
PG-SW109-PY-SWB104
snmp trap newroot <mode>
<mode>
FYTOEMEEIEELET .
-enable

FYTEEMICLET,
-disable

OV TEEIICLET
Global Config ®—F

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

newRoot kST EB S EITENTIIZHRELET .

newRoot kST MNEEHLINET,

snmp trap newroot enable
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21.1.13

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[REER]

snmp trap topologychange

topologyChange 57 DERFE
PG-SW109-PY-SWB104
snmp trap topologychange <mode>
<mode>
FYTOEMEEIEELET .
-enable

FYTEEMICLET,
-disable

OV TEEIICLET
Global Config ®—F

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

topologyChange F5 v T Z B MFE - IEENCTINEHRELET

topologyChange F5 v T HEShEALESNET

snmp trap topologychange enable
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21.1.14

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[REER]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp trap lldpremtableschange

lldpRemTablesChange k57 M % E
PG-SW109-PY-SWB104
snmp trap lldpremtableschange <mode>
<mode>
FYTOEMEEIEELET .
-enable
FYTEEMICLET,
-disable
OV TEEIICLET
Global Config ®—F
lldpRemTablesChange b5y T & B FE = IFEHICT HAEHRELET .
lldpRemTablesChange k5 v T BN EALINET,

snmp trap lldpremtableschange enable
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21.1.15

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp trap lldpxdcbx

lldpXdcbx 5y T DE&TE
PG-SW109-PY-SWB104
snmp trap lldpxdcbx <mode>
<mode>
FYTOEMEEIEELET .
-enable

FYTEEMICLET,
-disable

OV TEEIICLET
Global Config ®—F
LITF O lldpXdcbx bSv T3 RTEFDFIXENCTENERELET .
[ldpXdcbxMiscControlError
[ldpXdcbxMiscFeatureError
[ldpXdcbxMultiplePeers
[ldpXdcbxLIdpTxDisabled
[ldpXdcbxLIdpRxDisabled
[ldpXdcbxDupControlTlv
[ldpXdcbxDupFeatureTlv
[ldpXdcbxPeerNoFeat
[ldpXdcbxPeerNoResp
[ldpXdcbxPeerConfigMismatch
lldpXdcbx Sy T EEALESNET,
snmp trap lldpxdcbx enable

Page 332 of 702




21.1.16

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[REER]

snmp trap risingalarm

risingAlarm >y 7 DR E
PG-SW109-PY-SWB104
snmp trap risingalarm <mode>
<mode>
FYTOEMEEIEELET .
-enable
oY TERHILET,
-disable
FoUTEEMICLET,
Global Config ®—F

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

risingAlarm bS5y T EENE T EHIT IO ERELET .

risingAlarm bV TN EEHAGEINET,

snmp trap risingalarm enable
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21.1.17

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[REER]

snmp trap fallingalarm

fallingAlarm +>v 7 D& E
PG-SW109-PY-SWB104
snmp trap fallingalarm <mode>
<mode>
FYTOEMEEIEELET .
-enable
oY TERHILET,
-disable
FoUTEEMICLET,
Global Config —F

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

fallingAlarm o T & BNEETEBHICTEINERELET .

fallingAlarm Fo v TN BEREHESNET,

snmp trap fallingalarm enable
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21.1.18

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp rmon

RMON #¥RED E%
PG-SW109-PY-SWB104
snmp rmon <mode>
<mode>
RMON #REDEMEZIEELET
-on
RMON ##REZFERALET .
-off
RMON #geZERALEE A,
Global Config —F
RMON HEEE AT OMEINERELET . AEREZFEALLG NS E,
RMON-MIB [EHGTEFEE A®
RMON tREZ AT LD EALGINET

snmp rmon on
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21.1.19

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp user name

SNMP 21—+ & DR E
PG-SW109-PY-SWB104
snmp user [<number>] name <user_name>
<number>
A—HEERES
A—HERBESE0~7 D10 ERETHEELEY . EHEFE. 0 &R
LIt DEAGENET,
<user_name>
*SNMP 1—H'%
SNMP 2 —H#'£% 1~32 XFTHELET .
Global Config ®—F
SNMPV3 TD SNMP L —H R ZERELET . INMPV3 #EEE R T S5 8 X T RE
LTLEELY,
SNMP 1 —H & ZFHRELEVNLDEATEINET,
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21.1.20

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp user address

SNMP RRR7 L A DE&TE
PG-SW109-PY-SWB104
snmp user [<number>] address [<addr_number>] <address>
<number>
A—HEERES
A—HERFSE0~7T D10 ERETHEELET . BIREFIL. 0 ZHEE
LIt DEAGENET,
<addr_number>
‘SNMP RR+NEEES
SNMP RRFEZEEFTZE 0~7 D 10 EHETHEELE T, AREEFIL.
0 ZHEELIZDDEAGEINEFT
<address>
SNMP RRF 7KL R
-IPv4 EL R
SNMPv3 79t REFHFRI T HRALD IPvs PRLURZRELET,
EEAREAEHEIILLTOESY T,
1.0.0.1 ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6 7EL R
SNMPV3 7Ot RZEFFAI T HRAMD IPv6 PRLRERELET .
FEEAREAEBEIILLTOESY T,
22~ feTF:FFE.FEFF: FEFF: FEFF: FFFF: FEFF:FFFF
fec0:: ~  feff:FFFF:FFFF:FFEF: FEFF: FFFF:FFFF:FFFF
Global Config ®—F
SNMPv3 T®D SNMP FRRMPRL REERELEYT . FEZATEERKIT "snmp user notification”
ARUREEDLETCAEELAR T8 EFETERTEET,
SNMP FRRRFZRL RERELBVLDEABESNET
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21.1.21

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp user notification

FSyTBHIRRANTRL RADEEE
PG-SW109-PY-SWB104
snmp user [<number>] notification [<addr_number>] <address>
<number>
A—HEERES
A—HERFSE0~7T D10 ERETHEELET . BIREFIL. 0 ZHEE
LIt DEAGENET,
<addr_number>
NSYVTBHMARRANERES
POV TERRRAEEESE 0~7 O 10 ERETIEELET . HIREFIE.
0 ZHEELIZDDEAGEINEFT
<address>
FYTBEARRNTRLR
“IPv4 TRL X
FSuTEBIT HHRARD IPvh FRLREIRELET
EEAREAEHEIILLTOESY T,
1.0.0.1 ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
IPv6 7EL R
FSvTEBHRT HRRALD IPv6 PRLRERELET
FEEAREAEBEIILLTOESY T,
22~ feTF:FFFF.FEFF: FEFFFFFF: FEFF FFFF: FFFF
fec0:: ~  feff:FFFF:FFFF:FFEF: FEFF: FFFF:FFFF:FFFF
Global Config ®—F
SNMPV3 TORSYTBERANTRLRERFELET . EF A BERE "snmp user address”
ARUREEDLETCAEELAR T8 EFETERTEET,
YT BHARRANTRLRERELEVLDEALEINET,
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21.1.22

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BhEE—F]
[EEA]
[RE%ERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp user auth

REETORILORE
PG-SW109-PY-SWB104
snmp user [<number>] auth <protocol> [<password> [encrypted]]
<number>
A—HEERES
A—HYEREFEBE0~7 D10 EHETHEELET,
BB, 0 ZIEELIZADEALENET,
<protocol>
REIETOrLEEELET,
-none
FRETORLEERALEE A
-md5
FEEJOk3)LELT MD5(HMAC-MD5-96) & FLET .
*sha
FEEF O3 ELT SHA(HMAC-SHA-96) 2 FLEY .
<password>
REERRT—FEEELET,
ESIESNTOENERE/ \IRT—FEEDHS
LIFIZ, AN&EEETRLET,

Z|rJakan NRAT—FE
md5 8 XF~16 XF
shal 8 XFE~20XF

EELSN=FBEE/ AR —FIEEDHE

show ATV R TRRINDEFILEIN TR/ NAT—F% enaypted EXITHELFET .
show ATV R TRRSINDXFHEZOFFEMITIEEL TS,
encrypted

BALFREE/ SR T —F1EE

<password>l:H‘§%1t$1’LT_uunﬂE/\X'j FEIEETHHEICHEELET,
Global Config ®—F
SNMPV3 [ZH I+ HFREET AL ERELETS
RETORILEERALEVNEDEHEINET,

snmp user <number> auth none
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21.1.23

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[%BA]
[ZE]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp user priv

EE7ORNILDERTE
PG-SW109-PY-SWB104
snmp user [<number>] priv <protocol> [<password> [encrypted]]
<number>
A—HEERES
A—HYEREFEBE0~7 D10 EHETHEELET,
BB, 0 ZIEELIZADEALENET,
<protocol>
EBETORILEEELET .
-none
EEJOrILEERLEE A
-des
ESAka)LELT DES(CBC-DES)&#{ERALET
<password>
ES/INRT—FEEELET
S IESNTOGVES/ AR —FEEDSE

UTFIZ, ANEEEZRLET,
BEJaran NRRAT—FE
des 8 XF~16 XF

‘BEEIESN-BES/XRT—FIEEDHE
show ATV R TRIRENDE L EINTI-ES/SXT—F% encrypted ERITHEELET .
show IRV RTRIRENSXFIEZDFEREREIIEEL TZEL,
encrypted
S E/ART—FIEE
<password>|CHE B L SN =BE BT/ N\RT—FZIEE T HHEEITIEELET,
Global Config E—F
SNMPV3 (21T 2EES TRMILERELET
EE7OMILEERTHIBEEFLTREETARILEREL TS,
RETORILOBREANLENES BESTOMILOREFFEREINFEE A,
EETOrILEFERALEVLDEAEINET,

snmp user <number> priv none
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21.1.24

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[RER R

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp user write

MIB EERAHFAE1—DRE

PG-SW109-PY-SWB104

snmp user [<number>] write <access>

<number>

A—HEERES
A—HERBESE0~7 D10 ERETHEELEY . EHEFIT. 0 &1
ELI=LDEAEENFT,

<access>

EEAHTHEL MIB ISHL TOEERAAHEZHAIEL—EHEELET.
-none
MIB EZIAAZEHFRILLGWVGEIHEELE T,

-all
MIB EERAAHZEFHAT DB EITRELFT .

Global Config ®—F

SNMPV3 TD MIB EERAARFAIE 1 —ZRELFET .

MIB EZRAAZHFRILLEVEDEHTENET,

snmp user <number> write none
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21.1.25

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EEA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp user read

MIB BEA H LEFRIE 1 —DEXE
PG-SW109-PY-SWB104
snmp user [<number>] read <access> [<view_number>]
<number>
A—HEERES
A—HERFSE0~7T D10 EHETIEELET , HIEEFE. 0 &4
ELIBDEHGZENET,
<access>
MIB A HLEFAIE 1 —ZHRELFET
-all
HAR—FLTLVDTRTD MIBEERAHLEHFAI T HI5RITHEELET,
-none
MIB A H LEAILAVMERITIEELET,
*view
"snmp view subtree" IR TREL MIB E2—1EHREERT S
BRICEELEY,
<view_number>
A %"snmp view subtree" AT R DE 1 —EHBESE 0~7 D 10
ERBTEELEY . Ea—ERES L. <access>IZ view ZHEELT-
BRICOAREFEETY
Global Config E—F
SNMPV3 TD MIB BEAHLEFRIE 1 —& R ELEY
BELEE 1 —EHBESITHIST B snmp view subtree" I R EZATEE
LGEWMER  MIB SAHLEFALGVNLDEATENET
HR—FL TS T RTD MIBEEAHLEHFAT T HEDEALESNET,

snmp user <number> read all
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21.1.26

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EEA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp user notify

YT BENFFRIE 2 — D& E
PG-SW109-PY-SWB104
snmp user [<number>] notify <access> [<view_number>]
<number>
A—HEERES
A—HERFSE0~7T D10 EHETIEELET , HIEEFE. 0 &4
ELILDEHGEENFET,
<access>
YT BHMFRIE A —ZIEELET,
-all
HYR—FLTVD TR TOIYTENEH AT IHEEICHEELET,
-none
by T EME AL EICIEELET,
*view
"snmp view subtree" IR TREL MIB E2—1EHREERT S
BRICEELEY,
<view_number>
A %"snmp view subtree" AT R DE 1 —EHBESE 0~7 D 10
ERBTEELEY . Ea—ERES L. <access>IZ view ZHEELT-
BRICOAREFEETY
Global Config E—F
SNMPv3 TO RSy BHEFRAIE 2 —% R ELET,
BELEE 1 —EHBESITHIST B snmp view subtree" I R EZATEE
LEWMEE, MY TBMEHALAVNLDEALENET,
HYR—FLTWB TR TOIYTEHNEHAT LD EAHEINET,

snmp user <number> notify all
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21.1.27

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

snmp view subtree

SNMP MIB E 2 —1E#RDRE

PG-SW109-PY-SWB104

snmp view [<view_number>] subtree [<subtree_number>] <view_type> <subtree_name>

<view_number>

‘Ea1—ERES
Ea—ERESZ0~7 0 10 EHETHEELET . HEREIL. 0E4E
ELIBDEHGZENET,

<subtree_number>

BTV —-ERES
YIV)—EEBESE 0~150 10 ERETHELET ., HEEEFE. 0
FHRELLLOEALEINFET,

<view_type>
<subtree_name>% MIB Ea—IZEL M. TNELBRDEBELET,
-include

<subtree_name>#% MIB E2—IZ& LB EICIEELET,
-exclude
<subtree_name>% MIB Ea—moB<BEIZIEELET,
<subtree_name>
BTV -4
MIBEa—RRET DTV —BEIEELET IR ATREL YD
Y —RIFLUTORYTY,

YIVI)—4% A7k ID -
MIB J'IL—T 4
iso 1
internet 1.3.6.1
mib2 1.3.6.1.2.1
system 1.3.6.1.2.1.1
interfaces 1.3.6.1.2.1.2
at 1.3.6.1.2.1.3
ip 1.3.6.1.2.1.4
icmp 1.3.6.1.2.1.5
tcp 1.3.6.1.2.1.6
udp 1.3.6.1.2.1.7
transmission 1.3.6.1.2.1.10
snmp 1.3.6.1.2.1.11
rmon 1.3.6.1.2.1.16
dot1dBridge 1.3.6.1.2.1.17
ifMIB 1.3.6.1.2.1.31
entityMIB 1.3.6.1.2.1.47
radiusMIB 1.3.6.1.2.1.67
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

enterprises 1.3.6.1.4.1
ieee8021paeMIB 1.0.8802.1.1.1
lldpMIB 1.0.8802.1.1.2
rSvT4

coldstart 1.3.6.1.6.3.1.1.5.1
linkdown 1.3.6.1.6.3.1.1.5.3
linkup 1.3.6.1.6.3.1.1.5.4
authfail 1.3.6.1.6.3.1.1.5.5
newroot 1.3.6.1.2.1.17.0.1

topologychange
lldpremtableschange
[ldpxdcbx

1.3.6.1.2.1.17.0.2
1.0.8802.1.1.2.0.0.1
1.0.8802.1.1.2.1.5.6945.0

[B145€—F] Global Config £—F
SNMPV3 [281F5 MIB E 1a—1EHREHZRTELET,
BLE1—F&EE4#LDOMBEL—BHROBET. A—HITV)—4%

[&28A]

[REEH]

PNEBIEESNT:

MERYFET

56ROV ITV)—EREFESEL OV TV —EH/LA

MIB E2—1FHRERELLVEDEALGENETS,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X
— N
21.2 L RATLOTER
21.2.1 syslog server

[#88E] DRATLAVERDZEY—/\DEKE
[ FAMIE] PG-SW109-PY-SWB104
[AARK] syslog server <address>
[#F23>] <address>
‘IP7RLR
DRATLAVIER(AvE—V)ERETEY—/ D IP TRLRZRELET,
IEEAREAEHEIILLTOESY T,
1.0.0.1 ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
[E14EE—F] Global Config £—F
[EiEA] AT LAVIER(AvE—V)ERET I/ ERELET,
UTIC. VAT LRV EROHAFEERLET
1) syslog server <address>
THRELE IP PRLRADRRAMIZEELET
2) show logging syslog A<¥>FTHRRLET
[F&E] STPZ2ERALTLVSI5E . EERBNOEEFREICLELSETHEANMN SO, CORD
AyE—TEH—RIZ@EOTICHESNDZEDDAHYET,
[REER] SRATLOTERERZET DIV —N\ERELAVDLDEALEINET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.2.2 syslog pri

[#88E] SRATLATEROE NIRRT ZAA)T1DERE
[EAHE] PG-SW109-PY-SWB104
[AAERK] syslog pri <mode>
[#F+3av] <mode>
TIAF T4
AT LAVEREHNT ERMREGDTSAF Y T1%. UTOHMLIEEL
FY . BHIEETHEAE. """ (W) TRUYET,
-error
T544 T4 LOG_ERROR X RET HIEEITHELET .

~warn

547474 LOG_WARNING ZHRET DHRITHELET

*notice

T34F )T+ LOG_NOTICE R/ RET HIHEITHELFT

-info

TZ44) T4 LOGINFO 1 RET BIHEIIRELET
[E14EE—F] Global Config £—F
[EREA] AT LAVEREHENTEREREGDTSAF Y T14EIEELET,
[EE] DRTLATIEHRDIFEAEDNTSA4A41) T4 LOGINFO [ZHEESNET,

info ZIEELAEVNER . RETRTOATATINISNEFET,

[RE&EBE] errorwarn,info BIEESNIzBDEALLET,

syslog pri error,warn,info

Page 347 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.2.3 syslog facility

[#4E] SRTLATERDIFIITADHRE
[EAHE] PG-SW109-PY-SWB104
[AARK] syslog facility <num>
[AFL3av] <num>

IV T4

SRATLATERDIFIU)T4%.0~23 D 10 EHETHRELES,

[E14EE—F] Global Config —F
(B8] VAT LOTEROITI)T1EIRELET
[REGERE] 23 2IEELEDOEAESNETS,

syslog facility 23
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.2.4 syslog dupcut

[#8E] SRT LAV EROEE AV E—CHNDHRE
[#EFRA#E] PG-SW109-PY-SWB104
[AARRK] syslog dupcut <cut>
[AFLav] <at>
-yes
BRI AShI=AvE—UNEBLGE. B ALEE A,
*No
BEEFIVIETHT . TRTOAVE—CEHALET,
[B145€—F] Global Config £—F
[EREA] SRT LAY AV E—CEH DT HEE, BRIICH AL AV E—CLERLIBEICH AT
BMEINEIRELET
[REER] BEEFVIZTOLEVLDEAGEINET,

syslog dupcut no
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.2.5 syslog command-logging

[#88E] DRT LAY IEROATFRTEREL hDRE
[EAHE] PG-SW109-PY-SWB104
[AAFRK] syslog command-logging <mode>
[A#F<3v] <mode>
-enable
ARUFEITERE SATLATICHALEY,
-disable
AVURRITERESATLOJIZHALER A,
[B145€—F] Global Config £—F
[EREA] AVURRITEREATLOTIZR AT ENEINERELET,
[REEH] IVURETEEEZVATLATICHALBZVLDEALESNET,

syslog command-logging disable
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.3 BEIFZIXERR
21.3.1 time auto server

[#88E] FZIEBMDIRG T —/ DR E
[ FAMIE] PG-SW109-PY-SWB104
[AHF=K] time auto server <address> <protocol> [<interface>]
[#F23>] <address>
IPv4 PRL R
BZIIEREREL TS Y —/ D IPv4 TRLRZEELET
IEEAREAEHEIILLTOESY T,
0.0.0.0 (DHCP H—/\ M BEFHENEHTFLRZEA)
1.0.0.1 ~ 126.255.255.254
128.0.0.1 ~ 191.255.255.254
192.0.0.1 ~ 223.255.255.254
224.0.0.1 ~ 239.255.255.254 (RILFF ¥ RLFRLX)
255.255.255.255 (FA—R ¥+ X R 7KL R)
IPv6 7EL R
B ZIIEREIRMLTULD Y —/\D IPv6 PRLREIEELET
IEEFRELERE I LT DEBYTY,
it (DHCP H—\D B EHESNBTRLRZEHER)
222~ feTF:FFFEFEFF-FEFF:FFFF: FFFF: FREF: FEFF
fec0:: ~  feff:FFFF:FFFF: FREF: FEFF FFEF: FFFF: FFFF
<protocol>
FERATEHTArILERELET,
-time
TIME FOraL(TCP) 2 ERT S HEITEELET .
-sntp
&% NTP ZOR3)L(UDP) 2 ERAT HI5&ICIRELET .
-dhcp
DHCP H—/\h BRSNS TIME FOba/LE =X/ 5 NTP [HELVvET,
<interface>
SNTP H—/N\TRLRELTRILFF Y RALTRLR, £ 70— FF v XL7RLR%E
FRTRHGEIC. BEXDAU2TI—REEELET,
[E1#£E—F] Global Config E—F
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[EZLE]

[EE]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

Kzl —/ \DIEHRERELETT .

time auto server M<address>THEE L =B %R 5 —/ M5, <protocol>THEEL =
TOraLEERALT, BBMICHRIZRELET .

AIATURD <address> EYILFHFYRARTRLAD, TA—RF YA FPRLRATHREETHED
H& (& <protocol> IZ1F sntp ZHEREL. <interface>ZERE L TZELY,

<protocol> 2 dhep ZHEEL. EHD AR T —ATDHPP IS4 7 UMM EMELTLSBE. &
FIZZIELT= DHCP H—/ DEHREMALETT . Ff=. IPv4 £ IPv6 D DHP 547U b ELIZENE
LTWBIHEE. IPv4 O DHP H—/ROFEREFEALET

BEE® IP 7FL X% DHCP TEBL. TIME H—/\E KU SNTP H—/\D IP FRL X%

DHCP H—\MBEHRICHEOT ICEAE THRET S5E . BERIRARE [ YED
BYRZIRENKRRTHENBYFET .

H.IPv6 PRLRIZDHPP H—/ "\ EHMENSTFLREZFERAT HEELLIIGE.

show running-config AR THRRENSD <address> (& “0.0.0.0" IZHYET,
BERZIEELTHENLDEAEEINET,
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.3.2 time auto interval

[#88E] K& EER D B 8155 E MR DR E
[EAHE] PG-SW109-PY-SWB104
[AFAFK] time auto interval <time>
[#FLav] <time>
R ERTE T SHEREEELET
- start
BREARY Y ELIERHZREY—/\OF7RLX%E "0.0.0.0" ZERELTLVSI5E DHP 7RLR
MGRIC—ELT. BZIERERTET OERITHEELET .
JiilG
FrzlEHERET HMERE. 0 W ~KK 10 BOEHEATHEELFET .
B, d(H). h(E). m(5). s(B)DENAIEIRELES
[B145€—F] Global Config £—F
[EREA] BYRZIERET SHRERELES .
[REER] RIREY—\ZERTLIHEEET. EREAREYMIFELERZIRGY—/\OTRLR%E "0.0.0.0" I
ELTWSIHES DHP 7L ARGRIC—ELTRZIERRE T 2LDEALBINET,

time auto interval start

5.4
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.3.3 time zone

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

BrZIERD A LY — DETE

PG-SW109-PY-SWB104

time zone <offset>

<offset>

=N
REENMERTEIFMLY —UEEBELET,
GMT(TY =y R R ) Do DREZIRELFE Y . BATHERAT HHEI. 0900 ZHEEL
TLFEELY,

Global Config E—F

BLLT—VEHRELET

BALT—2ELT, GMT(T ) 2y DR R ) R ESN 2D EHEEINET

time zone 0
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[#8E]

[& FAsiE]
[AHBER]
[#Fav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.4 RAFT—ER—RIFHR

21.4.1 host name

RAT —AR—RERDRANE DERE
PG-SW109-PY-SWB104
host <number> name <name>
<number>
"EEES
RART—ER—REHRDERESE.0~99 D 10 EXRETHEELET .
<name>
-RANE
RAMEE BT, "(NATV), "(EVAFR) TERENS 80 XFLIAD
ASUI XFFITHEELET .
Global Config —F
AREEBER FITERSNIZHRRADRRAMEERANT —4R—X(ZERELFET
RANTF—AR—RIERORANBEHELEVDDEHGEEINET
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.4.2 host ip address

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

RAT —ER—RIERD IP TRL ADERE
PG-SW109-PY-SWB104
host <number> ip address <ip_address>
<number>
"EEES
RAMT —AR—RERDERESE.0~99 O 10 ERIBETHEELES
<ip_address>
‘IP 7ELR
RALD IP PRLRZHEELET,
Global Config E—F
AEBEERTICHEKEINTIRRLD IP PRURERAMT —X—X[ZERELET .
RART—ER—RIEHRD IP TRLREFRELEVEDEATEINET,
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21.4.3 host ipb address

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

RART—AR—RIERD IPv6 7FL ADEKTE
PG-SW109-PY-SWB104
host <number> ip6 address <ip6_address>
<number>
"EEES
RAMT —AR—RERDERESE.0~99 O 10 ERIBETHEELES
<ip6_address>
IPv6 7EL R
RARD IPv6 FRLRZRELET
Global Config E—F
AEBERTICHERINIARRLD IPV6 FRLRERRAMT —2R—RIZRELET .
RART—ER—RIEHRD IPv6 FRLRZHRELEVEDERAEEINET,
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21.5 A5 Ta1—)LIER

21.5.1 schedule at

[#t8E] SATLRTCaA—ILOBEEEIVURORE
[ FAMIE] PG-SW109-PY-SWB104
[AHAFERK] schedule <number> at <day> <time> <command>
[#7<3a>] <number>
ATOa—VERERELET,
RTVA—LEERES
Rroa—ILERESE.0~19D 10 ERETHEELET .
-any
RERADRT V21— LERBSEHRALTEREELEY .
no IXURCTEEZHIBRT ARICIEES HETS—ITRYET,
<day>
o= A7Ua—)LOERTEFELIEBBEE. 1~31 O 10 ERETEELET,
(EH RTPa—LOERTERF-IEHBEREZ. LTORMSIEELET .

sun HEER

mon AEH

tue KEEH

wed JKEEH

thu REH

fri ol =]

sat THER

BHOEBHEEETAHEE. " (hU7) TRYI>THRELET .
-any
RTOa—LORTAEFEERAKRBEBERETIERICHEELET,
<time>

- RITHE

ETTELEE.DE.0~ID LD 10 ERIETIHEELES
(51: 0635 = AT 6 B 35 5. 2330 = & 11 B 30 43)
<command>
ET9HaYUFXFIIEREELET,
-reset
REZTHEFIIERITHEELES,
-reset config1
BREE | ITUYBZATEHESTOBEICHEELET,

*reset config2
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BRER 2 IYIVBR CBREHTHIBAICIEELET.
ERUNDITURERELSESOEEIRIESNEFR A,
[E14EE—F] Global Config E—F
[EREA] SRTLARTTa—IVERELET,
CORTD21— LIRS T, FBELHZIZaTUREEITLES .
[RBEE] R7P1—ILERERELLEVLDEAEINET,
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21.5.2 schedule syslog

[#RE] VRATLRTDA—IVDYRTLOTH AT EDHE
[EAHE] PG-SW109-PY-SWB104
[AABK] schedule <number> syslog <syslog>
[A#F<3>] <number>
AToa—VERERELET,
R UA—LERES
RTV1—VERESE.0~19D 10 ERIETHEELET,
-any
RKEADRT 12— LVERBSEFERLTEREELFY .
BT DRI Da—ILEEBNBENEITBELTZEN,
no IXURCTEEZHIBRT ARICIEES HETS—ICRYET,
<syslog>
-yes
AVURERTEOE NEL AT LOY TITEAITIEELET,
‘no
ARURETROHAZV AT LAY TIHENEEITEELET,
[E14EE—F] Global Config —F
[E4EA] AT a—VICE S TREBISN AT VRN AT DA E—%  VRATLATITH AT S
MEIDEHRELES
Rroa— ) TREYTHIAVVFIMEESNTOSBRICETENT. BT HRT7V1—LEEBSIC
AT TA—LVEEBNMTOATOVENMES X BEEREABTLRTSNELE A
HETBRTV1—IVEBBSICRTDa—LEBEMTONSEFTMILY BREENBTLRTIND
FIIRYFET,
[REEER] IVURERTHOBAZIXTLOTIZHALEVWEDEALESINET,

schedule <number> syslog no
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21.6 RMON 1&#R

21.6.1 rmon alarm sampling

[#8E]

[& FAsiE]
[AHBER]
[AFLav]

[EhEE—F]
[EEA]
[ZEE]

[REERF]

RMON 75 —LD 75— LFIHHIERRE
PG-SW109-PY-SWB104
rmon alarm <index> sampling <variable> <interval> <type>
<index>
‘RMON 75—LEZ
RMON 75—LEEDBELESZ 1~64 D 10 ERTHEELEY .
<variable>
‘RMON 75— Lx &4 T Oz 7 b ERIF
REFTvI%1T5 MIB DA T IMERFE 1~63 XFLURADRYMERF1F,
XFIITHEELET
<interval>
*RMON 75— LBREF v /@
REFYIET>RRERERE 1 #~43200 ROEETHEELE Y,
BAIE, h(F). m(2). () DENDZERELF T FELTOHRERREER L.
1s~43200s. Tm~720m. Th~12h TY,
<type>
RMON 75— LRBHEF v I AREH/ELES
-absolute
RAEBEZEEMESLRLES.
-delta
BAEELAEF I IROEOESZRIELLRLET.
Global Config ®—F
RMON 75 —LDBHEF v IMEA T IMDIEE . FrvVRER. FryvIARDEREETVET.
*RMON # e {E RLLME & (& (snmp rmon off) . KR EIXEHNTT,
-<variabale>ITHEE T 57 T O VMR FIE LTFDEAT DA T/ NERIFOAIEERRETT o
- INTEGER
- Integer32
- Counter32
- Counterb4
- Gauge32
- TimeTicks

REEERIT. TI—LARNVFDERETVERE A,
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21.6.2 rmon alarm rising-threshold

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[En4EE—F]
[EEA]

[EE]

[REEH]

RMON 75—L® L HREDHE

PG-SW109-PY-SWB104

rmon alarm <index> rising-threshold <threshold> event <event_index>

<index>

‘RMON 75— LEZES
RMON 75—LEEDNBELESZE 1~64 O 10 EHTHELET .

<threshold>

‘RMON 75—L®D L AFE

TI—LXEROLEAREDIEE 0~4294967295 D 10 EHTHEELET .

<event_index>

‘RMON 75 —LA Rk
EABREZBAFICERT IV EDEREFESLLT, "Mmon event"ITU R D
RMON ARV ERESE 10 EHTHELET .
HESNEERBSHALGWNEE . 753—LARVMIERShER A,

Global Config ®—F

RMON 75—L®D EARIEDEEIEELET

"rmon alarm sampling" THEE L= ERF T/ DIEARITU R TREL-REULTHY.
D HIEFVIROELZBBL TV B EIEELI-ARUMERLET,

*RMON #gE% {3 LALLM E 1L (snmp rmon off) , AR FE (XEHTT .
sARIARURIZRYTS—LARVMERREHEF T O IMDF /BN ARIT R THREL:
"<threshold>"&"rmon alarm falling-threshold"a< > F CHEE L1z"<threshold>"%# FE %% T
AMOLEABMETS—LARVEDERKITITOER A,

-clear statistcs AT RICKVIEEHERD VI TEINFFER . HEA T IbD MIB EAV) TS
0 IZR-M=15E(E. MIB {EDQ LRZBBLI-GE LRARDOTRNELDT-0 ., BiEZEBBL-E
SN B EENHYET,

REERIE, TI—LARVFOERETVER A,
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21.6.3 rmon alarm falling-threshold

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[EE]

[REEH]

RMON 75— LD T AREDRE

PG-SW109-PY-SWB104

rmon alarm <index> falling-threshold <threshold> event <event_index>

<index>

‘RMON 75— LEZES
RMON 75—LEEDNBELESZE 1~64 O 10 EHTHELET .

<threshold>

*RMON 75—L DT A RiE
To5—LAEDTAREDEE 0~4294967295 D 10 EHTHEELET .

<event_index>

‘RMON 75 —LA Rk
THBREZBAFICERTIINVIDOEERFESLLT, "Mmon event"ITU R D
RMON ARV ERESE 10 EHTHELET .

HESNEERBSHALGWNEE . 753—LARVMIERShER A,

Global Config ®—F

RMON 75 —LDTARENEEEELES .

"rmon alarm sampling" THEE L= RF T/ DIEARITU R TREL-BRIEUTTHY.

MO, HIEFIVIRDEZREDERICHEELANVNELERLEY,

*RMON #geZ{ERLLME & (& (snmp rmon off) . KR EIXEHNTT,

sARIARURIZRYTS—LARVMERREHEF T O IMDF /BN ARIT R THREL:
"<threshold>"&"rmon alarm rising-threshold"3 <> F CHeE L 1="<threshold>"%# E[E5FE T
AMOTABMETS—LARVEDERKITITOERA,

-clear statistcs AT RICKYHEEHERD VI TEINFFER . HEA TS IbD MIB EAV) TS
0 ICR-=15A1EX. MIB ED LREEBLIISE ERBRDKRVEGSHT-0, FEiEZEBLI-L
SN B EENHYET,

REEHIE, TI—LARNVEDERETVER A

Page 363 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.6.4 rmon event type

[#RE] RMON A R b DB EDRE
[ER#IE] PG-SW109-PY-SWB104
[AA®HK] rmon event <index> type <type>
[#FL3av] <index>
‘RMON A RULEEES
RMON AR EEDBLESZE 1~64 D 10 EHTHEELEY .
<type>
CDARUNTS—L)DBEMFEEEBELET
*log
ARNUrDOOTEELET,
-trap
"rmon event community" CHELzIZ2 =T & %D SNMP FRRMIHL T
Y TERELET.
*log-trap
AR rDOOSEFHL. A D, "rmon event community" CEELI=O231=FT18 %
D SNMP RRMIHL TSy T &2 ELFET
[E14EE—F] Global Config —F
[ExEA] RMON A R+ DB EDREEITVET
EE] -RMON #8E% [ FALAZLMG & [ (snmp rmon off) . AR EIXESHTY
[REBEEEE] RFBEFRIE. ARVEDBEMFENREINGEVLDEHGEINET,
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21.6.5 rmon event description

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[St8A]
[xE]
[REERF]

RMON A R b DEREAX DERE
PG-SW109-PY-SWB104
rmon event <index> description <description>
<index>
‘RMON A RUERES
RMON AR EEDBLESZE 1~64 D 10 EHTHEELEY .
<description>
*RMON A~ +DERBAX
ARVEDERBA (AR MRBRIZET H5AE)E 0x21,0x23~0x7e O 127 XFLIRAD
XFITHELEY,
(AAAEERXFO—EIZTDOWTIE, a9 FA—H—XHMFESELTZAWY)
Global Config —F
RMON A XU DEBAXDEEETVET .
*RMON #ge%{# LA E X (snmp rmon off) , AR E (XEHNTT .
RBERIL, RAXDREZLLENEDEALT

Page 365 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.6.6 rmon event community

[#RE] RMON AR rDIAZ2 =T 1%
[EFAH#4FE] PG-SW109-PY-SWB104

E

%I:l"

[AARHK] rmon event <index> community <name>
[#FL3av] <index>
‘RMON /RUINEEES
RMON ARV EEDBLESE 1~64 O 10 EHTHELES
<name>
“TRAP BEIAZ2 =T 1%
YT BERBEDR YT I YN ET SIS =T18% 1~32 XFTHELET,
AREEE(L. "rmon event type" THEE LT=A N B A iE M trap, log-trap DEFIC
BHTHY. UTOBEICASYTOREEELET,
- SNMPv1/v2c fi FRES
ARETHELIZA=T8 A "snmp manager"|ZFRESN TLSIHE
- SNMPv3 fE FRBF
ARETHELIZ2 =T 48 A "snmp user name"IZFRESNTLSBE
[E14EE—F] Global Config —F
[EREA] YT BEBED RS YT IR IMIEE T S IZa=TABF 1V RBEEELET .
[EE] *RMON #gE%{# LALLM A 1L (snmp rmon off) , AR FE (KBTI,
[RFERF] RBEFE, IZa=TABERELEVDDEHLENET,
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21.7 Dtk

21.7.1 addact

[#8E]

[& FAsiE]
[AHBER]
[#Fav]

ARURRITFHDRE
PG-SW109-PY-SWB104
addact <index> <date> <command>
<index>
‘BHRES
ATURERITFHEBROBRESEIRELEF S 4T 0 EHREL TS,
<date>
-EITHE
avURETERZE. yymmddHHMM O X TIEELET .
yy BEEDOT 2HZEELET . BE 2036 FETHEETEEY .
mm A% .1~120 10 EHETEELET,
dd BfH£E.1~310 10 EBETHEELET .
HH BffEiZ.0~23 @ 10 EHETIEELET .
MM 5%, 0~59 @ 10 EHIETHEELET
<command>
EITYHIVUEXFIEREELET,
-reset
RETHEDITHESICEELEY,
-reset config1
BHER 1 ITHVBATEESIAEEICEELEY,
-reset config2
BHER 2 ITOVBATHESIAEEICEELEY,
ERUNDITUREIEELIGEDBERRIEShEE A,

[E14EE—F] Global Config —F

[EeA]
LxE]

[R1TH1]

[REEH]

ARURRITFHERELES .

UTICS, RTDa—)LiREICE>Tav IR ERIT T HIGEEDFEBEEZRLET,
-HEORFRIZELGGEELTZELY,

-EHERZIC, FEDOEBREZALTENTZEN,

LIFICC199F 1 A1 H FRT2 8 ITHBRER 2 ITUYBATHED T IEEORENNE

RLET,
(config)# addact 0 9901010200 reset config2

(config)#

ARVEDERTFRETOLBVLDEABINET,
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21.7.2 mflag

[#RE] CERFOTADEAEDHKE
[EAHE] PG-SW109-PY-SWB104
[AAFK] mflag <mode>
[A#F<3v] <mode>
-on
(EZERANRT—RIZLBAT A EHATHIESIIEELET .
-off
CEFERANRT—RIZLBAT AV EEETHEEICHEELET .
[B145€—F] Global Config £—F
[EREA] CERFOTAVEHATINEINERELET
[REBEERE] (EFRANRT—FICEBATIVEERTTDLDEHEEINFET,
mflag off
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21.7.3 hostname

[#t8E]
[&FAsiE]
[AA]

AEREDBTDHRTE
PG-SW109-PY-SWB104

hostname <name>

[#F+3>] <name>

[B1EE—F]
[EeeA]

- B FR
AEEBDEE. 0x21,0x23 ~0x3e,0x40~0x7e M 32 XFELAD ASCI XFFITIEELET,
ASCI 3X=Fa—F 0x22 (") I BBETHIIFHRETEET,
ASCI 32—k Ox3F(?)IX"CTRL+V " TERETEFE TS
Privileged Exec E—F
AEBEDRHERELET,
ARIATURTHRET HL &L SNMP TEAT S MIB £ sysName ELTHERTHIEN
TEET, TDIF A, snmp agent sysname AYRTEHREL TS sysName ZHIBRLTHLIET
AITURTERELIZARRAME D sysName ELTHERASINET .
AR E snmp agent sysname ARUREERYNT—UEEEL TEEOBEEEHYEE
AP VT —IDEE L RLEMITH—FHETT,
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21.7.4 serverinfo ftp

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

FTP H —/\#REDERE
PG-SW109-PY-SWB104
serverinfo ftp ip <mode>
<mode>
-on
FIP H—/\taeZBMICLET
-off
FTP Hr—/\#REEZIELET,
Global Config E—F
FIP H—/\EREZ BT AN EIHERELET .
FIP B —/\BBEZ BT HEALENEFT,

serverinfo ftp ip on
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21.7.5 serverinfo ftp ip6

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

FTP 4 —/\#EED IPV6 DERTE
PG-SW109-PY-SWB104
serverinfo ftp ip6 <mode>
<mode>
-on
FTP H—/\HEBED IPV6 ZHHNITLET
-off
FTP H—/\HBED IPv6 ZFILLET
Global Config E—F
FTP H—/\#4BED IPv6 ZHR-T oM EINERELET
FTP H—/\#EEED IPV6 ZBRNCT HEALENET,

serverinfo ftp ip6 on
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21.7.6 serverinfo ftp Ffilter

[#8E] FIP 4 —/\BEIS T 27 T —2av I VAR TE
[EAHE] PG-SW109-PY-SWB104
[AARRK] serverinfo ftp filter <count> <action> acl <acl_count>
[A#F<3>] <count>
TNV ERES
TANBI T DBEEERT EEESE.0~I D 10 EHETHEELES,
BEEIBEN/NEVDALNLIYSMEEEEZRLET,
<action>
TANR) T EHIC—BLI-IS S DEEEIEELE T,
-accept
ZET BT UNEEBLET,
“reject
ZEYH/N\TUNEENLET,
<acl_count>
AL ERES
FERTSHAL EEZNESZ. 10 ERETHEELET.
fEELT=<ad_count>D AL BNEBRSNTULVEWEE . TOITIILIAERITEMELY.
BRINFT,
FTIVr—2av T4 ATIR AL DL TOEREFEALET,
-ip
EIET IP FRLRERRVEVMID HEFEALETS
ipENBRESNTVVEWMES ., TOTILIEERITEHELGY . BHEENET,

*ipb
FEETT IPv6 PRLRETL IV I RRDHEFALET,
ip6 fEAERESNTULVELMES. IPV6 (TR DI ERIEEMELY ., |BRINET,

[E14EE—F] Global Config —F
[EREA] FTP H—/\#EBEICR T BT T —2 3 dq LB R ELET,
[REBER] FIP H—\BEEISHTET7 TS —2a0 I L EERELEVWEDEALENET,
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21.7.7 serverinfo ftp filter move

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

FTP Y —/\BREICR § 27 TV 7 —2ar D4 LADBEIRF D EE

PG-SW109-PY-SWB104

serverinfo ftp filter move <count> <new_count>

<count>

HRIINBI VT ERES
BEIEFEEET DIV ERBESERELET,

<new_count>

"BERRIANBI T ERES
<count>IZx T AHLLMNERFZ. 0~9 D 10 EBIETEELET,
YTICCHERESER OEBNFAEIHEEE. TOERDHNHEASNES,

Global Config ®—F

FTP H—/\BBEICR § 27 T —2av 4L ADBEIEFEERBLET,
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21.7.8 serverinfo ftp filter default

[#8E] FIP H—/\HBEICR S 27 T —2av T4 AD T I+ LN EIERR E
[BFRAKE] PG-SW109-PY-SWB104
[AARK] serverinfo fep filter default <action>
[AFav] <action>
FIP H—/\BEICH T HE DT TV r—2av T4 ET—TILITH
—HLh ot b EESRSIDERELET,
-accept
ZETHNTUNEBBLET,
“reject
ZBTHNTYNEERLET,
[B145€—F] Global Config £—F
[EiEA] FIP H—/\BEICA T HE DT TV r—2av T4V AT—T LI —EL g A of=
EEITNT IR EESRINERELET
[REBEERE] EDTTIVT—2av I NET—DIICE—BLEW ATy NI BEBLET,

serverinfo ftp filter default accept
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21.7.9 serverinfo sftp

[H8E] SSH FTP H—/\#EED & E

[EAHE] PG-SW109-PY-SWB104

[AARRK] serverinfo sftp ip <mode>

[A#F<3v] <mode>
-on

SSHFTP H—/\tEREZAMICLET .
-off
SSH FTP H—/\BREZZIELE T,

[B145€—F] Global Config £—F

[EREA] SSH FTP H—/\HEEE BT DM EIHNERELET
AREEE D off, WD, serverinfo sship AU RDERED off DIFE . sftp V5147
MoD IPvh TRLRATOEBKERTEREINES,
AERTED off, MD. serverinfo sship AXURFDEREHD on DIFE. sftp V54T 2k
MoD IPvE PRURTOEGERIZ/SRT—RAALIEZHEITERINET,

[F&E] AREEZANCT 5L AEEERBABS LU reset AV REFTHFIC SSH AR MREER%E
AR HEIIRY, B+ ~BODNERMBEELES,
SSH /R R M EBEERD AR M TE T LI=dH &I sftp R TETHLSITHYET,
ssh B LU sftp HEEEZ T R T off DR TAREEZEEIL TABEEZHHICLI:
HEICH SSH ARRMREEREZERL . M+ H I DNERFHEELET ., TDHE.
Ty AVERAA LT I RET HLEFENDNEBICEETIENEZONFET DT,
TEBEEEL,

[RERTEBF] SSHFTP —/\MEEEEHRNT DEALSNET

serverinfo sftp ip on
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21.7.10

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[EE]

[REEEF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo sftp ip6

SSH FTP Hr—/\BEBED IPv6 MERTE
PG-SW109-PY-SWB104
serverinfo sftp ip6 <mode>
<mode>
-on

SSH FTP Hr—/\#&8ED IPv6 =B ICLET,
-off

SSH FTP H—/\#4HBED IPv6 ZFIELET
Global Config E—F
SSH FTP H—/\HEBED IPv6 ZBMIZT EMESIMERELET
AEEE D off, D, serverinfo ssh ipp AT FDERTEM off DIHFE. sftp VZ/4 Tk
MoD IPv6 TRLRATOEKERTETEINES,
AERTE D off, AD. serverinfo sshipp AT FDEREH on DI/ E. sftp Y5147k
MoD IPv6 TRLRTOEFEERIE/SRT—FAALIEZHEIERINET,
AEBREEZANCTHE REBETRIBARS S reset AT FEFTEFIC SSH AR MRS
AR HEIIRY, B+ ~BODNERMBEELES,
SSH 7RRMRIEBED ERMSE T LIz &I sftp E{TEALSITHRYET,
ssh B LU sftp HEEEZ T R T off DR TAREEZEEIL TABEEZHHICLI:
HEICH SSH ARRMREEREZERL . MMM D ONERHEELE T, TDHE.
Ty AV ERIALT I RET DHLE, (EOOLEBICHETHIENBERAONET DT,
TEBEEEL,
SSH FTP H—/\HEBED IPv6 ZH BT HEALTEINET,

serverinfo sftp ip6 on
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21.7.11

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo telnet

TELNET H—/ B DR E
PG-SW109-PY-SWB104
serverinfo telnet ip <mode>
<mode>
-on
TELNET H—/\tEREZAMICLET .
-off
TELNET ¥ —/ "\t aeZfFIELE T,
Global Config E—F
TELNET H—/\$&REZ BRI T AN EIMNERTELFT
TELNET H—/\HEEEEB RS HEALBINET

serverinfo telnet ip on
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21.7.12

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo telnet ip6

TELNET - —/\#BED IPv6 DERE
PG-SW109-PY-SWB104
serverinfo telnet ip6 <mode>
<mode>
-on
TELNET H—/\tEREZAMICLET .
-off
TELNET ¥ —/ "\t aeZfFIELE T,
Globa | Config —F
TELNET —/\BEBED IPv6 ZHRNCT EDEINZERELFET
TELNET H—/\#4BED IPv6 ZAMICT HEABEINET

serverinfo telnet ip6 on
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.7.13 serverinfo telnet filter

[#4E] TELNET S —/ M BEISH 9 27T ) 7 —2av T4 L BERE
[EAHE] PG-SW109-PY-SWB104
[AARK] serverinfo telnet filter <count> <action> acl <acl_count>
[A#F<3>] <count>
TNV ERES
TANBI T DBEEERT EEESE.0~I D 10 EHETHEELES,
BEEIBEN/NEVDALNLIYSMEEEEZRLET,
<action>
TANB) T EHIC—BLI-IS S OEEEIEELE T,
-accept
ZET BT UNEEBLET,
“reject
ZEYH/N\TUNEENLET,
<acl_count>
AL ERES
FERTSHAL EEZNESZ. 10 ERETHEELET.
fEELT=<ad_count>D AL BNEBRSNTULVEWEE . TOITIILIAERITEMELY.
BRINFT,
FTIVr—2av T4 ATIR AL DL TOEREFEALET,
-ip
EIET IP FRLRERRVEVMID HEFEALETS
ipENBRESNTVVEWMES ., TOTILIEERITEHELGY . BHEENET,

*ipb
FEETT IPv6 PRLRETL IV I RRDHEFALET,
ip6 fEAERESNTULVELMES. IPV6 (TR DI ERIEEMELY ., |BRINET,

[E14EE—F] Global Config —F
[EEA] TELNET H—/\BEEI Tt T 37 T —2av I4 VA% B ELET,
[REXTEEE] TELNET H—/ BEEICHT BT TUS—2 a0 LA ERELEWED EAEENET,
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21.7.14

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo telnet filter move

TELNET H—/\HEREICR S 27 TV —2ar I LA DB EIEFDER
PG-SW109-PY-SWB104

serverinfo telnet filter move <count> <new_count>

<count>

HRIINBI VT ERES
BEIEFEEET DIV ERBESERELET,

<new_count>

"BERRIANBI T ERES

<count>IZx T AHLLMNERFZ. 0~9 D 10 EBIETEELET,
YTICCHERESER OEBNFAEIHEEE. TOERDHNHEASNES,

Global Config ®—F

TELNET H—/\HEREICH T 67 TV r—2av IV AN B EIEFREERELET .
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21.7.15

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BIfEE—F]
[EeA]

[RE&EH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo telnet filter default

TELNET Y —/ \EBEICR S 27 TV —2ar T4 LD T 74 LA BIERRTE
PG-SW109-PY-SWB104
serverinfo telnet filter default <action>
<action>
TELNET H—/\HEREISH T HEDT TV r—2av T4 LB T—TILIZH
—HLah o\ Ty EESBINEIRELET .
-accept

ZET BT VNEEBLET,
“reject

ZET BT VNEEMLET,
Global Config E—F
TELNET H—/\HEREICH T HEDT TV —2ar T4V ET—T VI — BN o1
EEITNTIREESBOINERELET
EDTIVr—2av T4 EAT—TIVH—BLEL AT yNEBBLET

serverinfo telnet filter default accept
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21.7.16

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[EE]

[REEEF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo ssh

SSH BY Ao H—/\BEEDERE
PG-SW109-PY-SWB104
serverinfo ssh ip <mode>
<mode>

-on

SSHRT Ao H—N\HEEEERMIZLET,

-off

SSH O A4 —/\HEREZFIELET
Global Config E—F
SSH AT A — /I \BBEZ BT DD EIDEHRELET,
ARE&E D off, D, serverinfo sftp ip AT FDEREM off DI/ A . ssh V54 F ok
MoD IPvh TRLRATOEBKERTEREINES,
ARERTEM off, D, serverinfo sftp ip ATV RDREH on DB S ssh 9517k
MoD IPvht TRLURTOEREERIE/SRT—FAALIEZHEIERINET,
AEBREEZANCTHE AEBETRIBRARS S reset AT FEFTEFIC SSH RR MRS
AR HEIIRY, B+ ~BODNERMBEELES,
SSH 7RRMREEBED ERMSE T LI=H &I ssh #E{TEDLSITHYET,
ssh B LU sftp HEEEZ T R T off DR TAREEZEEIL TABEEZHHICLI:
HEICH SSH ARRMREEREZERL . M+ H D ONERHEELET ., TDHE.
TV VBRI LT I RETEHEENDUBICEETEIENEZSNET DT,
TEBEEEL,
SSHRT ALY —\EEEEAMNCT HEALTEINET,

serverinfo ssh ip on
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21.7.17

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[EeeA]

[EE]

[REEEF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo ssh ip6

SSH O5 A2 H—/\#EEED IPv6 DERTE
PG-SW109-PY-SWB104
serverinfo ssh ip6 <mode>
<mode>

-on

SSH BT A2 H—/\BEBED IPv6 ZHBMIZLET,

-off

SSHRT A2 H—/\HEEED IPv6 ZFLLLET
Global Config E—F
SSH AT A —/\BEEED IPv6 ZHMIZTEMESIMERELET,
AEEE D off, D, serverinfo sftp ipp AT FDERTEM off DIFE . ssh V9S4 T Uk
MoD IPv6 TRLRATOEKERTETEINES,
ARERTEM off, D, serverinfo sftp ip6 AR DERTEM on DIFE . ssh 7547k
MoD IPv6 TRLRTOEFEERIE/SRT—FAALIEZHEIERINET,
AEBREEZANCTHE RAEBETRIBRARS S reset AT RFEFTEFIC SSH AR MRS
AR HEIIRY, B+ ~BODNERMBEELES,
SSH 7RRMREEBED ERMSE T LI=H &I ssh #E{TEDLSITHYET,
ssh B LU sftp HEEEZ T R T off DR TAREEZEEIL TABEEZHHICLI:
HEICH SSH ARRMREEREZERL . M+ H D ONERHEELET ., TDHE.
Ty AVERIMALT I RETEHE | EHODOUEBICEETIIENEZSNET DT,
TEBEEEL,
SSH BG4 —/\HEBED IPv6 Z BT 2EHHEINFET,

serverinfo ssh ip6 on
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21.7.18

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]
[EEA]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo ssh Filter

SSH H—/\HEREICH T 57 TV r—2ar T4 LAHRTE

PG-SW109-PY-SWB104

serverinfo ssh filter <count> <action> acl <acl_count>

<count>

TNV ERES
TN T DBREEERT ERESE.0~9 D 10 EHETHEELES .
BEEIBEN/NEVDALNLIYSMEEEEZRLET,

<action>

TANR) T EHIC—BLI-IS S DEEEIEELE T,

-accept
ZET BT UNEEBLET,

“reject
ZEYH/N\TUNEENLET,

<acl_count>

AL ERES

FERTHALERDESE. 10 ERETHEELEY,
fEELT=<ad_count>D AL BNEBRSNTULVEWEE . TOITIILIAERITEMELY.
BEAINTS,

TIVr—2av T4 TIE AL DUTOEREFEALETS .

-ip

BEIETT IP FRLRERRVEVNID A EFERALET
ipENBRESNTVVEWMES ., TOTILIEERITEHELGY . BHEENET,

*ipb
FEETT IPv6 PRLRETL IV I RRDHEFALET,
ip6 fEAERESNTULVELMES. IPV6 (TR DI ERIEEMELY ., |BRINET,

Global Config —F

SSH 4 —/\EBEICR T 27 T r—2av J1LBERELET .

AFEREIL. SSH AT A —/\BEEEEB KU SSH FTP H—/ \BBED M A IS L THERERYET,
SSH O A 24—/ \BHE. SSH FTP 4 —/\HBEICENENBLDTAIILEREET D LT
TEFEE A,

SSH H—/\BBEIZxt T 27 T —2a TV AERELEVWEDEAHINET,
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21.7.19

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo ssh filter move

SSH 4 —/\HBEICH I BT TV r—2ar I LA B EIRFDEE

PG-SW109-PY-SWB104

serverinfo ssh filter move <count> <new_count>

<count>

HRIINBI VT ERES
BEIEFEEET DIV ERBESERELET,

<new_count>

"BERRIANBI T ERES
<count>IZx T AHLLMNERFZ. 0~9 D 10 EBIETEELET,
YTICCHERESER OEBNFAEIHEEE. TOERDHNHEASNES,

Global Config ®—F

SSH H—/\HEREICH T BT TV r—2ar T4V ADBRIEFEEELET
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21.7.20

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BIfEE—F]
[EeA]

[RE&EH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo ssh filter default

SSH 4 —/\HREICH S BT TV r—2ar T4V BDT I+ L BIEERE
PG-SW109-PY-SWB104
serverinfo ssh filter default <action>
<action>
SSH H—/\HEBEISH T HEDT TV r—2av T4 T—TILIZE
—HBLGD =TI EESROINEHRELES .
-accept
ZET BT VNEEBLET,
“reject
ZET BT VNEEMLET,
Global Config E—F
SSH H—/\HEREISH T HEDT TV r—2av T4V ET—T LI —ELIGgM ot
EEITNTIREESBOINERELET
EDT IV r—2av TV ET—T LIS —BLAN T YNEEBLET

serverinfo ssh filter default accept
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21.7.21

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo http

HTTP o —/\HEEE DR E
PG-SW109-PY-SWB104
serverinfo http ip <mode>
<mode>
-on
HTTP 4 —/\BEREE R THICLET .
-off
HTTP Hr—/\#REZZIELET
Global Config E—F
HTTP H—/\EREZ BT M EIHNERELET .
HTTP H—/\EEEE B M HLAHESNFT,

serverinfo http ip on
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21.7.22

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo http ip6

HTTP 4 —/\HEEED IPv6 DEXRE
PG-SW109-PY-SWB104
serverinfo http ip6 <mode>
<mode>
-on
HTTP 4 —/\BEREE R THICLET .
-off
HTTP Hr—/\#REZZIELET
Global Config E—F
HTTP H—/\{&HED IPv6 ZH T HEMEINE/RELET .
HTTP H—/\HEBED IPv6 ZB/ RN T DEHEENET,

serverinfo http ip6 on
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.7.23 serverinfo http filter

[#4E] HTTP H—/\BBEICH T 27 Ty —2av I LA E
[EAHE] PG-SW109-PY-SWB104
[AARRK] serverinfo http filter <count> <action> acl <acl_count>
[A#F<3>] <count>
TNV ERES
TANBI T DBEEERT EEESE.0~I D 10 EHETHEELES,
BEEIBEN/NEVDALNLIYSMEEEEZRLET,
<action>
TANR) T EHIC—BLI-IS S DEEEIEELE T,
-accept
ZET BT UNEEBLET,
“reject
ZEYH/N\TUNEENLET,
<acl_count>
AL ERES
FERTSHAL EEZNESZ. 10 ERETHEELET.
fEELT=<ad_count>D AL BNEBRSNTULVEWEE . TOITIILIAERITEMELY.
BRINFT,
FTIVr—2av T4 ATIR AL DL TOEREFEALET,
-ip
EIET IP FRLRERRVEVMID HEFEALETS
ipENBRESNTVVEWMES ., TOTILIEERITEHELGY . BHEENET,

*ipb
FEETT IPv6 PRLRETL IV I RRDHEFALET,
ip6 fEAERESNTULVELMES. IPV6 (TR DI ERIEEMELY ., |BRINET,

[E14EE—F] Global Config —F
[EEA] HTTP H—/\#EEIZR T 27 T —Sar J4 LB ERELET,
[REEER] HITP H—/\HEEIZH T B T7 U —2av IR ELEVED LA EENET,
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21.7.24

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo http filter move

HTTP H—/\HEREICHR S 27 TV —2ar 1 LA DEBEIEF DEE
PG-SW109-PY-SWB104

serverinfo http filter move <count> <new_count>

<count>

HRIINBI VT ERES
BEIEFEEET DIV ERBESERELET,

<new_count>

"BERRIANBI T ERES

<count>IZx T AHLLMNERFZ. 0~9 D 10 EBIETEELET,
YTICCHERESER OEBNFAEIHEEE. TOERDHNHEASNES,

Global Config ®—F

HTTP H—/\EREICH T BT TV r—2av I LD B EIEFEZEELET .
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21.7.25

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BIfEE—F]
[EeA]

[RE&EH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo http Ffilter default

HTTP H—/\EREICHR S 27 TV —2ar 4L DT 74 LA BIEERE
PG-SW109-PY-SWB104
serverinfo http filter default <action>
<action>
HTTP H—/ BB T HE DT TV r—2av T4 VB T—TILITH
—HLah o\ Ty EESBINEIRELET .
-accept
ZET BT VNEEBLET,
“reject
ZET BT VNEEMLET,
Global Config E—F
HTTP S —/\EREICH T B EDT TV r—2ar T4 L ET—T LT — Bl ot
EEITNTIREESBOINERELET
EDT IV r—2av TV ET—T LIS —BLAN T YNEEBLET

serverinfo http filter default accept
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21.7.26

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo https ip

HTTPS o —/\HEEEDERE
PG-SW109-PY-SWB104
serverinfo https ip <mode>
<mode>
-on
HTTPS H—/\tEREZAMILET
-off
HTTPS Hr—/ ¥ REZZIELETS,
Global Config E—F
HTTPS H—/\BBEZ A MIZT M ESIIEERELET,
HTTPS S —/\BEEEE B AT D EHESNET

serverinfo https ip on
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21.7.27

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo https ip6

HTTPS 4 —/\t#&HED IPv6 DEXTE
PG-SW109-PY-SWB104
serverinfo https ip6 <mode>
<mode>
-on
HTTPS H—/\tEREZAMILET
-off
HTTPS Hr—/ ¥ REZZIELETS,
Global Config E—F
HTTPS H—/\{#HED IPv6 ZHRT HMEIMER/ELE T,
HTTPS Hr—/\#4BED IPV6 T/ T DEHEINET,

serverinfo https ip6 on
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.7.28 serverinfo https filter

[#8E] HTTPS Y —/ \EEEISH T 27 T —2ar T1LADHRTE
[#EFRA#E] PG-SW109-PY-SWB104
[AARRK] serverinfo https filter <count> <action> acl <acl_count>
[A#F<3>] <count>
TNV ERES
TANBI T DBEEERT EEESE.0~I D 10 EHETHEELES,
BEEIBEN/NEVDALNLIYSMEEEEZRLET,
<action>
TANR) T EHIC—BLI-IS S DEEEIEELE T,
-accept
ZET BT UNEEBLET,
“reject
BT BN YNEERLET,
<acl_count>
AL ERES
FERTSHAL EEZNESZ. 10 ERETHEELET.
fEE LT=<acd_count>dD AL AEBENTLVEWMES . TOTAIILEAERIEDELY, BREEINFET,
TIVr—2av 4L ATIE AL DUTOEEREZHERALET .
-ip
EIET IP FRLRERRVEVMAD HEFERALET .
ip EANRESNTIVVEWNGEE ., ZOTAIIERIFENELLGY ., BRENET,
-ipb
EIETT IPV6 TRLRETL IV IRRDAEERLET
ip6 EEARESNTLVELMER. IPV6 ISR T BT IERITEN LY, BEShES,
[E14EE—F] Global Config £—F
[&t8A] HTTPS H—/\BREISH T 27 T —2av (LA R ELET .
[REXEEF] HTTPS U —/\BEEISHT BT TV —2av DL ERELEVNLDEABINET,
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21.7.29

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo https filter move

HTTPS H— /RIS 87 TV 7 —2av (LA DBEIEF DEE
PG-SW109-PY-SWB104

serverinfo https filter move <count> <new_count>

<count>

HRIINBI VT ERES
BEIEFEEET DIV ERBESERELET,

<new_count>

"BERRIANBI T ERES

<count>IZx T AHLLMNERFZ. 0~9 D 10 EBIETEELET,
YTICCHERESER OEBNFAEIHEEE. TOERDHNHEASNES,

Global Config ®—F

HTTPS H—/\BEREICH T BT TV —2av I LD BEIRFEZLEELES .
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21.7.30

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BIfEE—F]
[EeA]

[RE&EH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo https filter default

HTTPS 4 —/ \HREISH T 2T TV 7 —2ar T4V EDT I+ LA BIERE
PG-SW109-PY-SWB104
serverinfo https filter default <action>
<action>
HTTPS 4 —/ BB T HE DT TV r—2av T4 VB T—TILIZH
—HBLGD =TI EESROINEHRELES .
-accept
ZET BT VNEEBLET,
“reject
ZET BT VNEEMLET,
Global Config E—F
HTTPS H—/ \EEICR T B EDT TV r—2av T4V EAT—T LIS —BLIEh o= &&I
INTIPEEROINERELET .
EDT IV r—2av TV ET—T LIS —BLAN T YNEEBLET

serverinfo https filter default accept
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21.7.31

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo sntp

SNTP H—/ \HEREDERTE
PG-SW109-PY-SWB104
serverinfo sntp ip <mode>
<mode>
-on
SNTP o —/\BREER/AITLET
-off
SNTP Hr—/\HREZEZIELET
Global Config E—F
SNTP H—/\HREZ BT D EINERELFET,
SNTP H—/\HEREZHMIT HEAGEEINET

serverinfo sntp ip on
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21.7.32

[#28E]

[ FR#iE]
[ABRH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo sntp ipb

SNTP H—/ #HED IPv6 DERTE
PG-SW109-PY-SWB104
serverinfo sntp ipb <mode>
<mode>
-on
SNTP o —/\BREER/AITLET
-off
SNTP Hr—/\HREZEZIELET
Global Config E—F
SNTP H—/ \HEHED IPv6 ZHHNT HEMEINERELET .
SNTP H—/\HEED IPv6 ZBHNCT HEALENFET,

serverinfo sntp ip6 on
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.7.33 serverinfo sntp filter

[#8E] SNTP H—/ B REICH T 27 T r—2av I LA E
[EAHE] PG-SW109-PY-SWB104
[AARRK] serverinfo sntp filter <count> <action> acl <acl_count>
[A#F<3>] <count>
TNV ERES
TANBI T DBEEERT EEESE.0~I D 10 EHETHEELES,
BEEIBEN/NEVDALNLIYSMEEEEZRLET,
<action>
TANR) T EHIC—BLI-IS S DEEEIEELE T,
-accept
ZET BT UNEEBLET,
“reject
ZEYH/N\TUNEENLET,
<acl_count>
AL ERES
FERTSHAL EEZNESZ. 10 ERETHEELET.
fEELT=<ad_count>D AL BNEBRSNTULVEWEE . TOITIILIAERITEMELY.
B\HEINFT,
FTIVr—2av T4 ATIR AL DL TOEREFEALET,
“ip
EIET IP PRLRERRIVEYMADHEFERALET
ip EAFRESNTIVEWNGEE ., ZOTAIIIERIFEELLGY ., BREENET,
-ipb
EIETT IPV6 PRLRETL IV IRRDAEERALET
ip6 EENRESNTLVELMESR. IPV6 ISR T BT IERITENELGY, BESNET,
[E14EE—F] Global Config —F
[EeA] SNTP H—/ M REICHT BT T —2av T LAERELET .
[REXEEF] SNTP Y—/\BEEISHT BT TV —2av IV AERELEVL D EATENET,
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21.7.34

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo sntp filter move

SNTP H—/\BBEICH I 7 TV r—2ar D4 LA BREIRFDERE
PG-SW109-PY-SWB104

serverinfo sntp filter move <count> <new_count>

<count>

HRIINBI VT ERES
BEIEFEEET DIV ERBESERELET,

<new_count>

"BERRIANBI T ERES

<count>IZx T AHLLMNERFZ. 0~9 D 10 EBIETEELET,
YTICCHERESER OEBNFAEIHEEE. TOERDHNHEASNES,

Global Config ®—F

SNTP H—/\HEREICH T 5T TV r—2av J(LADBEIEFEERELET .
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21.7.35

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BIfEE—F]
[EeA]

[RE&EH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo sntp filter default

SNTP H—/\BBEICH I BT TV r—2ar T4 BD T I+ LA BIEERE
PG-SW109-PY-SWB104
serverinfo sntp filter default <action>
<action>
SNTP H—/\HEBEICH T B EDT TV r—2av T4 LB T—T LR
—HBLGD =TI EESROINEHRELES .
-accept
ZET BT VNEEBLET,
“reject
ZET BT VNEEMLET,
Global Config E—F
SNTP H—/\HEBEICH T HEDT TV r—2ar T4V ET—T LIt — BN o1
EEITNTIREESBOINERELET
EDT IV r—2av TV ET—T LIS —BLAN T YNEEBLET

serverinfo sntp filter default accept
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21.7.36
[#aE]

[ERiE]
[ABRR]
[AFLav]

[E11EE—F]
[EEA]

[EE]

[RE&EH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo https certificate common-name

HTTPS U —/\EEEDFEBAE DR E

PG-SW109-PY-SWB104

serverinfo https certificate common-name <name>

<name>

FEBAE® Common Name % 64 XFLANTHELFET .

Global Config E—F

HTTPS H—/\#REA R 1TI S B EIBAE D Common Name ((N) #EZELET,
AREFIEREREZRELEZHE, KEEDEUMNEEREBROBIRAZITICEISEISTRBRENET,
HTTPS H—/ \#EREF| FRREIZ (&, HTTPS H-—/3@ URL % Common Name [ZERELTLEELY,
BENSNEVMER . TSN LDEERIZIS—H UXT—=U T IS5 BERBYET,
AROAVURRTRICIIURERITLIZHEE  save LT YN HETRENRBEINEE A,
EELZA Common Name &AYET,
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21.7.37

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo time ip tcp

TCP (2K % TIME H—/ \HEEEDERTE
PG-SW109-PY-SWB104
serverinfo time ip tcp <mode>
<mode>
-on
TCP 2k 5 TIME H—/\EEE B/ RICLET,
-off
TCP [2&% TIME H—/\EREEFILLET
Global Config E—F
TCP 12K TIME H—/\BEREE BT EIMNEINERELFT
TCP 125 TIME H—/N\HREEFIIT HEHTENET

serverinfo time ip tcp on
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21.7.38

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo time ip6 tcp

TCP 124 TIME H—/\HEED IPV6 DEETE
PG-SW109-PY-SWB104
serverinfo time ip6 tcp <mode>
<mode>
-on
TCP 2K TIME H—/ B2/ HICLET
-off
TCP [2&% TIME H—/\EREEFILLET
Global Config E—F
TCP 125 TIME H—/\tEED IPv6 ZBRNCT HOMEINEHRELFET
TCP (2K TIME H—/ \EEED IPV6 2B RICT HEAHEINET,

serverinfo time ip6 tcp on
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21.7.39

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo time ip udp

UDP [2&% TIME H—/ & BEDERTE
PG-SW109-PY-SWB104
serverinfo time ip udp <mode>
<mode>
-on
UDP 2% TIME H—/\EBEEZBHICLET,
-off
UDP (23 TIME H—/\#gEE =L LET,
Global Config E—F
UDP [2&% TIME H—/N\HEEZERIT 2D EINERELFT
UDP [2&% TIME 4 —/\EBEE AR T D EALTENETS,

serverinfo time ip udp on
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21.7.40

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1FE—F]
[BtEA]
[REERF]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo time ip6 udp

UDP I2&% TIME 5—/\HHED IPv6 DEEFE
PG-SW109-PY-SWB104
serverinfo time ip6 udp <mode>
<mode>
-on
UDP 2% TIME H—/\EBEEZBHICLET,
-off
UDP [2&5 TIME Hr—/\#eZ = IELET .
Global Config E—F
UDP (2% TIME B—/\HERED IPv6 Z AT EMEINERELET
UDP [2&% TIME H—/ \HEEED IPv6 2B T HEAHEENET,

serverinfo time ip6 udp on
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

21.7.41 serverinfo time Ffilter

[#8E] TIME Y —/ \EEEISR T 7 TV —>ar I(LARTE
[EAHE] PG-SW109-PY-SWB104
[AARK] serverinfo time filter <count> <action> acl <acl_count>
[A#F<3>] <count>
TNV ERES
TANBI T DBEEERT EEESE.0~I D 10 EHETHEELES,
BEEIBEN/NEVDALNLIYSMEEEEZRLET,
<action>
TANR) T EHIC—BLI-IS S DEEEIEELE T,
-accept
ZET BT UNEEBLET,
“reject
ZEYH/N\TUNEENLET,
<acl_count>
AL ERES
FERTSHAL EEZNESZ. 10 ERETHEELET.
fEELT=<ad_count>D AL BNEBRSNTULVEWEE . TOITIILIAERITEMELY.
B\HEINFT,
FTIVr—2av T4 ATIR AL DL TOEREFEALET,
“ip
EIET IP PRLRERRIVEYMADHEFERALET
ip EAFRESNTIVEWNGEE ., ZOTAIIIERIFEELLGY ., BREENET,
-ipb
EIETT IPV6 PRLRETL IV IRRDAEERALET
ip6 EENRESNTLVELMESR. IPV6 ISR T BT IERITENELGY, BESNET,
[E14EE—F] Global Config —F
[EeA] TIME H—/ BRI T 7 T —2av DA LB ERELET
[REXEEF] TIME 9 —/\EEISRT 27 TUT—Lav IALAERELEVDDDEAEESNET
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21.7.42

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo time filter move

TIME H— /RIS 27 TV —2av T4 LA DBEIRFDEE

PG-SW109-PY-SWB104

serverinfo time filter move <count> <new_count>

<count>

HRIINBI VT ERES
BEIEFEEET DIV ERBESERELET,

<new_count>

"BERRIANBI T ERES
<count>IZx T AHLLMNERFZ. 0~9 D 10 EBIETEELET,
YTICCHERESER OEBNFAEIHEEE. TOERDHNHEASNES,

Global Config ®—F

TIME 4 —/\BREICH T BT TV —2av I L ADBEIRFEZEELET .
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21.7.43

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[BIfEE—F]
[EeA]

[RE&EH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

serverinfo time filter default

TIME H—/\EREISR S 57 TV 7 —2ar T4V EDT 74 L EIERRGE
PG-SW109-PY-SWB104
serverinfo time filter default <action>
<action>
TIME 4 —/\BEEICH T HEDT TV r—2av T4V ET—TILITH
—HLah o\ Ty EESTINERRELET
-accept
ZET BT VNEEBLET,
“reject
ZET BT VNEEMLET,
Global Config E—F
TIME 4 —/\BREISH T HE DT T r—2a2 D4V EAT—T LT —BLEMof=
EEITNTIREESBOINERELET
EDT IV r—2av TV ET—T LIS —BLAN T YNEEBLET

serverinfo time filter default accept
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21.7.44

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[BtEA]
[ZE]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

ssh client key dsa

SSH 21—+ /2B (DSA) DEXTE
PG-SW109-PY-SWB104
ssh client key dsa <line_number> <key>
<line_number>
TES
BOTESE.0 ~ 39 O 10 EHETHEELET,
<key>
X F S
##% Basebs B (+. /. =. A~Z,a~z.0~9)T. 72 XFLUATHEELET,
Global Config E—F
SSH 21—+ /A BA#E (DSA) % Basebs FeX T 1179 DERELET S
SSH 42 B (DSA) (& OpenSSH XX THAMBENHYET
copy AXURICEYI—HFREBOA DU AO—FEToBEICIE. KATUFDOFREF LEESNFET,
SSHIZ&BAT AU BEIZIE, /SRT—RIZKBRIAETVET
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21.7.45

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[BtEA]
[ZE]

[REEH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

ssh client key rsa

SSH 21—+ /2% (RSA) D ER TE
PG-SW109-PY-SWB104
ssh client key dsa <line_number> <key>
<line_number>
TES
BOTESE.0 ~ 39 O 10 EHETHEELET,
<key>
X F S
##% Basebs B (+. /. =. A~Z,a~z.0~9)T. 72 XFLUATHEELET,
Global Config E—F
SSH 21—+ /A BA#E (RSA) % Basebs BT, 1479 DRELET
SSH 22 B (RSA) 1% OpenSSH ¢ X THEOILEAHYFET .
copy AXURICEYI—HFREBOA DU AO—FEToBEICIE. KATUFDOFREF LEESNFET,
SSHIZ&BAT AU BEIZIE, /SRT—RIZKBRIAETVET
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

22 ESAUIFHRDETE
22.1 SAEHR

22.1.1 autologout

[##8E] A — LR ORHI0 Y 7 ) SRR ER TE
[BFRAKE] PG-SW109-PY-SWB104
[AAFE] autologout <time>
[#FYav] <time>
-SEH 057 o MR
VY=L TART AV LEFEIATURETATONGUOIREA L = &E 1538
Oy 7ot 5850 %. 0 #~86400 #:(1 B)D&EETEELET .
BEirlE.d(B). h(BF). m(5). s(B)DERDEEELET
0 BEIBELIGSIL. ®EINT 7O FERE A,
[B14EE—F] Line Config E—F
[EiEA] VY=L TR AU LzFFE<time>THELFRBRNICOATURETINGEA S HE.
BHIMICOT TS B BEIIEELET,
[XE] FTP/SFTP/HTTP/HTTPS M3&HIRYS 77 hERIZEE TEFE R AL LT D
BTEETY
FTP 1543
SFTP 1545
HTTP 10 43
HTTPS 105
[REER] BHOVTIISELEVLDOEALEIIET,

autologout 0s

Page 412 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

23 EE—FREaTURIA—SFIILEEITUR
23.1 E—FEEa<UF
23.1.1 enable

[#8E]

[& FAsTE]
[AHfH]
[#Fav]

[En4EE—F]

[&2eA]

EE]
[Ayt—]

Ei{EE—F% Privileged Exec E—KIZ9 5,
PG-SW109-PY-SWB104
enable [<user>]
<user>
-EEEL
HEBEF(T "admin” ZIEELIZLOELTEMELET,
User Exec E—F
E{FE—F% Privileged Exec E—FIZEELET,
INRT—FESRONETOTERE/ART—FEAALTIEEN,
TRTOEREEITUFEETTEDLLIITHYET,
Privilege Exec E—R T disable A< F$H AU M exit ATV REEITT DL,
User Exec E—FIZRYET
User Exec E—RTERELT= alias A< FDRNEIZ, Privilege Exec E—FIZ5IEMANEL A,

‘ Password: ‘

EHENRT—FEAALTLZEL,

‘ <ERROR> Authentication failed ‘
EEH/NRT—RFMNIELLL =8, Privileged Exec E—RIZHITTEEBATL=,
ELWEEE/NRT—FEANLTESEL,

<WARNING> weak admin password: set the password
ERENRT—FNRESNTOEE A,
EHENRAT—FEREL TS,

<WARNING> weak admin password: contain at least 8 characters
EEENRT—FN T XFLUTFTY,
8 XFULDEBEE/NRT—RFEHREL TS,

<WARNING> weak admin password: contain a different kind of character
EEENRT—FHBRFOH, FEHFOHTT .
EF HF . RSERETEEENNRT—FERELTZEN,

Page 413 of 702




[=1761]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

> enable

Password:

# exit

>
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

23.1.2 disable

[#85E] B{EE—K% User Exec E—KIZT %,

[EAHE] PG-SW109-PY-SWB104

[AARK] disale

[#Fav] %L

[E14EE—F] Privileged Exec E—F

[ERBA] E{EE—R% User Exec E—RICEEBLET,

[EE] User Exec E—FIZEE Lz & exit AT FEETTT B L. Privileged Exec
E—FRIZIFRSTICATTIMNFET,

[=4TH]

#disable

>
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

23.1.3 configure

[#88E]
B RAEE]
[AARE]
[AFLav]
[Bi{EE—F]
[EEA]

[EE]

[R=1TH1]

E1{EE—F% Global Config E—FIZ3 %,

PG-SW109-PY-SWB104

configure

7L

Privileged Exec €—F

E{EE—F#% Global Config E—RICEELET,

BRERIVVRERITTESLIIHRYEY,

exit AYURFE(F end ITUFEEITT S, Privileged Exec E—FIZRYFET,
BRERIVULERTT & FEOHEICAIRRBENET,

EEARICEO>TEL KERBOTRLABERGEERRT H=DIZL\ 2 ABE(FT71—R
POV L TEENBRUINDZEAHYET D TITEEZSN, FHllIE. TBRERITURET
FOEEIZOVWTIZSRLTZEN, £ OB ERESR I 5T VROV AT LERD
ERENHDESEIATURDIGE . AXRVRETIFEER T L THAIRNRMAETIS—(I45C
EDBYET, ZDHE . AVUFOERTERYESN . BREEFTEOIEE A,

#configure

(config)#
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

23.1.4 interface

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[REA]

[EE]

[R1TH1]

E{FE—F% Interface Config E—KIZF %,

PG-SW109-PY-SWB104

interface [<switch_identifier>/]<slot>/<port>

<switch_identifier>

-<switch_identifier> [ZFFEDRZYF I HETERZL D FETT A REVF U T HEEDBWNRED
VIR T TREREINET . R—FDIEEICERLEE A,
running-config 1Z1&. <switch_identifier> [Z hostname ASA->THERREN. save 3 5& startup-config
IZ save SNET,
startup-config = save SHf=EXFE D <switch_identifier> (XHEBIFFICERSIN. REIED
running-config [Z[&, ZDEFD hostname T <switch_identifier> ARRINET,
FRRZYF D THEEAAY  REVF U T HEEEBHICLIZIRD config ~ <switch_identifier> D&
DENFPHRNFRAEELEBTSNSARMENHYES

<slot>

‘AOVhES
AOVrEBELTOERELES,

<port>

-ether R—r &S
ether R—+&F 5% 10 ERIETHRELET .

Global Config E—F

E{EE—F% Interface Config E—RIZEELET,

AVBITT—RAERITVRMNEITTESLIITIEYET, Interface Config E—R T exit I/ REE

179 %&. Global Config E—RIZRYET .

BRERIVUNERTIHE ZEOBEICARRBRENET , EBABICE>TIE, EERED

DT RFLABHGEERBRT BTV ABIEA VT ZAN T IV LTRIEN RTINS E

AHYFET D TITERZE FHMIE. BRERIVRERTHROFEICT OV TIZSRLTE

S, F MOBRERZSHRT IV OIRTLERD LIRIEAH S L5EITURDHE.

ATURETRIEERTLCHAIRRBUEBETIS—ICALIELNHYET, TOHEE. ITUFD

RITERYESh . BRERIITEDIELE A,

(config)#interface 0/1
(config-if)#
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

23.1.5 interface range

[#t8E]
[&FAsiE]
[AA]

[AFLav]

[B1EE—F]
[EEA]

[EE]

[R1TH1]

BHR—NENRIZEEE—F% Interface Config E—FIZF 5,
PG-SW109-PY-SWB104
interface range [<switch_identifier>/]<slot>/<port>[-<switch_identifier>/<slot>/<port>]
[,<switch_identifier>/<slot>/<port>[-<switch_identifier>/<slot>/<port>]]
<switch_identifier>
-<switch_identifier> [ZFFEDRZVF I HETERZL D FETT A REVF U T HEEDEWNRED
VIR T TRIEREINET . R—FDIEEICERLEE A,
running-config [Z[&. <switch_identifier> 1Z hostname ASA->THRRSh. save F5& startup-config
IZ save SNET,
startup-config [Z save SHf=ERXFE®D <switch_identifier> (XEBIFFICERSIN. REIED
running-config [Z[&, ZDEFD hostname T <switch_identifier> ARRINET,
FRRZYF D THEEAAY  REVF VT HEEEBRICLIIRD config ~ <switch_identifier> D&
DENFPHRNFRAEEEBTSNSARMENHYES
<slot>
‘AOVhES
AOVrEBELTOERELES,
<port>
-ether R—r &S
ether R—+&F 5% 10 ERIETHRELET .
BHOR—IESERET DR " (hV?) TREYET, (£1:01,0/7)
BHOBSHEGEE. "(NATV)TREYYET ($51:0/1-0/8),
Global Config E—F
BEHR—IERRICEEE—RE Interface Config E—RICEBLEY , HHR—MIRIL. BB
AV BAIT—RAEEIAVVRNRITTESKSITHYET, interface Config E—F T exit AV R%ESE
179 %&. Global Config E—RIZRYET .
BRERIVUNERTIHE HEOBEICAIRRRENET , EBABICE->TIE, EERNED
DT RLRAEHGEERBRT =D ABIEAVET—ZAN T IV L TBEN RTINS L
AHYFET D TIERZSN, FHMIL. BREEIVFRTROBEICOVTIZSRLTE
S, F- MMOBRERESET IV PIRTLERD LIREAH D E5HITURDIEE.
AYURETFEERTLTCLARRBUETIS—IZGAIENHYET . TDHEE. ITFD
ETFRYESh, BRERIITEDhEE A,

(config)#interface range 0/4 - 0/9
(config-if)#
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

23.1.6 line

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[R1TH1]

Ay 4 EEE &R,
PG-SW109-PY-SWB104
line <type> <line> [<last_line>]
<type>
-console
console R—MBE T B EREITHEVET,
vty
telnet Br—/\EREICRET A EBRETHVET S
<line>
SAUES
AEETHHEICOZEELET,
<last_line>
RRIIVES
AEBTEEICOZEEELET.
Global Config ®—F
E{EE—K% Line Config E—RIZEELET,
22— )LIR—hAO telnet BT AR ER IV VR ERITTESLIITRYFET
AVY—ILR—NIBT B EREITEIHE . <type>5I18KIC console ZIEELET .

(config)# line console 0
(config-line)# autologout 10m

(config-line)# exit

(config)#
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

23.1.7 exit

[#t8E]
[&FAsiE]
[AA]

VEDEDOBEBOBMEE—FICRITS S, L. AT TIM D
PG-SW109-PY-SWB104

exit

[AFLav] #L
[EB14EE—F] User Exec E—F

[&2eA]

[EE]

[R1TH1]

Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config &—F
VEDEDRERDEMEE—FITHEITLET . User Exec E—RTIXAT 7 IMLET
BEEUTOLESYTT,

User Exec E—F

Privileged Exec E—F

€ 5 R

Global Config —F
Interface Config €—F Line Config €E—F T
AOTURIZRYBT T obLIzEE terminal REH KU User Exec E—FTERELT= alias
REIOY A VEFIZIE save IR URIZKYRELTH S terminal FREEFERALET
alias REFEBEEICLSHBRENMERASNES,

(config-if)# exit
(config)# exit
# exit

> exit

Login:

REFWESNFET
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

23.1.8 end

[#88E] E{EE—K% Privileged Exec E—RIZ¥ %,
[EAHE] PG-SW109-PY-SWB104
[A#AEHK] end
[#Fav] %L
[E14EE—F] Global Conifg —F
Interface Config E—F
Line Config E—F
[EREA] B)EE—R% Privileged Exec E—RIZRLET,
[=4TH]

(config)# end
#
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23.1.9 quit

[#4E] RIT7 I %

[EAHE] PG-SW109-PY-SWB104

[ABRHK] quit

[#Fav] %L

[EB14EE—F] User Exec E—F
Privireged Exec E—F

[Et8A] RT7INLES,

[R=1TH1]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

# quit

Login:
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23.1.10 do

[#2RE] EREEOTUNESST
[EAHE] PG-SW109-PY-SWB104
[AHAFK] do<command>
[#Fav] %L
[E14EE—F] Global Config E—F
Interface Config E—F
Line Config E—F
[EREA] BB ELEREHEITURERTLET,
[=4TH]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

(config-if)# do online ether

(config-if)#
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[#8E]

[& FAsiE]
[AHBER]
[AFLav]

[EEE—F]

[&28A]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

23.2 A—=FILEREITUR

23.2.1 terminal pager

R—Tr—EEDRTE

PG-SW109-PY-SWB104

terminal pager {enable|disable}

enable

R—UvHREEERALET.

disable

R—UviREEFERALEE A,

User Exec E—F

Privileged Exec E—F

Global Config ®—F

RO VBREEFERTOINEINERELET,

R—UpiEEZFERAT HIHEE . AV UFERTLIEEITTTUFDRTE S

N EEIRRENOXF—ANFLELGY, F—ANTHEZRRLEZY. R
RESHDIFSTHRRTHIENTEFT  AVUFORTEHAH 1 EEIC
WIEWEEIR F—ANFBICESTICaATURETIERTLET,

2L, —8OATUREIRREN S BELOH. SHDIF>TERRTEL
Mot=Y, F—ANFET I LUCHREFETRRINET,
R—Tr—EEFIT VR RTICHLTOABFH T, AU FHRHAGIH—E
TR, SIMEART. ARV BARTR)BREIHLTIIHELEE A
HARDEE YA XL 24 1780 M THAHEDEL TEMELET , BIE Y1 XA 24 17
80 #TLASL DIHA 1. terminal window I R CITHEMBEREL TS
S, BEELEWMERIFRROENET, telnet A ssh TAT AU LI5S

(. BEMNICITHEMBORESNF T, LLEERRTINENDEEF
terminal window IR TTEEMEERTEL TZELY,
F—AAFEDEE, UTOLIGTAV TR REINFET,

MORE(xx%):  (xx [E2ANA UK T 5RRF/NMBDENE)

Fr=&

MORE: (EDDIF>TERRTELNGS)
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

F—ANFERDANFT—LEBEDO—EZLUTITRLEY , ~x [& (TRL F—% 47
LGAS x F—&W I 2EE Mx [F ESCHF—2IHLTHD x F—% T IEEER

LTLET,

AhF— e
1234567890 T8 TES. BREE(LLTOX—ANAIC 1 LLEZEHETE)
C REFTRTE
f AF AV SPACE —EEETHEETHRAE (& DT X ER)
bABM~v  BS B EF = (EIEETHEIE (&P DT E) X1
z EEOTHEZEETRICEEL—B@mE
w —EEOTHEEETHRICEEL—EERER X1
jAJe"EAN | RETURN —TELFIEETHATE (TR TOITERR)
k~Ky"Y~P T —TFERFEEITHERR(IRTDITEERT) X1
d"D FEEOTHERETRICERELFE@EAE
u"uy FEEOTHERETRICEELFEESE X1
g< SHEEEFEFEETESUEBRT X1
G> REEBFLFEETESUERTE
BFgIE— B3R (FeE $E) X1
MR IE—r B (IR EHE) X1
n BEAMICERR %1
N HFAREICHERR X1
M-x X(EBIRUR)EEAL. REFTRELTER TLEL
r"RAL BIEERT X1
"G BRER (T ML BID)
hH NVTRR(F—NIUR—E
qQ~C ®T

X1 FRYTERBVRTODEETEMTY,

TESEEEISEE. EALTOTESEE

ELFET, AT —1ToEL TEEMHL L

HALESE. BELTIIEROTELTHRONET, £BETESIE 1 T,
BREBICETOVTRELTRIY A () FEIFVIRFIV )NRRESN . BFR/F—>
EFANTEDSSICHYFET . RBE/NFI—2IL 76 XFFETANTEET, BIEHTED 80 HTIRFED IS
B, BEMBULOBRRNI—VEANTHEBEERERRIMNENESTOT, BEERTETO>TS

=&,

BRERENE—VCHERATEIRRNFEZEUTICRLET . ENUNIETOXFEEERELET
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

HH®XF BEREAR
FED—XF
A 1758 (HoXFLMEHEHE THEA)
$ xR (HoXFLMEHEHE THEA)
¥ HEERIR (hOXFLEASHETER)
¥ HERT (thoXFLEAEHLETER)
¥x X (x [& <> LSDXF)

BRTROIM>HEE. RO XFINRERTINET,
BERETRONSHEMN>IBEEIE. UTOTOVTINRFENDD T, RETURN F—FAALT
FZEW, ARLHCEAALIBE L AT FHARRIFHEINET,

MORE : pattern not found (press RETURN)

BHRTLIIERIE. LT OLBTRVTEHRRRSNFET,
MORE(line 1-22/515 lines, 1428/33473 bytes, 4%):

FRYTCEHVLRTOGEIUTOLSHTOVTINRRSNET,
MORE(line 1-22 lines):

ab
BBk a EERLTES
b BEHE&XFTES
C 2RTH
d: e HAC RN
e: EXZVANE S

f: KRNI T D2 ENIHDEIE (d+ex100)
NIVTRREIZIE ALTREREZ, LTOTOVTINRFEINSD T, RETURN F—ZFAFALT
FZEW, ARL+CEAALIBE L, ATV FHARRNFHHENET,

MORE : help (press RETURN)
EETHA 3 ITUTOHEEER—SvEEXEBELE R A, £, BEHIEATOLTXFFI
DRIUTOGZERFRREMVEANET,
AT URIFEREEIVRTYI N, ERBEISATREL-NEL save 3
RUFERTT AL THAERRBRELTRET HENTEET . F-.
no AV VR THREZAIRT HENTEFT
RELEABRREXOT 7 IMFIRESNE T REIOT A VKICLREEZFIITT SI2IE save AT RERITLT
BEERELTIEEL,
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[REEH]

R=UvHEEFERALEVNLDEALTENET,

terminal pager disable

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

Page 427 of 702
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23.2.2 terminal window

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[En4EE—F]

[&2eA]

[EE]

[REEEF]

A—IF)VEE YA XDEE

PG-SW109-PY-SWB104

terminal window [column <column>] [line <line>]

column <column>

A—IFIILOEEHHZ 10 ERETHEELEFT,

line <line>

A—3IFIILOEEITHE 10 ERETHEELET .

User Exec E—F

Privileged Exec E—F

Global Config E—F

A—IFIIOEEYAXEEELET,

telnet HEfE° ssh HE DG S | HEHGEFOBEE Y A XL EFIC telnet 7547~
FO ssh V54T UM SREHMEINDZ—IFILOBEE YA XAHBMERSNET,
BHIEN=HEICKIATURCKIYER YA XZERBLGEE, RREBA
ERSNES,

ARITURTEREHIATURTY D, EBEISATHREL-NEIT save 3
TURERTTHETHEERERELTRET HENTEFEY, F-,

no AY VR THREZAIRT HENTEFT

BRELENBREXAY 7 IMFCREINF T REOT A VRIZHLEREER T HIZIE save IR UFEFEFTLT
BEERELTIEEL,

ELVEEY A XZEELLEASIHEE . IRV FANPITURETHRD
RRDENDIEDHYET,

A—IFI)LEEY A X% 80 H1. 24 TICTB1DEAHINET,

terminal window column 80 line 24
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23.2.3 terminal prompt

[#t8E]
[&FAsiE]
[AA]

[AFLav]

[En4EE—F]

[&28A]

AATBUTEDEE

PG-SW109-PY-SWB104

terminal prompt login "<prompt>"

terminal prompt user "<prompt>"

terminal prompt admin "<prompt>"

login

Oy AVBEDARNTAVTRERELET .

user
—RA—YISRATATAULIZEEDIARIFANT OV TN ERE
LEY.

admin
EEEYSATATAULIZEEDIARVRA DT AL TR ERELET,
<prompt>

ANTOUTEXFHNERELFET . &K 80 XFTY,

User Exec E—K(user 77> a>)

Privileged Exec E—F, Global Config E—F (login,admin,user 7>3>)
B4R T BEU ARVFANTAV T X FHEEELET .
XFHCZANEFENDIEEE. T TIVI+r—T—av (") TERAET,
TAVTEXFHIRICLUTITRT NV IRV ATHREDIRHEXFEED
& EDENIFRELEXFIICEESBRDOYES,

BT REAXFF
¥ BREZEI7MILED config2 D EET1HT config2
¥C BREEI7TANADES (1 £11F 2)
¥d BH(A/E BX)
¥h KRR ("M(EYAF)DFRTET)
¥H KRG (£T)
¥m Wigg
¥p DSRICHLETAV TR EBAXFED)
¥t B 7 (B %0 o=, 24 BERAH)
¥ B (B 5380 X, 12 BSREHI)
¥@ Bl (B2 NN fz=X. 12 BERAHI. NN:am A pm)
Yv I7—LIT7 N3y
¥w HBRE R E
vl BEES
¥¥ NP5y (¥)1 E

"Y' E, REEA onfigl OBHERFRTESL TLSSEE FMLRTEINT .
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[EE]

[REEH]

[R1TH1]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

YCDEODXFNEEDIZEIF. ZEMNDHEIRESNES,

config2 DR EEFR TEEIL TLDIZEE (L. "config2"HRF SN, "¥'D
BIAZEBTEWNMESICE. ZEA 1 2. BASIET,

"¥h'$B K U"¥H"IE, hostname ATV R TR ELIZRAME N RFIESNET,
"Yp'DIEETOTREUTITRLET .

R R gEIn I+
=By -1}
— a1 —¥ns /U >
EEEDT AU #

AARURILEREEITURTY N, EEEISATRELZNEL save 3
RURERTIHETRAERFERELTREI HENTEFY, Fi=,
no AX VR THREZHIBRT HENTEEY .

RELEAREAT 7 IOMFISRESNES . REIAT AU KICHREEAINITT HITIE save IRURERITLT

BEERELTIEEL,
UTZEHRETDLDEALEEINET,
terminal prompt login "Login: "
terminal prompt user "¥h¥c¥w¥p"

terminal prompt admin "¥h¥c¥w¥p"

# terminal prompt login "Welcome: "

# terminal prompt user "[¥!J¥h¥w¥p"

# terminal prompt admin "bank/¥C¥w¥p"
bank/1#
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23.2.4 terminal timestamp

[#88E] AR URRITHRRTHEEDRE
[EAHE] PG-SW109-PY-SWB104
[AHZ®K] terminal timestamp {enable|disable}
[A#F<3>] enable
aAVURRTEICABERTLET,
disable
AVURERTHICARERTLEE A
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F

[RREA] ORURERTIAEICOVURRITEBERTTANEINEEELET,
[EE] AOTURILERAETEITURTTN, BBEISATHRELI=ZAZEIL save O

YURERTTHLETHERERBRELTRET DTN TEET, =,
no AV R THREZHIBRT HENTEET,
BELEABREOTTIOMSCHESNTET . REIOT A UL EEAMITTHIZIE save ATURERITLT
BEEREFLTZEL,
[RBFERE] IVUFETHICARERIRLEVLOEAEINET,

terminal timestamp disable
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23.2.5 terminal bell

[#4E] BIETS—ALREDERTE
[EAHE] PG-SW109-PY-SWB104
[AARER] terminal bell {enable|disable}
[A#F<3>] enable
BUEIS—BICIHERNILERLLES,
disable
BEIS—HITHRNIVERLGLEEA,
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F
[EREA] LT OBEIS—ISHARNILERLSTHEINEHELET,
CRAXFH(1022 XF)EBATAALESELGE
CRAXFH(1022 XF)EBADMYF TEIToGE
FESTIEEAG OGS
[EE] AOATURIGERABTEITURTTN,. BBEISATHRELIZARAIL save O
TURERTTHETHEERFRELTRET HENTEFY, Fh-,
no AV R THREZHIRT HENTEFET,
BELENBEAY 7 IOMFICHEINFE T REOT A URICHLEREEA T HITIE save AT UFEEFTLT
BREETRELTZEL,
[REER] WRNILEELTIDEALGENET,

terminal bell enable
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23.2.6 terminal logging

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[E14EE—F]

[&2eA]

[EE]

[REEH]

AR URRITEEFRORE

PG-SW109-PY-SWB104

terminal logging line <line>

line <line>

ORURETEREITHE 0~100 O 10 £HETHEELET .

0#1EETHE ATUFEREELER A

User Exec —F

Privileged Exec E—F

Global Config E—F

AVUERITBETREEELET,

THEZERELIGE . BEEES CBEENBILSIERANET A, 0 HhoEHOL
ERIXBEESN 1 MoITAYET,

ARITURSEREHITURTY D, EBEISATHRELZNEIT save 3
RUFEETT AL THBERBRELTRET HIENTEET, Fi=.

no AV R THREZHIRT HENTEFET,

BELEABREOT 7 IMSCHRESNET  REOT A VECLEREEAMICT HICIE save ATUREETLT
BEERELTIEEL,

AVUERITBETRIC 24 TEEET HLDEALTENFT,

terminal logging line 24
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23.2.7 show terminal

[#88E] —IFILIERORR
[EAHE] PG-SW109-PY-SWB104
[AAFK] show terminal
[#Fav] %L

[EB14EE—F] User Exec E—F

Privileged Exec E—F

Global Config €—F

Interface Config E—F

Line Config E—K
[EREA] A—IFIIERERTLET,
[EE] AIYURGEREEAVURTY N BAERBFRELTRTIHED
TEET, FDB A, unning-config IFE—DRABNRFRENET,
BHERFEBRELTRTRLIGE(E, REEFRELMIERELLABETA
HZAAINTICRFINET,

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

[3=4741]
# show terminal
pager enable
window column 80 line 24
prompt login "¥p"
prompt user "@¥h ¥c¥p"
prompt admin "@¥h ¥c¥w¥p"
timestamp  disable
bell enable
logging line 24
#
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233 ORUFRITERE

23.3.1 show history

[#2RE] ARVERITEEDORT

[ FAMIE] PG-SW109-PY-SWB104

[AHFRK] show history [brief] [all]

[#F 3]  brief
ARVERITBREREEERATRTRLEY,
HELESEIZFEFERLTRRLET,
all
FTRTOAT AV ERTEFTLIAYUFOBEERRLET
HBLESE. AP0 AVERTEITLIZOY U FOBEEZRTLEY,

[Bh4E®—F] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—K

[EREA] AVUERITBEERTLET
—RA—FOSATRERPOT(VERD—B/I—FISATRITLIZATUR
ERITBRBEEIARTEN, BEBESETERITEYET,
EEEIIATE—BA—TISREEBEISATEITLLATURERITER
PRERENFET,
BEE—R ORISR PMOAT IV ERTHOITURETICEYR RSN
BOARUNBELNSH 156 BEES I ERTRTINET,
DINTARURRTBEEEHRETOTICIE, EEBESOERZICHR RSN
FI UTOVWTIADHETRREHEETEFET,
SCtr+P F—F = [E P F—TEDITERTL., BITF—ZIWLTATUFEERFTLET,
(Ctr+P F—F I F—TEDITERTL, WHCERLTANNBEHELE T,
SCtrl+P F—F (I F—TEDITERTRL. (l+U ZIWLTETICLTIEHAD
BEICBELEYS.

[(XE] BEESNH 32767 €HBASE. BT HNSLBEEESICRYETS .

!

# show history

09/08 16:26:39 * console 0 admin1 show system information
09/08 16:26:44 * console 0 admin?2 show date

09/08 16:26:47 * console 0 admin3 show history

# show history brief

1 show system information
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2 show date
3 show history
4 show history brief
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23.3.2 dear history

[##8E] ARVERITEEDHEE

[AHAERK] clear history [all]

[#EFAMIE] PG-SW109-PY-SWB104

[AFLav] all
FTRTOAT AV RBROITFETREEEHELET,
HBLESE. ERAPOOT A VEBRTEITLORUNERITBEZAEELES,

[B1YEE—F] Privileged Exec E—F

[EREA] ARVRRITBEEHEELTY,
all i ELBE . AV RITBEESIE 1 ITRYET . all ZHEELGL
58, IV REITEEES XERATFORROBEESDROEFESITHEYET,
B8, Al EHRELGTH, IR TORTEENEESNBSICEaTUREST
BEESE1ICRYET,

[=4741]

# clear history
#
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23.4 OAXVRFIAYTR

23.4.1 alias

[#8E]

[AHfH]
[& FAsTE]
[AFLav]

[EEE—F]

[&28A]

[EE]

[REERF]
[R1TH1]

ARURIAYT RIERDERTE
alias <alias> "<command>"
PG-SW109-PY-SWB104
<alias>
F 53 AT NI A)TRAE%E 80 XFLURATHEELEFY .
FBEXFEFREF. 2 XFRUREETF, BF . N(TV()ZEETEEY,
<command>
ARURIAYTRAERTLIEEICEE]A ST FRE LY
ARURA T avET TN IA—T—2av THRATIEELET,
" ERETHE EBMHIBREINET,
User Exec E—F
Privileged Exec E—F
Global Config —F
ATURBEVKDODDIARUFA T avEVEFEDICLTH AT UFELTHRELES,
A 30 HHERETEEY
BEBEHDIARVRIAITRBEEET DL, UHIDZEZMNEIRENIEELILOAVURARESNET,
BRELFITURTA)TREEIR RSN, ICICERATEET,
BELFAYURIA)TRERITTHE RELTH DAV EHLUPIATURF T a0
BEEMAONTATURAETINE T, ATV RETH. AYURIAYTRIHEITTA AL
FTLavE ARURIA) T REBERZ LAYV REELUA T av O®AITKE T TAALIZLD
ERGENET
AR URRITEEICEIR R IA) T REESBRA DDA NITNEDEFFEVET,
UTFISRTARURIA)TABIIBETETE A

exit, end, quit, up, top, delete, no, show, clear,

commit, discard, save, load, reset, moff
FRUNDBEITUREEITIURIAYTRBELTERFTHILETEFTA, BRLBEEITUR
DEBENELOTLEIDTIEELSZEL,
AATURITERBEEITUFTY A, EBEBEISATHRELARF savea YURERITTHILET
BRERRRELTRETDIENTEET, . n0 IRVRTHRELHIRT 2ENTEET,
— A HISRATHRELEZRNBIL. Y 7R enable a7 FETRICHEESN, RETHILIE
TEFEEA,
AL BB LEVEDEATINFET,

# alias history "show history brief"
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# history
1
2

alias history "show history brief"

history
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23.4.2 show alias

[#28E]

[AHRH]
[ A FE]
[AFLav]

[En4EE—F]

[&28A]
[EE]

[R=1TH1]

OARURIAYT A EHRD R R
show alias [<name>]

PG-SW109-PY-SWB104

L
FTARTOAIKRIA) T RIEHRERTLET .
<name>

BELLITURIM)TREDERERTLET

User Exec E—F

Privileged Exec E—F

Global Config E—F

Interface Config E—F

Line Config E—K

ARURIAI T RIEHRERTLET

AV URIELEREEIRURTI A BAERBHELTRITT HEBTEET,
ZDi5E&. running-config [FRI—DABNRRSINET,

# show alias

history "show history brief"
dsplog "show logging syslog"
# show alias history

"show history brief"

#
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23.4.3 clear alias

[#88E] ATURIAYT RIERD AR

[AHFERK] clear alias [<name>]

[#EFAMIE] PG-SW109-PY-SWB104

[#Fav] %L
FTRTOARFIA)T REREHIRLET
<name>
BELEITURIA)TREDEREHIRLET .

[Bh4E®—FK] User Exec E—F
Privileged Exec E—F

[ExBA] ARVRTA)T RAERERIBRLET

[F&E] AOATURITEREEITURTY A, noalias YR THIBRT 52EBTEET,
—RA—YHISRTHRELEZNBEIL. AY 7R enable AT FETHIC BEIN, RETHILIE
TEEE A,
[3=4741]
# clear alias history
# clear alias
#
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23.5 v RHE HRE

23.5.1 more

[#8E]

[& FAsiE]
[AHBER]
[AFLav]

[En4EE—F]

[&2EA]
[R1THI]

ARV DOHENEEEEMIZRTT S
PG-SW109-PY-SWB104

<command> | more

<command>

ETTHITUFEEELET .

User Exec E—F

Privileged Exec E—F

Global Config E—F

ARV OHNREREEEEMICKRTLEY,

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

# show running-config | more
interface CB3/0/1
type mirror port 0 2 rx
(BE)
telnetinfo autologout 5m
MORE(86%): (QZEANLTERTRET)
#
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23.5.2 tail

[#88E] ARUFHNORERAPERTIT S

[EAHE] PG-SW109-PY-SWB104

[AAERH] <command> | tail [<lines>]

[A#F+3v] <command>
RTTHATURERELET,
<lines>
RTTHITHE 1~1000 D 10 EHTHEELET
HIBEFE 10 ZIEELI=LDELTEMELET,

[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config ®—F

[EiEA] BELIZOYUREETL. TOIAVUROH ADKER D EIEELTHIZTRRLET,
BELIZOYUROHAMEELATRICHLGWNMEE X TR TOHANKRREINDZLIHEYET,
R—Ty(terminal pager AT FSB) N EHIEE (L. KaTUFD
HAFEELIZARUROHADKER D) ISHLTR—Sr A BELES,

[EE] ARURNRATXF (") DFTRICEEAXFEAALTLIZEN, AR NI TXFIF—ELMMEE
TEY . il ATV FERBIBEET HLEFTEFEE AL
THIX. HITXFETE 1 TELTHRFET . 1 THARVEA. BE L CIEEHITTRRSN,
BIMTHRELLTHEER LOITHN—BLLEWNEENHYFET .
HITICHRDO NN DAY RERELIBE . RIRFIRETLIEOLFESNEIEAHYFET .
AT URIE show AR VR D ESHERRATURITHLTEMELET
telnet IRV R D ESBHHITUFITHLTIEL, ARURDHEAEZDEET A THALET,

[=4TH]

# show logging syslog | tail 3

Dec 08 15:19:27 192.168.1.1: mstpd: Topology Change detected

Dec 08 15:19:47 192.168.1.1: sshd: generated public/private host key pair.
Dec 08 15:19:52 192.168.1.1: logon: login admin on console

#
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23.5.3 grep

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

[#85E] aARURHEADSHEELEXFEIEELTERTTS
[EFAH#4FE] PG-SW109-PY-SWB104

[A#ARHK] <command> | grep [invert] [around <lines>] pattern <pattern>

[A#F+3v] <command>

avURg

BRERRETHETIAIVFEERELES,

invert

BRERENI—VE—BLGASTERTLET,
arround ZEELTLWSIF R, BIRDITLRRINGRBYEY

around <lines>

BRFBE/NI—VE—HBLETORIBDITERTRLIZWLMESIC,
1~100 D 10 EHTHEELET,
BRLEBEIZIEIBRRNI— E—BL-TOHERRLET,

pattern <pattern>

BFE/NP—2%  0x21,0x23~0x3e,0x40~0x7e @ 80 XFLLAD ASClI I—KXEFIT

BELEY.

ASCI XFa—FK 0x22 (") (FBFETHNITHETEET .

ASCI 3XFa—FK 0x3F(?) [L"CTRL+V " TERETEET
<pattern>[CIFERKBBREIEE TEFE T, ERKRJRIC DOV TIFERBAZSRBL T ZELY,
BRBNRNA—VICEEANEFENDGEEIE. A TNIA—T—23 (") THAET,

[B14EE—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F

[EREA] BELEOTUFH AL HBELEXFIEETITERRLET,
<pattern>|CHEE AT REHR R/ NF—VE L TFICEBLET
FEEO—XFE—HBLFET,
A TEEE—ELFET,
$ IRE—ELFET,
¥(pattern¥) HE—BADXFIPERKRREVEFELDITIHROICENTEFET .
[list] NofIcEELEXFEOVWTANI—BLET,
[Mist] NodIZfEELE=XFUN—BLET,
* ERIDOERKBENEIRLGELA, 1 BILEHRBELESIZ—BLET,
¥{ny} ERIOERKREN n IHBALLIGEIT—HLET,
¥Hn ¥ BERTOERKREN n @ EHBLEGEIT—BLET .
¥{n,m¥} ERTOERREN n @ELE m BUTHRALLSEIC—KLET.
ZDMDXF TOXFE—HLET,
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[EE]

[R=1TH1]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

list] & [Mist] @ list BB CIF . U TFOXFRERLIEET LMW TEFET,
[[:alnum:]] FILIT7RYLE 0 EHFOVTAAE—BLET,
[[:alpha:]] FILITFRUEDOWFT D E—BILET,
[[:blank:]] EAXF(RAR—R ATEH) —HBLET,
[L:entrl:]] HEXFE—BLES,
[[:digit:]] 10 EHFE—HLET,
[[:graph:]] ENF RN DR R ATRELE X F (RR—R LR RATRETIET ALY &— 5
LET.
[[:lower:]] FILIFPRYLDINFE—BILET,
[[:print:]] FNF AT B 3CF (R SCF NN O XF) E—BILE T,
[[:punct:]] AFER(NF)E—BLET,
[[:space:]] AR—R AT BR—DE—HLFET,
[[:upper:]] FILIFRYLDRIFE—BLET,
[[:xdigit:]] 16 EHFLE—ELET,

ARUFDOHABRIZE TRIZEABNMFVTVRLDLHYFET
AREZDHIDXFINDINE—2TRET DL SFERRTERVNEZENHYFET

# show system information

Current-time : Wed Feb 25 09:30:27 GMT 2009

Startup-time : Wed Feb 25 09:02:28 GMT 2009

Hardware Version : C0-07

Number of ports : 18/8

Machine Model : PY (B Eth Switch/IBP 10Gb 18/8

ROM Ver. : 2.2

ASIC Firm Ver. : 090203PL2

Firm Ver. : V01.00 NYOO11 Mon Feb 23 18:51:52 JST 2009
Startup-firmware : switch_firm

Next-boot : switch_firm

Startup-config : Wed Feb 25 09:00:00 GMT 2009 config1
Running-config : Wed Feb 25 09:01:09 GMT 2009

MAC : 001742d10a80 Memory : 128MB

#

show system information M H#ERHA 5 THardware] XF3%
BREL. ROD o472 1 170028 %R,

# show system information | grep arround 1 pattern Hardware
Startup-time : Wed Feb 25 09:02:28 GMT 2009

Hardware Version : C0-07

Number of ports : 18/8

Page 445 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

23.6 O A5

23.6.1 show users

[#5E]

[ FR#iE]
[AHfEH]
[AFLav]

[EEE—F]

[&2eA]

[R1TH1]

A7 A EBDERT

PG-SW109-PY-SWB104

show users [all]

TL

AJA LTSI —FD—EEZRRLET,

AT AV ERICERLT1I— R T IEDHEELRRLET,
all

AT AL TWVEDERHRRLET

User Exec E—F

Privileged Exec E—F

Global Config ®—F

Interface Config £—F

Line Config E—F
AREEICOTAULTVSI—HFDEHRERTLET .

# show users

Line User Name Class Remote Host Since Idle

* 1 console 0 admin admin - 06/05.14:43  0:00:26

2 vty0 user user 192.168.10.20 06/05.14:44 0:00:05
(1(2) (3) (4) (5) (6) (7) (8)

# show users all

Line User Name Class Remote Host Since Idle

* 1 console 0 admin admin - 06/05.14:43 0:01:21

2 vty0 user user 192.168.10.20 06/05.14:44 0:01:27

3 vyl - - - 06/05.14:39  0:00:00

4 vty2 - - - 06/05.14:39  0:00:00

5 vty3 - - - 06/05.14:39  0:00:00

6 ftp0 - - - 06/05.14:39 0:00:00

7 sshoO - - - 06/05.14:39  0:00:00

8 sftp0 - - - 06/05.14:39  0:00:00

9 http0 - - - 06/05.14:39  0:00:00
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10 http 1 - - - 06/05.14:39
11 http 2 - - - 06/05.14:39
12 http 3 - - - 06/05.14:39

0:00:00
0:00:00
0:00:00

(1)(2) (3) (4) (5)  (6) (7)

(8)

1) ERFRTIoERY—Y
¥ RATUREERFTLEAT AU ERR,
2) AT AV RIRES
FHENFOT AV EARBESHH A0, BESEFER,
3) BT A ERA
https MIHE http EFRR,
4) 1—H%
AT AV LTWVBIEE. 0T (v1—HEERTR
AT AL TULEWNMES. -"ER T
5) #ERISR
AT A2 LTIWNSIBE . ERISRERTR,
AT AL TULEWMES. -"ER T
6) TR
ERP ORI ERT,
BRI FLTA—YRELTLVVELMEE TEER TR,
7) BT AU, Ez &, 0T 7O (A/B.FS)
8) HEIRVERERT (BERI:9:F)
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23.6.2 dlear line

[#4E] A5 A > B3 5 T

[EAHE] PG-SW109-PY-SWB104

[AHAFK] dearline <lines_number>
clear line <line_name> <line_number>

[A#F<3>] <lines_number>
show users AV R TRRSNDEAT IV EIRDBEEFE 10 EHIET
BELET,
<line_name>
show users AV R TRRENHOT AV EBRBERELES
HEETEDNTAVERBELUTISRELET,

A7 A ER4 FEA

console ALY —ILR— Mg

vty telnet &%

ftp fep Hedit

ssh ssh Hii

sftp sftp $E#5E

http http/https(WEB 7570 +) &t

<line_number>

show users AV R TRFRINDOT (U BIHKOT (U ERES
Z 10 EBIETEELES .
BETESOT AV ERES DEEAE L FISRLES .

RJ AU E#RE 074V ERES DHE
vty 0~3
http 0~3
Z D 0
[E14EE—K] Privileged Exec E—F
[EeA] BELEZOT AV ERERFIERL. 2—H0T 1oL TOSBEICF3EHIRIC
A7 IrESEES,

ERSNTUWVELR T AU EREIEEL-HEICETI—ITRYETS,
[AvtE—]

<ERROR> Invalid line
RE: EELEAY AV EREEHRSN TGO H I T
FEHATLE,
AL show line users AR TAY A A—H1FEHRERRL.
BEHhon (U EIREREL TS,
<ERROR> Your login line
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[R1TH1]
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[REA: clearline A< R T, BHOAT (U ERMSMIEESNT=F=60.
R TEERATL

*AL: clearline av R TIX, BEDAT AV ERIFIHELLENT
P23,

# clear line vty 0
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26 BV AT LBEBIURTRITUN
241 SRTLBRESIURRITUR

24.1.1 show system information

[#88E] B AT LBIRO TR
[ER#IE] PG-SW109-PY-SWB104
[AAERK] show system information
[T av] %L
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config E—F
Line Config E—F

[EREA] KLEDRHRNGL AT LIRE-FHRERRLET,

[E4741]
# show system information
Current-time : Wed Feb 25 09:30:27 GMT 2009 (1)
Startup-time : Wed Feb 25 09:02:28 GMT 2009 -(2)
Hardware Version : C0-07 ---(3)
Number of ports : 18/8 -—-(4)
Machine Model : PY (B Eth Switch/IBP 10Gb 18/8 ---(5)
ROM Ver. : 2.2 -~(6)
ASIC Firm Ver. : 090203PL2 ---(7)
Firm Ver. : V01.00 NYOO11 Mon Feb 23 18:51:52 JST 2009 ---(8)
Startup-firmware : switch_firm ---(9)
Next-boot : switch_firm ---(10)
Startup-config : Wed Feb 25 09:00:00 GMT 2009 config1 -—-(11)
Running-config : Wed Feb 25 09:01:09 GMT 2009 --(12)
MAC: 001742d10a80 --(13)
Memory : 128MB —(14)

1) Current time

RED B, BRSRRENET,

2) Startup time

REZEFL-AM. BZARTENET,
3) Hardware Version

EBEDN—RIITRBEARTINET,
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%) Number of ports

Fo) oG R— MR TV TV O R— MR RSINET,

5) Machine Model

REAMNRTENET,

6) ROM Ver.

ROM hRERAY xx.yy DX THASNET . xx.yy £ 10 ERIETRRINFET,

7) ASIC Firm Ver.

ASIC T7—L T THREA xxxxxxPly DX THRIRSNET . x B&Uy (T 10 EHIET
RRENFT,

8) Firm Ver.

T7—LITTHRED Vxx.yy DX TRREINET,

xx.yy [& 2 #7010 ERE TR TENFET,

9) Startup-firmware

EEILEI7— LD 7HEEDFERAA switch_firm . ehm_firm F7=(X ibp_firm ELTRRSNET,
10) Next-boot

RENEYERIZEENT S 77—LITTHEEDFERIA switch_firm . ehm_firm FfzIE ibp_firm &L T
RRENFT,

11) Startup-config

EEEPFICHEAAFNIBAERDRESNARN. BRUBLUT7MILE
PRERENFET,

12) Running-config

RAESEPOBRERZTRBLI-B . BRMNKRREINET,

13) MAC

MAC Z7RLRHY 12 #7016 EBIETRREINET

14) Memory

HEBICREINTODIARY A XNRFEINET,
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24.1.2 show system status

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[E11EE—F]

[St8A]
[R1TH1]

B AT LIFRO TR
PG-SW109-PY-SWB104

show system status

7L

MG AT LERERTLET
User Exec E—F

Privileged Exec €—F

Global Config ®—F

Interface Config £—F

Line Config E—F
EEBEOEMGL AT LIERERRLET,

# show system status

Current-time : Thu Dec 21 16:04:50 2006 (1)
Startup-time : Thu Dec 21 16:04:36 2006 --(2)
restart_cause : power on --(3)
machine_state - RUNNING --(4)
power_consumption (30W -—(5)

1) Current time

HED B

2) Startup time

VAT LDEE B

3) restart_cause

AT LEBER
UTDOYRTLEBEENRTEINET,

power on D BREBRAFEEVEYNRS9FRT
reset s reset AV RFIT

system down P DARTLEOURE

4) machine_state

FERE

RUNNING : BiER

EMERGENCY MODE : MERE—FTEMER

5) power_consumption

BEDHEESN
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24.1.3 show tech-support

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]

[&28A]

[EE]

BITERO—ERT
PG-SW109-PY-SWB104
show tech-support [detail]
7L
BRERTRLET,
detail
RREZHMERTLET,
User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

AEBOREFRCEBRAT ARG EBTIDELBERN—EFETRTINET,
B—IFIVYIRIT T DOHEAF v T FrifeaE AL T, AV RRTHOH HNEEZRE

LTLEELY,

R—TwHEEE (terminal pager enable AT RSB)NEMTE, RATUFOHAFELETEHIELL

RRSNFET,
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24.1.4 show logging error

[#88E]

B RAEE]
[AARE]
[AFLav]
[Bi{EE—F]

[&2eA]
[EE]

[R=1TH1]

I5—AJDORT

PG-SW109-PY-SWB104

show logging error

7L

User Exec —F

Privileged Exec E—F

Global Config €—F

Interface Config E—F

Line Config E—K

ROM FF=(F /0 FSANZEBN—FEM IS — BLVVRATLE IV DIS—OJEHRERTLET .
"Logging time:"THRTR Y DB %L, AT EFRICHA LY — (time zone <offset>)
MEESNTULVELMREETIE GMT(H ) 2y DIZ ) TORTEHRYET,
I5—OJFERBHRALTLRFENFTOT, BEITELT

clear logging error A< R THYTLTLIZELY,

# show logging error

[0] Error Log:

flag=80,mode=00,unit=10,regsp=000000f0

Firm information:

PY (B Eth Switc VO1.00 PTF:NY0014

Error information:

error code [00400012]

Logging time:

Thu Mar 19 11:58:27 2009

Hardware diagnostic error information:

Detail [00000004 00000000 00000008 07080000]
[000000f0 00220000 000000fc 00000000]
[00000244 00490001 00000278 00000800]
[00000304 00000000 000114a0 00000000]
[000114dc 00000000 00000000 00000000]
[00000000 00000000 00000000 00000000]
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24.1.5 dear logging error

[#RE] I5—RTDIIT

[#EFRA#E] PG-SW109-PY-SWB104
[AHZRRK] dlearlogging error

[#Fav] %L

[E14EE—F] Privileged Exec E—F

[Et8A] FTRTOIS—ATEHEELET.
[=4741]

# clear logging error

#

Page 455 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

24.1.6 show logging syslog

[HRE] SRT LRTERORT

[ER#IE] PG-SW109-PY-SWB104

[AARK] show logging syslog

[#Fav] %L

[EB14EE—F] User Exec E—F
Privileged Exec E—F
Global Config €—F
Interface Config E—F
Line Config E—F

[EREA] PAT LAV IERERTLET . RFOBHRALIADIE>T, 1024 U ERTTEET,
[EE] AEEEDER OFF, £1=1F dear logging syslog AU FERTT S &,
SRTLATERIEVITENET,

reset AV RDETOY YRSV F OB TICKYAEEZ) YL TE
SRTLAYVERIEVVTINER AL, FINELTI7—LOTTEHEIC
JEybEnt=HE & P ATLATBERITVITINET,

E]|

# show logging syslog
Dec 13 15:52:31 192.168.1.1: init: system startup now.
Dec 13 15:52:31 192.168.1.1: sshd: generating public/private host key pair.
Dec 13 15:52:40 192.168.1.1: protocol: ether 1 link up
Dec 13 15:52:40 192.168.1.1: protocol: lan 0 link up
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24.1.7 clear logging syslog

[#8E] SRTLOYERDIIT

[#EFRA#E] PG-SW109-PY-SWB104

[AHZRK] clearlogging syslog

[#Fav] %L

[E14EE—F] Privileged Exec E—F

(28] FTRTDYRTLRTEEEIITLET
[=47H1]

# clear logging syslog
#
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24.1.8 clear statistics

[#88E] EHEEHEROIVT

[#EFRA#E] PG-SW109-PY-SWB104
[AAFK] dear statistics

[#Fav] %L

[E14EE—F] Privileged Exec E—F

[Et8A] TRTOMEFHREIVTLET
[=47H1]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

# clear statistics

#
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24.1.9 show date

[#88E] REDCEED AT, KRORT
[EAHE] PG-SW109-PY-SWB104
[AARK] show date
[#Fav] %L
[EB14EE—F] User Exec E—F

Privileged Exec E—F

Global Config €—F

Interface Config E—F

Line Config E—K
[EREA] RAEDEED BT, BRHERTLET,
[=4TH]

# show date
Thu Dec 16 14:26:00 2004 ---(1)

1) REDOBR. BZNRTENET,
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24.1.10 date

[#88E] BREOEEDN BT, BLUDORT/HRE
[EAHE] PG-SW109-PY-SWB104
[AAFK] date [YYYY/MM/DD.hh:mm:ss]
[#Fav] %L
WMEDEED B, BRIZRRLET,
YYYY/MM/DD.hh:mm:ss
BEL-BR. BRERELET . (EEBEISADAHER)
1901 M5 2038 FDRETIEEL TFZAELY,
[Bh4EE—F]User Exec E—F
Privileged Exec E—F
[EREA] BRAEDCEED BT, BRHERTLEY, RELEYLES,
[=4TH]
B, BAZERTI HI5E
# date
2004/12/16(Thu) 14:26:00
Thu Dec 16 14:26:00 2004
#

B, BEZERES 56
# date 2004/12/16.14:26:00
#
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[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[E11EE—F]
[EEA]

[R1TH1]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

rdate

JE—FRALD B, BRIZAREEIZEHE

PG-SW109-PY-SWB104

rdate

7L

DE—FRACD B BRI ZARREISRELET .

Privileged Exec E—F

time auto server THEL=VE—FRAKEA LY —/N)D BT, BZIZEEBL. KREBED B .
BRI ELTRELET

# rdate
Thu Dec 16 14:26:00 2004
#
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24.1.12

[#t8E]
[&FAsiE]
[AA]

[AFLav]

[B1EE—F]
[BtEA]
[ZE]

[R=1TH1]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X
reset
HEBOFLE

PG-SW109-PY-SWB104

reset [<filename>]

reset clear

7L

REEZHEBLEY,

<filename>

AEEBF ISR AAD startup-config Z7 A ILEIEELET .
-config1

BRERRFR 1 ZHAHRAAET,

- config2

BRERRFR 2 ZHAHRAAET,

clear

BREECHEAROREICRL. EEEEEHLES,

Privileged Exec E—F

REZHEPLFTT . N6 THEBLEY,

reset AV R DA T3V IR ET 5154 . boot-system mode AT RFEDFRAITEREL TS,
AAYFIIBPIEHM DEBMEEEITHBRERERE 2 27 2H->THY. reset AXURDF T av (&
WRAERTHOEBHEEISHLTERLET . FIR X, Ry FHEEETTHIZ boot-system mode ibp
AT UREERTLTH S reset config2 ARV REERITTSE. EE (L IBP #EETLIRIERALTLV:
BHERBBRERARAAETT . IBP EEOBHERFR 2 ERARLEERYEL A, TDE.
boot-system mode switch AT REZEFTLTHS reset SNF=BFITR AU FHERED XAV FHEBED
BHERER 2 ZHARAHET

# reset
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[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[ZE1TH1]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

boot-system

A4vF/IBP #EED Y E
PG-SW109-PY-SWB104
boot-system mode {switch|ehm|ibp}

{switch|ehm|ibp}

- B REFE A
ROVEYMRICER T AR BEMEELTEELTF Y.
switch : RAYTFHERE

ehm : EHM #8E

ibp : 1BP #%8E

Privileged Exec E—F
KEDHEE (switch/EHM/IBP)ZYIYE A FT . Vv MMRICYIVEZA R DOEETESLET .

# boot-system mode ibp

#
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24.1.14 show hostname

[HRE] AEBEOEZHORT
[EAHE] PG-SW109-PY-SWB104
[AAFK] show hostname
[#Fav] %L
[EB14EE—F] User Exec E—F
Privileged Exec E—F
Global Config €—F
Interface Config E—F
Line Config E—F
[EREA] AEEBEITHRESNTVIEMERTLET .
[=4TH]

# show hostname
cb
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5 B ERFHRORT. IR, SLUVIRE
avUR
25.1 BEEERFRETRITUE

25.1.1 show running-config

[#48E] BEPERERFERORT

[EFA#FE] PG-SW109-PY-SWB104

[AARK] show running-config [all] [<config>]

[AFLav] all
REERELET I A TOBRERBERERRLET,
HIERIE, KRR ERENSERINTLIEREREROAERRLET,
<config>
<config> TIRFDBRERIFBRERTLET
RRSNDEHERERICE<config-MR EEFENFEE AL
LAL. interface A< FDIFE (" interface <switch_identifier>/<slot>/<port>"35 & T
"exit"CEEN-EREEERE. line ATUFDIB ST line <type> <line>"E &
"exit'|CEEN-BRERFEBRERTLES
HEEERF L, TN TOBRERFHRERTLET

[E14EE—F] Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K

[EREA] REMEPOBAERFRERTLET,

[EE] AR TERTRT S interface Aw R M<switch_identifier>[ZIX, IRE. REB THREINTNDEDON
RRSNFFTOTIEBELTZEN, ZD1=O BRERI7MILADRTERGIHEENHYET .
BE.save ARVEEFETHERERERF T HIHEICIE. RAYUFTRRSATWSRABRT
RESNFT,

[E=4761]

# show running-config oob
ip address 192.168.1.1/24 3
ip route 0 192.168.2.0/24 192.168.1.254 1 1
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25.1.2 show startup-config

[#88E] EPRABHERFRORT
[ER#IE] PG-SW109-PY-SWB104
[AAFK] show startup-config [<config>]
[T av] <onfig>TRFESBHRERBEHRERTLET
<config>[Z[& show running-config TRIRESNHLEEYIZ, HBEATEE
FTavbEBLLENT, HFLRREBYDXFI THREL THZE,
RRENAEREBERIC(E<onfigp-BREEEREE A,
LA L. interface A< R DIFE & interface <switch_identifier>/<slot>/<port>"# & U
"exit" T EEN-EBREREERE. line aTUFDIHEE line <type> <line>"H LU
"exit"CEEN-BRERFERERTLES
HEEEF L, TN TOBRERFRERTLET .
[B14EE—F] Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—F
[EREA] EBRICERLE-EBRERFER. FARELTHIETRABRERBERERRLET,
[=4TH]

# show startup-config
lan 0 ip address 192.168.0.1/24 3
lan 0 vid 1
syslog facility 23
time zone 0900
line console 0 0
autologout 8h
exit
linevty 00
autologout 5m

exit

terminal pager enable
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25.1.3 diff

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]

[&28A]

[EE]

[R1TH1]

BREERBBROESORT

PG-SW109-PY-SWB104

diff <src_filename> <dst_filename>

<src_filename>

HETDOI7AIVBRERELET

<dst_filename>

HBEDTI7TANRERELET

Privileged Exec E—F

Global Config ®—F

BESN-IFIILDEDDHERRLET , <filenamel>IZD#HHHIERICIEITDLEEIC
"< "% <filename2>(Z D #&H A IERICITITDELTEIC"> "EAMLTERRLET,
T7AINBELTIIUTOLDNEETEET

running-config ERPOERERI 7ML
startup-config EBRAOBRERI7AIL

config1 BRERBBIDI7AIL
config2 BRERBE®R20T71IL

A< R T running-config 5% L1354 . running-config @ interface
av Uk D<switch_identifier>|ZI&. MAE . KEBETHESNTOSEDONRRINET
DTEELTLZEN, ZD=0O  BREBI7MIILADRRERLGDIBENHYET,

(config)# diff startup-config running-config

>vlan 10 name v10

=
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25.2 EBRERERAIRO<UF

25.2.1 no
[#88E] HREEDHIRR
[EFRA#IE] PG-SW109-PY-SWB104
[AHFK] no<command>
[#7F+a>] <command>
-BRERITUR
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config E—F
Line Config &—F
[EREA] I THEELEBRERERREICLET,
HETHERUERIVUNE, REE(TEE) LVFTD5 I HEHRELFT .
BELSIBZEOCEBREREI NTHIRLEY  KUDLBWSIRERET S
CETLERDOEREERTHIBRTEET,
interface ATURE LY line ITURICHLTHEITTHIEMNAERETT .
BESNFAVETI—R, AVY—IILR—F BELY telnet HEHDOREERFZEICLET .
[3=17H1]

(config)#no syslog server
(config)#no snmp
(config)#interface 0/1
(config-if)#no dot1x wol

(config-if)#no macauth
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25.3 BREREREEITF

25.3.1 load

[#88E] BREEDFTHAH

[ FAMIE] PG-SW109-PY-SWB104

[AHFEK] load <filename>

[#FY3>] <filename>
FARALTFAIILBERELET,

[E14EE—F] Global Config £—F
Interface Config £—F
Line Config E—F

[EREA] EEDBRERZHRAAAET
RERDODABIE. TNTEMLBYES,
T7AINBELTIEATAEETEET

startup-config EEADOERERI 7ML
config1 BREERBBRIOT7AIL
config2 BRERBER2ODT7IL

[Ayt—]

load failed: config read error
AREDBEEAFASG BREREGARADEE A,
BIEEFZELLTEERITUREERITLTIESL,
<WARNING> weak admin password: set the password
EEENRT—FARESATOEEA,
EEENRT—RERELTLESL,

<WARNING> weak admin password: contain at least 8 characters
EEENRT—FA T XFLTFTY,
8 XFLULDEBE/NRT—REHRELTZEL,

<WARNING> weak admin password: contain a different kind of character
EEENRT—FDBRFOH, FEHFOHTT .
EF BF REEEETEEE A RT—FERELTEEN,

<WARNING> weak user password: contain at least 8 characters
— AP NRRT—RFP 7 XFLUTTY,
8 XFLULEDO—I—HNRT—FEZREL TS,
<WARNING> weak user password: contain a different kind of character
—RA—YNRT—RAEFOH . FEHRFOHTY,
EF HF EBEEFRETHRI—Y/IRRT—FEHREL T,
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(config)# load config1
(config)#
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25.3.2 save

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[En4EE—F]

[&2eA]

[R=1TH1]

BRERFBRORT

PG-SW109-PY-SWB104

save [<filename>]

7L

running-config @ NBZEIRED startup-config T7 A JLICEEEZLFET,
<filename>

running-config DRBZEIEELI=T7MIVIZLEELFT,

Global Config ®—F

Interface Config E—F

Line Config E—K

running-config DB EREL=T7MILICLEELET,
FFLar BIREFIXIRTED startup-config I7 /LI EEELET,
T7AINBELTIIUTAEETEET .

startup-config EBRAOBRERI7AIL
config1 BREERBBRIOT7ZAIL
config2 BRERBER2ODT7IL

(config)# save

(config) #

Page 471 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

25.3.3 copy

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]

[R1TH1]

I7AIILOaE—

PG-SW109-PY-SWB104

copy <src_filename> <dst_filename>

<src_filename>

AE—TDITFAIEBERELET,

<dst_filename>

AE—EDT7ANRBERELET

Privileged Exec E—F

T7ANDAE—ZFTVET, T7MILEBELTEUTOLONEETEET,
<src_filename>E L TR ERIBER 77 ML &

running-config ERPOERERI7AIL
startup-config EFAOEBHREET 7L
config1 E1HBERERI7AIL
config2 FE2WRERTTAIL
switch_firm AAYFI7—LDTT
ibp_firm IBP I7—LIx7T

tftp://<IPv4 address>/<filename>  TFTP [Zk24 > O—F(IPv4)
tftp://[<IPvb address>]/<filename> TFTP [Zk24 77> O—F(IPv6)
<dst_filename>& L TIEERTER 77 ML A

startup-config EPRAOERERTI7IV
config1 EIBRERI7AIL
config2 FE2HBRERITAIL
switch_firm AAYFI7—LDTT
ibp_firm IBP 77—Loz7T

tftp://<IPv&4 address>/<filename>  TFTP IZ& A7 v FA—K (IPv4)

tftp://[<IPvb address>]/<filename> TFTP 2k 7w O—R(IPv6)

sshkey SSH a1 —+ /2 Brs

SSH 32—+ ABA# I OpenSSH s X THAIBENHYET

TFTP I2&% SSH A—H ARBO A 7o O—F%{To1=1H & . ssh client key AT FIZKBEEED
FEESNFT AV FLEBEREFTBICE save AXURERTTILELHYET .
T7—LIITDE I A—REToIGE . AV O— L7 — LT EEMESE 5 1=0IC
KEDHEBNIVLETY,

# copy conifg1 startup-config
#
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26 EFthernet DAYV A2-O4 - (et -REL
EDTR,.Z)F7ARE
26.1 Ethernet DAY 4-045 -#ist-RELE DR T

26.1.1 show ether

[#48E] Ethernet #IER—FDIFEIHRD KT
[EFA#FE] PG-SW109-PY-SWB104
[AFARE] show ether [line <line>]
[T av] %L
FTRTOEHRERTLET
line <line>
BEEINAR— ELOEBERRLET

Fto RET IR BSARADEE FERERTSNFLEA,
a6 g ]
1~26, 1 PG-SW109-PY-SWB104

BROR—IESEZBETHEHR." (A7) TRUYETS,
MMB #E#i7R— (oob 7R—R)EIEE T BITIFHR— BB LLT A EFEALET . 1 & USADR—+D
FFRHEELRIBETY
BHOBSHEGE. "(NATV)TRYYET (6I: "1-8"),
[#14E€—F] User Exec E—F
Privileged Exec E—F

Global Config ®—F
Interface Config £—F
Line Config E—F
[EEA] Ethernet R—bDIEHRERTLET
line 774 avEHRELLEE L, FRR—FDOERLRTEINET,

!

# show ether line 1-7,c1

[Encl-CB3/0/1]

status :10G Ful --(1)
media : Metal --(2)
flow control :send on, receive on -—-(3)
type : LinkAggregation (group 1) ---(4)
since :Jun 30 17:55:32 2008 -—-(5)
config ;- -—-(6)
linkcontrol  : online, recovery(-), downrelay(1-2) -—(7)
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[Encl-CB3/0/2]
status

media

flow control
type

since

config

linkcontrol

[Encl-CB3/0/3]
status

media

flow control
type

since

config

linkcontrol

[Encl-CB3/0/4]
status

media

flow control
type

since

config

linkcontrol

[Encl-CB3/0/5]
status

media

flow control
type

since

config

linkcontrol

[Encl-CB3/0/6]
status

media

:10G Full

: Metal

: send on, receive on

: LinkAggregation (group 1)
:Jun 30 17:55:32 2008

: online, recovery(-), downrelay(1-2)

210G Full

: Metal

: send on, receive on
: Normal

:Jun 30 17:55:32 2008

: online, recovery(-), downrelay(-)

:down

: Normal

:Jun 30 17:55:32 2008

: online, recovery(-), downrelay(-)

: disable

: Normal

:Jun 30 17:57:14 2008

: online, recovery(-), downrelay(-)

210G Full
: Metal
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flow control :send on, receive on

type : Backup (group 1, master)

since :Jun 30 17:55:32 2008

config -

linkcontrol  : online, recovery(-), downrelay(-)

[Encl-CB3/0/7]
status 210G Full
media : Metal

flow control :send on, receive on

type : Backup (group 1, backup, standby)
since :Jun 30 17:55:32 2008

config i-

linkcontrol  : online, recovery(-), downrelay(-)

[Admin PORT-1]
status :auto 100M Full MDI
media : Metal

flow control :send on, receive on

type : Normal

since :Jun 30 17:49:05 2008

config : mode(auto)

linkcontrol  : online, recovery(-), downrelay(-)
#

1) R—hDKE
BHETBORE, RENRTINET .

disconnected IRDAVRTL—F oD e-Keying ERICK>TR—IMIEHIRETHEZLE
~LET,

disable ERICFUFERLGWVKRETHSLETRLET,

offline AFITAKETHSHEERLET,
ERICESTIE ULTDOKIITRLETS,
offline (storm) ¢ Rh—LHEI B EEIC K HR—EAE

offline (startup)  EEERFRAEMEEIC K AR—EAE
offline (recovery)  : BENEIRELEBEEICKSR—MEAE
offline (downrelay) : Yoo ) L—HEEIZ&HR—EAZE
offline (backup) s N\ TYTIR— SRR K BR—ME
offline (icmpwatch) : ether L3 BsfR##EIC & B R—NEAZE
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auto
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DoOZ I RETHAHEERLET,
F—bRILT—2av BN THAHEERLET,

10M/100M/1000M/10G WA UL TS ether R—b03&E (5% E (10Mbps/100Mbps/1000Mbps/10Gbps)

Full/Half
MDI/MDI-X

ZRLET,
REJILTWBEZEHF _ENREERLET,
HEY LTS MDI DFERIZRLETS

2) ether IR—kD AT 4 T7FERI
ether R—FDATATIEFDRRSNET,

Fiber
Metal

SFP+7R—FC 10GBase-(R F7=zI& 1000Base-T USNEFERALTLVSZEERLET,
SFP+7R—kC 10GBase-CR E7=I1% 1000Base-T ZERAL TLINSH ., /\vITFL—riR—bk
F7=1& MMB #E#ER—b (0ob R—R) ZFEAL TSI EERLET,

Vo OTITREIEN DR ETHIEERLET,

3) 7A—HIEIRRE
IJ0—HEDEE ZEDIRTRTLET,

on

off

4) K—ER

J20—HEAENTHASLERLETS
JO0—HENENITHEEERLES
V9T TREIZBEN-OTRETHIEERLET

R—MERARTENFET,

Normal

Mirror

BER—FELTERALTWNSIEERLET,
S5—DE—FYMR—FELTERALTWAIEERLET,

LinkAggregation ~ YO 7T —La R—bELTHEAL TSI EERLET,

Backup

Backup LA

BT 2TV —2av Y L —TEEILRFINET,

KU R, EEVOTYTRETIVOTTIF—2a0 g B
SN ELTY YTy TRETIEL LG & (E, "*LinkAggregation" D R R%&
+ELET,

NPT YTR—bELTHERAL TSI EERLEY,

BT %/\w o7y I I —TEBH LU, master/backup FBRILRTINET
KK DR —MIDL T, standby" DR FREMFELET

N GFITV TV —2av ELTRERLTWA I EERLET .

BT 2TV —2av Y L —TEEILRFINET,

BT 2/ 00 T7vI T I —TEEH LUV, master/backup FBRILRRSNFET
KR EBEDR—MIDTIE, "standby" DR REF S LET,

Do 9T TRETYL T TV T —a R — b ELTRIZLAL

(BTYB LIV )IRETHHIHZE L *standby" DRFEFELET,

Fr W OTITRETIVITTIF—avh g Eibsnt)ooELT

Do OTYTRETRHEVES K. "IN DRFERELET,
KEAR—FFLIEEEFEICKVFETHIEERLET,
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5) KEBHFFZI

R—rDRENREDKEICELLI-FHRERTLET,

6) REFHR

ether R—FDE—FERRLET,

mode(E—F) ether R—FDE—K%. mode(auto) D &SI1ZRKRLET .

- 106G R—+D 7= ether R—FDE—FNFELENILERLET,
7) VI AR

Do OHIEERERTLES

online KERI. BLUBMNERRBREFISR—MEFAERETEET SLERLET,
offline ZERDR. SLUVBNERERREIR—MNIEKETIHES S EERLET,

recovery( ERR{E:ZRE1E)

Interface Config E—K® recovery limit DY F 2 LRIEERED IF o EHERRLET,
X YOFYUEHMOEREREGLOEEIT, ERESHEBI-ERRLET,

downrelay (E#ER—KJ X )

Vo OE ) L—HREE R OEHER— M) AMERERRLET

K VOE I L—BEEARERDEE X" ERRLET,
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26.1.2 show ether brief

[H8E] Ethernet ¥ EBR—FDIFHROEZ TR

[EFAH#4FE] PG-SW109-PY-SWB104
[AAFK] show ether brief
[#Fav] %L

FTRTOEHBERTLET .

[BIYEE—F] User Exec —F
Privileged Exec €—F
Global Config ®—F
Interface Config £—F
Line Config E—F

[E%BA] Ethernet R—hDIEHREHH R RLET .

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

[R1741]
# show ether brief
port  status type media mdi  speed duplex flow
Mm@ (3) (4) 5) (6 (7)) (8)
1 up normal metal - 106G full  TxRx
2 up normal metal - 106 full  Rx
3 up linkaggregation1 metal - 106G full  TxRx
4 up linkaggregation1 metal - 106G full  TxRx
5 up linkaggregation1 metal - 106G full  TxRx
6 up linkaggregation1 metal - 106G full  TxRx
7 offline normal - - - - :
8 up backup1 metal - 106G full  TxRx
9 standby backup1 metal - 106G full  TxRx
10 down normal - - - - :
1 down normal - - - - :
12 up linkaggregation4  metal - 106 full  Tx
13 up linkaggregation4  metal - 106 full  Tx
14 disable normal - - - - -
15 disable normal - - - - -
16 down mirror - - - - -
17 up normal metal - 106 full  Rx
18 up normal metal - 106 full  Rx
19 up normal fiber - 106 full  Rx
20 up normal fiber - 106 full  Rx
21 up normal fiber - 106 full  Rx
22 up normal fiber - 106 full  Rx
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23
24
25
26
a

up
up
up
up
up

normal fiber - 106 full  Rx
normal fiber - 106 full  Rx
normal fiber - 106 full  Rx
normal fiber - 106 full  Rx
normal metal MDI 100M full  TxRx

1) R—+ES

MMB ##7K—F (oob R—F) (& (1 ERRLET,

2) R—hDHkAE

up

down

standby

offline

disable

3) R—rFERI
normal
mirror

linkaggregation

backup

backup LA

VT TRETHDIILERLET,

YT ) RETHDILERLET,
REVNAREETH B EETLET , (backup R—r D)

MY O T v TRETHFEAR—FELTRIILEGL(TIYE
bhEW)KRETHIIEE X *standby' DR FE={HELET,
AIFAIRETHSEERLET,
EEICEYEALEVRETHEIILERLET,

MMB M 5® e-Keying $ERICK>TR—MIKETHEHZLE
~LET,

BER—LELTHERALTWSIEERLET,

ST YPR—rELTERALTWAZEERLET,

Yo o7 —2a 0 R—hELTERL TSI EERLET,

BT 2TV —2av Y L —TEEILRFINET,

KU DR, EEVOTYTRETIVOTTIF—2a0 NS B
ST ELTIV Ty TIRETIFRAE LGS (X, "*linkaggregation"D R R %
t5LET,

NI 7T R—bELTHERALTWNSIEEZRLET,

BT 2/ \WIT7vI T IN—TEELRTINET,

N GFITV TV —2av ELTRERLTWA I EERLET .

BT BIITI I —2av Y L —TEBILRTINET,

BT 2/ \WIT7vI T IN—TEELRTINET,

MY OTYTRETIOT IV —av i gEkSniz)oHELT

Do OTYTRETRHEVES L. "IN DRFERELET,
REAR—IFELIEERFBICKVAIETHIZEERLET,

4) ether R—+D AT 17 FER

fiber

SFP+7R—kT 10GBase-(R ZE71=I% 1000Base-T LIt ZFAL TSI EEFRLET,
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metal SFP+7R—KT 10GBase-(R 7=l 1000Base-T ZEALTLVEH, /I FL—rR—k
FfzE MMB #E#i7R—b (00b R—F)ZFERAL TSI LERLET,

- Yo7 TREITEN DR ETHDIEERLET,

5) ether 7k—k~@ MDI 1K HE

MDI/MDIX WA HILTILNS MDI DFERIERLETS,

- YT TREEIZR =0 F = (E 106 R— b D=OF ETHAZEETLET

6) ether R—r D @IS REIKEE

10M/100M/1000M/10G BEY LTS ether R—r D& 1EEE (10Mbps/100Mbps/1000Mbps/10Gbps)

ZRLET,

- Do GTITIREIZEW O ETHILERLET,

7) ether IR—r DT 2T Ly I RIKEE

full/half BHEYVILTWSEZE/FE ZEDREERLET,

- Do OT7vTREIZHEW DR ETHILERLET,

8) ether 7R— kD 7O — 14K BE

Tx JO0—HIEOEERESANTHELETLES,
Rx 70—HIEOZERESANTHELETLES,

- V9T ITREIBEWEOTRETHAH L, 7O0—HIERENBN THHLERLET .
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26.1.3 show ether statistics

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EhEE—F]

[&2eA]

[EE]
[R=1TH1]

Ethernet #1EAR—DH#EHERD KRR
PG-SW109-PY-SWB104

show ether statistics [line <line>] [detail]

7L

FTRTOMEFERERTLET

line <line>

BESN-R— LO#HEERERTLET .

Flo BB T IR FSHAEIDBE I FREIRTSINFEE A,
i B wE
1~26, cl PG-SW109-PY-SWB104

BHOR—IESERETDIES. " (W) TRUVES,

MMB $#t7R— (0ob R—MZHEE T BICIFR—FFESELT A ZFEALFET . 1 & d UHDR—FD
EERFEELRIRETY .

BHOBEIHEBE" " (NATV)TRYYET (H1:"1-8"),

detail

Ether R—h D EHERICFEMIFRZEMLTRRLET,

MMB #&#ER— (0ob R—K) DIBE . detail #HEELTERFTHRBIXEMESNER A,

User Exec E—F

Privileged Exec E—F

Global Config E—F

Interface Config E—F

Line Config E—K

Ethernet )R —FD#EFHEHRERTLET

line 774 av DAHBELIGE E. HER—FDO#HEHERORRISNET,
MEBERIE. AZEZHEH T HLVITENFET,

106 R—rDE174l

# show ether statistics line 1

[Encl-CB3/0/1 STATISTICS]
[Input Statistics]

Octets 11493377360 -—(1)
bits/sec 10 -—-(2)
Frames 16706618 --(3)
frames/sec 10 -—-(4)
Unicast 16704279 -—-(5)
frames/sec :0 -—-(6)
Multicast 115 --(7)
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frames/sec
Broadcast
frames/sec
Pause frames
Priority pause 0 frames
Priority pause 1 frames
Priority pause 2 frames
Priority pause 3 frames
Priority pause 4 frames
Priority pause 5 frames
Priority pause 6 frames

Priority pause 7 frames

Discards

All DiscardsPkts
Errors

Undersize
FCSErrors
AlignmentErrors
FragmentErrors
Jabbers
SymbolErrors

UnknownOpcodes : 0

[Output Statistics]
Octets
bits/sec
Frames
frames/sec
Unicast
Multicast
frames/sec
Broadcast
frames/sec
Pause frames
Priority pause 0 frames
Priority pause 1 frames
Priority pause 2 frames
Priority pause 3 frames

Priority pause 4 frames

o O o o

194732

: 804468332
:0
25109155
:0
25109152

o O w o

—(8)
—(9)

—(10)
—(11)
—(12)
—(13)
—(14)
—(15)
—(16)
—(17)
—(18)
—(19)

—(20)

—(21)
—(22)
—(23)
—(24)
—(25)
—(26)
—(27)

—(28)
—(29)
—(30)
—(31)
—(32)
—(33)
—(34)
—(35)
—(36)
—(37)
—(38)
—(39)
—(40)
—(41)
—-(42)

Page 482 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

Priority pause 5 frames --(43)
Priority pause 6 frames - (44)
Priority pause 7 frames ---(45)
Discards
DelayExceededDiscards  : 0 ---(46)
Errors
Undersize :0 ---(47)
FCSErrors :0 ---(48)
FragmentErrors 10 ---(49)
MMB ##ftR— (oob R—F) DE 1745l
# show ether statistics line c1
[Admin PORT-1 STATISTICS]
[Input Statistics]
Octets 1148231
bits/sec 1511
Frames :897
frames/sec :0
Unicast 145
frames/sec :0
Multicast/Broadcast : 852 ---(50)
frames/sec 10 ---(51)
Discards
DiscardsPkts :0 ---(52)
Errors
Oversize 10 ---(53)
FCSErrors :0
AlignmentErrors :0
[Output Statistics]
Octets 14317
bits/sec :0
Frames 132
frames/sec :0
Unicast 130
Multicast/Broadcast 22 ---(54)
frames/sec :0 ---(55)
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Discards
DiscardsPkts :0 ---(56)
Errors
CarrierSenseErrors :0 ---(57)
ExcessiveCollisions :0 ---(58)
LateCollisions :0 ---(59)
SingleCollisionFrames :0 ---(60)
MultipleCollisionFrames  : 0 ---(61)
DeferredTransmissions  : 0 ---(62)

1) ZELET—20A4 9Ty

2) 1 #pH =Y DRIEE VR (bits/sec)

3) RIELEHBIL—LHK

4) 1 BH=YDRETL— LSk (frames/sec)

5) RELIA=FVYRMIL—LH
IS—IL—LIFEHREE A,

6) 1 #H=YDZIELIza=F v AT —LE(frames/sec)
IS5—JL—LIFEHFEA.

7) BELETIILFERYRNIL—LE
IS—JL—LIEERFEA,

8) 1 H=YDRIELIzTIILFFvATL—LE(frames/sec)
IS—JL—LIFEHFLA.

9) ZELIzTO—FX v RbIL—LH
IS—JL—LIFEHFELA.

10)1 BHE=YDRZELETA—FF ¥y R TL— L (frames/sec)
IS—JL—LIEFERAFEA,

11)PAUSE ZL—L (MAC FllfITL—L) Z{E%
12)FS54A1) T4 0 O PAUSE FL—LZ{EH

13) 7544 )T 141 D PAUSE FL—LZEH
14)F54F4 T4 2 M PAUSE TL—LZIEH

15) 7544 1) T4 3 O PAUSE FL—LZ{EH

16)F54F4 )T+ 4 M PAUSE JL—LZIEH
17)754A41) T4 5 @ PAUSE IL—LZ{EH

18) 754 A1) T4 6 M PAUSE FJL—LZ{EH
19)F54F4)T+4 7 M PAUSE JL—LZIEH
20)ZELI=2TL—LD55 ., BELHE
21)a—hkH A X (64 ISAhKH) IL—LZEH
22)T—HY AR 64 INMARLLETF(S T5—%RHELIZIL—LE
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23)7SAAVRIS—ERELEZEIL—LH

26)23—hH AR (64 INARERE) TL—LT FS T5—FETIA AV PIS—FHRHELT-

IL—L#

25)A—\HAX (2T HLTIE 1519 A/ RLE, 2 HYTIE 1523 /SAMALE)TL—LT

FCS T5— FIE FS TIAAVMIS—%RHLI-IL—LH

26) IV T S—H A

27) kY HR—bD MAC HIEHTIL—LZEHK

28) & EEXF I T VM

HVRRIL—BEIZIE, T5—TL—LOEEFITIYNRIEIAOUShER A,

29)1 B & 1=Y DEEE vk (bits/sec)

YRR —BEIZIE. T5—TL—LDREEEVMRITHIUREShER A,

30)FETL—LE

AV RIL—B5IZIE, FEEMBRICRER—FCIS—RELTEERLLE-IL—LBEEAET,

31)1 #BH =Y DEIETL—L B (frames/sec)

32)FEEL A= XY R IL—LH

IZ—JL—LIFE#H#FEEA.

B)EELETILFFRYRFIL—LEK

IZ—JL—LIFE#H#FEEA.

34)1 BHIZYDEE LI ILFF v AT — L (frames/sec)

IS—JL—LIFEHFELA.

35)E&EL =T O—FF v R IL—LEK

IS—JL—LIFEHFLA.

36)1 B H=YDFEELFTO—RFF v A TL—LEB(frames/sec)

IS—JL—LIEERFEA,

37)PAUSE 7L —Ls (MAC Il 7L — L) 124

38)FS5 44T 1 0 M PAUSE JL—LGEEH

39)FS54A4 T4 1 D PAUSE JL—LGEEH

40)FS5AA) T4 2 M PAUSE JL—LEEHR

L1)TS54F) T4 3 D PAUSE JL—LEEH
5
5
4

£

i

42)F54F1) T4 4 @ PAUSE TL— LS

43)FS5AF T4 5 M PAUSE IL—LE(E

Lb)FS5AF1) T4 6 M PAUSE TL—LE(E

45)FZ5A4A) T4 7 O PAUSE L —LEEH

46)BEILEEICKDEEIL—LE

L7)a—h YA X (64 INA LK) TL—LEIER

ANTF TR+ —RE§IZIE, Tag L TRIELT 9213 NAFLLEDTL— L% Tag HY THEIELE
SELIZBEDIL—LBEEAET,

48)T—HH A X 64 INARLLED F(S TS—TL—LEIER
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YR RIL—BFITIE, EEFABRRICRER—ITCIS—RHELTEEDRLELEZIL—LBLEAFT,
49)2a—h YA X (64 INA LK) TL—LTFS IS—FEIEFS 7SAAVRIS—%1&HLE
TL—LEEH

50)ZELEVILFXAYALE LB TO—F X v AT — LB

511 b FYDZELEIIILFEFrALE LU TO—RFF R TL—LE (frames/sec)
5)Z{ELI=2TL—LDS5b ., BEL-%

53)4— /35 A X(1519 RAFULE) IL—LZEHR
54)RELI=VILF XY AME LV TA—FF v AR TIL—LE

551 b -YDEELLZTILFEFY RS LUV TO—FF XTI —L# (frames/sec)

56) 2 EBFICEELI-TL— LK

57) v T RIEH IS —FHAERK

58)aav B HITL O THEENKRMLIZTIL—LE

59)LAbayarFEERYE

60)1 @@ TaviER, EEABIILIZIL—LEK

61)EHE D)3 RER FENRILIZTL—LE

62)mERE O— K YEENBRELIZTIL— L

106 R—bDETH

# show ether statistics line 1 detail

[Encl-CB3/0/1 STATISTICS]
[Input Statistics]

Octets : 1493377360
bits/sec :0

Frames 16706618
frames/sec :0

Unicast 16704279
frames/sec :0

Multicast 215
frames/sec :0

Broadcast :0
frames/sec :0

Pause frames :0

Mac Control frames 10 ---(63)

Priority pause 0 frames
Priority pause 1 frames

Priority pause 2 frames

Priority pause 3 frames
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Priority pause 4 frames
Priority pause 5 frames
Priority pause 6 frames

Priority pause 7 frames

Discards
All DiscardsPkts
Resource Full
Policy Discards
Errors
Undersize
Oversize
FCSErrors
AlignmentErrors
FragmentErrors
Jabbers

SymbolErrors

UnknownOpcodes : 0

[Output Statistics]
Octets
bits/sec
Frames
frames/sec
Unicast
Multicast
frames/sec
Broadcast
frames/sec
Pause frames
Mac Control frames
Priority pause 0 frames
Priority pause 1 frames
Priority pause 2 frames
Priority pause 3 frames
Priority pause 4 frames
Priority pause 5 frames
Priority pause 6 frames

Priority pause 7 frames

194732

o O o o

12324

: 804468332
:0
25109155
:0
25109152
:0

o O o w o

——-(64)
-—--(65)

---(66)
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Discards
DiscardsPkts :0 ---(67)
DelayExceededDiscards  : 0
Errors
Undersize :0
Oversize :0
FCSErrors :0
FragmentErrors :0
[Detail Statistics]
Frame size frames frames/sec
64 0 0 --(68)
65-127 0 0 --(69)
128-255 0 0 --(70)
256-511 0 0 -—(71)
512-1023 0 0 -—-(72)
1024-1518 0 0 --(73)
1519-9216 0 0 --(74)

detail FEERICIILTOEREEBMLTERRLET,

63)MAC HIlfEI L — LI5S

64) )V —AFR B TRELL-ZETL—LE

65) RIEWEREICKYBESNRIETIL—LHK

66)MAC Hl{E 7L — LIS %K

67)% (SR ICREELI-IL—LH

68) T —A YA X 64 INAFDTL—LEZEH. LU
1#HEYDT—E9 (X 64 INA LD TL—LiEZIE R (frames/sec)

69) T—HHAX 65~ 127 NA+DIL—LEZEH. HLU
18HEYDOT—EHAX 65~ 127 INA+DTL— L% ZIEH (frames/sec)
70)T—BH A X 128~ 255 NArDIL—LEZEH. BLU
18HEYDT—EHAX 128~ 255 I8 +DTL—LEZ{E$k (frames/sec)
1) T—2YAX 256~ 511 NArDITL—LEZEH. BLU
1#8HEYDT—EH AR 256~ 511 INA+DTL—L7EZIES (frames/sec)
72)T—5H 44X 512~1023 NA+DTL—LEZEH. BLUV
1#HEYDT—EHAX 512~1023 N +DTL—LiEZ{ER (frames/sec)
73)T—2H A X 1024~1518 NA+DITL—LEZER. LV

1 #HEYDT—2H4X 1024~1518 /XA DT — L% ZIE % (frames/sec)
74)F—3Y X 1519~9216 RA+DTL—LEZEH. LU
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1 #HEYDT—EH 44X 1519~9216 /A FDTL— L% Z{E % (frames/sec)
IS—IL—ALIZEHEEA,
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26.1.4 show ether media-info

[H8E] Ethernet #IER—b D AT AT IHERD R R
[EAHE] PG-SW109-PY-SWB104
[AAEK] show ether media-info [line <line>]
[#Fav] %L
TRTO SFP+R— D E/RERRLET
line <line>
BESNF-R—FEDERERTLET

Ft RET AR FESIPEVNOSHEEIERERREINFEE A,
B wHE
19~26 PG-SW109-PY-SWB104

BHOR—IESERETDIES. " (W) TRUVES,

BROBEHHESEE"-"(NAI2)TRUOYES (1: "1-8"),
[B1YEE—F] User Exec E—F

Privileged Exec E—F

Global Config ®—F
Interface Config £—F
Line Config E—F
[EEA] ATATEBORTESNETS
[=4TH]

# show ether media-info

Port mediatype Vendor PN Status
Mm@ (3) (4)

19 SFP+(SR) TRS2000EN-5002 0K

20  SFP+(SR) TRS2000EN-5002 0K

22 SFP+(SR) FTLX8571D3BCL 0K

23 SFP+(SR) FTLX8571D3BCL 0K

24 SFP+(SR) FTLX8571D3BCL 0K

25 NONE

26 NONE

# show ether media-info line 19

Port mediatype Vendor PN Status

19 SFP+(SR) TRS2000EN-5002 0K
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1) R—+&ES

2) ATATIER
EEINTVDED 21— ILOBERIARTINET,

SFP+(SR) SFP+(10GBASE-SR)EVa—ILNEESNTLET,
SFP+(LR) SFP+(10GBASE-LR) ES 12— LAARESN TLET,
SFP+(CR) SFP+(10GBASE-(R) EZ 2 — L NEHEIN TLET,
SFP(SX) SFP(1000Base-SX) EL 12— L AARESNTLET,
SFP(T) SFP(1000Base-T) EP 1 —ILAEESN TLET,
NO SUPPORT YR—FRHRNADED 21— ILHERESNTLET,
UNKNOWN REINTVWSED 21— ILOERNTBHATT,
NONE SFP+EZa—ILAREShTOER AL
3INUA—BIFE

EEINTODEDA—IILDA—HBBENRIRINET,
ATFATREILNFHETIBAETE, EP2—ILADERERTLES,
4)ED2—ILDIKEE
EEINTOSED 21— IILORENRREINET,
0K  EDa—JLITIZ—HAEWNILERLET,
NG EPa—LIIS—HEHIEERLET,

Page 491 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

26.1.5 show ether utilization

[#28E]

[& FAsiE]
[AHBER]
[AFLav]

[E14EE—F]

[&2EA]
[EE]
[R1THI]

Ethernet #1EEAR—FDEARBRO KRR
PG-SW109-PY-SWB104

show ether utilization

L

FTRTOERARFERERTLET

User Exec —F

Privileged Exec E—F

Global Config —F

Interface Config E—F

Line Config E—K

Ethernet YR —+DEAFFRERTLES

EEGRARCRIIS—IL—LEZEHFEA RERARIZEIS—TL—LEEAET,

# show ether utilization
Port TX/sec Util RX/sec Util
(1) (2) (3) (4) (5)
1 0 0 0 0
2 0 0 0 0
3 0 0 0 0
4 0 0 0 0
5 710227 50 0 0
6 0 0 0 0
7 0 0 0 0
8 0 0 0 0
9 0 0 0 0
10 0 0 0 0
11 0 0 0 0
12 0 0 0 0
13 0 0 1420457 100
14 0 0 0 0
15 1420454 100 0 0
16 0 0 2 0
17 0 0 0 0
18 0 0 0 0
19 0 0 0 0
20 0 0 0 0
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21 0 0 0 0
22 0 0 0 0
23 0 0 0 0
24 0 0 0 0
25 0 0 0 0
26 0 0 0 0
Q 0 0 0 0

#
1) Port Ethernet ¥ IER—+BS
MMB ##ER—bk (0ob R—K)1& (1 ERRLET

2) TX/sec 1 EITEELIZTIL— LB (pps)

3) Uil PERAR— b D A 1S 15 FA R (%)

4) RX/sec 1 BRAICRELIIL— LB (pps)

5) Util WERR— b D 2S5 AR (%)
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26.1.6 show ether queue

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EEE—F]

[&eA]

[xE]
[R1TH1]

Ethernet #3E7R—b® Queue IZHEBELTLS/ oy EID R TR
PG-SW109-PY-SWB104

show ether queue [line <line>]

7L

FARTOR—LD Queve [SFHFBELTWS/N\ 7y IERTRLET
line <line>

BESN-R—rD Queve ITHFBEL TSN\ T MIERRLET,
Ft RET AR FESIPEVNOSHEEIERERREINFEE A,

B wHE

1~26 PG-SW109-PY-SWB104

BHOR— I ESEHEETHEE. " (W) TREWES,
BHOBSHHEEE"-" (INAIV)TRYIYET (H1:"1-8"),

User Exec E—F

Privileged Exec E—F

Global Config ®—F

Interface Config £—F

Line Config E—F

Ethernet ¥R —bD Queue [(THRBLTLS/ My ERRLET

line #T7LavERELLEE L, FRR—FDOERLRTENET,

Queue [ISHEBLTWS /Ty bIIE REBEZBEH I HEVVTINFT,

# show ether queue
[Encl-CB3/0/1]

Queue 0 :0 (1)
Queue 1 :0

Queue 2 1238

Queue 3 :0

Queue 4 :0

Queue 5 :0

Queue 6 :0

Queue 7 :0

[Encl-CB3/0/2]
Queue 0
Quevue 1
Queue 2

Queue 3

o o o o o

Queue 4
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Queue 5 :0
Queue 6 :0
Queue 7 :0
1) Queue 0 : N—FI7 Queue 0 [TFHFBL TS/ Iy
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26.2 Ethernet DA A2-O0%5 -#HstizEDH)T

26.2.1 clear ether statistics

[#8E]

[& FAsiE]
[AHBER]
[AFLav]

[En4EE—F]
[EEA]

[R=1TH1]

Ethernet #1EEAR—DH#EHERD V)T
PG-SW109-PY-SWB104

clear ether statistics [line <line>]

L
FTRTOR— DI EBREIIVTLET
line <line>

EESN-R— EOREHEREVITLES

Ffo RUT IR EBSHEDOSE I BRIV TESELA,
i B iz
1~26, cl PG-SW109-PY-SWB104

BHOR—IESERETDIEHE. " (W) TRUVES,

MMB #&#E7R—b (0ob R—K) EHE T BIZFHR—MESELT A ZEALET . 1 & d UHDR—+D
RFRHEELRIRETY o

BHOBESHHRIGE" " (NATV)TREYFES (H1:"1-8"),

Privileged Exec E—F

Ethernet MR —bD#FEHEHRE VT LET

line 774 av DAHBELIGEF RER—FDFHEHERN IV TENET

# clear ether statistics

#
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21 )7 T —=2a> DA %200 %k

+

ARG EDRR. V)7 BREITY

27.1 Yo OPH)E—23 05 IL—TFORELGE DR

27.1.1 show linkaggregation

[#4gE] Linkaggregation ¥ JL—7 DiE#wRE T
[EFA#FE] PG-SW109-PY-SWB104
[AARK] show linkaggregation
[#Fvav] %L

FTRTOEHRERTLET,
[Bh4E®—FK] User Exec E—F

Privilieged Exec E—F

Global Config ®—F

Interface Config E—F

Line Config E—F
[E2BA] Linkaggregation 7' L—7 D 1EH/ERRLET
[=4TH]

# show linkaggregation

Group Status Port

Lacp

m @ (3)

1 up 1

2 up 10-11,13,15,17,1
3 standby 3-4,6-7
#

(4)
static
9-20,22,24,26 static

static

1) Uo7V —=2av IV —T&E
2) VO TTIVF—=av S IL—TDIREE

up VT ITRETHEEERLET .
down DO RKETHDIEERLET,

standby REAUNARETHIEERLET, UV ITVTIVIT7 T F—2a0 D

#)

3) UuHTPHYF—Lavd I —TICFRT A R— B EERTLET,
4) YoHTHVT—a v IV —TEEE—F
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static BHUEMEE—FTHLIIELERLET,
active LACP #{E A L-BIM7E active BMEE—FTHHILERLET,
passive LACP ZfEFRL-BI#7% passive BIMEE—R THAHZLERLET,
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27.1.2 show linkaggregation forwardingport

[#88E] Vo7 TV —ar DARISHEBERBER DR

[EAHE] PG-SW109-PY-SWB104

[AARK] show linkaggregation <group> forwardingport
{da-ip <ip_address> [dp-tcp<tcp_port>] [sa-ip <ip_address>[sp-tcp<tcp_port>] ] |
sa-ip <ip_address> [sp-tcp <tcp_port>] [da-ip <ip_address> [dp-tcp <tcp_port>] ] |
da-mac <mac> [sa-mac <mac>] | sa-mac <mac> [da-mac <mac>] |
dp-tcp <tcp_port> [sp-tcp <tcp_port>] | sp-tcp <tcp_port> [dp-tcp <tcp_port>] |
port <port>}

[#Far] <group>
YT TIVF—av TN —TEF

Vo OTTIF—=2av T I —TEFE. 10 ERTHRELET .

i i
1~10 PG-SW109-PY-SWB104
da-ip D #EEXIPTRLR
sa-ip D EEFTIPFRLR
da-mac D EEE MACTRLR
sa-mac D BEET MACTRLR
dp-tep: : #{E% TCP/UDP R—+BFE
sp-tep: : #{E 5T TCP/UDP R—+BE
port REA—FRYPR—F
<ip_address>
‘IP7RLR
IPv4 PRLREF=IF IPv6 TRLRZERELET
<mac>
*MAC 7FL R
MAC7RLRZEHRELET .

(XXXXXXXXXXXX DFEH T XX LR K 2 #7016 ERETT )
<tcp_port>
-TCP/UDP R—+EE
TCP/UDP R—+EE%. 10 ERIETIEELET
<port>
-ether R—+&F
MR EMED ether R—FEFZ. 10 EHIETHEELET .
[B1YEE—F] User Exec —F
Privileged Exec E—F
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[EE]

[=1761]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

Global Config €—F Interface Config €—F

Line Config E—K

V97T —av AOR— MRS EEEALRRERTLET .

HERAFIL—L, CEE HXIEED FIP Priority-tagged FL—AIZHLTIE, BRSET LTV LM
BRSNEE A,

# show linkaggregation 3 forwardingport da-mac 12:34:56:78:9a:bc sa-mac fe:dc:ba:98:76:54
Group Algorithm Ports Forward

(1 @ (3) (4) (5)
3 both-macConfigured 10-11,13,15,17,19-20,22,24,26 10
Linkup ~ 11,13,15,17,19-20,22,24,26 1

1) Vo7 INr—avi—J7%5
BELIZUOT TV —2av T L —TBENRTEINET,
2) FLIYRL
BROBTILTURXLERTRLET.
3) ARIORFHAEREZEDREICKDARSEERKERE (Configured) . Yo7y Thd
Vo7V —avR—MMI & BRI BB AR (Link up) THANERLET
4) R—h
WBELEVOTIVTF =23 v L—TFIZ BT B R—tERRLET,
5 EER—F
BRSBERBERICKYIL—LIBEGEESNEIR—ERTLET,

Page 500 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X
27.2 LACP A5 -05 -#kEH - RELEDRTE
27.2.1 show lacp

[#88E] LACP B DB B R
[ FAMIE] PG-SW109-PY-SWB104
[ABER] showlacp
[#F av] %L
FTRTOFERERTLET
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config E—F
Line Config E—F
[EREA] LACP EHREBZRTLET
RRFR—IESTY—I T TIL—TTRYVET,

[R1741]

# show lacp

[group 1]

(M @ (3) (@ O (6)

port mode state LAG-ID port-parameter

4 Actor : passive ASCD 8000,00-0b-5d-89-02-ba,0001 8000,4
Partner: active ASCD 8000,00-0b-5d-89-01-22,0002 8000,4

5 Actor : passive ASCD 8000,00-0b-5d-89-02-ba,0001 8000,5
Partner: active ASCD 8000,00-0b-5d-89-01-22,0002 8000,5

[group 2]

port mode state LAG-ID port-parameter

2 Actor : passive ASCD 8000,00-0b-5d-89-02-ba,0002 8000,2
Partner: active ASCD 8000,00-0b-5d-89-01-22,0001 8000,3

3 Actor : passive ASCD 8000,00-0b-5d-89-02-ba,0002 8000,3
Partner: active ASCD 8000,00-0b-5d-89-01-22,0001 8000,2

#
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1) R—rES

2) ABRIOFRTHERLEE (Actor) DI, FELEE (Partner) DIEHRTH AN ERLET,

3) LACP ME—FAY active A passive THAIMNERLET .

37 LACP BFE LR T LDEBRHLEUVEE (L passive ERRLET,

4) LACP MIREE

T (LACP_Timeout)
LACPDU AZ{EHA LT oA Short Timeout (3 #)IKEETH B EERLET .
KRR EE Long Timeout (90 #)IREETT,

>

(Aggregation)
SRRV VI THAEETRLET . REMNGVGEXERI I TT,
(Synchronization)
TIVT—REREERETHDHILEERLET,
(Collecting)
IL—LZEMRIKETHAHLETRLET .
D (Distributing)
TL— LA EFREIKETHSEERLET,
(defaulted)
AREBHREFL TS LAP HBF R T L (Partner) DIERICT T4 LRSS AR
FHEALTWAILERLET,
(Expired)
LACP HF L RAT LD ZEHABRYINKETHHLERLET,
5) Vo OF IV r—ar#alF
TRTH 0 THAHEEIE. BN AP HFE LR TLOBFBRIGLIKRETT,
(a) (b) (@ (d) (e)
8000,00-0b-5d-89-02-ba,0002 8000,2
a) PRATFLIZAF T4
b) ¥ X7 L ID(MAC 7RL X)
o 7IVTF—avEx—
d) R—rFZ54F YT+
e) R—r&S
6) ERIDBFNR—MTSAF)T1%ERL. BRIDAR—IESERLET,
S5)DERMIZHB(d)&(e)[THELET,

w

(@)

(=N

m
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[#28E]

[ FR#iE]
[AABR]
[AFLav]

[E11EE—F]

[&28A]
[EE]

[R=1TH1]

LACP DT &R T
PG-SW109-PY-SWB104

show lacp statistics

7L

FTRTOMERERTLES

User Exec E—F

Privileged Exec €—F

Global Config ®—F

Interface Config £—F

Line Config E—F

LACP D iftEHIESHRERTLES .
MEHERIT AZREZHEDF-EAREEICHENG AP EBAFELLGEVNEIITENET,
H o4 0 THHEE ERTSINFEE A LACP BEIMEL TULVELKR—MIDWWTHD AR
0 LN DIEENHNIERTENET .

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

#

[Encl-CB3/0/3]

# show lacp statistics
LACP statistics information:

[Encl-CB3/0/1]

45 transmitted lacpdu

46 received lacpdu

12 start collecting/distributing
13 stop collecting/distributing
5 receive timeout lacpdu

1 transmitted marker pdu

1 received marker pdu

21 received lacpdu no link

1 transmission error

1 received error

53 transmitted lacpdu

52 received lacpdu

4 start collecting/distributing
3 stop collecting/distributing

—(1)
~()
~0)
()
—(5)
—(6)
—(7)
—(@)
—(9)
—(10)
—(1)

1) H—h
2) lacpdu /¥y b EEELT=3
3) lacpdu 73y hEZIELT-H
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4) VYT TV T—av ELTERERRERE Lo 8

5) Vo OT TN —av ELTERERRBREA LR AT EREE &ao -

6) lacpdu /N YR ZIERA LT IR ETEoT- 5

7) marker pdu /84y EEELT-3K

8) marker pdu /X4y hEZIELI-#

9) lacpdu FE7=I& marker pdu /347 vh%E LACP NEITIEALRETRZIELH
10) /¥ yEEICRBLI=8

1) /N7 obREICKELEE
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273 LACP DA 405 et -RELEDH)7
27.3.1 clear lacp statistics

[#88E] LACP #REt1EERD V)7

[ FAMIE] PG-SW109-PY-SWB104
[AHFRK] clear lacp statistics

[#F av] %L

[E14EE—F] Privileged Exec E—F

[EREA] LACP D #fietEFREVITLEYS
[=4TH]

# clear lacp statistics
#
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

EHAR—FDORELGEEDTRROTY

ke

28.1 MMB EfiR—FDREBLEDRT

28.1.1 show oob

[#5E]

[ FAHAE]
[AHfEH]
[AFLav]
[BIEE—F]

BLZ]
[R1THI]

ﬁll

MMB R —MERD R R
PG-SW109-PY-SWB104

show oob

TL

User Exec E—F

Privileged Exec E—F

Global Config ®—F

Interface Config £—F

Line Config E—F

MMB #EfiR—MEHERTLES

#show oob

IP Address :192.168.3.1 (1)
Subnet Mask  :255.255.255.0 -—-(2)
Protocol : Static --(3)
IPv6 Address  : fe80::217:42ff:fed1:a80/64 ---(4)
MAC Address ~ :00:17:42:d1:0a:80 ---(5)
MMB Ethernet : MMB1 ---(6)
#

1) MMB &#7R—k D IPv4 PRL AR FTESNET,
2) MMB 8t R—b®D IPvs PRLRAD Y TRYNIRIMRREINET,
3) MMB ##R—k D IPvs PELRARE ORI U T OXFEFI TRRSNET,

None IPv4 PELRADERTE SN TLVELY,
Static IPv4 TREL RO EEIICERESN TLNS,
DHCP IPv4 7RLAH DHCP TERESN TULVS,

4) MMB i R—b D IPv6 PRLRADRIREINE T, IPv6 ZFEAL TOELFIERRSINEL A,
5) MMB ##iR—k D MAC PRL AR REINET,
6) MMB i R—FAMEREIN TOB YR DAV NI L—F AR FTEINET,
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9B A3 —ADAI 5205 -5t -REE
HEDRKRATUER
29.1 /2B 7x—ADAI%-05 -#Het-RELGEDE
P

29.1.1 show interface

[#8E] A7 —RERD KRR
[EFR#E] PG-SW109-PY-SWB104
[AHEK] show interface [interface <interface_name>]
[T av] %L
EAUETT—RADIRE, BRIERTLES .
interface <interface_name>
BELEAVP71—RADKE., BREZRRLET,
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—F
[ExEA] 18T AEHERTLET .
[3=17H1]

# show interface

lan0 MTU 1500  <UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST>

-(1)- -(2)- (3)--

Type: port vlan T
\
|
\

VLAN ID is 20

MAC address: 00:17:42:d1:0a:80

Status: up since Dec 9 19:23:45 2004

IP address/masklen: (4)
192.168.1.1/24 Broadcast 192.168.1.255 \

IPv6 address/prefixlen: \
fe80::217:42ff:fed 1:a80/64 |
2001:db8:ffff:1000:217:42ff:fed 1:a80/64 autoconfig -

oob0 MTU 1500 <UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST>
Type: out-of-band 9

MAC address: 00:17:42:d1:0a:80 I
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Status: up since Dec 9 19:23:45 2004
IP address/masklen:

192.168.3.1/24 Broadcast 192.168.3.255

Type: loopback
Status: up since Dec 9 19:23:45 2004
IP address/masklen:
127.0.0.1/32
IPv6 address/prefixlen:
fe80::1/64
11128

lo0 MTU 16384  <UP,LOOPBACK,RUNNING,MULTICAST>

(4)

1) 412371 —R%

2) MTU 44X

3) 1B TT—RTFY

AV BITT—RIZT MU TOXFIITRRTEINET,

up BEPTHD,

BROADCAST AT O—FF L RANTRLANEREIN TS,
LOOPBACK =T\ TH5,

POINTOPOINT point-to-point Y29 T#H %,

RUNNING SRTLYY—RAMNEY Y THA TS,
PROMISC promiscuous E—RF TEIMET %,

SIMPLEX BEBENEELITIMERETELL,
MULTICAST TILFFYRbEYR—IL TS,

4) Type

AVBTI—REATHUTOXFITRREINET,

port vlan R—h VLAN

protocol vlan ZBka)L VIAN

loopback =Ty 1423T71—R

out-of-band 0ob /25271 —2X

VLAN ID

VIAN ID A RRENFT

MAC address

CDAVFTT—RATHAENS MAC TRLANRRENET,
Status

AB71—RADREL, COREIZGo KRN RTENETS,
up FIFAETRE

down MR
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IP address/masklen

ABTI—RD IPvh FRLAMERRENET,

IPv6 address/prefixlen

AVBTT—RAD IPV6 TRLRAMRRENET

IPv6 FELRADHEIZ BEITISCTUTARTENET

tentative :DAD EAKREMTHAHEERLET,
duplicated : PRLRAERBRHICKY, AR THAHZEERLET,
autoconfig D BRAERSNIZTRLRTHAILERLET,

Page 509 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

29.1.2 show interface brief

[#RE] 1371 —RAFROBHERT
[ER#IE] PG-SW109-PY-SWB104
[AAFK] show interface brief [interface <interface_name>]
[#Fav] %L
EAVEATI—REBERELET,
interface <interface_name>
BELIAV 27— REBHRRLET,
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K
[EiEA] A7 —RAEREBHRRLES

[=4741]
# show interface brief
Interface Status Type
(1) (2) (3)
lan0 up port vlan
oob0 up out-of-band
lo0 up loopback
#
1) Interface ARTT—RBDRTREINET,
2) Status A B TI—RADKENRREINET,
up FIFATTEE
down MR
3) Type AVBITL—REIATHNRREINET
port vlan R—b VLAN
protocol vlan Zoka)L VIAN
loopback =T NI4T —R
out-of-band 00b 1571 —2R
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29.1.3 show interface summary

[#2RE] AU BTT—RIVRBDRT
[ER#IE] PG-SW109-PY-SWB104
[AAERK] show interface summary
[#Fav] %L
[EB14EE—F] User Exec E—F
Privileged Exec E—F
Global Config €—F
Interface Config E—F
Line Config E—F
[BtEA] AVATI—ADIUN) BERTLET .

[E4741]
# show interface summary
There are 3 interfaces (up status 3 interfaces)
Loopback interface : 1 (up status 1 interfaces) ---(1)
Out-of-band interface : 1 (up status 1 interfaces) ---(2)
Port VLAN interface : 0 (up status O interfaces) ---(3)
Protocol VLAN interface : 1 (up status 1 interfaces) ---(4)
#

(1) =T Ny 1o8T7x—R
(2) oob 12427 —X

(3) R—k VLAN

(4) ZBEkaIL VLAN
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30 EARP UMD FER, VU T ERIEIT IR
30.1 ARP TV MDD
30.1.1 show arp

[#t8E]
[& FAsiE]
[AA]

[#AFLav]

[En4EE—F]

[&EA]
[R1THI]

ARP TR DR
PG-SW109-PY-SWB104

show arp [<ip_address>]

show arp summary

Tl

FRTHARP TR ZFHERTLES .

<ip_address>

BEL=IP PELA®D ARP T M) DA ERRLET .

summary

ARP TV ) BERTLET .
User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—K

ARP F—D LD TR ERELET,

# show arp
IP Address MAC Address F Rest Interface Port
20.0.0.1 00:00:e2:08:57:89 01146 lan0 12
20.0.0.2 (incomplete) lan0
20.0.0.255 00:00:02:01:14:00 P perm lan0
Entry:3
# show arp summary
Entry:3
# show arp 20.0.0.1
IP Address MAC Address F Rest Interface Port
20.0.0.1 00:00:e2:08:57:89 01146 lan0 12
Entry:1
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IP Address

ARP TR IP address BAFRRINFET
MAC Address

ARP T ) D MAC address BNRRENET,
REAROBZE (E(incomplete) RRRENFET,

F

IVMN)ERARTENET  FHELUTISRLET,
P permanent T/ k1J

Rest

ARP TR DFEY £ FREMEETRLET , Permanent TR DIFE [ perm"ERRENFET
Interface

ARP TR DA BATI—AMKRREINET

Port

EEFICRIAIND ether R—FBEBARTINET,

MMB $#t/R—bk (0ob R—K)1F (1 ERTENETS,

Entry

ARP TR DIV BDBRREINFET,
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30.2 ARP TR)DHV)T
30.2.1 cleararp

[BRE] ARP T RYD YT
[ FAMIE] PG-SW109-PY-SWB104
[AHAFRK] cleararp [<ip_address>]
[#F av] %L
FTARTODARP TUR)EI)TLET,
<ip_address>
EBELIPPRLAD ARP TUR)ZEHYTLET .
[B14EE—F] Privileged Exec E—F
[ExEA] ARP F—T NI M EIITLETS,
[=4741]

# clear arp
#
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31 ENeighbor Cache T—7 LTV M) DR,
Hifga< R

31.1 Neighbor Cache T—7J LIV M) DR, HIBR
31.1.1 show ndp

[#RE] Neighbor Cache F—7 LTV R D RT
[ERA#FE] PG-SW109-PY-SWB104
[AARK] show ndp [<ipv6_address>]

show ndp summary
[#Fvav] %L
Neighbor Cache T—JILOBRED IV M) ERRLET,
<ipv6_address>
fEESN Tz IPv6 7ELRD Neighbor Cache TR DHERRLETS
JoR—ALTRELADOEZEIX. PRLRIZKEITT % T
AUBTI—RBERELES,
summary
Neighbor Cache TV M) #ERRLET
[B14EE—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—F

[E%EA] Neighbor Cache T—F LD IV ERTLET,
[=4TH LTS, E76lERLET .
# show ndp
IPv6 Address MAC Address S F Rest Interface Port
(1) (2) ) &) (B (6 (7
2001:db8:ffff:2000:2a0:c9ff:fed8:904e 00:a0:0e:f8:ff:01 S 01111 lan0 5
2001:db8:ffff:2000:20c:6eff:fead:54e7 (incomplete) I lan0
fe80::2a0:c9ff:fed8:904e%lan0 00:a0:0e:f8:ff:01 R 01111 lan0
Entry:3--- (8)
# show ndp summary
Entry:3
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# show ndp 2001:db8:ffff:2000:2a0:c9ff:fed8:904e

IPv6 Address MAC Address S F Rest Interface Port
2001:db8:ffff:2000:2a0:c9ff:fed8:904e 00:a0:0e:f8:ff:01 S 01111 lan0 5
Entry:1

# show ndp 2001:db8:ffff:2000:2a0:c9ff:fed8:904f
IPv6 Address MAC Address S F Rest Interface Port

Entry:0

1)IPv6 Address

Neighbor Cache T> k1)@ IPv6 address BT RENET,
2)MAC Address

Neighbor Cache T2 k1) MAC address BWERTFESNET,
RERRDIZE X (incomplete) NRTRENFET,

3)S

Neighbor Cache T DIRENRRINET, HEMZELTITRLET,
N (NoState)

w (WaitDelete)

I (Incomplete)

R (Reachable)

S (Stale)

D (Delay)

P (Probe)

4)F

IUNERIDRREINET, FHELUTITRLEY,
P Permanent T k)

5)Rest

Neighbor Cache T ) DEY EFRREZH M TRLET . Permanent TN DIHEF
"perm'ERTENET
6)Interface

Neighbor Cache TR DAL EZTT—ANKRRINFET

7)Port
EERICFIAINS ether R—FBESHARTINFET . MMB TR — (0oob R—K) & (1 ERFENFET,
8)Entry

Neighbor Cache TV R D IR RFSNET,
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31.1.2 clear ndp

[Hs8E] Neighbor Cache T2 +1) D #llB&
[EAHE] PG-SW109-PY-SWB104
[AAER] dearndp [ <ipv6_address> ]
[#TF2av) L
FTRTDERIZZEE LTz Neighbor Cache TR ZHIBRLET
<ipv6_address>
BESNT= IPv6 FELRAD | BIMIZZFE L1= Neighbor Cache T ) ZHIBRLET o
DoYB—ALTRLADZE L. PRLRIZEEITT % TIUE2T7—REEEELET,
[E14EE—K] Privileged Exec E—F

[E%EA] Neighbor Cache TV FJZHIBRLET,
[E4761]

# clear ndp

#
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RNEBFIN—F4TTF—TILDAHE -0 %k

ARG EDRR. V)7 BEITY
%

321 IL—T4VTT—TIL DAY 4205 st - REEL
EDRE. VU7

32.1.1 show ip route

[#aE]
[&FAsiE]
[ARE]

[AFLav]

[BhEE—F]

=TT T—TIEHDERT

PG-SW109-PY-SWB104

show ip route [all]

show ip route connected [all]

show ip route static [all]

show ip route destination <ip_address>/<mask> [all]

show ip route destination <ip_address>/<mask> longer-prefixes [all]

TL

=TT T—TIIZERL-BRERERRLET,

all

V=TT T—T IR FEDERIEREEO TI N TORREFERERTLET
connected

A8 71— ARBEBROAERTLET

static

AETAVIRBIEROAERTLET

destination <ip_address>/<mask>
BELETFRLRERRIIZT—HLE-BBRBEROAZERTLET,

<mask>(F, TRVE VM E[ETRAVETHRELET . TAVEDB AT, REAE VRN
1 TEfELIEICL TS,

destination <ip_address>/<mask> longer-prefixes
HELEERERICEFNIBRBER T ATERTLET,

<mask>(F, TRVEVMIFE[EYRAVETHRELET . TAVEDB AT, REAE VNS
1 TEfELIEICL T,

User Exec E—F

Privileged Exec E—F

Global Config ®—F

Interface Config E—F

Line Config E—F
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[EE]

[R1TH1]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

BERABEENICERL TV SEREREZRTLET,

R=Ur—HEEEZFERALEERIC. SHDEFE>TERIRTILEOHENERATEE A,

FERATERVEME. AAF—IZDULVTIL, terminal pager AXUR (R—U v —HEEDRTE) S B

LTLIEELY,
TRTORBERRTDEGE
# show ip route all
FP Destination/Mask  Gateway Distance UpTime Interface
Mm@ (3) (4) (5) (6)
*C 192.168.10.0/24 192.168.10.50 000:00:01  lan0
*C 192.168.3.0/24 192.168.3.1 000:49:32  00b0
1) FP

Hh—RILTST (B IUBRERETIALETOMILOER (P)ARRENET,
LTI, RERENZHD—RILTST (F)ERLET .

* DPA—RIABERLRBERLET .

Ry =| (P A—RIABRLTOVENEEERLET,

X (P A—RIABRTEEOS-BBERLET . (BBRELERA—/N)
LTI, #BEATIOMILIER (P)ZRLET,

S D RRTAVORBIERETRLET .

C . 42587z —X (interface route) ERIEHRERLET

2) Destination/Mask

HTERTRLR A/ RRIERNRTENET,

3) Gateway

F—bITATRLANRTREINET .

4) Distance

BREEENRTEINET,

5) UpTime

BREREFHNSDEBREARTEINET,

01:23:45 @1 F¥fd] 23 43 45 B i%:8 (BRI 24 BEILR DS E)
6d23h45m 6 A& 23 Beff 45 28 (BB 7 BLRDISS)
3wbd23h :3Ef& 6 B & 23 BFrMEREE

6) Interface

HAAVETI—RBNRTENET  ERATARRKED (27— (L,
A BT —RBITHELT (inactive) AR FTENFET
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32.1.2 show ip route summary

[#88E] W—T 42T T—T L ORBRERBED IR

[ER#IE] PG-SW109-PY-SWB104

[AAFERK] show ip route summary [all]

[#Fav] %L
W—TAVTT—TNIERL-BREROBERTLET .
all
V=TT T—TIIZFBFEDERIFREEO TI N TORBEROBERTLET

[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config E—F
Line Config E—F

[EiEA] BRERABEEDICERLTOIRBERBERRLET,

[ETH] BERERTOES

# show ip route summary

Route Source Networks

(1) (2)

Static 3
Connected 7
Total 10

1) Route Source
BBEIALEZTORILOENNRTEINET,
Static D RATAVIRBRERERLET,
Connected @ AR —RRWIEHRERLET,
2) Networks

BREHLSRTEINET,
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32.1.3 show ip route kernel

[#RE] IPA—RILDIL—T42TT—TILDRT
[ER#IE] PG-SW109-PY-SWB104
[AARERK] show ip route kernel
show ip route kernel longest-match <ip_address>
show ip route kernel summary
[#Fav] %L
PA—RILDIL—T4V T T—TILDBREDIVNERRLET,
longest-match <ip_address>
P A—FRILDI—T 12T T—T I D35 FEESNF=FRL I longest match 95T
VhIERRLET,
summary
IPA—RILDI—TATT—TILDIUN)BERRLET
[B1YEE—F] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config £—F
Line Config E—F
[Et8A] IPA—RLDIL—TATT—T LD REDKEERRLET .
[=4761]

# show ip route kernel

Routing Tables for Internet

Destination/Masklen Gateway Flag Interface -—(1)
10.0.0.0/8 192.168.1.5 UGS lan0
127.0.0.1 127.0.0.1 UH lo0
192.168.1.0/24 link#1 u lan0
192.168.1.5 link#1 UH lan0
192.168.1.11 00:20:¢9:d8:90:4e  UH  lan0
224.0.0.0/4 127.0.0.1 uGc o0
Entry:6 --(2)

# show ip route kernel longest-match 10.0.0.1

Routing Tables for Internet

Destination/Masklen Gateway Flag Interface
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10.0.0.0/8 192.168.1.5 ucs lan0
Entry:1
# show ip route kernel longest-match 20.0.0.1

Routing Tables for Internet

Destination/Masklen Gateway Flag Interface

Entry:0

# show ip route kernel summary

Entry:6

#

1) Destination/Masklen

HTERINT—ITRLRERRVENRFIINET,
RAMERDIZEIETRVEFRREINFEE A,

Gateway

T—hOTATRLRERRLET,

FALOMEBRIZT —hITAD MACTRLRERTLET . 7— I/ DTRLRABRNT
ETLVELGE L link#x(x [EX AT LAV Z7—RZEICBBMIZH 5T /27—
AAVTVIRAES)TRIRLET,

Flag

IR ERRLES, #FlELITISRLES,

U (Up) BERNEMTHIZLERLET,

G (Gateway) T—bOzABEICK P HRENELT HRERERLET,
H (Host) HRARTIUM)ERLET,

S (Static) RBAT 49T I —rERLET,

R (Reject) B ZEFRRR (ICMP unreach EEHY) THAHLERLET,
B (Blackhole) BESEAR R (ICMP unreach 3£ 5% L) THAHILERLET,
Interface

EHEAFTT—RERLET,

2) Entry

FENNTHEATIRBERV-IOMNBARTEINET,
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32.2 IPV6 JL—T AT T—T IIVER - et EDRT. Y

)7

32.2.1 show ipv6 route

[#5E]
[ FAsTE]
[AA]

[AFLav]

[B1EE—F]

EZLE]
[EE]

IPv6 L—T 42T T—T VIERD KR

PG-SW109-PY-SWB104

show ipv6 route [all]

show ipv6 route connected [all]

show ipv6 route static [all]

show ipv6 route ra [all]

show ipvé route destination <prefix>/<prefixlen> [all]

show ipv6 route destination <prefix>/<prefixlen> longer-prefixes [all]

TL

IPv6 A—RI DI —T AT T—IT LI EHL-BBRERERRLET,
all

IPV6 A—FRILDIL—T 42T T—TILICEERDOBRIEREZEHTIAT
DREBEBRERTLES,

connected

AT —ARBRERDOHERTLET .

static

ATV IRBEROAERTLES

ra

RA ZERBBEBRDOHERTLES

destination <prefix>/<prefixlen>
BELETLIVIR/ TU T4 ARIZ—HBLE-RBEHROAERTLET .
destination <prefix>/<prefixlen> longer-prefixes
EELEERERICEFNIBRBIFRI N TERRLET,

User Exec E—F

Privileged Exec E—F

Global Config ®—F

Interface Config €—F

Line Config E—F

BRABEEMICEFL TV ORBIERERRLET,
R=Sv—HEEEZFERALHEIC. SHDIF>TERITILEOHENERATEEE A,
FRATELVBEME. AAF—ITDULTIE, terminal pager AR UK (R—Uv—HEED R TE) 25 B
LTLFEELY,
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[=1741] LTS, ETHIERLEY

# show ipv6 route all
FP Destination/Prefixlen UpTime Distance
(M @ (4) (5)
Gateway Interface
(3) (6)
*RA ::/0 00:00:01 12
fe80::2 lan0
*C  2001:db8:ffff:1000::/64 00:00:01 0
2001:db8:ffff:1000::1 lan0
*C 1111064 00:00:08 0
11:11::22 0ob0
1)FP

A=W TSTBLBTALIILERINRRTESNET,

LTRIZ. RRENDNA—FRILTZTERLET,

* (IPV6 h—RILIZBHRLI-BEBERLET,

B IPv6 A—RIVICEFRLTOENERERLES,

LTI, ®RRandTaraLiERERLET,

RA  RAZEBRBEHRZERLES,

S D RATAVURBIERERLET .

C D AVBTI—ARBRIERERLES

2) Destination/Prefixlen

BBREROHTENTILIqVIR/ TUI1IIARTRRSNET,
Do oA—AILTFRLRAFRRENEE A,

3) Gateway

F—bITATRLANRTREINET

IPv6 A—FRJLIZEEFSN TLVEL RARBRITZENRRSNET,

4) UpTime

BREREFHNSDEBREARTEINET,

01:23:45 1 B 23 53 45 BRIB (IRBF A 24 BrEAR DS E)
6d23h45m  :6 BHE& 23 Bff 45 7#%5E (REREA 7 BLUHROEZS)
3w6d23h :3EME 6 BE 23 BFfERR

5) Distance

BREROBEENRTSINET,

6) Interface

HAA BT —RABANRTSINES  EAFARKED A FZT—R (L,
AR TT—RL(ZHEU T (inactive) AR RENET,

IPv6 A—FRJLIZEEFIN TLVEL RARBRBRITZEENRRSINET,
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32.2.2 show ipv6 route summary

[#88E] IPV6 IL—T 4T T—T L ORI DR
[EFAHE] PG-SW109-PY-SWB104
[AARRK] show ipvé route summary [all]
[#Fav] %L
IPV6 A—FRIL DI —T AT T—T LI B R LB BREROBERTLET,
all
IPv6 A—RIDI—T AT T—T VIR FEDBRBFEREEHTIAT
DRBEROHERTLES,
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—K
[EREA] BIRABEEMICERFL TV ABRERBZERRLET,
[EE] R=Drv—HEEEALIHEIC, SHADIF->TERTTHLEDIENERATEEE A,
FRATELRVEE. ANF—IZDULTIL, terminal pager AR R (R—Sr—H#EEDRE)E SR
LTLIEELy,
[ETH]  UTI. EAHERLET,

# show ipv6 route summary

Route Source Networks

(1) (2)

Static 3
RA 0
Connected 7
Total 10

1)Route Source

IW—TF4 o TOraLERARTSNET,

Static D RATVIRBERETRLET,

RA :RA ZERBEBRERLES .
Connected @ AR —RRWIEHRERLET,
Total DI RTOBBBEROEHERLET,
2)Networks

BREMNRTINET,

Page 525 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

32.2.3 show ipv6 route kernel

[#28E] IPV6 h—RIIDIV—T 42T T—TILDERTR
[EAHE] PG-SW109-PY-SWB104
[AAER] show ipvé route kernel
show ipvé route kernel longest-match <ipv6_address>
show ipv6 route kernel summary
[#Fav] %L
IPV6 h—RIIDI—TA2 T T—TILOBREDIV M) ERRLET,
longest-match <ipv6_address>
IPv6 A—RILDIL—T 4T T—T Db, FEESNT=FFL RIZ longest match 9°%
IMIERRLET,
Y B—AILTRLADEE X, FRLRICHEEITT % TIUAT—REBER/ELET,
summary
IPv6 A—RIDI—T AT T—T DI N BERRLET .
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K

[REA] IPV6 A—RILDIL—T AT T—TILO . REDKEERTLET .
[3=17H1]
# show ipv6 route kernel
Routing Tables for Internet6
Destination/Masklen Flag Interface (1)
Gateway
21 UH o0
=1
2001:db8:ffff:1000::/48 UGS lan0
fe80::2a0:¢9ff:fed8:904e%lan0
2001:db8:ffff:2000::/64 u lan0
link#1
fe80::2a0:c9ff:fed8:904e%lan0 UH lan0
00:a20:c9:d8:90:4e
fe80::%l00/64 u lo0
fe80::1%lo0
ff01::/32 U lo0
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=1

ff02::%lan0/32 uc lan0
link#1
ff02::%100/32 uc lo0
fe80::1%lo0
Entry:8 -—-(2)

# show ipv6 route kernel longest-match 2001:db8:ffff:1000::1

Routing Tables for Internet6

Destination/Masklen Flag Interface
Gateway
2001:db8:ffff:1000::/48 UGS  lan0

fe80::2a0:c9ff:fed8:904e%lan0
Entry:1

# show ipv6 route kernel longest-match 2001:db8:ffff:3000::1

Routing Tables for Internet6

Destination/Masklen Flag Interface

Gateway

Entry:0
# show ipv6 route kernel summary

Entry:8

#

1) Destination/Masklen

HTHERIMTI—ITRFLREIRVENRREINET,
RAMEBROBEETRVEXRREINEE A,

Gateway

F—rITATRLRERRLET,

FALOMEBRIZT —bITAD MACTRLRERTLET . 7 —F I/ DTRLRERMNT
ETVAHWMEE K link#x (X [EV AT LBV ET—RATEICHFNIZH 5T 54097 —
ALV TYVIRABE)TRRLET

Flag

IUR)FERIERRLET, SEME L TISRLET,

U (Up) BENEMNTHIILERLET,

G (Gateway) F—bOTA B EICK DB ENELT HBERERLET,

Page 527 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

H (Host) RARIURM)ERLET,

S (Static) RATF Y I—bERLET

R (Reject) BEERRRE (ICMP unreach #1EHY) THAHZEERLET,
B (Blackhole) BZEERRE (ICMP unreach #EHL) THEZEERLET,
Interface

EHEAFTT—RERLET,

2)Entry

ZENNTHERATIRBERV =IO BARTENET,
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32.2.4 show ipv6 ra default-router-list

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[E11EE—F]

EZLE]
[Avt—]

[R1TH1]

TIHIEIL—E) RAEDRT
PG-SW109-PY-SWB104

show ipv6 ra default-router-list

7L
TIAIEIL—B) RN ERTLET,
User Exec E—F

Privileged Exec €—F

Global Config ®—F

Interface Config £—F

Line Config E—F

RA /XTI DLERLI=T 74 LML —2EHE—BERRLET .

<ERROR> No IPv6 RA(host) is configured.
[RE RAZEBRENBRESNTLEEA,
XL RA Z{EHEEZRTEL T,

# show ipv6 ra default-router-list
lan0:
Advertise Router Lifetime Time
(1) (2) (3)
fe80::1 1800 300
The number of entries : 1 ---(4)

1)Advertise Router

RA XTI DFEETTRLANKRIREINET

2)Lifetime

RA 784wk ® Router Lifetime(#) AR RrEhET,

3)Time

Router Lifetime M3 T 9 2ETORYRE () NRRESNET,
4)The number of entries

AEBCTHRETEITIHIML—EOI ) ENRTEINET,
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32.2.5 show ipv6 ra prefix-list

[#RE] TLI4vIRYRRDRT
[EAHE] PG-SW109-PY-SWB104
[AARRK] show ipvé ra prefix-list
[#Fav] %L

TLI4YR )R ERTLET,
[BIYEE—F] User Exec —F

Privileged Exec E—F

Global Config ®—F

Interface Config £—F

Line Config E—F
[EeA] RA /Ty ERLIZTL 49 R EHRE—BERTLET
[AvtE—]

<ERROR> No IPv6 RA(host) is configured.
[RE :RA ZEHEENBRESNTLERA,
XL RA ZIEWAEEREL TSN,

[=4TH]

# show ipv6 ra prefix-list

Prefix/Prefixlen Flag Preferred Lifetime Valid Lifetime

(1) (2) (3) (4)
Advertise Router Interface
(5) (6)

1000::/64 LA 602800(604800) 2590000(2592000)
fe80::1 lan0

2000::/64 LA 0(604800) 3599(2592000)
fe80::2 lan0

2000:2000:2000:2000::/64 -A 4800(604800) 1992000(2592000)
fe80::1000:1000:1000:1001 lan0

2001::/64 LA infinity infinity
fe80::10 oob0

The number of entries : 4 -—(7)

1) Prefix/Prefixlen

RA /4y b @ Prefix & Prefixlen MEREINET
2)Flag

RANTIRD L ATST DIREARTENET
L DAV GISTH T DREE

A : BEZRFLRERTST N 1 DIRE
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- D ISTH0 DIKEE

3)Preferred Lifetime

Preferred LifeTime A%i& T 37 2E TORYERE () ARTSNET, ORIZIE

RA 7847y Preferred LifeTime & (F) AR RENET L, 0 (BT LI-CEERLET,
|ROIZEIL infinity NRTJSINET,

4)Valid Lifetime

Valid LifeTime A% 79 2 F TORYERE (B) R TSN E S, (JAIZIE RA /5 vk
DL T4y REHRA T a0 0 Valid LifeTime {E () BARRSNET,

T IHEIVNINEIBRENETS,

|ERDIZEE infinity HRRSINET,

5)Advertise Router

RA T IbDFEETTRLANRERENET,

6)Interface

RA NI ERIELIzA VAT —RBNRTENET,

7)The number of entries

AREBTRETIILIAVIRDIVNBNRRESNET
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33 ENTYMOBEHERORTR, V)7 ERED

<k

33.1.1 show ip traffic

[#5E]
[ FHAE]
[AAE]

[AFLav]

IP BE DR EHERD KT
PG-SW109-PY-SWB104
show ip traffic

show ip traffic { tcp | udp | ip | icmp }

#L

TRTO IP HEHERERRTLET .
tcp

TCP N7y D#EEHERERTLES
udp

UDP /4 vk D #fisHERERRLET
ip

P Ny DfEHERERTLET .
icmp

ICMP /X4y b D#fiEHERZERRLET,

[B14EE—KF]User Exec E—FK

[REA]
[=1741]

Privileged Exec E—F

Global Config ®—F

Interface Config £—F

Line Config E—K

IP B ED#MEHERERTLES .
LTS, RTHIERLET .

# show ip traffic

tep:
170 packets sent
145 data packets (29694 bytes)
1 data packet (18 bytes) retransmitted
0 resends initiated by MTU discovery
19 ack-only packets (10 delayed)
0 URG only packets

0 window probe packets

0 window update packets
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5 control packets

217 packets received

145 acks (for 29706 bytes)

1 duplicate ack

0 acks for unsent data

121 packets (14492 bytes) received in-sequence
0 completely duplicate packets (0 bytes)

0 old duplicate packets

0 packets with some dup. data (0 bytes duped)
3 out-of-order packets (42 bytes)

0 packets (0 bytes) of data after window

0 window probes

0 window update packets

0 packets received after close

0 discarded for bad checksums

0 discarded for bad header offset fields

0 discarded because packet too short

3 connection requests

4 connection accepts

0 bad connection attempts

0 listen queue overflows

6 connections established (including accepts)
2 connections closed (including 1 drop)

1 connection updated cached RTT on close

1 connection updated cached RTT variance on close
0 connections updated cached ssthresh on close
1 embryonic connection dropped

145 segments updated rtt (of 145 attempts

1 retransmit timeout

0 connections dropped by rexmit timeout

0 persist timeouts

0 connections dropped by persist timeout

22 keepalive timeouts

0 keepalive probes sent

0 connections dropped by keepalive

22 correct ACK header predictions

64 correct data packet header predictions

250 datagrams received

0 with incomplete header
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icmp:

0 with bad data length field

0 with bad checksum

0 dropped due to no socket

224 broadcast/multicast datagrams dropped due to no socket
0 dropped due to full socket buffers

0 not for hashed pcb

26 delivered

0 tunneling packets that can't find gif

26 datagrams output

467 total packets received

0 bad header checksums

0 with size smaller than minimum

0 with data size < data length

0 with ip length > max ip packet size

0 with header length < data size

0 with data length < header length

0 with bad options

0 with incorrect version number

0 fragments received

0 fragments dropped (dup or out of space)
0 fragments dropped after timeout

0 packets reassembled ok

467 packets for this host

0 packets for unknown/unsupported protocol
0 packets forwarded

0 packets not forwardable

0 redirects sent

197 packets sent from this host

0 packets sent with fabricated ip header

0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datagrams fragmented

0 fragments created

0 datagrams that can't be fragmented

0 tunneling packets that can't find gif

0 calls to icmp_error
0 errors not generated 'cuz old message was icmp

0 messages with bad code fields
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0 messages < minimum length
0 bad checksums
0 messages with bad length

0 message responses generated

Page 535 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

33.2 Ny DIREHFROIUT
33.2.1 dear ip traffic

[#8E] IP BEED#REHFHRD VYT
[ERA#ME] PG-SW109-PY-SWB104
[AHAERK] dearip traffic
[#F av] %L

IP EEDHEHEREIITLES
[E14EE—K] Privileged Exec E—F
[Et8A] IP BEED#EEHREVVTLET
[=4741]

# clear ip traffic
#
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33.3 IPv6 /Xy D#EHEFER D R

33.3.1 show ipvé6 traffic

[#sgE] IPV6 /7y b D#EEHERD R R
[EAHE] PG-SW109-PY-SWB104
[AAERK] show ipvé traffic

show ipvé traffic { tcp | udp | ip | icmp }
[T av] %L

ITRTO IPv6 HiatEHRERRLET

tep

TCP Ny b DIEHERERRLEY
udp

UDP /X4y DfETHEHRERTLET
ip

IPv6 /3y DI EHEBMERRLET
icmp

ICMP /7w DR ERERTLET .
[B14E®—FK] User Exec E—F

Privileged Exec E—F

Global Config ®—F

Interface Config £—F

Line Config E—K
[EREA] IPv6 /3y b DI EHEBRZERRLET
[ETH] UTIS EAHERLET,
# show ipv6 traffic

tcpb:

0 packets sent
0 data packets (0 bytes)
0 data packets (0 bytes) retransmitted
0 ack-only packets (0 delayed)
0 URG only packets
0 window probe packets
0 window update packets
0 control packets

0 packets received

0 acks (for 0 bytes)

0 duplicate acks
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udpé:

0 acks for unsent data
0 packets (0 bytes) received in-sequence
0 completely duplicate packets (0 bytes)
0 old duplicate packets
0 packets with some dup. data (0 bytes duped)
0 out-of-order packets (0 bytes)
0 packets (0 bytes) of data after window
0 window probes
0 window update packets
0 packets received after close
0 discarded for bad checksums
0 discarded for bad header offset fields
0 discarded because packet too short
0 connection requests
0 connection accepts
0 bad connection attempts
0 connections established (including accepts)
0 connections closed (including 0 drops)
0 embryonic connections dropped
0 segments updated rtt (of 0 attempts)
0 retransmit timeouts
0 connections dropped by rexmit timeout
0 persist timeouts
0 connections timed out in persist
0 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
0 correct ACK header predictions
0 correct data packet header predictions

0 PCB cache misses

0 datagrams received

0 with incomplete header

0 with bad data length field

0 with bad checksum

0 with no checksum

0 dropped due to no socket

0 multicast datagrams dropped due to no socket
0 dropped due to full socket buffers

0 delivered
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ip6:

0 datagrams output

24 total packets received
0 with size smaller than minimum
0 with data size < data length
0 with bad options
0 with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0 fragments dropped after timeout
0 fragments that exceeded limit
0 packets reassembled ok
24 packets for this host
0 packets forwarded
0 packets not forwardable
0 redirects sent
17 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datagrams fragmented
0 fragments created
0 datagrams that can't be fragmented
0 packets that violated scope rules
0 multicast packets which we don't join
Input histogram:
ICMP6: 24
Mbuf statistics:
0 one mbuf
24 one ext mbuf
0 two or more ext mbuf
0 packets whose headers are not continuous
0 tunneling packets that can't find gif
0 packets discarded due to too many headers
0 failures of source address selection
source addresses on an outgoing I/F
11 link-locals
source addresses of same scope
11 link-locals

11 forward cache hit
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icmpb:

0 forward cache miss

0 calls to icmp6_error

0 errors not generated because old message was icmp6 error or so

0 errors not generated because rate limitation

Output histogram:
echo: 5
echo reply: 5
multicast listener report: 1
neighbor solicitation: 4
neighbor advertisement: 2
0 messages with bad code fields
0 messages < minimum length
0 bad checksums
0 messages with bad length
Input histogram:
echo: 5
echo reply: 15
neighbor solicitation: 2

neighbor advertisement: 2

Histogram of error messages to be generated:

0 no route
0 administratively prohibited
0 beyond scope
0 address unreachable
0 port unreachable
0 packet too big
0 time exceed transit
0 time exceed reassembly
0 erroneous header field
0 unrecognized next header
0 unrecognized option
0 redirect
0 unknown
5 message responses generated

0 messages with too many ND options
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[#5E]

[ FR#iE]
[AHfH]
[AFLav]

[B1EE—F]
[BtEA]
[R1TH1]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

33.4 IPv6 /Sy DREHERD YT

33.4.1 clear ipvb traffic

IPv6 /v b DR EHERD VYT
PG-SW109-PY-SWB104

clear ipvb traffic

7L

ITARTO IP#REHEHREVITLES
Privileged Exec E—F

IPv6 /Ny b DffEHEREIVTLEYS

# clear ipvé traffic
#
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3 BTy DhH 207 -§#ist-RELTED
®r.VUT7EEITUR
34,1 JYyS DAY 4-045 -#ist-RELGEDERTR

34.1.1 show bridge

[#48E] TVoPICE T HRES SV ERD R
[EFA#FE] PG-SW109-PY-SWB104
[A#ARHK] show bridge
show bridge summary
[T av] %L
FET—JILONBERRLET,
summary
FET—JILOEYHETKRERTLET,
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config E—F
Line Config E—K
[EREA] TVoDICEY HIRE, F A ERERTLET,
[=4TH] FBET—TILORNBERTTDEE
# show bridge

Codes: D - Dynamic entry, S - Static entry
Address VLAN Interface Status

(1) 2 ) (4)

00:00:0e:58:a5:dc 100 linkaggregation8 D
00:0b:5d:89:00:77 10  self S
00:0b:5d:89:00:77 100 self S
00:e0:00:ad:a9:76 100 linkaggregation1 D
08:00:46:6f:19:3b 10 Encl-CB3/0/7 S
08:00:46:70:84:e4 10 Encl-CB3/0/8 D

1) 2ET—JIIZBHIN TS MACTFLR

2) VLAN ID

3) IUNJESNIIRARASFET DM —R4%

<switch_identifier>/<slot>/<port>  ether IR—

linkaggregation DoOF7 IV —arR—
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self KETFLR

4) FET—TILORKE
LUTOERIDRRINET,

D BFEET I
S BHEET I

$BF—JLOHY L TRRERTT HBA

#show bridge summary

Registered station blocks  : 6 -—(1)
Dynamic entry : 3 —(2)
Static entry : 1 ---(3)
System entry : 2 ---(4)

Free station blocks : 16416 ---(5)

1) ERFOZEET—TILE

2) BMEBICLDZFET—TILE

3) BWEBICLDIFET—IILE

4) BEBERNIMERICKSEET—IILHK
5 READEET—ILLH
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[#t8E]
[ R#E]
[ABER]

[#AFLav]

[EhEE—F]
[EEA]
[EE]

[R1TH1]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X
36.2 TS Oh o oa-0d -#HEt-RELGEDHIIT

34.2.1 clear bridge

BHCEE LTI IO
PG-SW109-PY-SWB104

clear bridge

clear bridge port <portlist>

clear bridge mac <macaddr> <vid>

L
BHICEBINTODTARTO MAC7RLREZET—TJIILOGHEIBRLET,
-port
R EDHEIBRIEEETVET,
"mac
MACZRELRAZ EDBIBRIEEEITVET
<portlist>
-AR—KJRB

BET—JILENHIET E2MEBER—FBEEDVRMIEELET.

BHOR—IESEEETHEE. " "(HUI)TRUOYET,

BROBSIHEIES. " (NATV) TRUYES (I "1-8"),
<macaddr>

*MAC 7KL R

ZET—TIHSHIBRT S MACTFLREIRELET,

(XXXXXXXXXXXX DGR T XX [FRK 2 H7D 16 EHETT . )

<vid>

-VLAN ID

VIAN ID %, 1~4094 D 10 #HETIHRELET,

Privileged Exec E—F

BMICEEINTIVS MACZRLRERET—JILHGEIBRLET

-vlan forward AU R EEICK>TEHMICEE INZFFLRIZDOVWTIHEIRSINE L A,

AR—MEETUVITTIT—2a0 DAV NR—MEEELIIGE L.
YUoOT TN —2a0 DT RTOEETRLAMEIBRESNET,

# clear bridge
#
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[#5E]
[ FAsTE]
[AA]

[AFLav]

[EhEE—F]

[Et8A]
[E=E]
[Z=1TH1]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

343 RIRZVTI)—DHIE-07 - fREH-RBLEED
KRR

34.3.1 show spanning-tree

ANZUTI)—IEHD KT
PG-SW109-PY-SWB104

show spanning-tree

show spanning-tree root

show spanning-tree bridge

show spanning-tree active

show spanning-tree interface <port>

show spanning-tree detail

L

FTRTDRNZVT V) —EREBHRRLET

root

=TV DRN=U TV —ERIZITERRLET,
bridge

EBDRNZUTV) =T )y RHRIETERTLET,

active

BELTW DA AT —RDO RNV TV —1EHRIEZFTERRLET .
interface <port>
BRELIEAVATI—RAD RNV —1ERIZTERTLET,
AVBTT—RELTIIYBER— I BESEEELET,

detail

FTRTORNZVG V) —EREFHERRRLET,

User Exec E—F

Privileged Exec E—F

Global Config ®—F

Interface Config E—F

Line Config E—F

AR TI)—HEEDIREBERTLET .

RAEDEEWHEED EHM D55 ROV U RFEFERATEEE A,
FTRTOAN=ZVTY)—EREE S RTT 2HE

# show spanning-tree
Spanning tree enabled protocol IEEE
Root ID Priority32768
Address 00:00:e2:08:57:89

~(1)
~(2)
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Cost 200000
Port 1 (eth1)

Hello Time 2 sec Max Age 20 sec

~03)
—(4)

Forward Delay 15 sec

(5) (6)

(7)

Bridge ID Priority32768 --(8)
Address 00:0b:5d:89:00:aa
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
(10) (11) (12)
BPDU Mode off
(13)
STP Mode stp
(14)
Interface Port ID  Cost Status(Role) Sent
Designated Bridge ID Received
eth1 128.1 200000* Forwarding(Root) 5
(15) (16) (17) (18) (19)
128.1 0 32768 00:00:e2:08:57:89 24
(20) (21) (22) (23)
eth2 128.2 200000* Forwarding(Designated) 25
(15) (16) (17) (18) (19)
128.2 200000 32768 00:0b:5d:89:00:aa 0
(20) (21) (22) (23)

1) =TV EBEE

=TV DHAFOT IO BEENRTENET

2)IL—bT )P MAC PRL R

=TS ERF D MAC PRLANRRENET,

3)JL—k/RRORE

IW—rIYYSETHD/NNRIRMERRTENET,
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L)R—FEBELMUATI—RE
R—bBEBELAVATI—RENRTENET,
REBVNIL—FITVIDOEEEUTARTEINET,

Port 0 (This bridge is the root)

5)# BUE#R BPDU 2 iR
B RESR BPDU X R (B ARTENEFT .

b) AL AL R
H#RIEHR BPDU DERKRFLEHERE (B)ARTSNET,

7) B K P #8 B S B
RAFHGBIERE () AR TSN FET

B EEETVVORBEE
KEBEDTVPHAFICRAWSIT)yOBEENKRTEINET .

9)BEE MAC7RLR
AEBEDITVYPHEAFICHNS MACPRLRADRRSNET,

10)#& R 1E$R BPDU 3% i &l FE
B RUTESR BPDU X R (B ARTENEFT .

N)&EXfFbEHE
HEHRIFHR BPDU DR KFL B O ERE (B)ARTENET,

12) F K ARk FE BF
RAPHEERE (B) AR TShES

13)BPDU Forwarding #8k
AEBTEZINTLVS BPDU Forwarding #AE (on/off) AR RSN ET

14)STP B#EE—R
AZBED STP BIEE—F (disable/stp/rstp/mstp) AR RSN ET,

15) 12 8T7T—R %

AVBTT—REDPRRENET,

16)7R—h 58RI F
R—rERFORTEINET,

17)R—k/fRa Xk
R—bDNRZRIZRMNBBFESNEEEHFOHEITHARTEINET )N
RTRENFET,

18) R—hM KB &R B
R—FRENUTOENNTRFIEINET,

Disabled STP (L5

Discarding Discarding 4K B8 (RSTP/MSTP Ej{ERE D H K R)
Blocking Blocking 4K &8

Listening Listening 4K%&

Learning Learning 4K#&
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Forwarding Forwarding 1K %&

R—FOBRERENUTOENNTRREINET,

Disabled STP (L4EXh

Root JL—hR—F

Designated HREFAR—F

Blocking Jayxo g R—k

Alternate & R— (RSTP/MSTP ENfEBE D H R R)

Backup 1INy T7 T IR— (RSTP/IMSTP Ef{EB D & K R)
19)BPDU A {EE%

BPDU #{EE% (T RTHEATD BPDU DA EE)HRTEINET,
200K Ty OR— AT

REKITVvO OR—MEAFNRREINET,
21)#m BPDU D £ &R/ SRRk

¥k BPDU MR KR/ SRARMRTREINET,
2VRET Vv HAIF

KRBTV OHANF(BEEE MACTRLR)BNRFRESNET,
23)BPDU Z{EEIH

BPDU ZEEE (T RTDHEALTD BPDU D EEHE)HARRENET,

W—bTVIDDRNZV V) —ERERTS HHE

# show spanning-tree root

Root ID Priority32768 (1)
Address 00:00:e2:08:57:89 -—-(2)
Cost 200000 --(3)
Port 1 (eth1) —(4)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(5) (6) (7)

1) TS BaE
W=V DBEENRTENET,

2) MACTRL R
W—rT V2D MAC TRLADRRENET

3) JL—k/RRORE
IW—brTYPCETONRIRMENRRESNET,

4) JL—hkiR—k
IW—bR—bDAET—RENRIRENFET,
AEENIL—FITVIDDEEEUTARTENET,
Port 0 (This bridge is the root)
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5) #p1E#R BPDU £ HifEFR
HERLIE R BPDU i HifdfR () AR RSN ET
6) RAFLEHERRE(F)
AR ER BPDU DRAFFL SO EFE () ARTENET,
7) ERK AR SE B ] (B))
RAPHEIERRE (B) BNRTShES

EBEOANZUTY) =Ty OERERTT HEHE

# show spanning-tree bridge

Bridge ID Priority32768 (1)
Address 00:0b:5d:89:00:aa --(2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(3) (4) (5)
BPDU Mode off

(6)
STP Mode stp

1) TUvSBEE

REBOIT)yDHEANFITAVWS Iy CBEENRTINET,
2) MAC 7RL-R

REBOT)yDHEAFIZHND MACZ7RLANRRSNET,
3) #BRIEER BPDU 3£ HiREFE

B RUIE#ER BPDU D[RR (FD) B RRSINET,
4) RRFLEDHEEHE

B RUTEIR BPDU OJZAFb &L ERHE(B)ARTEINET,
5) FRKHHEE LERF

RAPREERRE (B) R TShES,
6) BPDU Forwarding ###E

AEBETEZ SN TLVS BPDU Forwarding #&E (on/off) AR RSN ET
7) STP BAfEE—F

AEEE D STP BHEE—K (disable/stp/rstp/mstp) MEFRINFET

BELTLNBAUATI—RD ANV V) —ERIZITERTT DHE

# show spanning-tree active

eth1 is Forwarding  Port Version 0(STP)
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eth2 is Forwarding

(1) (2)
Port path cost 200000 (auto),

(3)
Port role is Root

(6)

Designated root has priority 32768, address 00:00:2:08:57:89

Port priority 128, Port Identifier 128.1

(4) (5)

(7)

Designated bridge has priority 32768,

(8)
address 00:00:e2:08:57:89

(9)

Designated port id is 128.1, Designated path cost 0

(10)

(11)
BPDU statistics:
Config BPDU: sent 3, sent error 0

(12)

(13) (14)
received 112, discarded 0
(15) (16)
TCN BPDU:  sent 2, sent error 0
(17) (18)
received 0, discarded 0
(19) (20)

Other error: bad protocol 0, bad version 0

(21)
bad BPDU type 0

Port Version 0(STP)

(22)

(1) (2)
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Port path cost 200000 (auto), Port priority 128, Port Identifier 128.2

(3) (4) (5)

Port role is Designated

(6)
Designated root has priority 32768, address 00:00:2:08:57:89

(7) (8)
Designated bridge has priority 32768, address 00:0b:5d:89:00:aa

(9) (10)
Designated port id is 128.2, Designated path cost 200000

(11) (12)
BPDU statistics:
Config BPDU: sent 292, sent error 0

(13) (14)

received 0, discarded 0

(15) (16)
TCN BPDU:  sent 0, sent error 0

(17) (18)

received 0, discarded 0

(19) (20)

Other error: bad protocol 0, bad version 0

(21) (22)
bad BPDU type 0

1) AVBTT—RBER—NIKEE
IR—MRENUTOENNTREREINET,

Disabled STP (L5
Discarding Discarding 4K B8 (RSTP/MSTP Ej{ERE DA FKR)
Blocking Blocking K &
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Listening Listening 4K7%&
Learning Learning 1K #&
Forwarding Forwarding 1K %&

2) R—Fk STP A—Tay
STP N=2aVv U TOENI N RRENET,

-(OFF) STP R ff FA—b
0(STP) 802.1d STP
2(RSTP) 802.1w RSTP
3(MSTP) 802.1s MSTP

3) R—r/$RARK
FZUR—LO/IRIRMENRTEINET,
4) R—MBXE
BUR—LOBEENRTINET
5) R—rBIF
R—HSIF (R—MEEE K- ES) RRRSNET,
6) K—hEH|
R—bDBEERENUTDENNTRRENET

Disabled STP [ 4&E%h

Root JL—hR—k

Designated HREJAR—F

Blocking JOvF Y R—b

Alternate £ R— (RSTPIMSTP ENEBF D A FR )
Backup N7y TiR—k (RSTPIMSTP ENfEBE D 4 R R)

7) L—rIUVCEBRE
W—rTVICDBEENRTENET
8) JL—hT 1)y MAC
V=TT D MAC PRLAMKRRENET,
9) REIVwBEE
RRIVVCOBEENRTINET,
10) K& T v MAC
REITVIZ D MACTRL AR RENET,
11) KRFRAR—HRIF
KBRR—FOHHF (R—MEEE R—IES)VRREINFET,
12) RE¥A—b/XRORXF
RBAR—LDNRIRMELRRSNET,
13) #R% BPDU £ {SmE%%
¥R BPDU OEEEBARTENET
14) ¥&RL BPDU 2 {ETS—EIH
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R BPDU MFEETF—EHMS R REINET,
15) ¥k BPDU ZE[E%K
R BPDU O ZEEMBMRTEINET,
16) #8RL BPDU Z{SHHZEME K
AL BPDU O ZEWERBARTENET,
17) TCN BPDU #{S [E %1
TCN BPDU D= {ERIM AR TSNES
18) TCN BPDU #ET5—EI%K
TCN BPDU OFETS—EIHARRENFET,
19) TCN BPDU {5 [E%k
TCN BPDU D Z{ERIMA R RENET,
20) TCN BPDU S2{SHEZEE %
TCN BPDU D Z{EWEEBARTEINET
21) FaraLN—2arI5—EH
TOrINNA—2a0 D IF—ICKIHERYBARRINET,
22) R"—oar 53—
N=230DIZ—ICKBHWERBMLRIRIINET,
23) BPDU 247 T5—E%
BPDU DAA T LS—IkBHWERBARTINET,

BELEAVETI—ADANZUT Y —ERERTTHES

# show spanning-tree interface 1

eth1 is Forwarding  Port Version 0(STP)

(1) (2)
Port path cost 200000(auto), Port priority 128, Port Identifier 128.1

(3) (4) (5)

Port role is Root

(6)
Designated root has priority 32768, address 00:00:2:08:57:89

(7) (8)
Designated bridge has priority 32768, address 00:00:e2:08:57:89

(9) (10)
Designated port id is 128.1, Designated path cost 0
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(11) (12)
BPDU statistics:
Config BPDU: sent 3, sent error 0

(13) (14)

received 112, discarded 0

(15) (16)
TCN BPDU: sent 2, sent error 0

(17) (18)

received 0, discarded 0

(19) (20)

Other error: bad protocol 0, bad version 0

(21) (22)
bad BPDU type 0

1) AVB7T—RBER—NKEE
R—MRENUTOEANMTRRTEINET,

Disabled STP (L%

Discarding Discarding 4K B& (RSTP/MSTP EffERE D A% 7R)
Blocking Blocking 1K &

Listening Listening JK%&

Learning Learning 4K &

Forwarding Forwarding 1K &

2) IR—k STP /A—23>
STP N—=avRUTOENINTRRINET,

-(OFF) STP R FAR—k
0(STP) 802.1d STP
2(RSTP) 802.1w RSTP
3(MSTP) 802.1s MSTP

3) R—k/ RaRL
FZLUR—bD/ARARMENRTRINET,

4) R—MBEE
ZEAR—FOBEENARTEINET,
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5) K—hEAIF
R— BT (R— MBS R— BB NRRENET,
6) HK—hEEI
A—FOREREASUTDERNTRRENET,

Disabled STP (L3N

Root JL—hrR—Fk

Designated HREJAR—F

Blocking Jayx Y R—k

Alternate R EAR—K(RSTP/MSTP ENERER D AR R)
Backup 13997 TIR—b (RSTP/IMSTP Bk RS D A R)

7) L—=RIVVDCBEE
W—rTVIODBEENRTENET
8) JL—kT1) v MAC
IL—RTYwT D MAC PRLADERREINES,
9) REIVOEBEE
REITVICOBEENRRINET,
10) REITUvZ MAC
KEKTVvo D MACTRLANKRTENET,
11) RE|AR—NERF
KBRR—FOHHF (R—MEEE R—IES)VRTEINET,
12) RFAR—b/IRORS
REBER—LO/RRIRMESRTEINET
13) ##k BPDU %15 [E1%%
¥R BPDU OEEEBARTENET
14) #&pk BPDU #{ET5—E%
R BPDU MFEETS—EHLSRTENET,
15) # /X BPDU Z{EE%K
1R BPDU D ZER#MARTEINET
16) #mk BPDU Z{EMEZEME %
TR BPDU D2 EWERIMARIRENET
17) TCN BPDU {5 [E1%k
TCN BPDU DEEEEMMRRENET
18) TCN BPDU #{E TS5 —EI%K
TCN BPDU DEELS—RIMARTSNES,
19) TCN BPDU 32{E[E1%k
TCN BPDU D ZEEHMNRTENET
20) TCN BPDU S{EREEE %
TCN BPDU D Z{EWERKARREINFET,
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21) FOrainN—S3rIS5—EE
TRRLNA—=Da 0 DIS—ICEEBERBARTINET,

22) N—arI5—[EH
N=23VDIS—IZ&PWERMPBMNRTINET,

23) BPDU 247 T5—EI#
BPDU DAATIS5—ICLBHERBARTEINET,

FTRTORNRZVTV)—EHREFMERTI S5HE

# show spanning-tree detail

IEEE compatible spanning tree protocol is being executed.
Bridge Identifier has priority 32768, address 00:0b:5d:89:00:aa

(1) (2)

Configured hello time 2, max age 20, forward delay 15

(3) (4) (5)
Current root has priority 32768, address 00:00:e2:08:57:89

(6) (7)
Root portis eth1,  cost of root path is 200000

(8) (9)
STP Mode stp, BPDU Mode off
(38) (39)
Topology changes 2 Detected date 2005/11/01(Tue) 05:30:28

(33) (34)
(time since 05:30:28)

(35)

eth1is Forwarding  Port Version 0(STP) STP-Compatible(-)

(10) (11) (36)
Port path cost 200000 (auto), Port priority 128, Port Identifier 128.1

(12) (13) (14)
Port role is Root
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(15)

Designated root has priority 32768, address 00:00:2:08:57:89

(16)

(17)

Designated bridge has priority 32768, address 00:00:e2:08:57:89

(18)
Designated port id is 128.1, Designated path cost 0

(20) (21)
BPDU statistics:
Config BPDU: sent 3, sent error 0

(22) (23)

received 901, discarded 0

(24) (25)
TCN BPDU:  sent 0, sent error 0

(26) (27)

received 0, discarded 0

(28) (29)

Other error: bad protocol 0, bad version 0

(30) (31)
bad BPDU type 0

Other statistics:

changed to forwarding statel

(37)

eth2 is Forwarding  Port Version 0(STP)  STP-Compatible(-)

(19)

(10) (11) (36)
Port path cost 200000(auto), Port priority 128, Port Identifier 128.2
(12) (13) (14)
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Port role is Designated

(15)
Designated root has priority 32768, address 00:00:2:08:57:89

(16) (17)
Designated bridge has priority 32768, address 00:0b:5d:89:00:aa

(18) (19)
Designated port id is 128.2, Designated path cost 20000

(20) (21)
BPDU statistics:
Config BPDU: sent 902, sent error 0

(22) (23)

received 0, discarded 0

(24) (25)
TCN BPDU: sent 0, sent error 0
(26) (27)

received 0, discarded 0

(28) (29)

Other error: bad protocol 0, bad version 0

(30) (31)
bad BPDU type 0

Other statistics:

Changed to forwarding state 1

(37)

1) TS BEE
AEBDOITVYCHEBAFICHWS TV BEENRTINET .
2) MAC7RL R
REBOT)yDHEAFIZHNS MAC7RLANERRSNET,
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3) #&RLIESR BPDU 3£ R
HRUIEER BPDU M3 HFEIRR () BNRRSNES,
4) RRFLEDHEEME
HERUEER BPDU DR K FEEHERM () ARRSNET,
5) FRKH B TEF R
RATHGBIERE () AR TSN FET
6) IL—bT)yBRE
W—rTVITDBEENRTENET,
7) JL—rT)vP MAC
V=TT D MAC PRLAMKRRENET
8) JL—hkiR—k
IL—hR—bDALBTT—RBDRTINES,
AREBNIL—FTVTDHEE 8) JL—bER—F.9) JL—r/RRRME
FRINTIZ LT DAV E—ODRRSNET,
This bridge is the root
9) JL—k/RRORK
IW—R Ty SETH/NRRAIAMEARREINET,
10) 4128 71—R % ER—MREE
R—MRENUTOENNTRRSNET,

Disabled NIAES::35)]

Discarding Discarding 4K & (RSTP/MSTP Ej{ERF D #A FK)
Blocking Blocking 1K &

Listening Listening 4K%&

Learning Learning 1K%&

Forwarding Forwarding 4K B8

11) R—k STP /N—D3>
STP R—=2av AU TDENNTREREINET,

-(OFF) STP RfEAKR—K
0(STP) 802.1d STP
2(RSTP) 802.1w RSTP
3(MSTP) 802.1s MSTP

12) R—k/RRaRK
ZLR—bO/SRARMENRTRINET,
13) R—MEXE
BER—FOBEENRTEINET,
14) R—F#RIF
R—b#AF (R—MEXE R—FEB)DNRTINET,
15) R—r&E|
R—rDEBREFKEAUTDENINTRRSNET,
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Disabled STP (LEXh

Root JL—bR—k

Designated HEBAR—F

Blocking JovFo T R—k

Alternate & R—N (RSTP/MSTP Eh1ERE D A K R)
Backup N7y TiR— (RSTPIMSTP EffERE D & R R)

16) IL—rTYOTBERE
W—rTVITDBEENRTENET,
17) L—kT1) v MAC
V=TT D MAC PRLAMKRRENET
18) RERTUvIEBEE
RERITVICOBEENRREINET,
19) KEI v MAC
RERIT)YP D MACTRLRADRTINET
20) &R —PERIF
RBR—FOHHF (R—MEEE R—FES)VRRINFET,
21) RFER—F/IRORE
KRFBAR—FD/RRARAMENRTEINET,
22) R/ BPDU 2 {EE%
1R BPDU MEERIBMARTEINET
23) #&Hk BPDU 2ET5—E%K
¥R BPDU MOFEETS—EIHMARTEINET
24) ¥&RK BPDU Z{S[E1%k
¥R BPDU DR ERMBARTENET
25) #&Rk BPDU Z{EREEE S
¥R BPDU DR EWERIMARRENET,
26) TCN BPDU 3%{E @M%
TCN BPDU D EEEMMNRTENET
27) TCN BPDU #{ET5—[E%k
TCN BPDU DEELS—RIMARTSNES,
28) TCN BPDU Z{S[E1%k
TCN BPDU D Z{EEEHMRRENET
29) TCN BPDU Z{EBEZE[E 41
TCN BPDU D Z{EWEEBARTINET
30) FObainN—30T5—REEK
TarINNNA—=Tar D IS—ICLBBERMMARTSINET,
31) N"—TarI5—ME#K

N—2avDIS—IZELPWEMPBARTEINETS .
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32) BPDU 24 T 5—[E%K
BPDU DBATITS5—IC LB ERMBARREINET,
33) MRAEDCFIUORHER
PRESFIUCEBHLERARIINET,
34) MRACF I OBEEEZ]
REICMRODF IO OEEH LIEEZI
35) MRASF I R EE R E
REICMRODFIUOBRE L TH S DORZBEFRE
36) STP(IEEE802.1D) E#rE—F
R—b 0 STP(IEEES02.1D) EHt E—FENMEREA LU T D EL LM TRREINET,
STP  R—bDENME/N\—T 32 HY RSTP FEf=I& MSTP B STP B E—KRT
BELTLSIHE
HEBREEEToTLRLME S (R— D EME/NN—2a> TEMEL TLVSIHE)
37) EmiRiRREICEBRLI-EH
R—MREEHVEE % (Forwarding) IR BE (B RS L 1=[E1 %K
38) STP EHEE—F
AIEBD STP BIfEE—NK (disable/stp/rstp/mstp) MTRRENET
39) BPDU Forwarding #4&k
AEBTEZIN TS BPDU Forwarding #&E (on/off) AR RSN ET
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34.3.2 show spanning-tree instance

[BRE] RR=Z2 G —ERORTR

[#EFAMIE] PG-SW109-PY-SWB104

[AARK] show spanning-tree instance <instance_id> [detail]

[#7Fa>] <instance_id>
BELIAVREVAD RNV T Y —I1E8R T ERRLET,
detail
BELEAVRIVADRNZUT ) —EREFMRTLET

[B1YEE—F] User Exec E—FK
Privileged Exec E—F

Global Config ®—F

Interface Config £—F
Line Config E—F

[EeeA] MSTP R/R=2 591 —HEEDIREERRLETS .

[FE] WMAEDEEHEEN EHM D55 KoY REFERTEEE A,

[=47H1] AVREVR 0 DRNRZUTV)—ERERTT D5E

# show spanning-tree instance 0
MSTP Configuration Information
Region Name : region1 Revision Level : 0
(1) (2)
Instance ID 0
(3)
Vlans 20-30
(4)
Root ID Priority32768 ---(5)
Address 00:00:€2:08:57:89 ---(6)
Cost 200000 ---(7)
Port 1 (eth1) ---(8)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
(9) (10) (11)
Remaining Hops 20
(12)
Bridge ID Priority32768 --(13)
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Address 00:0b:5d:89:00:aa

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
(15) (16) (17)
Hop count 20
(18)
BPDU Mode off
(19)
STP Mode mstp
(20)
Interface Port ID  Cost Status(Role) Sent
Designated Bridge ID Received
eth1 128.1 20000* Forwarding(Root)
(21) (22) (23) (24)
128.1 0 000:00:e2:08:57:89
(26) (27) (28)
eth2 128.2 20000* Forwarding(Designated)
128.2 0 000:0b:5d:89:00:bb
eth3 128.3 0 Discarding(Disabled)
0.0 0 000:00:00:00:00:00
eth4 128.4 20000* Forwarding(Designated)
128.4 0 000:0b:5d:89:00:bb
eth5 128.5 20000* Discarding(Backup)
128.4 0 000:0b:5d:89:00:bb
ethb 128.6 0 Discarding(Disabled)
0.0 0 000:00:00:00:00:00
eth7 128.7 0 Discarding(Disabled)
0.0 0 000:00:00:00:00:00
eth8 128.8 0 Discarding(Disabled)
0.0 0 000:00:00:00:00:00
eth9 1289 0 Discarding(Disabled)
0.0 0 000:00:00:00:00:00
eth10 128.10 0 Discarding(Disabled)
0.0 0 000:00:00:00:00:00

—(14)

O O O O O o o o o o
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eth11 128.11 0 Discarding(Disabled) 0
0.0 0 000:00:00:00:00:00 0
eth12 128.12 0 Discarding(Disabled) 0
0.0 0 000:00:00:00:00:00 0
eth13 128.13 20000* Discarding(Backup) 138
128.2 0 000:0b:5d:89:00:bb 137
eth14 128.14 0 Discarding(Disabled) 0
0.0 0 000:00:00:00:00:00 0
eth15 128.15 0 Discarding(Disabled) 0
0.0 0 000:00:00:00:00:00 0
eth16 128.16 0 Discarding(Disabled) 0
0.0 0 000:00:00:00:00:00 0

1) Region Name
Region Name A& RENFET,
2) Revision Level
Revision Level AA&RRSNFET,
3) 412REVX D
AVRAVR D BRFINET,
4) Vlans
AVREVRIZET B Vlan ID BARFSNET,
5) TUvIBEE
MSTIL—hT )y OB EEARTINET
6) MAC 7KL X
MSTIJL—bT DD MAC TRLUADRTREINET,
7) JL—bk/RRORE
MSTI L—h Ty S ETO/SRIARMEN KR RINET .
8) JL—hkiR—k
IW—bR—bDAET—RENRIFENFET,
9) #&RL1ER BPDU X k=
HERUTESR BPDU X R (B ARTENET,
10) RKRFLEHEFERE (7))
HEUTESR BPDU DR AL &b ERHE(R)ARTEINET,
1) SRAPHEBIERER (7))
RAHHGBIERE () AR TSNFET
12) L—bTVuohbDEFRYTHIUE
W—RTVoOMNLDBEFRYTH IR REINET,
13) TV BEE
AEBEDOITVCHAFICRAWS TV BEENRRINET .
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14) MAC 7REL R
AEBEOT Vv THEHFICAND MACTRLAARRENET,
15) #ERLIEHR BPDU i HiREF
HERLIFER BPDU i iR () AR RENET
16) RXFLEHEFRE
HEHRIEHR BPDU DR KFFL SO ERE (B)ARTENET,
17) AR #EE IR
RAHHGBIERE (7)) AR TSNFET
18) RAHBEBEDRYTHIU
RARDHBENRYTAIUERTEINET,
19) BPDU Forwarding #&E
ABEBETEZRSNTLVS BPDU Forwarding #8E (on/off) MERRENET
20) STP BEE—F
AIEBED STP EIfEE—NK (disable/stp/rstp/mstp) MR RSN ET
21) 42371—R4
AVETI—RBARTENET
22) R—rEAIF
R—rERFORTEINET,
23) R—k/SRARK
R—bDNRZRIZRMNEBFHESNEEEHFOSHEVDRTENET)ARRENFET,
24) R—MIKREEZE
R—FRENUTOENNTRRINET

Disabled STP (L%

Discarding Discarding 4X B& (RSTP/MSTP EffE RS D A% 5R)
Blocking Blocking 1K &&

Listening Listening JX#&

Learning Learning {K#&

Forwarding Forwarding 1K &
R—FOBBERENUTOENNTRFRINET,
Disabled STP (L5

Root JL—rR—k

Designated HEBAR—F

Blocking JavEo Y R—k

Alternate RER—

Backup N F7vTR—bk

25) BPDU % {E %k
BPDU Z{EEEK(FTRTHDEAT D BPDU DEEFHE)NRRSNET,
26) KTV wTUR—FERF
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KRBTV O OR—FERIFNRRSINET
27) &R/ BPDU O FK/ SRR
TR BPDU Dt R/ SRIRMSRRENET
28) REIT V)V IHANF
REBITVVDHANF(BEEE MACTRLR)BRRESNET,
29) BPDU Z{SEI%
BPDU Z{E@#K (TR TDHAT D BPDU D EEHE) AERFRINET,

AVAREBVR O SN DIEELIAVRBVADRINZU TV —ERERTT HEE

# show spanning-tree instance 1
MSTP Configuration Information
Region Name : region1 Revision Level : 0
Instance ID 1
Vlans 120-130
Root ID Priority32768
Address 00:00:e2:08:57:89
Cost 200000
Port 1 (eth1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Remaining Hops 20
Bridge ID Priority32768
Address 00:0b:5d:89:00:aa
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Hop count 20
BPDU Mode off
STP Mode mstp
Interface Port ID  Cost Status(Role) Enable
Designated Bridge 1D

eth1 128.1 20000* Forwarding(Root) *
(1) (2) (3) (4) (5)

128.1 0 000:00:e2:08:57:89
(6) (7) (8)

eth2 128.2 20000* Forwarding(Designated) — *
128.2 0 32769 00:0b:5d:89:00:bb

eth4 128.4 20000* Forwarding(Designated)  *
128.4 0 32769 00:0b:5d:89:00:bb

eth5 128.5 20000* Discarding(Backup) *
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128.4 0 32769 00:0b:5d:89:00:bb
eth8 128.8 0 Discarding(Disabled)

0.0 0 000:00:00:00:00:00
eth13 128.1320000* Discarding(Backup) *

128.2 0 32769 00:0b:5d:89:00:bb

1) 412871 —R4%4
EMEL TR AU ATI—RDHARTEINET,

2) AVRIVRZEDR—IERIF
BEAVRIVADR—FHBIFARRENET,

3) AV RBEVRTEDR—F/RRORL
BEAVRIVADR—FQ/NRRAIRMNEBEBFHESNHEFHFOH LD
RNSINFT)DRRTINET,

4) EBEAVARIDZADR—MREEL & E
R—MRENUTOENHTRRINET,

Disabled NIAES::35)]

Discarding Discarding 4K B& (RSTP/MSTP EffERBE D 4% 7R)
Blocking Blocking 4K &&

Listening Listening JX#&

Learning Learning 4K%&

Forwarding Forwarding 1K &
R—rOREKRENUTOENNTRREINET
Disabled STP (L%

Root JL—bR—k

Designated HRFRR—F

Blocking JayF g R—k

Alternate HRER—

Backup N7y TiR—bk

5) R—hEN1EIKRE
R—FOEMERENRREINFT (BHBRICE " HARREINET),
6) R&EIT)yIR—rEBITF
BEAVRIVADRERIT) D DR—ERFRRTINET
7) BPDU X Fk/SXaX b
BEAVRFIVAD BPDU DRF/SRAIARMIRRENET
8) REITUvIHAIF
BEAVRIVADRKRT VY OHAF (BEEE MACTRLR)BRTENET,

AVAREVR 0 DRINZUTY)—EHMERERTI HEE

Page 567 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

# show spanning-tree instance 0 detail

MSTP Configuration Information

Region Name : region1

Instance ID 1
Vlans 20-30
Root ID

Bridge ID

Topology changes 2

Revision Level : 0

Priority32768

Address 00:00:e2:08:57:89
Cost 200000

Port 1 (eth1)

Hello Time 2 sec Max Age 20 sec
Remaining Hops 20

Priority32768
Address 00:0b:5d:89:00:aa
Hello Time 2 sec Max Age 20 sec
Hop count 20

BPDU Mode off

STP Mode mstp

(27)

eth1 is Forwarding

Forward Delay 15 sec

Forward Delay 15 sec

Detected date 2005/11/01(Tue) 05:30:28

(28)
(time since 05:30:28)

(29)

Port Version 3(MSTP) STP-Compatible(-)

Boundary(*)

(1

(2)

(30)

Port path cost 20000(auto), Port priority 128, Port Identifier 128.2

(3) (4)

Port role is Designated

(6)

(5)

Designated root has priority 0, address 00:0b:5d:89:00:bb

(7) (8)

Designated bridge has priority 0, address 00:0b:5d:89:00:bb

Designated port is

(9) (10)
128.2, Designated path cost 0

(31)
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(11)

(12)

Port info type is Mine

BPDU statistics:

Config BPDU: sent 141, sent error 0

(16)

(17)

received 138, discarded 1

(18)

(19)

TCN BPDU:  sent O, sent error 0

(20)

(21)

received 0, discarded 0

(22)

(23)

Other error: bad protocol 0, bad version 0

(24)

(25)

bad BPDU type 0

Other statistics:

changed to forwarding state 1

eth2 is Forwarding  Port Version 3(MSTP) STP-Compatible(-)

(32)

Port path cost 20000(auto), Port priority 128, Port Identifier 128.2

Port role is Designated
Designated root has priority 0, address 00:0b:5d:89:00:bb
Designated bridge has priority 0, address 00:0b:5d:89:00:bb

Designated port is

128.2, Designated path cost 0

Port info type is Mine

Remaining Hops 20

Boundary(-)
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This port is internal region

BPDU statistics:

Config BPDU: sent 141, sent error 0
received 138, discarded 1

TCN BPDU:  sent O, sent error 0
received 0, discarded 0

Other error: bad protocol 0, bad version 0
bad BPDU type 0

Other statistics:

Changed to forwarding state 1

1) 42371 —RE ER—MREE
R—MRENUTOEANTRTINET,

Disabled STP (L%

Discarding Discarding 4K & (RSTP/MSTP Ej{ERF DA FK)
Blocking Blocking 1K &

Listening Listening 4K7%&

Learning Learning 4K &

Forwarding Forwarding 1K &8

2) R—k STP /8—23>
STP N—=2au M UTOENNTRREINET

-(OFF) STP K fERHR—k
0(STP) 802.1d STP
2(RSTP) 802.1w RSTP
3(MSTP) 802.15 MSTP

3) R—ks3RaXF
ZLR—bO/RRARMENRRINET,
4) R—MERE
FZUR—FOBEENRREINET,
5) R—FEAIF
R—b#AF (R—MEXE R—FEB)DNRTINET,
6) R—r&EE
R—FOBERENUTOENNTRFRINET,

Disabled STP (L5

Root JL—kR—k
Designated KRA—F
Blocking Javxo o R—k
Alternate RER—F
Backup N7y TiR—bk
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7) W—R DU BEE
W—rTVIODBEENRTENET,
8) JL—rTyT MAC
=TS D MACTRLADRREINET
9) REIVwIBEE
RBRIVICOBEENRTINET,
10) KEI) v MAC
KKITVvo D MACTRLANKRTENET,
11) KRERAR—FHRIF
RBR—FOHFF (R—MEEE R—FES)VRRINFET,
12) KEAR—L/RROXE
KRIBAR—FD/RRARMENRTEINET,
13) R—r0LBL4T
%E5{E BPDU [Ck>TEHRESNER—FDORBASTHRUTDENNTRREINET,

Disabled E|HR—k

Aged MSTP BPDU D 2554 LT MEHA—

Mine R—MBEEEEA4EL MSTP BPDU DEEEITSHR—H
Received R—MBEEEEH7EL MSTP BPDU D Z{EF4T57R—k
Unknown FRUSNDLERKREDR—

14) L—rIT)wThEDEFHRYThIUE
=TSO BEFRYTHI MR REINET,
15) MST Y= a2 4K g
R—MKEEAY Disabled LIS DIZEIZ MST )= 3> D EfIKEERLET .
internal region ‘——TarERERLET
external region Bid)—oaviiEReRLET
16) #A% BPDU £ {SEI%K
¥R BPDU OEEEBARTENET
17) #HBL BPDU E{ET5—E%
R BPDU MFEETF—EHHSRREINET,
18) #&#k BPDU ZE[E%K
R BPDU DR ERMBARTENET
19) # K BPDU Z{EWEEME %
TR BPDU D2 EWERIMARIRENET
20) TCN BPDU A 1S @K
TCN BPDU DEEEEHMRRENET
21) TCN BPDU 32 {ET5—[E%K
TCN BPDU OEET5—RIEMARRENFET,
22) TCN BPDU Z{E@ %k
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TCN BPDU D ZEEHMRRENET
23) TCN BPDU S {EREZEE %k
TCN BPDU D Z{EWERBARREINFET,
24) FOralN—S30IS—EE
TRRALNA—=DaVDIS—IZEEBERBLARTINET,
25) N—Tar 15—
N=230DIT—IZ&BHERBNRTINET,
26) BPDU 247 T5—E%
BPDU D AA T LS5 —IC & HBERBBARIINET,
27) MRAECF I OB EIH
FRECFODERHLEZBEI#NRRISNET,
28) MROSF o UHRHEY
REICMRODF IO OERE L]
29) MROSF o UHRHEBRERE
REICMRODF IO OBRE L TH LD RZ B
30) STP(IEEE802.1D) EE—K
R—h@ STP(IEEE802.1D) Et E—FEMEREBAUT D ELL M TRRINET,
STP R—bDBNME/A—232h8 RSTP F=zI MSTP B STP B E—R T
EMELTLVD
BEREBELTOTVEWNR—OBEN—2a0 TEEL TS 5E)
31) EHRKR—MKEE
)—2ar OBERR—MREAUTOELELMNTRERLET,
ELRRZEBOR—MEBEINREBR—r N\ OT7 VT R—rDBEE ZER—+T
—E1 BPDU 22 ELLEVIELHYET . TOHEFERR—EERTEINFER A,
* ERAR—FTEELTLVS
BRAR—FTEELTLVEL
32) BRaiREEICERELI=[EK
R—MREEAVERE (Forwarding) IR BEIZ:BFE L 1= [E1 3%

AVRAVR 0 SN DIBELIZAVRAVZAD A=V T V) — i MlERERTT 56

# show spanning-tree instance 1 detail

MSTP Configuration Information

Region Name : region1 Revision Level : 0

Instance ID 1

Vlans 120-130

Root ID Priority32768
Address 00:00:e2:08:57:89
Cost 200000
Port 1 (eth1)
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Remaining Hops 20
Bridge ID Priority32768
Address 00:0b:5d:89:00:aa
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Hop count 20
BPDU Mode off
STP Mode mstp
Topology changes 2 Detected date 2005/11/01(Tue) 05:30:28

(15) (16)
(time since 05:30:28)

(17)

eth2 is Forwarding  Port Version 3(MSTP)

(1) (2)
Port path cost 20000 (auto), Port priority 128, Port Identifier 128.2

(3) (4) (5)

Port role is Designated

(6)
Designated root has priority 40961, address 00:0b:5d:89:00:bb

(7) (8)
Designated bridge has priority 40961, address 00:0b:5d:89:00:bb

(9) (10)
Designated portis 128.2, Designated path cost 0

(11) (12)
Port info type is Mine

(13)
Remaining Hops 20

(14)

Other statistics:
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changed to forwarding state 1
(18)
eth8 is Forwarding Port Version 3(MSTP)
Port path cost 20000 (auto), Port priority 128, Port Identifier 128.8
Port role is Designated
Designated root has priority 40961, address 00:0b:5d:89:00:bb
Designated bridge has priority 40961, address 00:0b:5d:89:00:bb
Designated portis 128.8, Designated path cost 0
Port info type is Mine
Remaining Hops 20

Other statistics:

changed to forwarding state 1

1) AR ITT—RBEERTEARIV ZADKR—MKEE
BEAVRIVADR—MREAUTOENNTRRINET,

Disabled STP (L%

Discarding Discarding 4K & (RSTP/MSTP Ej{ERF DA FK)
Blocking Blocking 1K &

Listening Listening JK%&

Learning Learning 4K &

Forwarding Forwarding 4K B8

2) IR—k STP /8—23>
STP N—=2avhAUTOENDTRIREINET

-(OFF) STP KfERHR—k
0(STP) 802.1d STP
2(RSTP) 802.1w RSTP
3(MSTP) 802.15 MSTP

3) R—k/ XXM
BEAVARIVADFZYR—LDNRAAAMENRTEINET
4) R—MBRE
BEAVRIVADZER—POBEENRRINET,
5) R—FEAIF
BEAVRIVADR—FHBIF (R—MEEE R—FBEB)PRREINET,
6) R—rZE|
BEAVRIVADR—FOFEIRESUTOENDTRREINET,

Disabled NUEEES::3)]
Root JL—bR—bk
Designated HREFAR—F
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Blocking Jayxo g R—k
Alternate RER—k
Backup N 7vTiR—bk
Master TRE—R—F

7) W—rITVvDBEE

BEAVRIVADIL— TS DEBEENRRINET,

8) JL—kT1)w¥ MAC

BEAVRAVZADIL—FT) DD MAC PRELANRRENET .

9) RRITVVOBEE

BEAVRAVADRRIVICDBEENRTINET,

10) K&FT v MAC

BEAVRIVADHRKRIT) DD MAC TRLANRRENET,

11) RRAR—ERF

BEAVRIVADKRKRR—LDHRF (R—MREE R—FBES)BRTINFT,

12) KRFXAR—F/SRTRE
BEAVRIVADRRR—LD/IXRAAAMENRRTENET,
13) EEAVRBVADR—0ELALT

HEZE BPDU 12K THRESNDZR— OB/ THAUTOENN TR IRENET,
Disabled P AR—b

Aged MSTP BPDU D Z{E2 A L7 bM&EER—F

Mine R—MBEEZEH7L MSTP BPDU DA {EFITIR—k
Received R—MMB S EEEAAL MSTP BPDU D ZEZE1THIR—F
Unknown LU DLEREDR—H

14) =TT hLDERERYTHIUE

BEAVRIVADIL— TSSO ERFERYTH IR TENET,

15) MRASFIU OB EIR

PRODFIUOERELEERARTENET,

16) FARADSF U O ERZ

REICMRODFIUOEEH LR

17) MRESF OB R B

RRICMRODF IO OB L TH L DRFIBFFE

18) EREiKEEICER LB

R—MREEAVEEE (Forwarding) IR BE IS BFE L 1=[E1 3%
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34.3.3 show spanning-tree regional-root

[#RE] Bl— MSTU—23vRDIL—h TS RERO KRR
[ER#IE] PG-SW109-PY-SWB104
[AAEK] show spanning-tree regional-root
[#Fav] %L
Rl— MSTY—Zav DAV REVR 0 DIL— Ty DiEHRERRLET .
[BIYEE—F] User Exec —F
Privileged Exec €—F
Global Config ®—F
Interface Config £—F
Line Config E—F

[E%BA] Bl— MSTY—Sav DAV REU R 0 DIL—R Ty DiEHRERTLET .
[EE] WEQEEREED EHM DIFE . RaYUREFERTEE A
[=1741]

#show spanning-tree regional-root

Regional Root ID

Priority 32768 (1)
Address 00:00:e2:08:57:89 -—-(2)
Internal Cost 200000 -—-(3)

1) MSTY—av RIL— Ty BEE
B—1)—23av O MST IL—h TP BEENRTEINET,
2) MST Y—avRIL—k T wd MAC ZRL R
BA—1)—2avRD MSTIL—rTY9P D MAC TRLARRRENET,
3) MST )—2av WL—k/ 83Xk
F——2av RO MST L—rT Yy ETONRRIRMENRREINET
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346. RINZTI)—DHIE-07 - REH-RBLEED
207

34.4.1 clear spanning-tree statistics

[#8E] ANZDTY) R EDREHER YT

[ FAMIE] PG-SW109-PY-SWB104

[AAER] cearspanning-tree statistics

[T av] %L

[B14EE—F] Privileged Exec E—F

[EREA] RNRZ V) —BEE DR EREVITLET,

[F&E] WMAEDEEWEEN EHM DIFE . AaYUREFERATEE A,
[=4TH]

# clear spanning-tree statistics

#
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35ZELLDP OA™H A -OF -#Et-IRELED

&, 2VT7EEITUR

35.1 LLDP QA %4 -04 -#ist- kLG ED R T

35.1.1 show lldp

[#5E]

[ FAHAE]
[AHfEH]
[AFLav]

[EhEE—F]

[&EA]
[=1761]

LLDP 15$R D &~

PG-SW109-PY-SWB104

show lldp [port <portlist>] [detail]

TL

LLDP #EEA AR T N TR —F D LLDP REEHERTLET

port <portlist>

-AR—RYRE
LLDP {5 E R~ T DMER—IESDYRMIEELET .
BHOYER—IESZEETHEHE. " "(AUI)TRUVET,
BHOYER—IESHHEBE. " (NATV)TROYFET,
(151:"1,3,5-8,10")

detail

LLDP % EEHRH KLU LLDP EEFEHRERTLET,

User Exec E—F

Privileged Exec E—F

Global Config E—F

Interface Config E—F

Line Config E—K

BEED LLDP fFHRERTLEYS

# show lldp

Send Interval Time : 30 seconds
Send Hold Count 24 times
Send Delay : 2 seconds
Reinit Delay : 2 seconds

Notification Interval Time 5 seconds

Port  Mode Size InfoPNDCA PpNI MPLF

(6) (7) ® (9 (10) (1)
1 enable274 PNDCA PPNIMPLF -

(12)
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2 receive0
8 send
Entry:3

179

#

# show Ildp port 1,8 detail
Send Interval Time

Send Hold Count

Send Delay

Reinit Delay

Notification Interval Time

[Encl-CB3/0/1]
Configuration Mode
Send LLDPDU size
Chassis ID

Port ID

Time To Live(TTL)
Port Description
System Name :info=
System Description

13 15:23:07 JST 2008™

System Capabilities

Management Address

Management Address

IEEE802.1
Port VLAN ID

Port And Protocol VLAN ID :flags=supported,enabled

: subtype=5(ifName) info="1"

P-DCA PpN-M--- -
—(34)

: 30 seconds -—(1)
: 4 times --(2)
: 2 seconds --(3)
: 2 seconds ---(4)
: 5 seconds ---(5)

--(6)
:enable --(7)
: 274 octets ---(8)

:subtype=4(MAC) info=00:0b:5d:fd:05:b2 ---(13)
-—-(14)
--(15)

—(16)

: 120 seconds

:info="EthernetPort(ether1)"

un ___(‘I 7)
: info="PY (B Eth Switch/IBP 10Gb 18/8''2.2 V01.00' 'Wed Feb

-~-(18)

: info=Bridge,Router ---(19)
enabled=Bridge

: address subtype=1(IPv4) info=192.168.2.1
interface number subtype=2(ifindex) info=3
oid=""
: address subtype=6(MAC) info=00:0b:5d:fd:05:b3
interface number subtype=2(ifindex) info=7001

Oid:""

—(20)

- PVID=10 —(21)
-(22)

PPVID=20

Port And Protocol VLAN ID : flags=supported,enabled

VLAN Name

VLAN Name

VLAN Name

PPVID=21
:VID=10 --(23)
name="portvlan10"
:VID=20
name="protocolvlan20"

:VID=21
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name="protocolvlan21"
VLAN Name :VID=30
name="taggedvlan30"
IEEE802.3
MAC/PHY Configuration/Status : support/status=supported,enabled

capability=1(10BASE-T half duplex mode),

—(25)

2(10BASE-T full duplex mode),
4(100BASE-TX half duplex mode),
5(100BASE-TX full duplex mode),
8(PAUSE for full-duplex links),

11(Asymmetric and Symmetric PAUSE

for full-duplex links),

15(T000BASE-T full duplex mode)

type=16(100BASE-TX full duplex mode)

Power Via MDI : support=PSE,not supported
Link Aggregation : status=capable,not in aggregation
Maximum Frame Size :Size=9216
SNMP Notification Trap Send : disable
DCBX
Control : oper version=0 max version=0 seqno=0 ackno=0

PG Feature : oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0

num tcs supported=8

—(26)
—(27)
—(28)
—(29)

—-(30)
—(31)

pri0=1 pri1=15 pri2=1 pri3=5 pri4=1 pri5=15 prib=1 pri7=15
bw0=0 bw1=10 bw2=0 bw3=0 bw4=0 bw5=50 bw6=0 bw7=0

PFC Feature : oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0
num tcpfcs supported=8
pfc0=0(off) pfc1=0(off) pfc2=0(off) pfc3=1(on)
pfc4=0(off) pfc5=0(off) pfc6=0(off) pfc7=0(off)

App. Pro. Feature : oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0

Index 0 : protocol id=8906 sf=0 oui=001b21 priority=08
Index 1 : protocol id=8914 sf=0 oui=001b21 priority=08

[Encl-CB3/0/8]

Configuration Mode : send

Send LLDPDU size  : 179 octets

Chassis ID : subtype=4(MAC) info=00:0b:5d:fd:05:b2
Port ID : subtype=5(ifName) info="8"

—(32)

~-(33)
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Time To Live(TTL) : 120 seconds
Port Description : info="EthernetPort(ether8)"
System Description  : info="PY (B Eth Switch/IBP 10Gb 18/8''2.2 V01.00' 'Wed Feb 13
15:23:07 JST 2008"
System Capabilities : info=Bridge,Router
enabled=Bridge

Management Address : address subtype=1(IPv4) info=192.168.1.1
interface number subtype=2(ifindex) info=1
oid=""

Management Address : address subtype=6(MAC) info=00:0b:5d:fd:05:ba
interface number subtype=2(ifindex) info=7008
oid=""

IEEE802.1

Port VLAN 1D 1 PVID=1
Port And Protocol VLAN ID : flags=supported,disabled
PPVID=0
VLAN Name :VID=1
name="default"
IEEE802.3

MAC/PHY Configuration/Status : support/status=supported,enabled
capability=1(10BASE-T half duplex mode),
2(10BASE-T full duplex mode),
4(100BASE-TX half duplex mode),
5(100BASE-TX full duplex mode),
8(PAUSE for full-duplex links),
11(Asymmetric and Symmetric PAUSE
for full-duplex links),
15(1000BASE-T full duplex mode)
type=16(100BASE-TX full duplex mode)
SNMP Notification Trap Send : disable
DCBX
Control : oper version=0 max version=0 seqno=0 ackno=0
PG Feature : oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0
num tcs supported=8
pri0=1 pri1=15 pri2=1 pri3=5 pri4=1 pri5=15 prib=1 pri7=15
bw0=0 bw1=10 bw2=0 bw3=0 bw4=0 bw5=50 bw6=0 bw7=0
PFC Feature : oper version=0 max version=0 enable=0(disabled)

willing=0(unwilling) error=0(normal) subtype=0

num tcpfcs supported=8
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pfc0=0(off) pfc1=0(off) pfc2=0(off) pfc3=1(on)
pfc4=0(off) pfc5=0(off) pfc6=0(off) pfc7=0(off)
App. Pro. Feature : oper version=0 max version=0 enable=0(disabled)

willing=0(unwilling) error=0(normal) subtype=0

Index 0 : protocol id=8906 sf=0 oui=001b21 priority=08
Index 1 : protocol id=8914 sf=0 oui=001b21 priority=08
Entry:2 —(34)

1)LLDP %45 REI A RS (7))

lldp send interval A< F DR E(E
2)LLDP R #¢[E] %4 (=)

lldp send hold A< FDERE B
3) 315 B TR R (7))

lldp send interval A< R DX E(E
4) BRV LB RS (7))

lIdp reinit delay A< F D& EE
5)SNMP Notification Trap %15 &/INEIRR (7))

IIdp notification interval <> F D& E B
6)ER—EE

ether R—+&5
N#EE—F

lldp mode <> FDEREE

enable D ERE
send D REDOH
receive P REDOH

lldp mode A% receive MIFE. (8)~(28)IETRRSNFEFH A,
8)LLDPDU(LLDP Protocol Data Unit) ¥4 X
LLDP {57 —45® LLDPDU #53 DA VT v (1 0T vh=8 EVE)
9)E A LLDP {5 1H4R
lldp info AR R DR EIE
p . R—ARER{E#R (Port Description TLV)&%1E9 %
1 VAT L IER (System Name TLV)Z#{E3 5

D : VAT LfEEREER (System Description TLV) %159 %
C © VAT LHEEETEER (System Capabilities TLV)Z2%1E9 %
A : BEET7RLR1E#R (Management Address TLV) %155 %

- : IEIELALY (disable)
TH : AELEL (IIdp mode receive DIHE)
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10)IEEE802.1 LLDP £ {5 1&4R

P : Port VLAN ID
p : Port And Protocol VLAN ID
N : VLAN Name

I : Protocol Identity

- : IE{ELALY (disable)

TH : EELEL (Ildp mode receive DIHE)
11)IEEE802.3 LLDP 3£ {E154R

M : MAC/PHY Configuration/Status

P : Power Via MDI

L : Link Aggregation

F : Maximum Frame Size

- : IE{ELALY (disable)

H : EELGL (IIdp mode receive DIHFH)
12)SNMP Trap BHIE%E

T : SNMP Notification Trap

- 1 EIELELY (disable)

TH : EELLGL (IIdp mode receive DIHFH)
13) v S — (A 4K) 3 R FH 4R

Chassis ID TLV TBA0Y % 1E

subtype= : subtype fE (4 I& MAC 7RL R)

info= : K& MAC7RLR
14)R—h A 1E R

Port ID TLV TBANY S 1E
15)LLDP &R &R F5 B ] (7)) 15 ¥R

Time To Live (TTL) TLV T:E@E409 5 1E
16)R—MEZRIER

Port Description TLV @Y 1E

lldp info 3= KT port-description % disable [ZERXELTL\HHE T

KRShFEA,
17) AT L% ER

System Name TLV TiE4019 5 1E

lldp info 32K T system-name # disable [CEXEL TL\HIHE (&

RESNFEEA,
18) L AT LR IE R

System Description TLV T %19 51

lldp info 3<% KT system-description % disable [ZE%EL T

WAIEBRIFRRESNFEEA,
19)> 2T LBERETESR
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System Capabilities TLV C:EX19 5{E

info= : FIFATRTRE A8 RE
enabled=  : BREBEIGHEEE
Bridge s TVVTUHERE
Router D IL—RtEE
lldp info <> KT system-capabilities % disable IZEREL TL\2i5E 1
RESNFEA,
20)EET7FLRIEHR

Management Address TLV T:@%19 51E

SNMP T—Ux Vb FPRLRADEEESNTLSZEIE IPvh TRLRE MAC
TRLAD 2 DRREINET , TN LSMER L ER—FTTAG KL
TT7HOERATES IPvh4 PRL R, IPV6 TRLRE MAC PRL AMRTR
ENFET, oid [FRRSNFEE A,

lldp info <> FT management-address % disable [ZEXEL T3
BRIFRTENEE A,

21)7R—k VLAN ID 5%k

IEEE802.1Port VLAN ID TLV T %019 51E
lldp info 3% KT port-vlan-id % disable [ZE&ELTLYS
BRERTSNEEA,

22)7abka)L VIAN ID 1E#R

IEEEB02.1 Port And Protocol VLAN ID TLV T:#419 3 1E
lldp info 3% KT port-and-protocol-vlan-id % disable IZ5% %
LTWBIEEERRSNER A,

23)VLAN & 1E$R

IEEE802.1 VLAN Name TLV TEH19 5B
lldp info 3<% F T vlan-name # disable [ZEZELTLVA
BERIERTSNFERA,

24) 703V RIS R

IEEE802.1 Protocol Identity TLV CE4019 5 iE
AREBTEIOPILHERNEBRI GV ORRSNEL A,

25)MAC/PHY TE & /4K B8 1B ¥R

IEEE802.3 MAC/PHY Configuration/Status TLV TE4019 5 iE
lldp info 3= > T mac-phy-configuration-status % disable IZ
EELTWAGEERRENEE A,

26)MDI {5 E1FHR

IEEE802.3 Power Via MDI TLV T:E %19 5 {E
support= : BERETRER
PSE : A EHLRE
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PD . ZEMAE
not supported : HRELL
supported : WRedHY
disabled T HREERN
enabled D HEREE R

REMAEE ZEMAEL UM AL "PSE,not supported” ERTRENFET,
lldp info <> FT power-via-mdi % disable IZEZELTL S
BRIERRENEEA,

2N\ TIVT =V iER
IEEE802.3 Link Aggregation TLV Ti@%19 5 {E
lldp info <> KT link-aggregation # disable 2% 7E
LTWBHERFRRINER A,

28)ZmRIL—LKIER
IEEE802.3 Maximum Frame Size TLV T@EX1 9 5 1{E
lldp info 3<% KT maximum-frame-size % disable [ZE%7E
LTWWBGEEIERRENEE A,

29)SNMP Notification Trap %12
LLDP 215 EE D Trap EERE
[ldp notification A< FZERFE L TLVEL MG & [d"disable" A

RIENET,
30) Control
DCBX Control TLV 1&$&x R RLET
oper version CARL—=Ta T N—Day
max version :MAX /N—T3Y
seqno V=T URES
ackno Ak &FBS

31)PG Feature
Priority Group TLV {&#E&RRLET,

oper version D ARL—TAT N—=Day
max version :MAX /8—23y
enable : Enable 1&#k
willing : Willing 15 %R
error : Error &R
subtype Y IEA4T
num tcs supported C STV ISR
pri0~7 : BRISAFT1%ERT S PGID
bw0~7 : & PC DFISIRELEE
32)PFC Feature

Priority-based Flow Control TLV {&#R&# R RLET
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oper version CARL—T AT D3y
max version : MAX /8—23y

enable : Enable 153k

willing : Willing 1&$R

error - Error 1%k

subtype Y IaA4T

num tcpfcs supported: PFC DS T749 995 X5

pfc0~7 PFCEERTHTI44)T4

33)App. Pro. Feature

Application Protocol TLV 1§$R%E&RRLET .

oper version CARL—T AT N—=D3y
max version : MAX /A—2ay
enable : Enable &%k
willing : Willing 1&#R
error : Error &R
subtype Y IEA4T
Index D AVTIIRIER
protocol id : 7 —arFaca b
16 EHTRTRLET
sf : Faka)LiEsl
0 L2 EtherType, 1 Socket &+ (TCP/UDP)
oui :0Ul &
16 EHTRRELET .
priority D A—YISAA) TS
16 EHTRRLET

34)LLDP #8EH hAR—M K

port A7 a  EHRELLZLMES . LLDP #EEA B LT X TOWE
R—rOEHBRTINET,

port 7 7L a A IEELI5E . IEELI-MEAR—DF T LLDP #&E
DEDEHER—FOBIRTINET,

Page 586 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

35.1.2 show lldp summary

[#RE] LLDP 42 IEHRD KT
[EAHE] PG-SW109-PY-SWB104
[AARERK] show lldp summary
[#Fav] %L
[EB14EE—F] User Exec E—F
Privileged Exec E—F
Global Config €—F
Interface Config E—F
Line Config E—F
[EREA] LLDP #EEN B EMBAR— M ERTLET,

[=4TH]
# show lldp summary
Send Entry : 2 (1)
Receive Entry : 2 -(2)

#
1)LLDP #EBEA R E SN TLVSR—b K
2)LLDP ZHEEEAF/E SN TV SR—h 3
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35.1.3 show lldp neighbors

[#28E]

[ FR#iE]
[AHfH]
[AFav]

[En4EE—F]

[&EA]
[R1THI]

LLDP iR ERRO R T
PG-SW109-PY-SWB104
show Ildp neighbors [port <portlist>] [detail]

7L

LLDP BEEN BT RTOYER—R O LLDP BEEEEFRERT
LET,

port <portlist>

-AR—RYRE

LLDP B2 1EHERT T SMBER—FEBSDIRAMIRELES .
BROYER—IESERETSEE."" (W) TRUYES,
BHEOYER—IEFESHFEIGE. (NATV)TRUYET
(f51:"1,3,5-8,10")

detail

BERERROFHERTLET.

User Exec E—F

Privileged Exec E—F

Global Config ®—F

Interface Config E—F

Line Config E—F

BHERED LLDP [FHRERTLEY

# show lldp neighbors

Port  Neighbor Counts

2 0
#
# show lldp neighbors port 1-2 detail
[Encl-CB3/0/1] —(1)
Neighbor Counts 1 --(2)
Neighbor 1 ---(3)
Chassis ID : subtype=4(MAC) info=02:00:0e:d1:47:80 ---(4)
Port ID : subtype=5(ifName) info="MB/0" ---(5)
Time To Live(TTL) : 120 seconds ---(6)
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Port Description : info="EthernetPort(MB/line0)"
System Name s info=""
System Description : info="Si-R180B' '128.0 V34.00' 'Wed Feb 13 13:11:14 )
ST 2008"
System Capabilities : info=Router
enabled=Router
Management Address : address subtype=1(IPv4) info=192.168.1.181
interface number subtype=2(ifindex) info=10000
oid=""

Management Address : address subtype=6(MAC) info=02:00:0e:d1:47:80

interface number subtype=2(ifindex) info=1

oid=""
IEEE802.1
Port VLAN ID : PVID=0
Port And Protocol VLAN ID : flags=not supported,disabled
PPVID=0
VLAN Name :VID=30
name="lan9"
IEEE802.3

MAC/PHY Configuration/Status : support/status=supported,enabled

capability=1(10BASE-T half duplex mode),
2(10BASE-T full duplex mode),
4(100BASE-TX half duplex mode),
5(100BASE-TX full duplex mode)

type=16(100BASE-TX full duplex mode)

Power Via MDI : support=PSE,not supported
Link Aggregation : status=not capable
Maximum Frame Size :size=1500
DCBX
Control : oper version=0 max version=0 seqno=0 ackno=0

PG Feature : oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0

num tcs supported=8

pri0=1 pri1=15 pri2=1 pri3=5 pri4=1 pri5=15 pri6=1 pri7=15
bw0=0 bw1=10 bw2=0 bw3=0 bw4=0 bw5=50 bw6=0 bw7=0

PFC Feature : oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0
num tcpfcs supported=8
pfc0=0(off) pfc1=0(off) pfc2=0(off) pfc3=1(on)
pfc4=0(off) pfc5=0(off) pfc6=0(off) pfc7=0(off)

—(7)
—(8)

—(9)
—(10)

~(11)

—(12)
—(13)

—(14)

~(16)

~(17)
~(18)
~(19)

—(20)
—(21)

—(22)
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App. Pro. Feature

Index 0

Index 1

[Encl-CB3/0/2]
Neighbor Counts : 0
#

: oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0

: protocol id=8906 sf=0 oui=001b21 priority=08

: protocol id=8914 sf=0 oui=001b21 priority=08

—(23)

1) ER—+ES

ether R—+ &S

2)BEREE R

FZUYMER-FCTEREZELBERENR

3)BEREEHAES

EHREZELBEEEDHIIES
4) v — (ARK) BRI TEER
Chassis ID TLV T@&1SN 1=
subtype= : subtype fE (4 [& MAC 7KL R)

info= :

5)R—hEBIER

KF| MACTRLR

Port ID TLV T@&IS 1= fE
6)LLDP IE¥R IR FFEFMHE (FD) 1B ER
Time To Live (TTL) TLV T@ 1S h 1=1iE

7)R—b SR IE R

Port Description TLV T:@ S i={E
BHRIENGEM >R FIRTESNFR A,

8) AT LAIER

System Name TLV TSN 1-{E
BHSNEASIIHE R ERTESNELE A,

9) AT LRERIER

System Description TLV TRs1&h - fE
BRENGEMSFIBEFIRTENFR A,

10)2 R T L HERETE $R

System Capabilities TLV TEHISh1-{E

info=
enabled=
Bridge

Router

: FIFATTREZ B
: MEARGHEE
s T)uTHkEE

D IL—BEE
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BRSNS EGEEERTSNFEE A,
1) EE7FLRER
Management Address TLV T@EHIsh 1=
BRISNGMEGEEERTSNFEE A,
12)7R—b VLAN ID 1548
IEEE802.1Port VLAN ID TLV T NSt 1-1E
BRISNGM B ERTSNER A,
13)Z7Bk3JL VLAN ID 1538
IEEEB02.1 Port And Protocol VLAN ID TLV T@ IS f={E
BRSNS EERTSNEE A,
14)VLAN & &R
IEEE802.1 VLAN Name TLV G Z1&t1-{E
BRISNGMTHEERTSNER A,
15) 70 k2L RI1ER
IEEE802.1 Protocol Identity TLV T s1&h f=fE
BHENGEMSFHZEERTEINFLE A AETHTERTENTOEE A,
16)MAC/PHY E &R RETEER
IEEEB02.3 MAC/PHY Configuration/Status TLV T:@N1&h = fE
BRISNGMTHEERTSNEE A,
17)MDI # E 15 R
IEEEB02.3 Power Via MDI TLV Til#n&h =1
BRISNEGMEEERTSNFERE A,
18) Uo7 77— avER
IEEE802.3 Link Aggregation TLV Ti@s1&h f=fE
BRISNEGMLGEEERTSNFERE A,
19)JZRIL—LERIER
IEEE802.3 Maximum Frame Size TLV T@&ISh1={E
BRISNEGM LGB ERTSNFERE A,
20) Control
DCBX Control TLV fE#REFRRLET
BRISNEGMLE B ERTSNER A,

oper version CARL—TFUH N—2gY
max version - MAX /A—3Y

seqno A S &3

ackno :Ak BFS

21)PG Feature
Priority Group TLV 1BR%E&RRLET
BEHISNGEMSEEERTSNER A,

oper version D ARL—=Ta T IN—=D3Y
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max version : MAX /A—23Y

enable : Enable &%k

willing : Willing 1&#R

error : Error 1&¥R

subtype B IRA4T

num tcs supported C NITUV I IS RER

prio~7 : BITSAFT4EERT S PGID
bw0~7 1 & PC DFEIEER EE

22)PFC Feature

Priority-based Flow Control TLV &3k &R TLET
BHENGHSFBEFIRTENFER A,

oper version CARL—=TaU T R—=3y
max version : MAX /A—2ay

enable : Enable &%k

willing : Willing 153k

error : Error 1&#R

subtype Y IEA4T

num tepfes supported: PFC DS 749995 X%k

pfc0~7 PFCEERTHTI44)T4

23)App. Pro. Feature

Application Protocol TLV 1&#fZ&RRLET
BHSNEASIIBE B ERTSNELE A,

oper version CARL—T AT N—=D3y
max version tMAX /8—23y
enable : Enable &%k
willing : Willing 1&#R
error : Error &R
subtype Y IEA4T
Index AU TYIRIER
protocol id : 7A)r—arFakain b
16 EHTRELET .
sf : Jaka)LiEsl
0 L2 EtherType, 1 Socket &+ (TCP/UDP)
oui 10Ul fE
16 EHTRRLET
priority D A—YITZAA) TS
16 EHTRRLET .
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35.1.4 show lldp statistics

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EEE—F]

[&eA]

[=1741]

LLDP #fEt RO ER

PG-SW109-PY-SWB104

show Ildp statistics [port <portlist>] [detail]

7L

LLDP &8N B LT X TOYER—D LLDP #EHEHRERRLET,

port <portlist>

-AR—hURK
LLDP #isHEHRE R~ T 2MBER—FBEBSDVRMEIEELET,
BHOYER—IESEHRETHHE. " (W) TRIVET,
BHROMER—IFESHHEIBE. "(NATV)TRIYET
(f81:"1,3,5-8,10")
BELT-MEAR—tD55, LLDP AN AR IR —b D LLDP
MEEHRERTLET

detail

LLDP Z{SEHRDFMERTLET

User Exec E—F

Privileged Exec E—F

Global Config ®—F

Interface Config £—F

Line Config E—F

LLDP #fEtEHRERRLES

port # 7L aEIRELI-HE T, IEELI-MER—FDS% LLDP #EENAZ

TYBR—OHEERERTLET,

R—FHEETERRETH>TH LLDP FIL—LDEEBEETHEVET,

ZD1=8 . EBEICITEEFE SN TOVECTH, EELT LLDP TL—LEA

HOURTYTENFET DTEREL TS,

# show Ildp statistics
Port  Sent packets Received packets
(1) (2) (3)
1 76 82
2 0
8 48 -

1)ER—+ES
2)AEmE%K
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#iE : EEEK

- D IEIEER
3)REEH

BIE : RIEEHK

- D RIEED

# show lldp statistics detail
[Neighbor tables statistics]
Last changed time : Wed Feb 13 16:09:01 2008 -—(1)
Tables inserts : 3 --(2)
Tables deletes 0 --(3)
Tables drops 0 --(4)
Tables ageouts 2 ---(5)
[Encl-CB3/0/1] ---(6)
Sent packets : 77 --(7)
Received packets : 82 ---(8)
Packets discarded total 0 ---(9)
Packets errors 0 ---(10)
TLVs discarded total 0 --(11)
TLVs unrecognized total 0 ---(12)
Ageouts total 2 ---(13)
[Encl-CB3/0/2] ----(6)
Sent packets : - --—-(7)
Received packets 0 ----(8)
Packets discarded tota 0 ----(9)
Packets errors 0 ---(10)
TLVs discarded total 0 ---(11)
TLVs unrecognized total 0 ---(12)
Ageouts total 0 ---(13)
[Encl-CB3/0/8] ---(6)
Sent packets : 49 ----(7)
Received packets : - ----(8)

1R EFERERRICEREL-RZ
lldpStatsRemTablesLastChangeTime (SEBR D% TXRR)
2)BREEEIRREEHL B
lldpStatsRemTablesInserts
3)EEEEIFREHIRL=EIH
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[ldpStatsRemTablesDeletes
L) EERERREWEL B
lldpStatsRemTablesDrops
5)I—SU T BARICKYBEEERHREHIRL-EH
[ldpStatsRemTablesAgeouts
6)MER—FES
[ldpStatsTxPortNum, lldpStatsRxPortNum
7)i5{ELT= LLDP JL—L#K
[ldpStatsTxPortFramesTotal
[ldp mode receive DIHFEIF"-"ARRENET,
8)%2{5L1= LLDP JL— L%k
[ldpStatsRxPortFramesTotal
lldp mode send MIFEE"-"NERFSN. (9)~(13)[FRT
ShFEEA,
9)Z{EERIEZELS- LLDP JL—LHK
[ldpStatsRxPortFramesDiscardedTotal
10)Z{ELT-E37: LLDP JL—L#K
lldpStatsRxPortFramesErrors
1) ZERWMELITLV H
[ldpStatsRxPortTLVsDiscardedTotal
12)RELIRAD TLV #
[ldpStatsRxPortTLVsUnrecognizedTotal
1B3)T—20 T 342 kY BEAR— OB ERFERZEHIRL B
lldpStatsRxPortAgeoutsTotal
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35.2 LLDP Ay 4 -0 -#iEt-REGEDIU T
35.2.1 dear lldp neighbors

[#88E] LLDP BEEEsRD VU7

[ FAMIE] PG-SW109-PY-SWB104

[AARK] dearlldp neighbors

[#F av] %L

[E14EE—F] Privileged Exec E—F

[EeeA] BEEB O LLDP EHREVUTLET .
[=4TH]

# clear lldp neighbors
#
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35.2.2 clear lldp statistics

[#88E] LLDP #&HERRD VT
[EAHE] PG-SW109-PY-SWB104
[AAER] dear lldp statistics
[#Fav] %L
FTRTOR—IOD LLDP #EHEHRE V)T LET
[E1¥EE—F] Privileged Exec E—F
[EREA] LLDP #EHEHREVVTLES
[=4741]

# clear lldp statistics
#
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36 ZVIAN DAY 42-045 5 -RELED

FKRATUR

36.1 VLAN QA %4 -0% et - RELGE DR T

36.1.1 show vlan

[#5E] VLAN SREEHRD TR T
[#EFA#FE] PG-SW109-PY-SWB104
[AARK] showvlan
show vlan summary
show vlan interface
show vlan vid <vlan_id>
show vlan port <port>
[T av] %L
EEFIN TS VIAN #R D £ VIAN 1E3RE VIAN HERRLET
summary
EREN TS VIAN BBRLD VIAN DA ERRLET,
interface
EHREN TS VIAN RO £ VAN 1B RERRLET,
vid
VLAN ID THeESh 1= VIAN OERIEHRERFLET .
<vlan_id>
VLAN ID
1~4094 £TO 10 EHEEELET.
port
EESHIZR—FD VIAN OBRIFERERTLET .
<port>
R—+ES
MEBER—+ESEEELET.
EifEE—KF] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config €—F
Line Config E—F
[EREA] VIAN DR EIRHERRLET
[=47H1]

# show vlan

Page 598 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

VID Interface Tag Kind Type Description
(M (@ (3) (4) (5) (6)
1 Encl-CB3/0/5 untagged  Static port default
Encl-CB3/0/6 untagged  Static
10 Enc-CB3/0/7 dot1g-tagged Dynamic port v10
linkaggregation dot1q-tagged Static
100  Encl-CB3/0/8 untagged  Static port v100
200  Encl-CB3/0/13 untagged Static protocol v200
Encl-CB3/0/14 untagged Static
300 Encl-CB3/0/15 untagged Static ipv4 v300
Encl-CB3/0/16 untagged Static
1000 linkaggregation8  untagged Static port v1000
4000 Encl-CB3/0/11 dot1g-tagged Dynamic port v4000
Encl-CB3/0/12 untagged Static
Category Count
(7)
Port VLAN 5
Protocol VLAN 2
Total 7
#
1) VIAN &
2) 4125371—2X
<switch_identifier>/<slot>/<port> - ether R—+&E
linkaggregation - YT —avR— b EE
3) Tag ¥ 3l
untagged - Untagged vlan
dot1qg-tagged - Tagged vlan
4) VLAN F2%8
Static - R5T74v% VIAN
Dynamic - H4F29J VIAN
5) VLAN &3l
port - iR—k VLAN
ipvh - IPv4 ZFBIk3JL VIAN
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ipv6 -1Pv6 FAbk3JL VLAN
protocol - ZAkaJL VIAN
6) VLAN %

7)VIAN F2RICED IR KU VIAN TR 3

BERSIN TS VIAN DA ERTT BI5E

# show vlan summary
Category Count
Port VLAN 5
Protocol VLAN 2
Total 7
#

BHEINTLS VIAN BROAERTY DIHE

# show vlan interface

VID  Interface Tag Kind Type Description

1 Encl-CB3/0/5 untagged Static port default
Encl-CB3/0/6 untagged Static

10 Encl-CB3/0/7 dot1g-tagged Dynamic port v10
linkaggregation1 dot1g-tagged Dynamic

100  Encl-CB3/0/8 untagged Static port v100

200  Encl-CB3/0/13 untagged Static protocol v200
Encl-CB3/0/14 untagged Static

300 Encl-CB3/0/15 untagged Static ipvé v300
Encl-CB3/0/16 untagged Static

1000 linkaggregation8  untagged Static port v1000

4000 Encl-CB3/0/11 dot1g-tagged Static port v4000
Encl-CB3/0/12 untagged Static

#

15E VAN DAERTY HHE

# show vlan vid 10
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VID Interface Tag Kind Type Description
10 Enc-CB3/0/7 dot1g-tagged Static port v10
linkaggregation dot1g-tagged Static
#
BER—tOAERTTDES
# show vlan port 2
Interface VID Tag Kind Type Description
cb/0/2 2 untagged Static port v2
10  dotlg-tagged Dynamic port v10
20  dotlg-tagged Static port v20
#
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36.1.2 show vlan brief

[#88E] VIAN R E RO B AR T
[EAHE] PG-SW109-PY-SWB104
[AHAFK] show vlan brief
[#Fav] %L
FTRTOFERERTLET
[BIYEE—F] User Exec —F
Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—F
[EiEA] VIAN DR EEHREMHRTLET

[=4TH]
# show vlan brief
Codes: U - Untagged, P - Untagged (Protocol VLAN), T - Tagged, D - Tagged (Gvrp Dynamic)
viD 1 9 10 18 19 26
(Mm@
1 1T
10 uuuuuuuuu D
1 S UUUUUUUUY e
12 PPPPPP-----
#
1)VLAN &2
2)Tag 5l
U - Untagged VLAN
P - Untagged VLAN(Protocol VLAN)
T - Tagged VLAN
D - Tagged VLAN(GVRP Dynamic)
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37 QoS DAY E2-O5 #EH - REGEDR
scaAvUR
37.1 HAXa—DHH 4205 & -RELREDERT

37.1.1 show qos prioritymap

[HRE] ITIRDTSAA) T A LT 21— DR IERT
[BEFAH#E] PG-SW109-PY-SWB104
[AHBFRK] show qgos prioritymap [line <line>]
[#FYav] <line>
R—rES
FRTHIR— I ESE. 10 ERETHRELET .
BHEOR—IEBSERETDHE. """ (Do) TRUYET,

BHOESHHEUGE . ""(NATV)TRYYET (f1:"1-8"),
§aEH W
1~26 PG-SW109-PY-SWB104

[Bh4E®—F] User Exec E—F

Privileged Exec E—F

Global Config E—F

Interface Config E—F

Line Config E—K
[E%BR] WNTIrDTSAF ) T4 ER AT 1—DHBRTELET,
[3=17H1]

# show qos prioritymap line 1-5
Port Priority value : Queue, ...
(M (@)

1 0:1,1,0, 2:1, 3:3, 4:4, 55, 6:6, 7:7
2 0:1,1,0, 2:1, 3:3, 4:4,5:5,6:7,7:6
3 0:1, 1,0, 2:1, 3:3, 4:4, 5:5, 6:5, 7:5
4 0:1, 1,0, 2:1, 3:3, 4:5, 5:4, 6:6, 7:7
5 0:1,1,0, 2:1, 3:3, 4:4, 55, 6:6, 7:7

(1) Port
R—+ES
(2) Priority value : Queue

TI3AF)T14DfE : HiAF1—
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38.1 CEE 0) PFC {RREFR R

38.1.1show cee pfc

[#5E]

[ A FE]
[AHRH]
[AFLav]
[BIEE—F]

[St8A]
[R=1TH1]

cee FSAF)T4TIN—TD pfc IREER TR
PG-SW109-PY-SWB104

show cee pfc

7L

User Exec E—F

Privilieged Exec E—F

Global Config E—F

Interface Config £—F

Line Config E—F
cee FSAF VT4 IN—T D pfc IREEFRTRLET,

# show cee pfc

Port PG Status Priority
m @ @) (4)
1 0 -
1 enable0,1,2
15 -
2 15 -

26 0 enable4,5,6
‘| -

1) R—-+ES
Kcee REBDR—IESFIRTENFEA,
2) FIAFITAIINL—TES
3) pfcikge
- pfc REXEKETHH_LERLET .
enable  pfc F#HAS enable KREETHBZLERLET,
disable  pfc F#HAS disable IREETH B LERLET
4) pfc HlEIT, ERAFDTFA44)T1ERLET,
Xpfc IKREMY, enable THAHBZEDARTENET
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39 Edcbx DERERWMORFITUE

39.1 D(BX DEZFEFKT~

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

39.1.1show dcbx status
(4]  DCBX BEHHRORT
[ERA#FE] PG-SW109-PY-SWB104
[AFAFK] show dcbx status
[AFLav] #L
[B1YEE—F] User Exec E—F

Privileged Exec E—F

Global Config E—F

Interface Config £—F

Line Config E—F
[B89]  ether K—b> DCBX BERMERTLET,
[E=1741]
#show dcbx status
DCBX Propagation : On -(1)
Port CEE  Willing PG Feat PFC Feat App Feat
(2) @) (4 (5) (6) (7)
1 on off 19 19 19
2 on off 19 19 19
3 on off 19 19 19
4 on off 19 19 19
5 on off 19 19 19
6 on off 20 20 20
7 on off 20 20 20
8 on off 20 20 20
9 on off desired desired desired
10 on off desired desired desired
1 on off desired desired desired
12 off - - - -
13 off - - - -
14 off - - - -
15 off - - - -
16 off - - - -
17 off - - - -
18 off - - - -
19 on on peer peer peer
20 on on peer peer peer
21 on off desired desired desired
22 on off desired desired desired
23 on off desired desired desired
24 on off desired desired desired
25 on off desired desired desired
26 off - - - -
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1NFansy—ay
on : FANGF=LalBENENTHEILERLET,
off : FONF—1alBEENENTHILERLET,
2)iR—+EE
Ether R—+&EH
3)CEE R eIk AE
on :ether R—r®M CEE WEEN B THAZEERLET .
off :ether R—h® CEE #RENEITHDHEERLET,
4)DCBX Willing 5% FE 1K 8E
off  :ether 5R—k0 DCBX willing A% off THBZLFERLET,
on  :ether R—b® D(BX willing A% on THAZEZRLET
s ether R—+ @D CEE HEEN BN THHLEEZRLET,
5)PG Feature & 5E
desired P R—MIREEIN TS CEE FRETEMEL TSI EERLET,
peer D BEEED (EE RENARBEINTHEL TSI LERLET .
R—hr&ES  :Propagation Shi-BEENDR—+ESERLET,
s ether R—k @ CEE RED B THDHEERLET,
6)PFC Feature 5% %
desired D IR—MIERESNTIVS CEE HETEMELTLAILERLET,
peer D BEEE O C(EE RN RSN TEMEL TSI LERLET,
R—rES  :Propagation SNF-BEERNDR—+EEERLET,
s ether R—k @ CEE #HEN B THHEERLET,

7)Application Protocol Feature §% &
desired : R—MIZEENTWS CEE RETEELTLSIEERLET,
peer D BREEED CEE HENARBSN TEMELTLAILERLET .

R—hr&ES  :Propagation Shi-BEEBENDR—+ESERLET,
s ether R—k @ CEE RED B THDHEERLET,
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39.1.2show dcbx feature status

[#48E] DCBX 74 —Fv—IEHD KT
[ FAME] PG-SW109-PY-SWB104
[AHAER] show dcbx feature status [port <portlist>]
[#Fvav] %L
D(BX #EEN BN ET R TOWER—LD DBX F4—Fr—FHRERTLET
port <portlist>
-AR—KJR b
DCBX fE# xR~ T HDMBER—FESDIAEEELES,
BHOMEBER—+ESERETHEE. " (DI TRUYES,
BHOYER—IESHIHBGEE. " (INATV)TRUYET,
(f81:"1,3,5-8,10%)
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K

[E2BA] ether R—+® DBX Z74—Fv—1EHRERRLET
[x=1761]
#show dcbx feature status
[CB/0/]
Operation Config (1)
PG Feature : oper version=0 max version=0 enable=0(disabled) -—-(2)

willing=0(unwilling) error=0(normal) subtype=0
num tcs supported=8
pri0=1 pri1=15 pri2=1 pri3=5 pri4=1 pri5=15 pri6=1 pri7=15
bw0=0 bw1=10 bw2=0 bw3=0 bw4=0 bw5=50 bw6=0 bw7=0
PFC Feature : oper version=0 max version=0 enable=0(disabled) --(3)
willing=0(unwilling) error=0(normal) subtype=0
num tcpfcs supported=8
pfc0=0(off) pfc1=0(off) pfc2=0(off) pfc3=1(on)
pfc4=0(off) pfc5=0(off) pfc6=0(off) pfc7=0(off)
App. Pro. Feature : oper version=0 max version=0 enable=0(disabled) -—-(4)

willing=0(unwilling) error=0(normal) subtype=0

Index 0 : protocol id=8906 sf=0 oui=001b21 priority=08
Index 1 : protocol id=8914 sf=0 oui=001b21 priority=08
Index 2 : protocol id=cbc sf=1 oui=001b21 priority=10
Desired Config ---(5)
PG Feature : oper version=0 max version=0 enable=0(disabled)
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PFC Feature

App. Pro. Feature

Index 0
Index 1
Index 2
Peer Config

PG Feature

PFC Feature

App. Pro. Feature

Index 0
Index 1
Index 2

willing=0(unwilling) error=0(normal) subtype=0
num tcs supported=8
pri0=1 pri1=15 pri2=1 pri3=5 pri4=1 pri5=15 pri6=1 pri7=15
bw0=0 bw1=10 bw2=0 bw3=0 bw4=0 bw5=50 bw6=0 bw7=0
: oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0
num tcpfcs supported=8
pfc0=0(off) pfc1=0(off) pfc2=0(off) pfc3=1(on)
pfc4=0(off) pfc5=0(off) pfc6=0(off) pfc7=0(off)
: oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0
: protocol id=8906 sf=0 oui=001b21 priority=08
: protocol id=8914 sf=0 oui=001b21 priority=08
: protocol id=cbc sf=1 oui=001b21 priority=10
—(6)
: oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0
num tcs supported=8
pri0=1 pri1=15 pri2=1 pri3=5 pri4=1 pri5=15 pri6b=1 pri7=15
bw0=0 bw1=10 bw2=0 bw3=0 bw4=0 bw5=50 bw6=0 bw7=0
: oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0
num tcpfcs supported=8
pfc0=0(off) pfc1=0(off) pfc2=0(off) pfc3=1(on)
pfc4=0(off) pfc5=0(off) pfc6=0(off) pfc7=0(off)
: oper version=0 max version=0 enable=0(disabled)
willing=0(unwilling) error=0(normal) subtype=0
: protocol id=8906 sf=0 oui=001b21 priority=08
: protocol id=8914 sf=0 oui=001b21 priority=08
: protocol id=cbc sf=1 oui=001b21 priority=10

1) Operation Config
DCBX fEHDBMEH DR EEERTLET .
2) PG Feature

Priority Group TLV 1B R&&RRLET

oper version CARL—Ta T N—Day
max version :MAX /8—23Y

enable : Enable 153k

willing : Willing 1&#R

error : Error 1&%R

subtype B IRA4T
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num tcs supported CNITUV I IS RER
pri0~7 : BTSAF Y T4%ERT S PGID
bw0~7 : & PC DFIGIREEE

3) PFC Feature
Priority-based Flow Control TLV {§$r&&RRLET

oper version CARL—TA T N—=Day
max version : MAX /A—23Y

enable : Enable &%k

willing : Willing 1&#R

error : Error &R

subtype Y IEA4T

num tepfes supported: PFC DS 749995 X%k

pfc0~7 (PFCEFERTHTS5/44) T+

4) App. Pro. Feature
Application Protocol TLV 1§$RZERRLET

oper version CARL—=TaU T R—=3y
max version i MAX /8—23y
enable : Enable &%k
willing : Willing 153k
error : Error 1§ 4R
subtype CHIEAT
Index A TYIRIER
protocol id : 74— arFaran b
16 EHTRELET,
sf : Jaka)LiEsl
0 L2 EtherType, 1 Socket &5 (TCP/UDP)
oui :0Ul fE
16 EHTRRLET
priority D A—YTSIAA)T4vT
16 EHTHRTLET

5) Desired Config

R—FMIERESN TS DBX FHOO—NILEREEERTLET .
6) Peer Config

kMo DOBXTLV TRIELT- D(BX fE#HERTLET,
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40 ZSSH DAHA-O45 -#ist-RELEDFE

scaAvUR

40.1 SSH OAH4-0%F -f#ist-RELEDERT

40.1.1 show ssh server key

[#88E] SSH AR R REEA AR O R T

[BEFAH#E] PG-SW109-PY-SWB104

[AHFRK] show ssh server key {dsa|rsa}

[#FLav] dsa
AREED SSH ARRMZEEA DSA AERRERTLET
rsa
AEED SSH ARRNDEEA RSA AFBERTLET .

[B1YEE—F] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config £—F
Line Config E—F

[&eA] AEED SSHARR MR AARRERTLET .
SSH Z7Aka)L/3—23y 2(SSH2) DARR MREETEASNET,
SSH AR R EREEIZ (& DSA A BRBERES A X FE 1= 1% RSA ABAREES A XA ERASN.
ELLDARBERTT HAEHREL TS,
HoMLS ssh VT4 7o hEIE sftp 7547 U MIRRA MR A A BEE
BRELTHEDLELNHZHAIZ. ROV VR TRRSNWERBTEREL T
Y,

EE] serverinfo ssh AT RE KUY serverinfo sftp 37>/ F T SSH Bi:@E#EEE 9~
TENICLTHAIEE(E., SSH RRMREA QRN ERS SN TUOEN®H
At RTENFEA,
=20, —EBMILE=HEITEMCLIBE L, SSH R MR A A BRSEA
EHSNTWSHORTINET .
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[=1761]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

DSA NBRZERT T H5HE

# show ssh server key dsa

ssh-dss Aza(JB5CpVUXI1LXjzNVo1kt/LHGhWIOleJQDj11tGeeAAAFKoNjMatP
i8)WtZhrgldtxVWmBAIAB3Nc3MAAAAAkgFaOnu7HMPdQAAAIA4LSIWVZNFTpxNLj)
Qx1gJHrDjybKeBMmpn)/RtGT)fvZW5T/aDc/aoB7PdF+appeXx9U8FsQF+EaMNfq
P31K2u3XAE0AzLa0JQCo6VjoDQh15YIzKFo2AVaK41CeS3q81q8A4+jtt)0DtOUO
rVucQoOq+BdlgaCMDuagm)QAotGvZvZQ/RMTSh6pMh+z9DdB1DLNPNxXEyt6 15ftz
Vk+1jgZ29In2V7ai4yuOfIhNL61ybOrrfoZ9YQW4APIrjuDxhvn2xvZQ/RMTSh6pM
6WIWAIMIzAst/YBxbb9)cO7uPVhN8M624q8yKsQaMCIW1AAAWO0+ZkagccWLy9GU
xPksjfC+N7022akmykT8V6iMh4+7iAIB)YE6pWpsQU5NFPIrJuDx5R/QV4QI770d
96vNtgwv/hSseRFjyqrGxKewMb11FNjzWSAUyzZWOp+GLR/mqBCFavMRI4toxEsP3
UDNRpGpFdw== root@localhost - (1)

#

AREBEDHRRNREEA DSA A%

—_
p—

RSA NRRERTI IS

# show ssh server key rsa

ssh-rsa AA94UAATAVFYAAXsAArx3AAIF7QAsTsTWAEeKogAFAINOAAOOAAAA|3F
AAD3(1yc2EAAAABIWAAAHSMXKAAB+shGQAHDmIABBSpjAARVYAAERAA)Z/IAAAAB
0AB9QAB+2kSY6AAUAYgACVAAB3NzaA7wtAA)/KAADRQgABwmMQAThHAAUtOYSGAE)
JMBAAX4= root@localhost - (1)

#

1) REBORRNBEEA RSA 2 BA%E
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

L EFEHEDHDOVE-O07 -#et-RELE
DXRR. V) 7EEITUF

41.1 BRI KRIERDAD 2 -0 -Fiat-REELE
DE T

41.1.1 show auth port

[#88E] B b E A EE O
[BFAHE] PG-SW109-PY-SWB104
[AHQRK] show auth port [<portlist>]
[T av] %L
TRTDIET—ADRIKEERRLET,
<portlist>
-AR—KJRB
ARV RER T SYMER—IESDYRMERELET,
BHEOKR—IEBSERETHEHE. " (W) TRUYET,
BHOBSHHRIGE. ""(NATV)TREYYFTT (1:"1-8"),
[B14E®—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K

[EEA] & FRELHEAE (IEEEB02.1X BREE. Web EREE. MAC 7 FL REB:E) TOEREE AL Thifh K IE k%
=RLET,
[E=TH]  UTIS RIFERLES,
# show auth port
Port  Mode MACAddress Function VLAN
m @ 6 (4) (5)
1 mac  00:13:21:f6:01:13 macauth 10
5 mac  00:13:21:f6:02:23 webauth 20
00:13:21:f6:02:43 dot1x 100
9 port  00:13:21:f6:05:33 webauth 10
10 -
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

1) R—+&ES
2) FBEEA % (BR—FDEBETIZRT)

mac MAC PRLRZ EDBEEE1TS
port R—rZEDREETS

3) MAC 7RL X
4) FREERRTHLT-HERE

dot1x IEEEB02.1X E3%
webauth Web £83

macauth MAC 7 L R Z2EE
5) VLAN ID

KRR RS EELLR— M, R~ ES N OEE A TRRSNETS,
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41.2 IEEE802.1X BRRED A5 -07 - ikt - RBLLED
RN

41.2.1 show dot1x port

[#45E] IEEE802.1X FREHIKEED &R
[EFR#IE] PG-SW109-PY-SWB104
[AARK] show dotlx port [<portlist>]
[T av] %L
FTRTOHOR—NZBET S IEEE802. 1X R EEERRLET
<portlist>
fEESNF=AR—MZEE9 5 IEEEB02.1X BREEIKEEE R RLET
HEREF L, TR TDR—PERELLIDEAGENFT,
[B1YEE—F] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—F
[EREA] SREEHREIEHREL TEREEIC K YEF RSN I=IH K (Supplicant) (DWW Ta—+H4% , BBEEA .
FEEREE., M BEHRERTLET,

[=4761]

# show dot1x port

Port  User EAP-Type Authentication  OKtimes NG times Status VLAN

(M @ (3) (4) (5) (6) (7) (8)
MAC address Since
(9) (10)

1 userQ01 TTLS Authenticated 2 2 S4 1
00:0e:13:25:0f:01 Mon Aug 819:29:17 2005

user02 PEAP Authenticated 2 2 S4 1

00:a1:fd:dd:fc:ed Mon Aug 819:10:04 2005

2 admin TLS Authenticated 2 0 S4 1
00:0e:13:8e:55:23 Mon Aug 816:32:12 2005

3 user PEAP Authenticated 1 0 S4 1
00:a0:12:d4:ef:ac Mon Aug 8 18:02:11 2005

4 - - - 0 0 SO 0
00:00:00:00:00:00-
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

1) R—+&ES

2) A—H%£

3) AR

4) FREERAEE

- REEFIERERR—ITHILERLET,
Authenticating FREEH

Authenticated EHI%

Failure KRR

5) FEEICKVYEFESh-E#

6) IR DEIR

REEH—N\FF AAD SRS BHSN - HEFF1—HFICEIVETS
VIAN ID QEEEICRBLIZGEICAIUIENET,

7) |IEEEB02.1X SBEE D A ERIKEEHFRLE T,

-S0: EREERTOD KA

-S1: FREENEHDIKEE

-S2: EREFARILIED DIRRE

-S3: BEIKRE

Sh: BREELNERDIREE

8) VLAN ID

9) ##H (Supplicant) ® MAC 7KL X

10) EBEEIZATILT=R5Zl (BB T EHEINFELA)
KBIAEITOTLWEWR—FTIE, A—HFEZORAARGEN"TRIREINFET,
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41.2.2 show dot1x statistics

[H8E] |EEE802.1X EREE#EEHER D TR
[EAHE] PG-SW109-PY-SWB104
[AARK] show dotlx statistics [<portlist>]
[A#Fav] <portlist>

EEINT-R—MZBEY 5 IEEE802.1X REFD#HisHIEHERRLET,

HEEEF (L, TR TOR—PERELIZDDEALGSNET,
[EB14EE—F] User Exec E—F

Privileged Exec E—F

Global Config E—F

Interface Config E—F

Line Config E—K
[EiEA] IEEEB02.1X FREE Dt aHEHERRLETS
[F&E] MEHERIT. AREZHEB T HE7VTENET,
[=4TH]

# show dot1x statistics

Encl-CB3/0/2 statistics:

EAPOL frame received count : 0

EAPOL frame sent count: 0

EAPOL Start frame received count : 0
EAPOL Logoff frame received count : 0
EAP Identity Response received count : 0
EAP response received count : 0

EAP Identity Request sent count : 1

EAP request sent count : 0

Invalid EAPOL frame received count : 0
EAP with illegal length frame received count : 0
Version of EAPOL last received frame : 0

Supplicant address of last received frame : 00:00:00:00:00:00

(M
(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)
(10)
(1)
(12)

1) 515 EAPOL JL— LK

2) #1E EAPOL JL—L#

3) {5 EAPOL-Start 7L—L%%

4) 52{g EAPOL-Logoff 7L — L%k

5) 5215 EAP Identity response 7L — L%k

6) EAP Identity L4} D 5218 EAP response L — L%k
7) iE{E EAP Identity request 7L — L3810

8) EAP Identity LL5+ 1% EAP request IL—LH
9) RAELI=EERA EAPOL JL— L%

-
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10)
11)
12)

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X
ZELEAR LG/ My RO EAPOL TL— L%
BEIZZEL EAPOL JL—LDN—S3VFBE
=& IZZ{ELT=5H=E (Supplicant) ® MAC 7KL R
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41.3 IEEES02.1X BREEDHH 2O #stiEDH)T

41.3.1 clear dot1x statistics

[H8E] |EEE802.1X EREE#EEHERD V)T
[EFAM#FE] PG-SW109-PY-SWB104
[AHEK] clear dotlx statistics
[#F a2] #HL
FTRTOHR—MZBIT S IEEE802.1X BRI DHEHEHRE VT LET
[E14EE—K] Privileged Exec E—F
[E28A] IEEEB02.1X SREED#MEHE®RE VU TLET .
E]|

# clear dot1x statistics

#
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41.4 Web BEIDHYL4-045 -#iE - RELED R T

41.4.1 show webauth port

[#8E]

[& FAsiE]
[AHBER]
[#Fav]

[EEE—F]

[ExEA]
[=1761]

Web FBEEIRRER T

PG-SW109-PY-SWB104

show webauth port [<portlist>]

L

Web FZEHIREEZRRLET

<portlist>

-AR—RURE
Web PREFEIKEEE R R T 2YER—IESDYRMEIEELET,
BHOYER—IESERETHHE. " " (Do) TRIVET,
BHEOMER—IESHEIBE. " (NAT2) TRUYFET (F1:"1-4"),

User Exec E—F

Privileged Exec E—F

Global Config —F

Interface Config £—F

Line Config E—F

Web FREHIRREZRRLET

# show webauth port
PORT USER
MAC STATUSVLAN TYPE DATE
(Mm@
(3) (4) (5) 6) (7)) (8)
1 PC3456789
1 00:13:21:f6:01:13  success 100 mac Mon Aug 819:29:17 2005
PC00303
2 00:13:21:f5:88:77  success 100 mac Mon Aug 819:30:25 2005
PC00304
3 00:13:21:5:88:9c  success 100 mac Mon Aug 819:29:52 2005
PC00305
4 00:13:21:f5:88:38  success 100 mac Mon Aug 819:31:10 2005
2 -
- - idle - mac -
3 -
- - idle - mac -
4 PCO04
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1 00:13:21:f5:88:b9  success 9 port Mon Aug 819:29:12 2005
5 -
- - idle - port -
9 PC009
1 00:13:21:d5:a4:65  success 10 mac Mon Aug 819:29:08 2005
10 PCO10
1 00:13:21:f6:01:28  success 10 mac Mon Aug 819:29:22 2005
1 PCOT1
1 00:13:21:d5:a4:42  success 10 mac Mon Aug 819:29:14 2005
12 PCO12
1 00:13:21:d5:9b:de  success 10 mac Mon Aug 819:29:07 2005
13 PCO13
1 00:13:21:d5:a4:55  success 19 mac Mon Aug 819:29:20 2005
14 PCO14
1 00:13:21:d5:a4:62  success 19 mac  Mon Aug 819:29:13 2005

Web it ERT HMBER—MIDVTOALUTERRLET,
1) MER—+ES

2) 1—H4%
3) RELRKRES
4) MAC 7RL R
5) Web ZREEPIREBH DA T—H X
UTOENDNRRINET,
response ID. NRT—RIEANFH TRIHERFD
idle Web F2EET ID, /SXRT—F AL L
success Web EBEEIZRLIIL. VIAN ID &Y 4 TH=1kEE
6) VLAN ID
7) VLAN TYPE
UTOENDNRIREINET,
mac MAC 7RL RS EDREEZETTS
port R—rZEDREEITS

- VLAN kKR E
8) FREEICHIILI-FEZI
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41.4.2 show webauth statistics

[#88E] Web EBGEMETHERER T
[ER#IE] PG-SW109-PY-SWB104
[AFAFK] show webauth statistics
[#Fav] %L

Web ZEE#EEHIREEERTLET .
[BIYEE—F] User Exec —F

Privileged Exec €—F

Global Config ®—F

Interface Config £—F

Line Config E—F
[EiEA] Web FBFEMEHIREEZRRLETS
[=4TH] Web BRiE#EHEHRERTI D156
# show webauth statistics

Encl-CB3/0/1 :

—(1)
~()
—()
()

Web authentication success
Web authentication failure

Web authentication port initialize

o O NN

Web authentication logout
Encl-CB3/0/2 :

Web authentication success :0

Web authentication failure 1

Web authentication port initialize: 0

Web authentication logout :0
Encl-CB3/0/3 :

Web authentication success 14

Web authentication failure :0

Web authentication port initialize: 0

Web authentication logout :0
Encl-CB3/0/4 :

Web authentication success 22

Web authentication failure :0

Web authentication port initialize: 0

Web authentication logout 21
1) Web ZBIERINEIEL

2) Web FREIE 2 B B $

3) MER—IHEER

4) FBELIHK logout [E1%K
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

41.5 Web BEEDhH 405 -#EEEDH)T
41.5.1 cdear webauth statistics

[#88E] Web EBFE#EEHEHRERTD VYT

[ FAME] PG-SW109-PY-SWB104

[AHEHK] clear webauth statistics
[#Fvav] %L

[E14EE—K] Privileged Exec E—F

[EREA] Web ZiE#EEHEHREVITLET
[=4TH]

# clear webauth statistics
#
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[#5E]

[ A FE]
[AHfH]
[AFLav]

[En4EE—F]

[&EA]
[R1THI]

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

41.6 MACZRLARBEEED A %205 -#iet-REBLED
EHN

41.6.1 show macauth port

MAC 7L RAFREHREE D R R

PG-SW109-PY-SWB104

show macauth port [<portlist>]

TL

FTRTDAUETT—AD MACTRL RABEEREERRLET .
<portlist>

R—PYRE

MAC 7RL RFZEEREE R T MR- ESDURNERELEFT

BHEOKR—IEBSERETDHE. " "(ho?)TRUYET,
BHOBEINHEIEE. (N1 T2)TRYYET (HI:"1-8"),

User Exec E—F

Privileged Exec E—F

Global Config ®—F

Interface Config £—F

Line Config E—K

MAC 7RL RAEBEHREEZ R RLET .

LTS, RTHERLEY

# show macauth port

m @ 6 (4) (5)
1 mac  00:13:21:f6:01:13  success 10
2 mac  00:13:21:f6:02:23  success 20
00:13:21:f6:02:43  failure -
5 port  00:13:21:f6:05:33  response -
6 mac  00:13:21:f6:06:33  permanent 20

10 mac - idle -
00:13:21:f6:02:73  failure -
00:13:21:f6:02:74  failure -

Port Mode MACAddress Status VLAN Since

(6)

Mar 24 11:20:12 2006
Mar 24 10:00:22 2006
Mar 24 11:30:32 2006
Mar 24 10:00:12 2006
Mar 24 12:11:00 2006
Mar 24 12:11:01 2006
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

1) R—+ES
2) BREEAE(BR—PDEETIZRTR)

mac MAC PRLRZ EDREEEITS
port R—rZEDREETS

3) MAC 7RL X
4) FRRLKEE

idle REER AR A RAR

response RELRERTS

success FEERY

permanent  FREEAREIHER

failure FREE Sk B FE 1= (LR I BR 2R i@

KERFIRMRAE T, idle RIRDTICTRTFTSINFET .
5) VLAN ID
6) ERSERAIA. SREER N E - ILEREE R BRL =B %
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

41.6.2 show macauth statistics

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]

[&2EA]
[=1761]

MAC 7 FL ZSREERET IR R D &R

PG-SW109-PY-SWB104

show macauth statistics [<portlist>]

L

FTRTDAUETT—AD MAC7RL RBEEEHERERRLET

<portlist>

-AR—hURK
MAC 7L AR EHERE RN T D MER—FESDURMIEELFET .
BROR—IESEZRETSHR." (AU TRUYET,
BHOBESHHRIGE" " (NATV)TREYFES (HI: "1-8"),

User Exec E—F

Privileged Exec E—F

Global Config —F

Interface Config E—F

Line Config E—K

MAC 7RL REBEEDREHERERTLES

LTS, RTHIERLET

# show macauth statistics

Encl-CB3/0/1 :

MAC authentication request : 8 -—(1)
MAC authentication success : 5 -—-(2)
MAC authentication failure :2 --(3)
MAC authentication logout : 4 -—-(4)
MAC authentication excess : 1 ---(5)

Encl-CB3/0/2 :
MAC authentication request : 1
MAC authentication success : 1
MAC authentication failure :0
MAC authentication logout : 0
0

MAC authentication excess

#
1) MAC 7KL R SREFE R E1 5
2) MAC 7RL REREER B [E1 3
3) MAC 7L R SBEE LB [E13%
4) MAC PRL REREERY 7o hEI%L
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5) MAC 7KL RFREER E1TEI 3k (FEEEHIBR BB 18B)
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X
£1.7 MAC7RFLREBEEDA I 520 -#EBEDI)T
41.7.1 clear macauth statistics

[H8E] MAC 7L RERE#EHERD V)T
[ FAMIE] PG-SW109-PY-SWB104
[AHFK] clear macauth statistics
[#F av] %L
FTRTDAUETT—AD MAC7RL REBSEREHEREVITLET .
[B1YEE—F] Privileged Exec E—F
[ExBA] MAC 7 FL RSREED#EEHEHRZE VU TLES
[=47H1] LTS, RTHIERLET
# clear macauth statistics

#
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

42 EMLD AX—T DA 32-05 -5t HKiE

HEDFTR, 2VT7EREITF

42.1 MLD RX—F DA 52-0% -§het-RELZE DR

42.1.1 show mldsnoop brief

[#5E]

[ FAHAE]
[AHfEH]
[AFLav]

[En4EE—F]

[&28A]
[EE]

[R1TH1]

MLD ZX—T i S ERDOERT

PG-SW109-PY-SWB104

show mldsnoop brief

TL

MLD RX—THHREFELTLS T L—THERTRLET .

User Exec E—F

Privileged Exec E—F

Global Config E—F

Interface Config E—F

Line Config E—F

MLD RX—T i B IEMERTLET .

DT OEETIE MACTRLRATEREFIEHEITOVETOT. R—0 MACTRLREERT 35 IL—F7RLXIC
DVTIFEHD T IL—TFELANEBHINTLSKRETE 1 TURJELTHYURENET,

# show mldsnoop brief

MLD snoop briefing information:

total registered entries: 0 (1)

1) MLD RX—FHMREEFHLTLB T IIL—TF7RL A%
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

42.1.2 show mldsnoop mrouter

[#2RE] RILFF X AR —ER—MERDRT
[EAHE] PG-SW109-PY-SWB104
[AARK] show mldsnoop mrouter [<vidlist>]
[#Fav] %L
MLD RX—TINF T A TD VIAN DIFHRERRLET,
<vidlist>
MLD RX—TJ1E#HERTT S VIAN O VID ZHEELET
HEHDO VAN ZHET HIHEE. """ (D) TRU>THRELEY . T, BEBET H5ERF. 11310 L5312
MNATUVEERLTHEELEY .
LTIC, Bt ErmLES,
vidlist LT 1,2,3,5,7 216E 9 55HE
(1) 1-3,5,7
-vidlist ELT 1,3,5 Z8ETSHE
(#1) 13,5
[B1YEE—F] User Exec E—FK
Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—F
[E%ER] MLD ZX—THRFLTL ST FF v AL —2R—FDIFHERTLET
[=4TH]

# show mldsnoop mrouter

VLAN querierport

(Mm@ (3)

1 other(off) 1

2 other 5

3 me 5

4 me -

1) VLAN ID

2) Querier BIER T, U TOENINRREINET,
me Querier ELTEMERTHAZLERLET,
other Querier ELTEMEL TULVEWZ EERLET,
other(off) ERFEIZ&LY Querier ELTEMELALZ EERLET,

3) YILFF Y RRML—EDERESNEZR—ES
INATU)DIBEE XL —RER—IEELENC EERLET
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42.1.3 show mldsnoop reporter

[#8E]

[ FR#iE]
[AHfH]
[AFLav]

[EEE—F]

[ExEA]
[R1THI]

TINFHEXY AR AFERDRT
PG-SW109-PY-SWB104

show mldsnoop reporter [<vidlist>]

L
MLD RX—TWNEETRTH VIAN DIEHRERRLET,
<vidlist>

MLD RX—TJ1E#HERTYT S VIAN O VID ZHEELET
HEHDO VAN ZHEET HIHEE. """ (D) TRU->THRELEY . T, BEBET HERF. 11310 L5312
MNATUVEERLTHEELEY .
LTI, gt Xz RLES,
-vidlist LT 1,2,3,5,7 2HEEY 5546
(1) 1-3,5,7
-vidlist LT 1,3,5 ZEETHIHE
(1) 1.3,5
User Exec E—F
Privileged Exec E—F
Global config —F
Interface Config £—F
Line Config E—F
MLD ZX—THRFLTL ST FHR YR RS ERERTLET .

MLD Snooping statistics: VLAN 1

#sources: 0 (1)

#hosts: 4 ---(2)

IP Address(Source/Group/Reporter) Port  Join Version  Mode
6) (7) (8) (9)

Source :2001:db8::1 ---(3) 1 1:10:00 1 -

Group  :ff15::1 ---(4)

Reporter:2001::1 ---(5)

Source :2001:db8::1 2 1:10:02 1 -

Group  :fF15::1

Reporter:2001:5000:ab0::2

Source :2001:db8::2 3 1:10:03 1 -

Group  :ff15::2
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

Reporter:2001::1:2

Source :2001:db8::3 4 1:10:03 1 -
Group  :ff15::3

Reporter:2001:5000:ab0::3

Source :2001:db8::4 - - - -
Group  :fF15::4

Reporter:-

1) F#ETTFLRIEHRE

2) BEEHRTIERE

3) #EXTFLAR

4) RILFFYRRTIL—TTRLR

5) Membership-Report 2 {ELT=RARD IP FRL R, "“"(I\A TV ) BRFSN TGS (X R T NEFE
Loz L—TTHBILERLET .

6) R—FEE, " (NATV)BRRINTVBBE LY RFTHDFEELLGLES>T V—TTHEIILERLET,

7) RILFFRXRNTIL—TIZS ML THLDZBIME, VAT HFEELLZEWMES I "(NATV)TRRINE
E

8) MLD O/ \—Cav1EHRERLET, "I"DIHE . MLDVI ZRLET . "2'DIHE . MLDV2 ZRLET,

9) J4JLRE—F (INCLUDE/EXCLUDE) Z'RLEY . MLDVI DIFE . ""(/\A1TV) TREEINET,

Page 631 of 702
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42.1.4 show mldsnoop statistics

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[EEE—F]

[ExEA]
[EE]
[=1761]

MLD RX—T st ERD KT
PG-SW109-PY-SWB104
show mldsnoop statistics [<vidlist>]

7L

MLD RX—TNEZETRTD VIAN DIEHRERRLET,

<vidlist>

MLD AX—T1EHERTT S VAN D VID 5 ELET,

HEHDO VAN ZHET HIHEE. """ (D) TRU>THRELEY . T, BEBET H5ERF. 11310 L5312

MNATUVEERLTHEELEY .
LTIz, Bt XERLES,
-vidlist LT 1,2,3,5,7 2EEY 5546
(1) 1-3,5,7
-vidlist £LT 1,3,5 ZEETHHE
(1) 1.3,5
User Exec E—F
Privileged Exec E—F
Global Config —F
Interface Config £—F
Line Config E—F
MLD RX—F D#fiHEHRERTLET .
MEBERIE. AZEZHEH T HLVITENFET,

# show mldsnoop statistics 4094
VLAN 4094

MLD query packet received count: 4

o

MLD query packet ignored count :
MLD V1 membership report received count: 16
MLD done received count :
membership joined count :
membership left count :
MLD checksum error detected count :
malformed packet detected count :

failure to register count(limit over) :

o O O o o o o

failure to register count(other cause) :

1) RTRISHVIANID
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2)
3)
4)
5)
6)
7)
8)
9)

PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

Z{=L71= MLD V1 Query /345y 8

Nryh I+ —T v BELGEDERITLYEREINT= MLD V1 @ Query 737y K
Z{EL7= MLD V1 Membership report /34 vk $%

Z{EL1= MLD done /34 vk

TIW—TFRLRAIVN) DB RE$

TI—TFRLRAIUR) DHIBRE 3R

MLD /37 Ik DAYE F Ty oY LTS5—/Vr v ZER

FrvIY LIS—LND Ny TH—T YT 5— /Ty RIEH

10) JRRIVR)A—/ D= B FIZKRELI=E1%
1) FERIVMA—NLSNOERTEFRICKBLEH
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

42.2 MLD AX—F DA 4204 et - KL ED YY)

-

42.2.1 clear mldsnoop statistics

[#sgE] MLD R X—T#fEHEHRD V)7
[ FAMIE] PG-SW109-PY-SWB104
[AARK] cear midsnoop statistics [<vidlist>]
[T av] %L
MLD RX—TH £ T X TD VIAN D#fEEHEREIVTLET,
<vidlist>
MLD RX—T D#iiHERE V7T % VIAN D VID ZHEELET
BHHO VAN 2HEETHEEE. (A7) TRY>THEELET . F1=
MNATU)EERLTIEELEY .
LUTIZ, Bt ER~LES .
-vidlist ELT 1,2,3,5,7 216 55HE
(1) 1-3,5.7
vidlist ELT 1,3,5 ZHEETH5HE
(1) 1,3,5
[E14EE—F] Privileged Exec E—F
[2EA] MLD R X—T DfEHEREV VT LET .
[=4TH]

EFEEETHSAE. 1310851

# clear mldsnoop statistics
#
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

42.2.2 clear mldsnoop group

[#28E] MLD RX—F TR DS T
[EAHE] PG-SW109-PY-SWB104
[AARK] cear midsnoop group <vid> <address>
[A#FLav] «vid>
DITFBIVN)NEENS VIANID ZIEELET  all SMEESNIZIBRIZTRTO VIAN 4R ELET,
<address>
DIT7$BTRLRAZRELEF Y BRI HARXEEESLICEGYET,
-PG-SW109-PY-SWB104
all £¥(FHVUTFTBHIURID MACTRLREIRELET
MAC 7RLRZHELIZSRIX. VUTHEDTRLRAZHEAT ST XTI L—TFRLRADIUMIA YT
ENFT, LE=D o T FIL—TFZRLRAD T 4 INAMAREI—D IR ETRTHOITSNES,
BETEMACTRLRADRDFIZT IV—TPZRURD TL 4 784 M(A:B:CD:E:F:G:H) % 33:33 I1T5&E#E
(33:33:E:F:G:H)LET .
f=EA L, f02:2:101 2073 1B A, 33:33:00:02:01:01 £HYETS,
F1z. [f02:0~ffff TEAT ST FL R (33:33:00:00:00:00~33:33:00:00:fF:f) IFIEE TEEE Ao
[B1YEE—F] Privileged Exec E—F
[EREA] MLD AX—TH REFLTLBIR T EREIITLET,
[=4TH]

# clear mldsnoop group 2048 33:33:00:01:81:19
#
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

43 EIGMP RX—T DAY %07 - Hikt - K&
BEDRR, VUT7EREITUE
43.1 IGMP RX—TF DAY 5207 -#iet-RELE DR
7
43.1.1 show igmpsnoop brief

[Hs8E] IGMP R X—T T S 1EFHRD TR
[EFR#E] PG-SW109-PY-SWB104
[AHZRK] showigmpsnoop brief
[T av] %L
IGMP RX—TRREFLTNDT L—THERTLETS,
[B1YEE—F] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—F

[EREA] IGMP AX—T T BEmERTLET,

[EE] MAC 7RL R CERIEHIHZEITLVET DT, F— D MACPRFLRZERATS
TIN—TFELRIZDOWTIEEH DT W—TFRL AN EFINTNSIRETE 1 TUN)
ELTHIURENFET,

[T

# show igmpsnoop brief

IGMP snoop briefing information:

(1) total registered entries: 0

1) IGMP RX—THREEFHLTWB T IL—T7RLR#
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

43.1.2 show igmpsnoop mrouter

[#2RE] RILFF X AR —ER—MERDRT
[EAHE] PG-SW109-PY-SWB104
[AARK] showigmpsnoop mrouter [<vidlist>]
[#Fav] %L
IGMP RX—T N EBHET XTOD VIAN DIEHRERTLET
<vidlist>
IGMP RX—TJ1E#HERTY S VIAN O VID EHEELET
BHO VAN 218 E T 51553, " " (AU ) TRYUSTHEELET . F1-.
HEIEETAEEIE. M-310ES(" (A7) & ERLTIEELET,
LTIz, Bt XERLES,
vidlist LT 1,2,3,5,7 216E 9 55HE
(1) 1-3,5,7
-vidlist £LT 1,3,5 ZEETHHE
(#1) 1,35
i, $EEATREAL VLAN ID O &A%IE 1000 BT,
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K
[E%ER] IGMP RX—T W RFL TV TILFF v AML—FR—rDERERTLET
[3=17H1]

# show igmpsnoop mrouter
VLAN querierport

(1 @ (3)
1 other(off) 1

2 other 5
3 me 5
4 me -
1) VLAN ID
2) Querier EMER T, U TOENHBRTINET,
me Querier ELTEMERTHAHZEETRLET
other Querier ELTEIMEL TLVEWZEZERLET,
other(off) EREIZKY Querier ELTEMELGWZEERLET,

(3) RLFHRYRML—ENEREINER—+ES
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(NATY) DB BRI —FR—DFELENCEERLET
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

43.1.3 show igmpsnoop reporter

[#RE] RUNFFXAM RS ERORT
[EAHE] PG-SW109-PY-SWB104
[AARK] showigmpsnoop reporter [<vidlist>]
[#Fav] %L
IGMP RX—T N EBHET XTOD VIAN DIEHRERTLET
<vidlist>
IGMP RX—TJ1E#HERTY S VIAN O VID EHEELET
BHHO VAN ZHEETHHEEIE. " (A7) TREY>THEELET . F1-=.
HEIEETAEEIE. M-310ES(" (A7) & ERLTIEELET,
LTIz, Bt XERLES,
vidlist LT 1,2,3,5,7 216E 9 55HE
(1) 1-3,5,7
-vidlist £LT 1,3,5 ZEETHHE
(#1) 1,35
i, $EEATREAL VLAN ID O &A%IE 1000 BT,
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K

[BteA] IGMP RX—THRFL TV DRI FEX RN R FEHERTLET .
[=4741]
# show igmpsnoop reporter 1-3
IGMP Snooping statistics: VLAN 1
#sources: 0 (1)
#hosts: 4 (2)
Source/Group Port  Reporter Join Version Mode
(3) (4 (5) (6) (7) (8)
0.0.0.0 /239.1.11 1 10.5.20.18 1:10:00 1 -

2 10.5.20.31 1:10:02 1 -
0.0.0.0 /239.1.1.2 3 10.5.20.22 1:10:03 2 -
0.0.0.0 /239.1.1.3 3 10.5.20.25 1:10:03 2 -
0.0.0.0 /239.1.1.10 - - - - -
1.1.1.1 /239.1.1.3 3 10.5.20.25 1:10:03 3 INCLUDE
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PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

1) #ETTFLRIEHRS
2) BREFIRATEHRE
3) REXTFLABLURILFEXXYRAN IL—TFRLR
4) R—rEE, ""(NATV)BRRIATVSHEEIFIRFTHEFELELGEST=T =TT
HHEERLET,
5) Membership-Report Z#{ELTI=RALD IP PRL R, ""(NATV)BRTSN TS E L
YRAFDRELGL ST W —TTHIILERLET,
6) TILFHFY AN IN—TIZBMLTHLDIFEBERE, YURFTHAFELGWNERIT (N1
V)TRIRENFET,
7) IGMP N—23 U 1E8R, YR T HFELEWVGEE(E (/1N (1T7Y) TRRSNET,
8) JIL—TE—F,IGMP R—2a &A1 F£zlE 2" OBE. Tzl URFTHEELEN
BEE (A7) TRERSNET,
INCLUDE: INCLUDE E—F
EXCLUDE: EXCLUDE £—F
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43.1.4 show igmpsnoop statistics

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]

[ExEA]
[EE]
[R1THI]

IGMP R X—T#fEsHERD R~

PG-SW109-PY-SWB104

show igmpsnoop statistics [<vidlist>]

7L

IGMP RX—T N EBHET XTOD VIAN DIEHRERTLET

<vidlist>

IGMP RX—TJ1E#HERTY S VIAN O VID EHEELET

BHHO VAN ZHEETHHEEIE. " (A7) TREY>THEELET . F1-=.
HEHEEETAEEF. M-31OKST"(NATU)EFERALTIEELET,
LTIC, Bt ErmLES,

-vidlist LT 1,2,3,5,7 2HEEY 5546
(1) 1-3,5,7
-vidlist LT 1,3,5 ZEETHIHE
(#1) 13,5
i#l. fEEATREAL VLAN ID O &AL 1000 BT,
User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K
IGMP ZX—T D EHERERTLES
MEHFRIE. AR BZHEITHLVVTEINFET,

# show igmpsnoop statistics 4094
VLAN 4094

(1)

IGMP V1/V2 query packet received count : 4

IGMP V1/V2 query packet ignored count : 0

IGMP V3 query packet received count : 0

IGMP V3 query packet ignored count : 0

IGMP V1 membership report received count : 0
IGMP V2 membership report received count : 16

IGMP V3 membership report received count : 0
IGMP leave received count : 0

membership joined count : 0

membership left count: 0

(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)
(10)
(11)
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IGMP checksum error detected count : 0 (12)
malformed packet detected count : 0 (13)
failure to register count(limit over) : 0 (14)

failure to register count(other cause) : 0 (15)

1)
2)
3)

4)
5)
6)
7)
8)
9)

=9 % VLAN ID

S L7z IGMP V1 F7zI& IGMP V2 Query 734w 3

INryhIA—TRRELGEDERICLYERSNT IGMP V1 FF=IX IGMPV2 O
Query /34y

Z{SL71= IGMP V3 Query /4y 5

INTYRIA—TIREREREDBERICKYERINTZ IGMP V3 O Query /37 vk

Z{EL1= IGMP V1 Membership report 734wk

Z{= L71= IGMP V2 Membership report 7S5y

Z4{EL1= IGMP V3 Membership report 734wk

Z{SL71= IGMP Leave /343

10) ZIL—FFRLRIUN) DE5FEIH

1) FIL—FF7RELRAIUN) DHIBRE S

12) IGMP /Xy b DAY E F oY LT 5—\ry 25

13) FzvOHB LIF—LUND /NN TR TH—T I Z—/ Vb ZIER
14) RRIUR)A—/ DI B ERIZKB LBk

15) JRRIVRA—LDSNOBERTEFICEKBRLI-EH
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43.2 IGMP AX—F DAy 52045 -#ket-RELEDHY)
7

43.2.1 clear igmpsnoop statistics

[#RE] IGMP R X—T#fistETRD V7

[BFA%E] PG-SW109-PY-SWB104

[AARK] clearigmpsnoop statistics [<vidlist>]

[#FLa>] #HL
IGMP AX—TMEZET X TD VIAN O#EHEHRZEVITLET,
<vidlist>
IGMP RX—T D#iEt1EHREV 79 % VLAN D VID ZHEELET .
BEHO VAN #EETHHE L. " "(WU) TR TRELE T, -,
HBEIEETABEIEL. M-310ESIT"(NATU) & EALTIEELET .
DI, AR BERLET,
wvidlist ELT 1,2,3,5,7 269554

(41) 1-3,5,7
-vidlist LT 1,3,5 21E8ET 554
(f51) 13,5
EifEE—F] Privileged Exec E—F
[E4EA] IGMP RX—T D #fieHEREVITLET

[R=1TH1]

# clear igmpsnoop statistics

#
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43.2.2 clear igmpsnoop group

[#28E] IGMP RX—FTURJDHYT
[EAHE] PG-SW109-PY-SWB104
[AARK] clearigmpsnoop group <vid> <address>
[AFar] <vid>
DIT$BHIVNINEENS VIANID ZHEELFET  all MEESN-BZBEFTATD
VIAN ZHRELET
<address>
DIUTTBTRLRERELET,
Al F=FEOUVT7FTHIURD MACTRLRZIRELET
-all AEE SN I5E(E 01:00:5€:00:00:00~ff #FERF 25 IL—FTFRLRADIY
FMIZBRSTRTDTIIL—TFRLREVYTLES,
"MAC7RLREHEELIBE E. VU TREDTRLRAZERT ST A TOTIL—T
FRLADIVNIMIYTEINES LIz oT T IL—TTRLRAD T 3 /3o
FSEI— DIV T RTHITEINET,
FEETBMACTRLRDRO AT IL—TF7RLAD T 3 /81 A.B.CD)% 16 #
BUZZEHL . 01:00:5e [Z3E#E(01:00:5e:B:CD)LET . =EZ X, 226111 9T
F5154(&. 01:00:5e:01:01:01 £ERYFET,
F1=. 224.0.0.0~224.0.0.255 THEAT H7FL X(01:00:5€:00:00:00~ff) [£F5

ETEEEA,
[E14EE—F] Privileged Exec E—F
[EREA] IGMP RX—THMREFL TLVB) R FIERESITLET,

[R=1TH1]

# clear igmpsnoop group 2048 01:00:5e:01:81:19
#
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Lt EAAA DRED TR, VUTERIEI<UR
44,1 AAA DREED TR

44.1.1 show aaa radius client server-info

[#RE] RADIUS #EETODH—/\FROK R
[ER#IE] PG-SW109-PY-SWB104
[AARK] show aaa radius client server-info [group <group_id>]
[T av] %L
AAA TV —TFRTOY—/N\ERERRLET,
group <group_id>
BELEIL—TIZET 29—/ \EHRERTLET,
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K
[EReA] RADIUS H—/DIREERRLET .

[=4761]
# show aaa radius client server-info group 0
[aaa group 0]
Type No  Server Address Port Pri  State recover
m @ 6 () (5 (6) (7)
Auth 0 192.168.0.101 1812 10 dead 293/300
Auth 1 192.168.0.100 1812 20 alive -
Acct 0 192.168.0.100 1813 0 alive -
1) H—/\DFER -Auth SRELY—/N\
-Acct FHIDTAVTH—NI
2) Y—N\EEES
3) 4—/NIP PRLR
4) Y—\KR—+ES
5) BEE
6) H—/\DIKEE -alive {5 FAAT B
-dead RERBEICKY ERATRT

7) BBV 18 1B B
S — SREAE AT THHBA L. EERLET,
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44.1.2 show aaa tacacsp client server-info

[#RE] TACACS+HERETDH —/\IFEH D R T
[ER#IE] PG-SW109-PY-SWB104
[AAEK] show aaa tacacsp client server-info [group <group_id>]
[#Fav] %L
AAA TIL—TFTRTOH—/N\ERERTLET .
group <group_id>
BELEIL—TIZET 29—/ \EHRERTLET,
[Bh4E®—F] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K
[EeA] TACAGS+H —/ A DIREERRLET .

[=4741]
# show aaa tacacsp client server-info group 0
[aaa group 0]
Type No.  Server Address Pri State recover
(1) 2)  (3) (4) (5) (6)
Authen 0 192.168.0.101 10 dead 293/300
Authen 1 192.168.0.100 20 alive -
Author 0 192.168.0.100 0 alive -
Author 2 2001:db8::1234 10 dead 123/500
#
1) H—/ \DFEH|
-Authen FEEY—N
- Author Y —N

2) Y—N\EERES

3) —/NIP PELR

4) BEE
5) H—/ DK EE
-alive fFATIRE
-dead SERBEICEYFERATRT

6) £ IRV EFRE. 1818 FFHE R
XY —/RENERTRTHAERE. "ERRLET
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44.1.3 show aaa ldap client server-info

[#RE] LDAP #EETHH—/VFRD KRR
[EAHE] PG-SW109-PY-SWB104
[AARK] show aaa ldap dlient server-info [group <group_id>]
[#Fav] %L

AAA TIL—TFRTOH—/\ERERTLET .

group <group_id>

BELEIL—TIZET 59—/ \EHRERTLET .
[Bh4E®—FK] User Exec E—F

Privileged Exec E—F

Global Config E—F

Interface Config E—F

Line Config E—K
[EeA] LDAP H—/ A DIREERRLET .

[3=4741]

# show aaa Idap client server-info group 0
[aaa group 0]
Type No.  Server Address Pri State recover
(1) 2) @) @ (5 (6)
Authen 0 192.168.0.101 10 dead 293/300
Authen 1 192.168.0.100 20 alive -
Authen 2 192.168.0.100 0 alive -
Authen 3 2001:db8::1234 10 dead 123/500
1) H—s\DFEH|

*Authen

FREEY—/N

2) Y—N\ERES
3) —/NIP PFLR
4) BEE
5) H—/RDikEE
-alive
fEATTaE
~dead
IS EFREIC KU ERATRT
6) EIBRYEE. 18 B FHE
KY—/RENERATRETHHZ R "ERTLET,
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45 ENETTIME(time/sntp) Y—s\, 9547k
DREHFRORR. VUV 7REITUEF
45.1 NETTIME(time/sntp)#iEH1EEHRD TR T

45.1.1 show nettime statistics

[#8E] NETTIME(time/sntp) #¢BE T D #EEHERD R~
[#EFA#FE] PG-SW109-PY-SWB104
[AARRK] show nettime statistics [<mode> [<protocol>]]
[T av] %L
BELTWSIRTOFERERTLES,
<mode>
RNYHE—IERELET,
-server
H—/\HRE (R R IEER IR M) D EHRERTLET
~client
D347 o ERE (BRI IBRISA) DERERTLES .
<protocol>
RS IALILERELET .
~time
TIME 7Ok DEHRERTLETS
-sntp
&% NTP 7Ok OERERTLET .
[E14EE—F] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config €—F
Line Config E—F
[E4EA] NETTIME (time/sntp) D&t E#HRERTLET .
[EE] rdate AT RICKBDAEE NSO BEZIEE L. NETTIME(time/sntp) #E&HIETRIC (&
BFENFEEA,
[E=4761] LTS, &ATav ZEDETHERLET,
<mode> <protocol>
BEBLTWAEELLE—FOTOrILOARFLET,

# show nettime statistics client time

NETTIME client statistics information:

[time tcp]
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0 request transmission error
0 transmitted synchronized request
0 received response
0 received invalid packet
0 received clock not synchronized
0 local clock updated
[time tcp6]
0 request transmission error
0 transmitted synchronized request
0 received response
0 received invalid packet
0 received clock not synchronized
0 local clock updated
#
FFaviiL
AT AL BLOBEE AERETHREL TS T N TOH NETTIME 15
RTRLFET,
# show nettime statistics
NETTIME server statistics information:
[sntp udp]
0 received synchronized request -—(1)
0 received invalid packet -—-(2)
0 request discard (clock not synchronized) --(3)
0 response transmission error ---(4)
0 transmitted response ---(5)
[sntp udp6]
0 received synchronized request
0 received invalid packet
0 request discard (clock not synchronized)
0 response transmission error
0 transmitted response
[time tcp]
0 received synchronized request
0 received invalid packet
0 request discard (clock not synchronized)
0 response transmission error
0 transmitted response
[time udp]
0 received synchronized request
0 received invalid packet
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0 request discard (clock not synchronized)
0 response transmission error
0 transmitted response
[time tcp6]
0 received synchronized request
0 received invalid packet
0 request discard (clock not synchronized)
0 response transmission error
0 transmitted response
[time udp6]
0 received synchronized request
0 received invalid packet
0 request discard (clock not synchronized)
0 response transmission error
0 transmitted response

NETTIME client statistics information:

[sntp udp]
0 request transmission error ---(6)
0 transmitted synchronized request -—(7)
0 received response ---(8)
0 received invalid packet ---(9)
0 received clock not synchronized ---(10)
0 local clock updated -—(11)

[sntp udp6]

0 request transmission error

0 transmitted synchronized request
0 received response

0 received invalid packet

0 received clock not synchronized

0 local clock updated

#

-server

1) BZIREAER/ My EZELHRE

2) 1)OREZIRAZER/ N7 YSAFIETHoM=HE

3) AEZEHNFRZIRHL TRV O ICRZIRSAE REHEL- B
4) BEEEICKELIRH

5) WEEEELLBH

~client

6) KZIRHAER/ T yMEEICKBLU-#E

7) BRREBER AT YNEEELIRE
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8) H—I\hLDIEEEZELIHRE
9) 8)DHIEE/NN I TIEETH>T-#8
10) 9) DAY —/RBIDBEZIARHL TLEW DI ENES LA 15
1) BEIZKYREEDORZIZEHLI-HBE
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45.2 NETTIME (time/sntp)#isHEHRD 77

45.2.1 clear nettime statistics

[H8E] NETTIME (time/sntp) #t&tHIERD V)T
[BFA%E] PG-SW109-PY-SWB104
[AHEK] clear nettime statistics [<mode>]
[#F a2] #HL
3 XTO NETTIME(time/sntp) #EEH1E#HRE VU7 LET
<mode>
YITTHE—RERELET,
=server
H—\EREDOREEREIVTLET,
~client
D547 U MEREDHEHEREIITLET
[B1YEE—F] Privileged Exec E—F
[ExEA] NETTIME (time/sntp) D#iEHEHREIITLET
Erll

# clear nettime statistics

#
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46 ESNMP FEETRMO TR, VT RIE7TY
<
46.1 SNMP $EEHERO R

46.1.1 show snmp statistics

[#8E] SNMP #EETO#EHERD R R
[EFA#FE] PG-SW109-PY-SWB104
[AARRK] show snmp statistics
[T av] %L
[B1YEE—F] User Exec E—F

Privileged Exec E—F

Global Config ®—F

Interface Config £—F

Line Config E—F
[EREA] SNMP Dt st 1EHRERTLET .
[=4TH] LIFIS, ZTHIZERLET

# show snmp statistics
SNMP statistics information:
0 Input Packets (1)
0 Output Packets ---(2)
0 Input Bad Versions ---(3)
0 Input Bad Community Names —(4)
0 Input Bad Community Uses -—(5)
0 Input ASN Parse Errors ---(6)
0 Input Too Bigs -—(7)
0 Input No Such Names ---(8)
0 Input Bad Values ---(9)
0 Input Read Only --(10)
0 Input Gen Errors -—--(11)
0 Input Total Request Vars -—-(12)
0 Input Total Set Vars ---(13)
0 Input Get Requests -—-(14)
0 Input Get Next ---(15)
0 Input Set Requests -—-(16)
0 Input Get Responses -—-(17)
0 Input Traps ---(18)
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0 Output Too Bigs
0 Output No Such Names
0 Output Bad Values
0 Output Gen Errors
0 Output Get Requests
0 Output Get Next
0 Output Set Requests
0 Output Get Responses
0 Output Traps
SNMPv3 statistics information:
0 Input Unknown Security Mdels
0 Input Invalid Msgs
0 Input Unknown PDU Handlers
0 Input Unsupported SecLevels
0 Input Not InTimeWindows
0 Input Unknown User Names
0 Input Unknown Enginelds
0 Input Wrong Digests
0 Input Decryption Errors
#

—(19)
~--(20)
—(21)
—(22)
—(23)
——-(24)
——-(25)
-—-(26)
—(27)

—(28)
—(29)
—(30)
—(31)
—(32)
—(33)
—(34)
—(35)
—(36)

1)SNMP Z{EAyE—C D%k

2)SNMP £ {E AvtE—U D #a%k

3)kH7R—b SNMP Ayt —C ZE D%
L)RERAIZIAZT 4D SNMP Z{EAyE—S DI

5)AZa=TATRHEFINTUWVENARL =23V ERT ZEAVE—D DAY

6)ASN.T T5—DREAVE—DDHEK
7)I5—RT—AAH tooBig MDZ{E PDU D%k

8) T5—RT—42 R M noSuchName M 3Z{S PDU D #a%k

9)TS5—XF—4XH badValue MFE PDU D%k

10) TS5—AT—42 R M readOnly M 3215 PDU D #a%k

11)TS5—RTF—2RA genkrr D Z{E PDU D#%
12)MIB DUREARLIILT= MIBA TS/ D#HE
13)MIB DEEFEMRIILT= MIB AT I+ D e
14)324{E 1= GetRequestPDU D#a%k

15) 345 L7z GetNextRequestPDU M #a%k

16) 345 L7z SetRequestPDU D #a%

17)324EL1= GetResponsePDU M #2%%
18)2{5L1=+5v7 PDU D# %
19)TS5—RT—%4ZN tooBig ME{S PDU D ¥k
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20)T5—XF—%XH noSuchName DS PDU D #a%k
21)TS5—RT—%ZH badValue M%1E PDU D #a%k
22)T5—RT—AAM genErr MA{E PDU D%
23)3%545L7= GetRequestPDU M #2831

24)3£45 L1z GetNextRequestPDU M #a%

25)3%15 L1= SetRequestPDU M #2851

26)3£ 15 L1z GetResponsePDU M #a%k
27)i2f5L1=+5v 7 PDU D #a%k

28) R Y R—FFEF TR IEL Security Mdels {5 DA%
29) R IEZE SNMP Ayt —D ZIED

30) R H7R—bFEFILAIEA PDU Handler 3245 (D #a%k
31)FRYR—FEFIERIEL Security Level ZIED#EK
32)TimeWindows 1+ @ SNMP *vt—LZ{E D%
33) R IE7: User Names 3245 D #a%k

34)FIEZ Engineld 2{E D%

35)BEE R DL

36)BE B R DI
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46.2 SNMP #REtiED U7

46.2.1 clear snmp statistics

[#8E] SNMP #fEHERD V)T
[EAHE] PG-SW109-PY-SWB104
[AAER] dear snmp statistics

[#Fav] %L

[E1¥EE—F] Privileged Exec E—F

[EiEA] SNMP D st1EEHREV T LES .
[=4741]

# clear snmp statistics
#
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47 EDHCP DIRED R

47.1 IPv4 DHCP DIRRED T/~
47.1.1 show ip dhcp

[#RE] IPv4 DHCP BRI DR R
[EFAHE] PG-SW109-PY-SWB104
[A#ARRK] show ip dhcp [interface <interface_name>]
[T av] %L
FTRTDAFTT—RD DHP ERKRERRLET,
interface <interface_name>
BELIzAU2T7T—R([ZDLVTO DHCP BAKRERRLET,
[Bh4E®—FK] User Exec E—F
Privileged Exec E—F
Global Config E—F
Interface Config E—F
Line Config E—K
[E%8R] DHCP D LI T DHREDERRRERRLET
IPv4 DHCP 547 2 b DERIKIR R R
D47 UMREE, ) —RARIARZI R T BRI — N\ DD BEFLIA T a ERE
RRLET,
BESNFA2ATT—RT IPv4 DH(P 54T U D EIEL TWVELEE AL R RSN FER A
F AVETI—RADEENGWERIE, TRATDAFTT—AD DHP FEWRARTEINET
[=4TH1] LTI, RITHIERLET
IPv4 DHCP 547U DIBE

# show ip dhcp

[lan0] IPv4 DHCP Client Informations

Leased IP Address :192.168.1.2 - (1)
Subnet Mask :255.255.255.0 - (2)
Default Router Address :192.168.1.1 - (3)
DHCP Server Address :192.168.1.1 - (4)
TIME Server Address :192.168.1.1 - (5)
NTP Server Address :192.168.1.1 - (6)
DNS Server Address :192.168.1.1 - (7)
Domain Name : fujitsu.com - (8)
Lease Time :0001.00:00:00 - (9)
Renewal Time :0000.12:00:00 --(10)
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Rebinding Time :0000.18:00:00 - (11)
Lease Expire :Tue Dec 1 14:00:13 1998 --- (12)
Client Status : BOUND ---(13)
1)EZIP PRLR
2) /YT RybIRY

JVEB/TIHILML—ETRLR
4) Y18 DHCP H—/\7KL X
5)EBAA LY —/NTELR
6)#EF NTP —/ 7KL R
7)#1% DNS H—/ 7KL R
B)EBRA(L 2
9)1)—XEFfE

10)) —RBEHEFRE(TT)

1)) —RE#HEFRE (T2)
12))—REXER
13)DHCP 9547 MKEE
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47.2 IPv6 DHCP DIRRED FK R

47.2.1 show ip6 dhcp

[#8E]

[& FAsiE]
[AHBER]
[#Fav]

[EEE—F]

[&28A]

[R=1TH1]

IPv6 DHCP :E KR D R T
PG-SW109-PY-SWB104
show ipv6 dhcp [interface <interface_name>]
L
FTRTDABZTT—AD IPv6 DHCP ERKRERRLET .
interface <interface_name>
BELI-AV272—XIZDNTOH DHCP ERKIRERRLET .
User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—F
DHCP M LI T DM EEDERIKIRERRLET
IPv6 DHCP 547 b DERKIR R R

IPv6 DHCP 547U MR, H—/ 1\ B/{LIA T avERERTRLET .
BESNI=A2FTT—AT IPv6 DHP U547 UM EIEL TLVRWNME S [ZAILRTENFEE A,
Fr  AVRTI—RADEENGNFEIE. TRTOAFTT—ID DHCP FERHARREINET,
LUTIZ, RITHIERLET
IPv6 DHCP 5147 hDIBE

# show ipv6 dhcp
[lan0] IPv6 DHCP Client Informations
Client Status . IDLE (1)
IAID 22 —(2)
Client DUID :0003000100000e58a00b ---(3)
Server DUID : ---(4)
Server Preference 10 ---(5)
DNS Server Address : 2001:db8::1 ---(6)
2001:db8::3 --(7)
DNS Domain Name : fujitsu.com ---(8)
SNTP Server Address : 2001:db8::9 ---(9)
:2001:db8::10 ---(10)
Delegated Time e el e -—--(11)
Uptime e ---(12)
T1 (Renewal Time) Dol ---(13)
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T2 (Rebind Time)
Preferred Lifetime

Valid Lifetime

Prefix/Prefixlen

—-(14)
—(15)
(16
—(17)

NI 24T7 2 MREE
2)IAID

3)2Z4 7>k DUID
4)H—s3 DUID

5)—N\T)I7LURI{E
6) %13 DNS H—/ 7KL R

1) EB/EHUE) DNS H—/I\FKRL R

8)#%% DNS FAS 4

9)¥#7%F SNTP H—/AF7RL R

10)EBtEH A SNTP H—/\FKRL R

1) G

12) 2B

13)T1 B4

14)72 B5fE
15)Preferred Lifetime
16)Valid Lifetime
17)EETLI1vIR
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48 Eether L3 EERBREDDH 5 -07 - Hikt
RELTEDRE, VI T7EEITUF

48.1 ether L3 BStR#BEDHH A2 -0F -#st-RELE
DE T

48.1.1 show icmpwatch

[#48E] ether L3 B BETOEBIREHRO KT

[EFA#FE] PG-SW109-PY-SWB104

[AAFEHK] show icmpwatch

[T av] %L

[B1YEE—F] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—F

[EEA] ether L3 B R REDERIBWMERRLET,

[ETH]  UTFIS EAHERLET,

# show icmpwatch

[Encl-CB3/0/1] —(1)
icmpwatch status : Normal —(2)
port type : Backup (group1, master) —(3)
destination address :192.168.2.1 —(4)

[Encl-CB3/0/2]

icmpwatch status : Disable
port type : Backup (group1, backup)
destination address :192.168.2.1

[Encl-CB3/0/4]

icmpwatch status : Error

port type : Normal

destination address :10.1.1.10

[LA GROUP-1] --(5)
icmpwatch status : Normal
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port type : Normal
destination address :172.16.1.50
1) ether R—+FES

2) BHRIKEE

Normal BERAEEIITHOATINSIEERLET,

Error EEEZREL-OT, ERNERITITONAENILERLET,
Disable EERMEE N EIIREEIC > TV I EERLET,

3) R—FERI

Normal BER—FELTEALTWSIEERLET,

Backup N TyTR—bELTHEAL TSI EERLET

BT %7 IL—T&FEH KLU, master/backup FERERTEINET,
4) BEERETRLR
5) U7 HIF—Lav I N—TES
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48.1.2 show icmpwatch statistics

[#88E] ether L3 BRI BEDIRET B MR T
[ER#IE] PG-SW109-PY-SWB104
[AAER] show icmpwatch statistics
[#Fav] %L
FTRTOMEFERERTLET
[BIYEE—F] User Exec —F
Privileged Exec €—F
Global Config ®—F
Interface Config £—F
Line Config E—F
[EiEA] ether L3 B R REDRETEHRERTLET
ether L3 BEEfREREASERTIEoTULNS ether R—b W OF7 T )7 —Lav T IL—T D
BFHOARTESNETS
[=4TH] LIFIZ, ZTHIZETRLET

# show icmpwatch statistics

[Encl-CB3/0/1] (1)
20 transmitted icmp echo request packets -(2)
0 transmitted icmp echo request packets error --(3)
19 received icmp echo reply packets --(4)
0 received error ---(5)
5 retransmitted icmp echo request packets --(6)
1 icmpwatch timeout -—(7)

[Encl-CB3/0/3]
37 transmitted icmp echo request packets
0 transmitted icmp echo request packets error
37 received icmp echo reply packets
0 received error
0 retransmitted icmp echo request packets

0 icmpwatch timeout

[LA GROUP-1] ---(8)
14 transmitted icmp echo request packets
1 transmitted icmp echo request packets error
14 received icmp echo reply packets

0 received error

0 retransmitted icmp echo request packets
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0 icmpwatch timeout

1) ether R—+ &S

2) ICMP ECHO request 3415 %

3) ICMP ECHO request 3£ {ET5—%

4) ICMP ECHO reply {53

5) REEIS—H

6) ICMP ECHO /34 vhEE%

7) BALTIEGEST- 5

8) YT ITIVF—a I IN—TES
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48.2 ether L3 B5tR#BEDAH U A2-04 -#st- KB4 L
DHIYF

48.2.1 clear icmpwatch statistics

[#48E] ether L3 EStRHBEDMETBRD VYT

[ FAMIE] PG-SW109-PY-SWB104

[AAER] dearicmpwatch statistics

[#Fav] %L

[B14EE—F] Privileged Exec E—F

[EREA] ether L3 EZtRHREDIMRETIFE®RED VT LES,
[=47H1] LTS, BB LUHINEERLET,
# clear icmpwatch statistics

#
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LOEY/ryMREDRRIATUR

49.1 YV ryMREDRT

49.1.1 show socket

[#4E]

[& FAsiE]

[AAf]

[#F2av] %L
ITRTOVTIEDREERTLES

VirybREED R R
PG-SW109-PY-SWB104
show socket [{ip | ipv6 }]

ip
IPv4 DV IbDREEERTLET,
ipvé

IPv6 DYV bDIREERTLES .
[Bh4E®—FK] User Exec E—F

Privileged Exec E—F
Global Config E—F
Interface Config £—F

Line Config E—K

Foreign Address

State

127.0.0.1.1025
127.0.0.1.2600

[EREA] TI)r—2avBYIb o7 ARIALTWAY Ty OREERRLET,
[E476I]
# show socket
Active sockets for IPv4 (including servers)
Proto Recv-Q Send-Q Local Address
(1) (2) (3) (4) (5)
tcp 0 0 *22 **
tcp 0 0 127.0.0.1.2600
tcp 0 0 127.0.0.1.1025
tcp 0 0 *37 *x
tcp 0 0 *21 *x
tcp 0 0 *.80 *x
tcp 0 0 *23 *x
tcp 0 0 127.0.0.1.61225 *x
tcp 0 0 127.0.0.1.2600 **
udp 0 0 127.0.0.1.2611 **
udp 0 0 *.68 **
udp 0 0 *.68 *x

(6)

LISTEN
ESTABLISHED
ESTABLISHED
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
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udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 *.68 *x
udp 0 0 * 67 * %
udp 0 0 * 67 * %
udp 0 0 * 67 * %
udp 0 0 * 67 * %
udp 0 0 * 67 * %
udp 0 0 * 67 * %
udp 0 0 * 67 * %
udp 0 0 * 67 * %
udp 0 0 * 67 * %
udp 0 0 * 67 * %
udp 0 0 *.67 **
udp 0 0 *.67 **
udp 0 0 *.67 **
udp 0 0 *.67 **
udp 0 0 *.67 **
udp 0 0 127.0.0.1.2645 **
udp 0 0 *67 **
udp 0 0 *53 **
udp 0 0 *67 **
udp 0 0 127.0.0.1.52000 **
udp 0 0 *.67 **
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udp 0 0 *.67 *x
udp 0 0 127.0.0.1.2642 *x
udp 0 0 *37 *x
udp 0 0 *67 *x
udp 0 0 127.0.0.1.2639 *x
udp 0 0 127.0.0.1.2638 *x
udp 0 0 127.0.0.1.161 *.*
udp 0 0 127.0.0.1.8900 *x
udp 0 0 127.0.0.1.2631 *x
udp 0 0 *123 *x
udp 0 0 *67 *x
udp 0 0 127.0.0.1.2633 *x
udp 0 0 127.0.0.1.2632 *x
udp 0 0 127.0.0.1.2634 *x
udp 0 0 127.0.0.1.2635 *x
udp 0 0 127.0.0.1.2637 *x
udp 0 0 *.500 *x
udp 0 0 127.0.0.1.2628 *x
udp 0 0 127.0.0.1.2629 *x
udp 0 0 127.0.0.1.2621 **
udp 0 0 127.0.0.1.2623 **
udp 0 0 127.0.0.1.2627 **
udp 0 0 127.0.0.1.2624 **
udp 0 0 127.0.0.1.2625 **
udp 0 0 127.0.0.1.2622 **
Active sockets for IPv6 (including servers)
Proto Recv-Q Send-Q Local Address Foreign Address State
tep6 0 0 *22 * % LISTEN
tepb 0 0 * 37 * % LISTEN
tepb 0 0 * 80 * LISTEN
tepb 0 0 *23 * % LISTEN
tep6 0 0 *21 * % LISTEN
udpb 0 0 *53 **
udpb 0 0 * 547 **
udpb 0 0 *37 **
udpb 0 0 *123 **
udpb 0 0 *.500 *x
1) Zarai

tep F=IE udp ARRENFT,
IPv6 DI5E (& tepb Fi=IE udpb THYET,
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2) mALELFLT—HE
EEMNRELIT 2055, 7TV r—2avBYIN I T oEAELFLELE TS T—2EMN
RERSNFET,

3) RERERFLT —HE

TV r—2av BRI 7 oREEENI=T —2D55 RFRERNEN TG
T—HEARTENET,

4) BEIZRLR R—ES
BEI7ZFLRER—FESARTEINET . BENBIMEEIT * ARTRSNET,
5) MFEFRLRAKR—IES
HEFZRLRER—IESHARTENET . REDBHEIT * ARTESNFET,

6) AL NERIKEE

TaraLA tp DFEEIT UTDENINRRENET,

CLOSED RN W2 v

CLOSE_WAIT wyiastlitk. 7TV r—av @Iz TS0
close MIBFL

CLOSING TV —av BT 7 G close SLIBER SN,
FIN 322150 ACK 2515

ESTABLISHED QA= D2 RVR VN -

FIN_WAIT_1 FIN 250D AKK ZEHD

FIN_WAIT_2 FIN 2145

LAST_ACK FIN Z#:20D AKK Z{EHD

LISTEN i av Bt e

SYN_RCVD SYN-ACK ;%415 D ACK Z{EH5

SYN_SENT SYN £IEH D SYN-ACK ZEFL

TIME_WAIT yias kO RES
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50 EFL—RDFXR. VVT7EEITUR
50.1 FL—RDFET

50.1.1 show trace ssh

[#28E]

B RAEE]
[AHfH]
[#AFLav]
[En{EE—FK]

[&2EA]
[EE]
[R1THI]

SSH H—/ \HBED FL—RIERD TR R
PG-SW109-PY-SWB104

show trace ssh

Tl

User Exec E—F

Privileged Exec E—F

Global Config E—F

Interface Config E—F

Line Config E—K

SSH H—/\ERED ML —RIEHRERTLEY

SSH - —/\HEEED L —RERIE AR BEEZHEB I HE0UTINET,

# show trace ssh

[1]  sshd Thu Sep 30 14:34:37 2004

(m (@ (3)

This platform does not support both privilege separation and

compression

(4)

[2]  sshd Thu Sep 30 14:34:37 2004
Compression disabled
[3]  sshd Thu Sep 30 14:34:37 2004
info1: sshd version OpenSSH_3.9p1
[4]  sshd Thu Sep 30 14:34:37 2004
infol: private host key: #0 type 0 RSA1
[5]  sshd Thu Sep 30 14:34:37 2004

info1: read PEM private key done: type RSA
[6]  sshd Thu Sep 30 14:34:37 2004

infol: private host key: #1 type 1 RSA
[7]  sshd Thu Sep 30 14:34:37 2004

Page 670 of 702




PRIMERTGY XA vFJL—K(10Gbps 18/8) A< KJI7L2 X

info1: read PEM private key done: type DSA

[8]  sshd Thu Sep 30 14:34:37 2004
info1: private host key: #2 type 2 DSA
[9]  sshd Thu Sep 30 14:34:37 2004
info1: Bind to port 22 on 0.0.0.0.
[10] sshd Thu Sep 30 14:34:37 2004
Server listening on 0.0.0.0 port 22.
[11]  sshd Thu Sep 30 14:34:37 2004
infol: Bind to port 22 on ::.
[12] sshd Thu Sep 30 14:34:37 2004
Server listening on :: port 22.
[13] sshd Thu Sep 30 14:34:37 2004
Generating 768 bit RSA key.
[14] sshd Thu Sep 30 14:34:38 2004
RSA key generation complete.
1) FL—REF
FL—RESH 10 EHTRRENET,
2) RLYKE4
ALYRENRTENET,

3) FL—RIRERBFHE
FL—REMEENRRINET,

4) FL—RRAE
FL—ROABMRRREINET
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50.2 FL—ARDOV)T

50.2.1 clear trace ssh

[H8E] SSH H—/ \#EERL —RIEHRD V) T

[EFAM#FE] PG-SW109-PY-SWB104

[AHFK] dear trace ssh

[#F a2] #HL

[E14EE—F] Privileged Exec E—F

[&2EA] SSH H—/\#ReD P L—RIEHEIUTLET

[EE] SSH 4 —/\BEED L —RIERIT. REBEBREB T HL0UTINET,
E]|

# clear trace ssh

#
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51 EGMRP OHho%-07 -Fict-KELED
KRR
51.1 GMRP MOAhH%-AY -fikt-REBLE DR TR

51.1.1 show gmrp

[#8E] GMRP f&E$R D& =
[EFA#FE] PG-SW109-PY-SWB104
[AARRH] show gmrp [port <port>]
[#F av] %L
FTRTHOR—LD GMRP BEHRERTLET
port <port>
R—ES
GMRP E# &R RT HHR—FES 1~26 ETOH 10 EREIEELET .
[B1YEE—F] User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—F
[EEA] GMRP EHRERTLET .
port 7L avERELIH AL, $EELI=AR—LD GMRP ERERTLET

[=47H]
# show gmrp
Port  Gmrp forward-all  join timer leave timer leaveall timer
(M @ (3) (4) (5) (6)
1 enable enable 200 centiseconds 600 centiseconds 10000 centiseconds

2 disable disable
3 enable disable 200 centiseconds 600 centiseconds 10000 centiseconds
4 disable disable
5 disable disable
6 disable disable
7 disable disable
8 disable disable
9 disable disable
10 disable disable
11 disable disable
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12 disable disable
13 disable disable

14 disable disable
15 disable disable
16 disable disable
17 disable disable

18 disable disable
19 disable disable
20  disable disable
21 disable disable
22 disable disable
23 disable disable
24 disable disable
25 disable disable
26 disable disable

1) R—+&ES

2) H—kD GMRP BH¥EE—K

3) 7R—b® GMRP forward-all 73>
4) R—bD join timer

5) R—k® leave timer

6) 7R—ka leaveall timer
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[##E] GMRP [CkYZBEIN-TILFXYRARNTRLRADE R

[EAHE] PG-SW109-PY-SWB104
[AZRK] show gmrp register
[#Fav] %L

GMRP [Z&YEFINE-E2TOIVILFXVYRAMTRLRAZRRLET,

[BIYEE—F] User Exec —F
Privileged Exec €—F
Global Config ®—F
Interface Config £—F
Line Config E—F

[E5%BR] GMRP ZkYBFEIN =T ILF XY AMTRLRERRLET .

[R1TH1]

# show gmrp register

MAC Address Port

(1)

01:00:5e:57:91:e6
01:00:5e:57:91:e7
01:00:5e:57:91:e8
01:00:5e:57:91:e9
01:00:5e:57:91:ea

(2)
1.3

2
3-6,11
4

10

1) BfEShf=-<ILFF+X+ MACTRLR

2) R—rFEBURE
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51.1.3 show gmrp statistics

[#88E] GMRP #fEH B DR~
[EAHE] PG-SW109-PY-SWB104
[AARK] show gmip statistics [port <portlist>]
[#Fav] %L
GMRP B EEAS B NG T X TDHR—ID GMRP #EHIERERRTLET
port < portlist>
-AR—KJR b
GMRP #fEEHEBRER T T 2 R—FESDIVRANEEELES,
BHOKR—IESEEETHEE. """ (W) TROVET,
BHOR—FESHHEEE . (1T TROYET,
(181:"1,3,5-8,10")
BELIAR—bDS5 ., GMRP HEEENT LR —FD GMRP #fEHIEHRERRLET
[B1YEE—F] User Exec E—F
Privileged Exec E—F
Global Config —F
Interface Config E—F
Line Config E—F
[EEA] GMRP #fEtEHRERTLET
port A 7L aEIRELI-HEIE. FEELIzFR—b D55 GMRP #EENE S R— D #fiEHERE

#=RLET,
[=4TH]

# show gmrp statistics

[cB/O/1] -—(1)

Sent packets
LeaveAll Sent : 0 -—-(2)
JoinEmpty Sent : 10 -—(3)
JoinIn Sent : 5 -—-(4)
LeaveEmpty Sent : 1 ---(5)
Leaveln Sent : 2 ---(6)
Empty Sent : 0 -—(7)

Received packets
LeaveAll Received : 10 ---(8)
JoinEmpty Received : 8 --(9)
JoinIn Received : 1 ---(10)

LeaveEmpty Received

0
Leaveln Received : 3 ---(12)
Empty Received 2
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[CB/0/20]

Sent packets
LeaveAll Sent : 6
JoinEmpty Sent : 1
Joinln Sent

LeaveEmpty Sent

w N O

Leaveln Sent

Empty Sent : 1
Received packets

LeaveAll Received

JoinEmpty Received

JoinIn Received

LeaveEmpty Received

o N W B~ U

Leaveln Received

Empty Received : 1
1) R—+&ES

2) LeaveAll Ayt—I R EH

3) JoinEmpty Ayt—E

4) Joinln Ayt— %S

5) LeaveEmpty Ayt—% 55
6) Leaveln Avt—I %58k

7) Empty Ayt—FER

8) LeaveAll Ay t—U 25

9) JoinEmpty Avt—T 255
10) Joinln Ay tE—T 258

11) LeaveEmpty Avt—C 258
12) Leaveln Ayt —C 228

13) Empty Avt—T 2 {EH
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51.2 GMRP Qho 4045 -#et-RELEDH) T
51.2.1 clear gmrp statistics

[#88E] GMRP #EEHERD IV T
[ FAMIE] PG-SW109-PY-SWB104
[AAFK] clear gmrp statistics
[#F av] %L
FTRTOR—ID GMRP #HEHEHREIVTLET S
[E14EE—K] Privileged Exec E—F
[EiEA] GMRP #fEt1E®REVITLET,
[=4741]

# clear gmrp statistics

#
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52 EGVRP DAY 42-045 -5t -RELED

RXIR

52.1 GVRP OAH %4-0% -§ist-RELE DR

52.1.1 show gvrp

[#5E]

[ FAHAE]
[AHfEH]
[AFLav]

[EEE—F]

[&eA]

[R=1TH1]

GVRP fEERD R T
PG-SW109-PY-SWB104
show gvrp [port <port>]
TL
FTRTDAR—LD GVRP 1FHRERTLET
port <port>
R—ES
GVRP {EHRERTT HDR—LEF 1~26 TTD 10 EHEIEELET .
User Exec E—F
Privileged Exec E—F
Global Config ®—F
Interface Config £—F
Line Config E—F
GVRP tEHRERTLETY
port 7L avERELIHE (L, EELIZAR—ID GVRP FHRERTLET

# show gvrp

Port  Gvrp Regist join timer leave timer leaveall timer Vlan
(M @) (3) (4) (5) (6) (7)

1 enable normal 200 centiseconds 600 centiseconds 10000 centiseconds 1,3,5,10
2 enable normal 200 centiseconds 600 centiseconds 10000 centiseconds 3-5,7-12
3 enable fixed 200 centiseconds 600 centiseconds 10000 centiseconds

4 disable -

5 disable -

6 disable -

7 disable -

8 disable -

9 disable -

10 disable -

11 disable -
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12 disable -
13 disable -
14 disable -
15 disable -
16 disable -
17 disable -
18 disable -
19  disable -
20  disable -
21 disable -
22 disable -
23 disable -
24 disable -
25 disable -
26 disable -

1) R—+&ES

2) R—rD GVRP BIEE—K

3) R—b®D GVRP BHEFE—K

4) R—bD join timer

5) R—k® leave timer

6) 7R—ka leaveall timer

7) R—rDFEDS AF3v%4 VIAN
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52.1.2 show gvrp statistics

[#88E] GVRP #fEHIEHRD R T
[ER#IE] PG-SW109-PY-SWB104
[AARK] show gvrp statistics [port <portlist>]
[#Fav] %L
GVRP #EED BT RTOR—FD GVRP #REHEHRERRLET,
port < portlist>
-AR—KJR b
GVRP #EHEHER TT O R—FESDIRANEEELES,
BHOKR—IESEEETHEE. """ (W) TROVET,
BHOR—FESHHEEE . (1T TROYET,
(181:"1,3,5-8,10")
BELEAR—bDS5, GVRP HEEEAF AR —bD GVRP HEHERERTLES
[B1YEE—F] User Exec E—F
Privileged Exec E—F
Global Config —F
Interface Config E—F
Line Config E—F
[EEA] GVRP #fEtEHRZERTLET
port A 7L avEIRELI-H AT, IEELIzFR—b D55 GVRP #EEAE S R— D #fiEHERE

#=RLET,
[=4TH]

# show gvrp statistics

[cB/O/1] -—(1)

Sent packets
LeaveAll Sent : 0 -—-(2)
JoinEmpty Sent : 10 -—(3)
JoinIn Sent : 5 -—-(4)
LeaveEmpty Sent : 1 ---(5)
Leaveln Sent : 2 ---(6)
Empty Sent : 0 -—(7)

Received packets
LeaveAll Received : 10 ---(8)
JoinEmpty Received : 8 --(9)
JoinIn Received : 1 ---(10)

LeaveEmpty Received

0
Leaveln Received : 3 ---(12)
Empty Received 2
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[CB/0/20]
Sent packets
LeaveAll Sent : 6
JoinEmpty Sent : 12
Joinln Sent 6
LeaveEmpty Sent : 2
Leaveln Sent 3
Empty Sent : 1
Received packets
LeaveAll Received
JoinEmpty Received

5
4
JoinIn Received : 3
LeaveEmpty Received 2

0

Leaveln Received

Empty Received : 1

1) R—+&ES

2) LeaveAll Ayt—I R EH
3) JoinEmpty Ayt—E
4) Joinln Ayt— %S

5) LeaveEmpty Ayt—% 55
6) Leaveln Avt—I %58k

7) Empty Ayt—FER

8) LeaveAll Ay t—U 25

9) JoinEmpty Avt—T 255
10) Joinln Ay tE—T 258

11) LeaveEmpty Avt—C 258
12) Leaveln Ayt —C 228

13) Empty Avt—T 2 {EH
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52.2 GVRP Ao 4-04 -§fst-RELEDHIIT
52.2.1 dear gvrp statistics

[#88E] GVRP #fEHIEH®RD V)T
[ FAMIE] PG-SW109-PY-SWB104
[AARK] clear gvrp statistics
[#F av] %L
FTARTOR—ID GVRP ffEHEHREIIVTLET
[E14EE—K] Privileged Exec E—F
[EiEA] GVRP #fEHIEEHREV U TLES
[=4741]

# clear gvrp statistics

#
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53 EZEthernet "—r IR

53.1 Ethernet R—r i< R
53.1.1 offline

[#88E] DIk, E£-XFAEDEMR
[EFAHE] PG-SW109-PY-SWB104
[AARRK] offline ether [<port>]
[#FLar] ether
FTRTOR—IERAE(IIFIV)LET,
ether <port>
BESNER—ERAEWVIFIV)ILET,
BROR—IEBSERETHEHR." (AU TRUYETS,
MMB $#t7R—k (0ob R—MZHEE T BICIFR—FFESELT A ZFEALFET . 1 & d UHNDR—FD

RIFHEELAIRETY .
BHOBESIHEE . " (NN1I2)TRYYET (HI:"1-8"),
B wHE
1~26, cl PG-SW109-PY-SWB104

[E14EE—K] Privileged Exec E—F
[EREA] tIE . FXBERAEETVET,
[=4TH]

# offline ether 1

#
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53.1.2 online

[#28E]

[ FR#iE]
[AHfH]
[AFLav]

[En4EE—F]
[EEA]
[ZE1TH1]

B, F(EFAEMEROER
PG-SW109-PY-SWB104

online ether [<port>]

ether
TRTOR—MEFAERRLES,
ether <port>

WEShI-R—ERRZERRLET .

BHEOKR—IEBSERETHEE. " (W) TROVES,

MMB ##iR—b(oob R—F)ZHEE T HICIFIR—IESELT A ZEALET . 1 & d USHDKR—LD
RIFHEELAIRETY .

BHOBEEIHEEGE . " (NN1T2)TRYYET (6I:"1-8"),

§aEH W
1~26, 1 PG-SW109-PY-SWB104

Privileged Exec E—F
B, FIXRAEBRETVET,

# online ether 1

#
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54 FIEEE802.1X FlfEHla< >k

54.1 IEEES02.1X o<k
54.1.1 dotlxctl

[H8E] IEEEB02.1X BREEIRREZZELE T,
[EFAHE] PG-SW109-PY-SWB104
[AARK] dotixctlinitialize <port_no> [<macaddr>]
dotTxctl reconfirm <port_no> [<macaddr>]
[#FY3>] initialize
PR BEMEFREBICRLET .

reconfirm

BRETLET,

<port_no>
EESNZAR—FOR—FRBIPRBEEELFET .
<macaddr>

EESNT= MAC 7RL RE DR (Supplicant) D7R— M REIREEZEELE T,
(XXXX XXX XXXX DT XX (B K 2 #70D 16 EFIETT . )
[E14EE—K] Privileged Exec E—F
[EReA] fEESNFAR—rEIFimEK (Supplicant) DRI EEERLET,
initialize ZEE LG & T, BIPRBENHREBICRLET, Ff=. reconfirm ZH8E LI5S
(F. BERGEERBLES .
[=4TH]  IEEE802.1X BREFRED WL
# dotTxctl initialize 1
#

R—rBRENET

# dot1xctl reconfirm 1

#
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55 EMAC PRLREZFEFIEO<T R
55.1 MAC PRL RERRE®IfHIa~< R

55.1.1 macauthctl

[#RE] MAC 7L ASREEREEZEEELEFT .
[EFAHE] PG-SW109-PY-SWB104
[AARK] macauthctl initialize <port_no> [<macaddr>]
[#FY3>] initialize
PR BEMFREBICRLET .
<port_no>
BESNIZAR—rOR—MREPREBEEELET,
<macaddr>
“MAC 7RL R
REEIHARD MACTRLRZHEELET .
(XXXXXKXXXX XX DK T XX IEERK 2 HT D 16 EIETT . )
[B1YEE—F] Privileged Exec E—F
[EReA] RSN IR EBIRROBIPREEEELET
[ETH]  UTIC EAHERLET,
# macauthctl initialize 1

#
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56 ERADIUS HlfEIa~<k
56.1 RADIUS #lfa<K

56.1.1 radius recovery

[#t8E]
[& FAsiE]
[AA]

RADIUS H—/ D18 IR
PG-SW109-PY-SWB104
radius recovery group <group_id> auth <number>

radius recovery group <group_id> accounting <number>

[#F+av] <group_id>

-7 IL—71D
IRUFBRARZRD AAA T IL—T D ID EZRELET .
auth <number>
BRI —N\EERES
AV ERAMROBIAY -\ DERESEHRELET,
accounting <number>
TAITAVTH—NERES
ARUFBRRERDT AV T4 T — I DERESE
BELET,

[E14EE—F] Privileged Exec E—F

[&2eA]

[R=1TH1]

dead IKREIZAE 57 RADIUS H—/\EDEFIREEEZF BT alive IKEEICEIBSEHIENTEET,
1. RADIUS H—/ N EDIEHIREEZ BB E =15 A T, RADIUS H—/ N EDBIEMTEAHLY
BE (X dead IKREIZHEVET,

# radius recovery group 1 auth 2
#
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57 ETACACS+F|fHIa< U/~
57.1 TACACS+#I#a<wo K

57.1.1 tacacsp recovery

[#5E]
[ FAsTE]
[ABE]

[AFLav]

[EhEE—F]

[&eA]

[R1TH1]

TACACS+H—/ D& B
PG-SW109-PY-SWB104
tacacsp recovery group <group_id> authentication <number>
tacacsp recovery group <group_id> authorization <number>
<group_id>
-JIL—=71D
ATURBERAXRD AAA T IL—TD ID ZHBELET,
authentication <number>
ALY —N\ERES
AU ERRROBIAY— I\ DERBESEIEELET,
authorization <number>
RAY—N\ERES
OV EAMRORAY—/\OEEBESEEELET.
Privileged Exec E—F
Global Config ®—F
dead JKE&IZAR o= TACACS+H —/NEDEFPREZF E T alive KEICEIBES B HENTEET,
BE.TAAGH —NEDERRBEEIBSEHEE TE. TAAGHH —/N\EDRBENTELGWEE (X
dead IKEEIZHRYET

# tacacsp recovery group 1 authentication 2

#
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58 ZELDAP flfHIa< >~
58.1 LDAP flfila<>F
58.1.1 Idap recovery

[#4E] LDAP 4—/ D18
[EFAHE] PG-SW109-PY-SWB104
[AARER] Idap recovery group <group_id> authentication <number>
[#F3v] <group_id>
- IL—71D
IRVRBEARERED AMA T IL—T D ID ZHEELET .
authentication <number>
RV —N\ERES
AR URERAMRORIAEY— N\ DEREFTEEELEFT .
[B14EE—F] Privileged Exec E—F

[RREA] dead IKEEIZAE T LDAP H—/\EDEHIKELXFENT alive IKEBICEIHSE D LN TEET,
8. LDAP H—/\EDEHIREZE RS -5 A T, LDAP H—/NEDBIEMNTERLGE X dead REEIZ

BRYET,
[R=1TH1]

# |dap recovery group 1 authentication 2
#
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5 EZDfDavFR
59.1 ZDfhDa< Uk

59.1.1 ping

[#t8E]
[& FAsiE]
[AA]

[AFLav]

ICMP =a—E R/ Vv b DEE

PG-SW109-PY-SWB104

ping <ip_address>

[source <ip_address>] [repeat [<count>]] [size <dec>]

[tos <hex>] [ttl <dec>] [timeout <dec>] [df]

ping <host_name> [{v&|v6}]

[source <ip_address>] [repeat [<count>]] [size <dec>]

[tos <hex>] [ttl <dec>] [timeout <dec>] [df]

<ip_address>

SEHSE IP PRLUR
BEIEFED IPv4 TRLR, =13 IPv6 PRLREIEELET .
IPv6 V2 oO—HITFTRLRZEET HEE . 7L RIZHElF T %<interface>"
ERELT,. EDMUPT71—REFERTDDOMEEL TS, F2ER(F,
"fe80::1%lan0" D LS IZHEELET
<ip_address>h<host_name>DEELLN—FEIBRETIDLELNHYET,

<host_name>

EERRANE
EHEDRABEZIEELET
RAMBERELIIBEE RRAMT —4X—RIFRICHKARRANE N EHFESN
TWEM ., REEA DNS — N\ EAFARGRETEITNEGYER A,
<ip_address>h<host_name>DELLN—FEIBEETILELNHYET,

{v&|v6}

SEHERRNED IPA—T3ViEE
<host_name>$gERE(Z. <host_name>MBRRLIzEH L IP FTRELAD/N—30%
RELEY, BB vi EABEINFT BRLIZ IP TRLADN—=DavE
AEEA—HBLEVGERRFIS—ERBYET,

source <ip_address>

“EETIPTRLR
EET P TRLRERELET . FEICERSNTUVVEVWTRFLRABEETEFE A,
EEE P TRLREN=DavA—HBLAEWMER LTS —EAYFET,

repeat [<count>]

-#EYIRL[EE
YR LEI%E 0~65535 D 10 EHTHEELEY , <count>ZHBEKF(E, 0 ZIEELT-
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[&eA]
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LDEAFENFT
size <dec>
T—94X
EETDHIMP T—4R%E. 46~9600 M 10 ELE (B AL/ MM THRELET .
HEREFIL, 46 NAPEHRELIBDEAGTENET
tos <hex>
-T0S fiE
TOS fE% . 0x00~Oxff @ 16 EHTHEELET . HEEEFIL. 0x00 ZIEELFLDE
HIEENET,
IPv4 DIZEDAHBENTY o
ttl <dec>
-TTL &
TTL{E%. 0~255 O 10 EHMTIEELE Y . HIEEFIE. IPv4 DIFE(L 128, IPv6 DIHH (L 64
EHRELEZIDEALSINET,
timeout <dec>
i & B 1R B
ISEEERRRFRIZ. 1~300 O 10 EHUE (B #) TEEELET,
HEER(E, 20 BWERELLDEHTENET,
df
IS AURELE
#E{E9 %/ Vv Don't Fragment bit ZEXEL TREBDEF TIZY AV MEINAL
K3ITLFET,
IPvh DIZEDHBINTY .
User Exec E—F
Privileged Exec E—F
EELIRRAMIP PRURE = ([EHRARE) 23 LT, ICMP ECHO_REQUEST Z3%£4EL . ICMP
ECHO_RESPONSE D Z{E&FEZALET .
a)ATLavhL(IP PRLRIEEDH)
# ping 192.168.1.1
192.168.1.1 is alive.
#

b)RR B IEFE

# ping jp.fujitsu.com
192.168.1.2 is alive.
#

o)RA+B$EZE (IPv6)
# ping jp.fujitsu.com v6
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fe80:::fffe:c100:e00:5555:80¢2 is alive.
#

d)#&YRL (3 EETE)

# ping 192.168.1.1 repeat 3

PING 192.168.1.1: 56 data bytes.

64 bytes from 192.168.1.1: icmp_seq=0 ttl=255 time=0.768 ms
64 bytes from 192.168.1.1: icmp_seq=1 ttl=255 time=0.736 ms
64 bytes from 192.168.1.1: icmp_seq=2 ttl=255 time=0.736 ms

----192.168.1.1 PING Statistics----

3 packets transmitted, 3 packets received, 0% packet loss
round-trip (ms) min/ave/max = 0.736/0.746/0.768

#

XA T v DEEIEFIEAABRIH TS,
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59.1.2 traceroute

[#48E] FYRT—UEBORT
[#EFAMIE] PG-SW109-PY-SWB104
[AHFRK] traceroute <ip_address> [ source <src_ip_address>] [ size <data_size> ]
[ timeout <timeout> ] [ mpls ] [ df]
traceroute <host_name> [{v4 | v6}] [ source <src_ip_address>] [ size <data_size> ]
[ timeout <timeout>] [ mpls ] [ df]
[#F>av] <ip_address>
EHEIPTRLR
EHSED IPvs PRUR, EIzIE IPv6 PRLRZEIEELE T,
<ip_address>h<host_name>DELLMN—AEIRETILELNHYET,
<host_name>
SR ERAN
EHEDHRRAMBERELET
RANBERELIZIBEIE . RANT —2RX—RIERICHKARRANE N EFEIN
TWBH, REEA DNS — N\ EARTREARE TR ERYEE A,
<ip_address>h<host_name>DELLMN—AEIBET IR ELRHYET,
{va]|v6}
SEHERRNED P A—TaviEE
<host_name>#§FEFF(=. <host_name>MSEERLIZZHSE IP PRLAD/N—V3vE
RELEY, EMEFE vb EABEINFET BRLIZ IP TRLADN—DavE
AEEA—HBLEVGERRFIS—ERYET,
source <src_ip_address>
-EEFTIP TRLR
EET P TRLRERELET . HFEICERSNTWVEWTFLRFEETEFEE A,
EIEE IP FRLREN—Dav R —BLLBEWEE RIS —EBYET,
size <data_size>
F—=AY 44X
BEIETDIPAYFEEL /N IbRE, 46~9600 O 10 FEIE (BAL/ () THEELET
HEBEF(E, 46 NAEIRELIZDDEAHEENET,
BEHSE IP PRLRAY IPVE, FFzITEHERRNZ D IP A—T3 BED v6 DHEEIE
46~59 FTHEEIFBEMIC 60 LBYFET,
timeout <timeout>
IS E B AR
ISEEEREFMZ. 1~300 O 10 EHE (B :F) THEELET,
HEERF (T, 20 WERELI-LDEHEENET,
df
- ISTAUNELE
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E{ET S/ v Don't Fragment bit & EL TREDEZEFTIZY AV LS
FIITLET,

[EB14EE—F] User Exec E—F

[528A]

[R1TH1]

Privileged Exec —F
FYRT—ORBERTLET,
$EE LTz host(IP 7RLRAFFZIFARRARB)ZH LT, IP T =25 5 LAYE OEFRRE (TTL) D
fEZ 155 1 D DEBITHEMSBANSHER/ b & EL., BEBBEEH TERETEE
D ICMP /X479 24E(2 &> T, host FTHORBEWRERTLET
traceroute THRIRSNDXFITIFUTDEKRDHYET
[HTED IPvs TRLRDIZE]
XXXXX WS © TIURRIYTEA L

IN : HTHREEFRE(RIYRNT—I~DEREL)
'H : HTHREETRRE(RRM DORRERAL)

P : HTERIETEE(TORILELETERE)

IF : HTREETRRE(TZT AV BE)

IS D V=R —PIL—T1 T R

! : TILENEE

* : TA—TDRALT Ik

[&THAS IPV6 TRLRDIBA]
XXXXXMS 1 TIVRRIYT AL L

IN D HTERIETRE(RYET—I~DREHEEL)
1A : HTHRIETRBE(TFLA~DIEREALL)

IS : HTERIEFRBE(GEBTEELY)

P : HTERIETRE(BEE LDOER)

! : HopLimit fEASEE

* : TA—TDRALT IR

F1=. traceroute [FUTDIS—EFHMELET,

traceroute: unknown host <host_name>

<host_name>THEELFEHERRANE N DE- S IP TRL AN R TERLY,
traceroute: can't assign source address

EETIPTRLRADEY B TIZKKL =,
(BEBICHELEVWTRLRERELIIGERE)

host WIS ENHDIHE

# traceroute 192.168.1.1

traceroute to 192.168.1.1 from 192.168.5.2, 30 hops max, 46 byte packets

1 192.168.5.1 20.000 ms 20.000 ms 20.000 ms
2 192.168.1.1 41.000ms 41.000 ms 41.000 ms
#
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host MSIEENZELGE

# traceroute 192.168.1.1

traceroute to 192.168.1.1 from 192.168.5.2, 30 hops max, 46 byte packets
‘I * * *

2 * * *

3 * * *

4 * * *

30 * * *

#
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59.1.3 telnet

[#45E] telnet H—/ S\~ DR
[#EFAMIE] PG-SW109-PY-SWB104
[AHAFERK] telnet <host> [<port>] [{ipv&4|ipv6}] [escape {<char>|none}] [srcaddr <srcaddr>] [tos <tos>]
[#FY3>] <host>
B R R (telnet H—/\) & U T OHATHRELET .
-RANE
“IPvs 7RL R
-IPv6 7FL R
Do O0—ALTRLRZEREYT H5EE . 7L RIZHE T T %<interface>"
EHRELT. EDMUET—REFERATHOMNMEEL TS, A,
"fe80::1%lan0"D LI IZHEELET .
<port>
R—IES% 1~65535 OHFED 10 EHTHEELET,
HIEEFL, telnet R—+BEETHB 23 ZHBELI-LDEHEINET,
ipva
IPv4 7RL AT telnet #8915 GITHRELE T,
<host>[ZRR B EIRELIZIHE . TDHRANI IPV4 & IPv6 DA DT RL AN HBEE(C
(& IPv4 FRL R THMELET .
ipvé
IPvb 7RL AT telnet #9235 G ITHRELE T,
<host>ITFRR B EIRELIZIHE . TDRARY IPv4 & IPv6 DA DTRLREFH ST
EEITIPVG PRLRZEEALEY
ipv4 & ipve HEBELIEEX, <hos BN FRFLRIBETHNIEZDTFL AT, KRN IEE
THNIE, TORRM IPve FRURE(E IPV6 TRLADEL LMD HDHEEITITZD
FELAT. WADTELADHLIHE L IPv6 PRELATHEBILES .
escape {<char>|none}
IRT—TXFERELET . IR —TXFEERLGELMES(E "none" %
BELET.
telnet B P ICTR 7 —TXFF—ITHEITT'q'F—E2 AT T HE. telnet iz
BRI T I ENTEET,
IR7—TXFELTAVMO—AXFERET DHE . "VIHT TXFEREE
LFET, Fz&R . (RLHA THNIFA'ZIEELET,
"none"UNDXFIIEIRELIIBE . RO XFEIRT—TXFITHREL-LD
EHEEINET,
HEGEFIL, "' ((TRL+])) ZHEE LIz D EATSNET

srcaddr <srcaddr>
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Y—RATFRLRA(RIL—EDTFLR)E, LTORKTIEELET,

-IPvs 7RL R

IPv6 7EL R
<hos>THEET HTFLRERUN—Vav BLUPRLRAI—T (SEE) O TRL A%
fBELTZEW,
BRI EURTRLADEESINET,

tos <tos>

TOS fE% O~ ff DFEED 16 EHTIEELET

HIEEFE, 0 ZIBELIZEDEAHSINFET

[Bh4E®—F] User Exec E—F
Privileged Exec E—F

[EREA] telnet H—/ A EEL TLVDHRRAMOIL—RIZEBBEL T, RIBIEIET HEMNTEEY,
telnet Y—/3\AB LA T DEHREROON-I5E(F, REE DR (FFIMADE)ZRAN
LEY,
-UH R 247 (V1100)
- JE{ERE (9600bps)
-EE YA X (EETH. EETE)
[=4741]
# telnet 192.168.1.2 fth)L—4(Z telnet 45
Trying 192.168.1.2... B FHmEsp
Connected to 192.168.1.2. BT T
Escape character is A]' IRT—TXFHRTR
Login: ftL—2D1—HE AN
Password: fIL—ED/ISRT—FAH
# exit fhIL—AT exit AT RFEST
Connection closed by foreign host. tET
# AIL—EDTOVTERT
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BERERIV I TR EREEBLLEDZEITDOVTUTITRLEY,

BE. EBEERIVUROEE BI/BIBROZENENIZDNT

22

~ 2

ZIFRLTY,

D EIZDINT

iV

avUrg

R—HE$R (Interface)

use
flowctl

type mirror

type linkaggregation
type backup

vlan tag

vlan untag

recovery limit
downrelay
description

mac storm

mac learning

stp

lldp

dotTx use

dot1x portcontrol
dot1x quietperiod
dot1x txperiod
dot1x supptimeout
dot1x maxreq

dot1x reauthperiod
dot1x aaa

dot1x mode

dot1x vid

dot1x wol

dot1x mac

webauth use
webauth aaa
webauth mode
webauth authenticated-mac
webauth autologout
webauth vid
webauth wol
macauth use
macauth aaa
macauth mode
macauth authenticated-mac
macauth expire
macauth vid
macauth wol
macauth autologout
macfilter

ip6filter

qos aclmap

ip6qos aclmap

qos priority

qos prioritymap

qos mode

qos classification
lacp port-priority

(2)

(1)
(1)
(1)
(2)
(1)
(1)
(1)
(1)
(1)
(4)
(4)
(4)
(4)
(4)
(4)
(1)
(4)
(1)
(2)
(1)
(4)
(1)
(2)
(1)
(4)
(1)
(2)
(2)
(2)
(2)
(1)
(2)
(1)
(1)
(7)
(7)
(7)
(7)
(2)
(1)
(2)
(1)
(1)

(1)-2 %13%9%10
(1)-2 %13%9%10

%1
X4

X7

X7

X7

X7

X8
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icmpwatch
ratecontrol
dot1qgtunnel

cee

cee buffer optimization
dcbx

egress

evb

gmrp mode

gmrp jointime
gmrp leavetime
gmrp leavealltime
gmrp fwdall

gvrp mode

gvrp registration
gvrp jointime
gvrp leavetime
gvrp leavealltime

(1)
(1)
(1)
(2) (7)
(1)
(1)
(1)
(1)
(1)
(4)
(4)
(4)
(1)
(1)
(1)
(4)
(4)
(4)

LINKAGGREGATION 1f# %k

linkaggregation
linkaggregation mode
linkaggregation icmpwatch
linkaggregation downrelay
linkaggregation cee
linkaggregation cee buffer
optimization
linkaggregation dcbx

(2)
(2)-LA
(1)
(1)
(2) (7)
(1)

(1)

BACKUP 155

backup
backup change-notify

(2)
(2)

LACP 5%k

lacp

(1)

VLAN 1&%R

vlan name

vlan protocol

vlan forward

vlan description
vlan igmpsnoop
vlan mldsnoop
vlan macfilter

vlan ip6filter

vlan qos aclmap
vlan ip6gos aclmap

(1)
(1)
(1)
(1)
(1)
(1)
(7)
(7)
(7)
(7)

X 1611
X1

X1
X1

MAC &3]

mac

(1)

X1

MMB $ iR —ME#R

oob ip address
oob ip route
oob ip dhcp

oob ipb use

oob ip6 ifid

oob ip6 address
oob ip6 ra mode
oob ip6 route
oob ip6 dhcp

(1)
(1)
(2)
(1)
(1)
(1)
(1)
(1)
(1)

X9

X9
%9

LAN 1E#R

lan ip address
lan ip dhep

lan ip route
lan ip filter

lan ip dscp

lan ip6 use

lan ip6 ifid

lan ip6 address
lan ip6 ra mode
lan ip6 route
lan ip6 filter
lan ip6 dscp

(1)
(1)
(1)
(7)
(7)
(1)
(1)
(1)
(1)
(1)
(7)
(7)
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lan ip6 dhcp
lan vlan

(7)
(1)

IP &%k

ip arp age

(1)

IPv6 5%k

ip6 nd dad send

(1)

STP {54k

stp

(1)

X4

LLDP &4k

lldp

(1)

FRELIESR

dot1x use

dot1x eapol

dot1x mode
webauth use
webauth type
macauth use
macauth password
macauth type

(1)
(1)
(1)
(1)
(1)
(2)
(2)
(1)

X7

X7
X7

IGMP R X— T &R

igmpsnoop

(1)

MLD RX—{E%R

mldsnoop

(1)

GMRP 1&#R

gmrp

(1)

GVRP f&$R

gvrp

(1)

ACL 1E4R

acl

(7)

I[EEE802.1Q b4 ESR

dot1qtunnel

(1)

AAA 1EER

aaa

(1)

ZEFR

snmp

(1)

rmon (1)
syslog (1)
time (1)
host (1)
password (1)
schedule (1)
addact (1)
autologout (1)
mflag (1)
serverinfo (1)
serverinfo https certificate (3)
ssh (1)
forwardingmode (1)
buffermode (1) %12

(1)
(1)-1

(1)-2

(2)
(2)-LA

(2)-1

LB O LA HEL BRICEYES,

()IZhNZ . B LR OEM - HFRATHOI S0 FEKEPHEIL—FTO
BEREENLELVET,

(1)=&, 3BAn-HIBRZE4T57= VID ¥ Web FRAED R A DEATHEALT

L5 VIAN D VID THoT=15E. TD VID ZR R OERATHERALTLYS ether
R—bN)OE S ) T7ITLET

F1-. BhN-HIBEZE1To7= Untag VLAN ID AAZ’BR3JL VIAN TERLTLYS VIAN ID
THo1GE . TIL—LEENFEHINET,

%Y ether R—DOF I Y OTITLET,

static /5 passive/active ~DER ., T[T FDHETILK L ether R—kAH

Vo 9F 9 ) YT ITLET

passive M5 active ~NDER, FzEZFDFETIX(1)ERLTT,

online M5 offline ~NDEEZE{To=I5E . %Y ether R—rAUIEIULET,
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(3)
(4)
(5)
(6)
(7)
X1
X2
%3

X4
%5
%6
%7
%8
%9
%10

X11

X12
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offline A5 online ~DEETIL(1)ERLTT,

ARNCTHBEE. EBEOEEEH ()N ARBICRYET,
REEERENCENEGYET,

ZUIIL—TosoFTOraABEBSNET,

A=~ yhR—rEERR—FELTRIRATERKRYET .

106 R—FFRTOIL—LERELN DIFINET,
BERSN=E2ET—JILDBIBREINEBEELIHYET,
REUROZEZEREICHLTITBERINEE A,

HELEER. ZATEHITV7L2AROBRBROEEFFLLES-H. TOMBEICRE
LET.

TVyOr b —IBBOEENMTONSEE L. BFSn-2ET—JIL
DHIBRPZEAVFATI—ATOBRENFHEINDIBZELHYET,

[E— VLAN Dfth ether R—MZHENEIHEENHYET .

FER3JL VIAN, 4 ILAREICEDREL 106 R—FETOREITHRELET,

B — ether 7R—h < Web 5R5FH#4EE ~IEEE802.1X ST H#4EE ~MAC 7 KL R SREE#EAE
WHEBEMICLIIGE . 3% ether R—bAYLHE Y Yo7y T LET,
TLILADEENEINTNDHE ., TL—LEENFREEINET,
REAR—FTORENTHTIHEENHYET,

MMB R — A RERRICER T O VIAN ID ZIEELI-IGE . —BFRIC

MMB R —r TOBENFESN . TP £yiarbUIianET,
TJObLEECTEEICREARG EREBAIRELLI-GE ., EBHLi-o-7OralL
ERICIEELVIAN D ISFIR T 59 X TOR—MIFIATEERYET,

106 R—r2 T OF IV ) ITvTLES,
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