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EREME] #oo () RICL ZRFTLESL,

BIOS y b7y TI1—F 1 UF 1 FUTDHETESHULET.

POST 1, EIH(CTFEXYEZ—IHRRSNTLBMEIC,
POST #7T7#. BIOS v h77vF1—5+ UZF« MDMain

<F2> BIOS Setup

<F12> Boot Menu

(F2] F—Z=RL T ZE0,
X1 —PFRRENFT,

BIOS Y PV IT1—F 4 UF 4 ZREITDHICS AT ANEEI LT UE > EHE(E.
(Ctrl] + [Alt] + [Del]l] F—%&#HLT. SASFLZBEFHLTILEEL,

B.1 MainX=1—0D:%EIaHE

() CEBARSREZZELTLVRL

HEIEE | [ INEE T SHIEME
BIOS Information
BIOS Vendor American Megatrends
Customized by Fujitsu
Core Version X.X.X.X
Compliancy UEFI 2.7; PI 1.6
> System Information m System/|BEIRMEREIE N\
> Open Source Software License Information
System Date xxx MM/DD/YYYY IREDBG=ERR/ AN
System Time HH:MM:SS REDRLZRR/ AN
System Language English
Access Level Administrator
B.2 Advanced X1 —®Ds%EIRH
HEEE | CIEARRE SEME
Advanced
> Onboard Devices Configuration m Onboard Devices Configuration 7 X =1 —
> PCI Status mPCI StatusHJ X Z1—A~
> PCI Subsystem Settings m PCI Subsystem SettingsH 7 X—=1—~
> CPU Status mCPU StatusH X =1 —A
> CPU Configuration m CPU Configuration I XZ=1—~
> Memory Status mMemory StatusH I X =1—A
> Memory Configuration mMemory ConfigurationtbJ X =1 —~
> SATA Configuration B SATA Configurationt X =1 —~
> CSM Configuration mCSM Configuration 7 X =1—
> Trusted Computing m Trusted Computingtt g X =1 —~
> USB Configuration mUSB Configurationt 7 X =1 —~
> Super 10 Configuration m Super 10 Configurationt 7 X =1 —A
> Network Stack Configuration m Network Stack ConfigurationtJ X=1—~
> Option ROM Configuration m Option ROM Configuration 7 X =1 —A
> VIOM BVIOMB I AZ 31—~
> Tls Auth Configuration mTls Auth Configurationt 7 X =1 —~
> {SCSI Configuration miSCSI ConfigurationtbJ X=1—~
> LSI Software RAID Configuration Utility (SATA) *3 mLSI Software RAID Configuration Utility (SATA)YH D X=1—~
> Intel(R) Ethernet Connection - MACY RLRX%ZEFRR *2 mNIC Configurationt ' X=1—
> VLAN Configuration (MACT RL X &ZR) mVLAN Configurationt X —1—
> *1
> LSI Software RAID Configuration Utility (SSATA) *3 mLSI Software RAID Configuration Utility (SSATA) X =1 —~
> Driver Health m Driver Healthtt J X =1 —

*1: REEK(CKD T, O> hO—37H— RdDConfiguration Utility X =1 —Z &R,

*2: REBERICKD TRREERDFET,
*3: SATA Configuration @ SATA Mode 7' RAID Mode DB (CFR R,




m Onboard Devices ConfigurationHJ X =1 —
() CHARREZZEL TR

SHEERE | CHEARFERIE HIEME

Onboard Devices Configuration

Flexible LOM Oprom iDisabIed i |( )Disabled ( )Enabled

m PCI StatusH o' X=1—
() CBARSRTEEZELTLRWN

REEE | CHEARSRTE RIEfE

PCI Status

PCI Slot 1 Empty ( )Enabled ( )Failed ( )Empty
PCI Slot 2 Empty ( )Enabled ( )Failed ( )Empty
PCI Slot 3 Empty ( )Enabled ( )Failed ( )Empty
PCI Slot 4 Empty ( )Enabled ( )Failed ( )Empty
PCI Slot 8 Empty ( )Enabled ( )Failed ( )Empty
PCI Slot 9 Empty ( )Enabled ( )Failed ( )Empty

EEBRICK > CERcIloSol. REBNERSBEN BN ET .

m PCI Subsystem SettingsHJ X=1—
() CEARREEZEL TR

SXEIEE | CIBEARSE RIEME

PCI Subsystem Settings

CPU 1 - Root Port 1 (Slot 4) *1 x16 ( )x4x4x4x4 ( )x4x4x8 ( )x8x4x4 ( )x8x8
( )x16 ( )Auto

CPU 2 - Root Port 1 (Slot 8) *1 x16 ( )x4x4x4x4 ( )x4x4x8 ( )x8x4x4 ( )x8x8
( )x16 ( )Auto

CPU 2 - Root Port 2 (Slot 9) *1 x16 ( )x4x4x4x4 ( )x4x4x8 ( )x8x4x4 ( )x8x8
( )x16 ( )Auto

ASPM Support Disabled ( )Disabled ( )Auto ( )Force LOs

Above 4G Decoding *1 Disabled ( )Disabled ( )Enabled

SR-IOV Support *2 Disabled ( )Disabled ( )Enabled

*1: REBRRICK D CIIREBNERDHZENHDEXT .
*2: PYBWPS5H(Windows Server 2022 Standard(16177/Hyper-V))-f > X b—JLEF)LIF, ZEEARREEE(EEnabled&2DFET,

mCPU StatusBoO'X=1—
() CHARSEZZELTLRN

SREEE | CHEARFRTE RIEME
CPU Status
CPU 1 Enabled ( )Enabled ( )Failed
CPU 2 Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty

KEBNICE D TRINERDHBENH DT,



m CPU ConfigurationB 7 X=1—

() CBARSEZZELTLRL
REEE B ABFERTE HIEME
CPU Configuration
Hyper-Threading Enabled )Disabled ( )Enabled
Active Processor Cores All JAIl *5
Hardware Prefetcher Enabled )Enabled ( )Disabled
Adjacent Cache Line Prefetch Enabled )Enabled ( )Disabled
DCU Streamer Prefetcher Enabled )Enabled ( )Disabled
DCU Ip Prefetcher Enabled )Enabled ( )Disabled
Intel Virtualization Technology Enabled )Disabled ( )Enabled
VT-d Enabled )Enabled ( )Disabled
Intel TXT Support Disabled )Disabled ( )Enabled
HWPM Support Native Mode )Disabled ( )Native Mode ( )OOB Mode
)Native Mode with No Legacy Support
Enhanced SpeedStep Enabled )Disabled ( )Enabled
Intel Speed Select *6 Base )Base ( )Config 1 ( )Config 2
Turbo Mode *1 Enabled )Disabled ( )Enabled
Override OS Energy Performance *3 Disabled )Disabled ( )Enabled

Energy Performance *2

Utilization Profile *2

CPU C1E Support *4
Autonomous C-state Support
Enable ACPI Auto Configuration
CPU C6 Report *4

Package C State limit

Link Frequency Select

Link LOp Enable

Link L1 Enable

10 Directory Cache

Uncore Frequency Override
LLC Dead Line Alloc

Stale AtoS

XPT Prefetch

LLC Prefetch

Balanced Performance

Even

Enabled

Disabled

Disabled

Enabled

Auto

Auto

Auto

Auto

Auto

Disabled

Enabled

Disabled

Enabled

Disabled

AN N AN N N AN N N AN N N AN N N AN N N N N N S N N N S S S S S S~

)Performance ( )Balanced Performance
)Balanced Energy ( )Energy Efficient
)Even ( )Unbalanced

)Disabled ( )Enabled

)Disabled ( )Enabled

)Disabled ( )Enabled

)Disabled ( )Enabled

)CO ( )C2 ( )C6 ( )C6(Retention) ( )No Limit ( )Auto

)9.6 GT/s ( )10.4 GT/s ( )Auto
)Disabled ( )Enabled ( )Auto

)Disabled ( )Enabled ( )Auto

)Disabled ( )Auto

)Disabled ( )Maximum ( )Nominal ( )Power balanced
)Disabled ( )Enabled

)Disabled ( )Enabled

)Disabled ( )Enabled ( )Auto

)Disabled ( )Enabled

*1:
*2:
*3:
*4:
*5:
*6:

BEH T BCPUICK D TERR

Enhanced SpeedStepb“EnabIedG)t‘é%ﬁx

Override OS Energy Performance/)*Disabled® & Z3&iRAA]
HWPM  Support”*OOB Mode® & Zi#iRAA]

Autonomous C-state Supporth*Enabled® & Z3&RAE]
BRI DCPUICK > TERETETDAVHIIERDFET,




mMemory StatusHIO XA =1 —
() CEBABREZEZEL TR

DDR Performance

Patrol Scrub

IMC Interleaving *2

Sub NUMA Clustering *3

WR CRC feature Control

NVM/LRDIMM Performance Setting
Volatile Memory Mode

Erase All NVM/LRDIMMs

NVM/LRDIMM Average Power Budget (in
mw)

System Memory Poison

Performance optimized

Enabled

Auto

Enabled

Enabled

BW Optimized

Auto

Disabled

18000

Disabled

)Power balanced
)Disabled ( )Enabled
JAuto ( )1-Way ( )2-Way
)Disabled ( )Enabled ( )Auto
)Auto ( )Disabled ( )Enabled
FRIRDFH
FRRDH
FRIRDFH
FRRDH

( )Disabled ( )Enabled

REEE | CIBARRTE HIEME
Memory Status
DIMM-1A Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1B Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1C Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1D Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1E Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1F Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1G Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1H Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1] Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1K Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1L Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1M Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
REBR_ &> ()RR OBENBDES ,
m Memory ConfigurationYJ X=1—
() TEBARREEZEELTLVRW
REEE | CIBARSTE RIEE
Memory Configuration
Memory Mode Independent )Independent ( )Mirroring
)Address Range Mirroring ( )Sparing
Mirror Memory Below 4G *1 Disabled )Enabled ( )Disabled
Mirrored Amount Above 4G *1 0 1(0 - 5000 )
NUMA Enabled )Disabled ( )Enabled

(
(
(
[
(
( )Performance optimized ( )Energy optimized
(
(
(
(
(

*1: Memory Mode /' Address Range Mirroring DE=(CTon

*2: NUMA ' Enabled D& E(CERR
*3: $BE T DCPUIC L > THREMBHBRRDET




m SATA ConfigurationY o' X=1—
() CEBABREZEZEL TR

REEE | - INEH HIEME

SATA Configuration

SATA Mode 'AHCI Mode 1 |( )AHCI Mode ( )RAID Mode
> SATA Controller Configuration mSATA Controller ConfigurationtbJ X =1 —
> sSATA Controller Configuration W SSATA Controller ConfigurationtF ' X =1 —~

SATA Port 0 *1 REEERR KRDFH

SATA Port 1 *1 REEZRR RNDFH

SATA Port 2 *1 REEERR KRDFH

SATA Port 3 *1 REEZRR RNDH

SATA Port 4 *1 REEE KRR KRDFH

SATA Port 5 *1 REZRR RNDH

SATA Port 6 *1 REEERR KRDFH

SATA Port 7 *1 REEZRR RNDH

SSATA Port 0 *1 REZRR RNDH

SSATA Port 2 *1 REEZ RN RRDF

SSATA Port 4 *1 REEZERR RINDFH

*1: SATA ModeAHCI ModedD & =&

m SATA Controller ConfigurationBJ' X =1 —
() CEBARSREZZEL TLVRL

HEHE | CHEABFEETE SEME

SATA Controller Configuration

SATA Controller *2 Enable ( )Disabled ( )Enabled
SATA Mode *1 AHCI Mode ( )AHCI Mode ( )RAID Mode
SATA Configuration Ci&R U7=SATA Modeh'&RENd

*1: SATA Controllern'Disabledd & =3FEx
*2: SATA ModeHh'RAID Mode® & Z=i&IRATA]

m sSATA Controller ConfigurationH ' X=1—
() CHARREEZEL TR

FHEEH | CHEARTERTE RIEME

sSATA Controller Configuration

sSATA Controller Enabled ( )Enabled ( )Disabled
SATA Mode *1 AHCI Mode ( )AHCI Mode ( )RAID Mode
SATA Configuration Ti#&iR L7zsSATA Modeh'FRrEND

*1: SSATA Controller\Disabledd & =3Fzar

m CSM ConfigurationB 7 X=1—
() CBARSEZZELTLVRN

REEE | CIBARRE SSEME

Compatibility Support Module Configuration

Launch CSM Disabled ( )Disabled ( )Enabled

Boot option filter *1 Legacy only ( JUEFI and Legacy ( )Legacy only ( )UEFI only
Launch PXE OpROM Policy *1 Legacy only ( )Do not launch ( )UEFI only ( )Legacy only
Launch Storage OpROM policy *1 Legacy only ( )Do not launch ( )UEFI only ( )Legacy only
Other PCI device ROM priority *1 Legacy only ( JUEFI only ( )Legacy only

*1: Launch CSMAEnabledd & =2



m Trusted Computingo’ X=1—
() CEBABREZEZEL TR

TEEE [ N

TN
1.

&

it

T

Trusted Computing

TPM Support Enabled
Pending TPM Operation *1 None

PCR Bank: SHA1 Disabled
SHA256 PCR Bank *2 Enabled

Current TPM Status Information

TPM1.2 Device Found *1

TPM2.0 Device Found *1

TPM Enabled Status *1 XXXXXXXXXX
TPM Active Status *1 XXXXXXXXXX
TPM Owner Status *1 XXXXXXXXXX

( )Disabled ( )Enabled
( )None ( )Enabled Take Ownership
( )Disable Take Ownership ( )TPM Clear

( )Disabled ( )Enabled
( )Disabled ( )Enabled

*FRDF(TPM1. 24588)
*FRDH(TPM2. 0558 55)
IHIEDIRREEZERR
RIEDREZ TR
HIEDIRREEZERR

ZEEBRVPRIECEDFRIERSHBENHDFET,
*1: TPM Support H'Enabled i DTPMIBHIFICER

*2: SHA256 PCR Bank W"FReENEITH . HEEIEN T (RIRTHIBRTETY) -

m USB ConfigurationB o' X=1—
() CEARREZZSEL TR

BEEE [ TRAREE

RIEME

USB Configuration

USB Devices:
X Keyboard(s), x Mouse(s), x Hub(s)

Legacy USB Support 1Enabled

Mass Storage Devices: *1

XXXXXXXXXXXXXXKXXXXXXXXXXX  *¥1 *2 Auto
XXXHXXKXXKXXKXXKXXKXXKXXKX *¥1 %2 Auto
XXXXXXXXXKXXXXXKXXXXXKXXXX  *¥1 *2 Auto

> USB Port Security

( )Enabled ( )Disabled ( )Auto

mUSB Port Security B X =1 —~

*1: USB CD-ROM UREXT 1 7 S0) J2& DMass Storage DeviceZ#ehF(C

*2: [Legacy USB Support] h' [Enabled] &7z (& [Auto] D& =#IRTIAE

m USB Port SecurityB ' A=1—
() CBARSREZZELTLRN

N

TEEE | CHABEE

RIEME

USB Port Control Enable all ports

( )Enable all ports

( )Enable front and internal ports
( )Enable rear and internal ports
(' )Enable internal ports only

( )Auto ( )Floppy ( )Forced FDD ( )Hard Disk ( )CD-ROM
( )Auto ( )Floppy ( )Forced FDD ( )Hard Disk ( )CD-ROM
( )Auto ( )Floppy ( )Forced FDD ( )Hard Disk ( )CD-ROM




m Super 10 ConfigurationBJ XA =1 —
() CHARREEZEL TV

HEEE | R INCE T

SREE

Super IO Configuration

Super 10 Chip
> Serial Port 1 Configuration

PILOT4

KRDFH
m Serial Port 1 ConfigurationttJ X=1—~

m Serial Port 1 ConfigurationB o' X =1 —
() CEARREEZSEL TR

REEE | CEBARSE RIEME

Serial Port 1 Configuration

Serial Port {Enabled i |( )Disabled ( )Enabled

Device Settings *1 10=3F8h; IRQ=4; FTRDFH

Change Settings *1 1Auto i | )Auto
( )IO=3F8h; IRQ=4;
( )IO=3F8h; IRQ=3,4,5,6,7,9,10,11,12;
( )IO=2F8h; IRQ=3,4,5,6,7,9,10,11,12;
( )IO=3E8h; IRQ=3,4,5,6,7,9,10,11,12;
( )IO=2E8h; IRQ=3,4,5,6,7,9,10,11,12;

*1: Serial Porth\EnabledD & =&

m Network Stack ConfigurationH o X=1—
() CEBARGREZEZEL TR

HEIEE | CEEARSE HTEME
Network Stack Configuration
Network Stack Enabled ( )Disabled ( )Enabled
Ipv4 PXE Support *1 Enabled ( )Disabled ( )Enabled
Ipv4 HTTP Support *1 Enabled ( )Disabled ( )Enabled
Ipv6 PXE Support *1 Enabled ( )Disabled ( )Enabled
Ipv6 HTTP Support *1 Disabled ( )Disabled ( )Enabled
*1: Network Stack/Enabledd & = 2o
m Option ROM ConfigurationBJ XZ=1—
() CHBARSREZZELTLVRN
REEE | [ INEH SHTEME
Option ROM  Configuration
Launch Slot 1 OpROM Disabled ( )Disabled ( )Enabled
Launch Slot 2 OpROM Enabled ( )Disabled ( )Enabled
Launch Slot 3 OpROM Disabled ( )Disabled ( )Enabled
Launch Slot 4 OpROM Disabled ( )Disabled ( )Enabled
Launch Slot 8 OpROM Disabled ( )Disabled ( )Enabled
Launch Slot 9 OpROM Disabled ( )Disabled ( )Enabled
mVIOMBDO A”1—
() ZCBARSREZZELTLRL
HEEE | [ INEH HEME
VIOM
VIOM-flag IDisabled [ EZHor




m TIs Auth ConfigurationH o' X =1 —
() CHARREEZEL TV

TEEE [ N

SREME

> Server CA Configuration

> Client Cert Configuration

m Server CA ConfigurationtJ X =1 —A

m Client Cert Configurationt 7 X=1—~

KEBNICKDRRNEROET

m Server CA ConfigurationBJ' X =1 —
() CHARREEZEL TR

SHERE | CHEABFEEIE

SHEE

> Enroll Cert

> Delete Cert

mEnroll Certb I X=1—~

mDelete Certi X =1 —~

HEBRICEDRTNERDET

mEnroll CertHJ' X =1—
() CHEARSREEZEL TR

BEEE [ TRAREE

RIEME

> Enroll Cert Using File
Cert GUID

> Commit Changes and Exit
> Disabled Changes and Exit

EEBRICEDRTNERDET

miSCSI ConfigurationH2o'X=1—
() CHARREEZEL TR

TEEE [ CRARRE

RIEME

iSCSI Initiator Name

> Add an Attempt
> Delete Attempts
> Change Attempt Order

1(4 - 223%X=F)

KEWBNICE D TRV ERDHBENH DT,




m LSI Software RAID Configuration Utility(SATA) B A =1 —

() CBARSEREZZEEL TLVRL

SHEIRE | CHEABFERTE

SSEfE

> Controller Management
> Virtual Drive Management
> Drive Management

m Controller ManagementtJ X =1 —A~
mVirtual Drive ManagementtJ X —1—/\
m Drive ManagementbJ X =1 —A

XEEBRPRECKDFRDIERDBENSGDET,

m Controller ManagementYJ X =1 —
() CHARREZZELTLVRL

TEEH [ N

SHEE

> View Controller Information
> Change Controller Properties
> Clear Configuration

XEBBARECKDFRDRIRDHENHDET,

m Virtual Drive ManagementY o' X =1 —
() CTEBARREZZEEL TLVRL

SHERE | CHEABTEETE

SEME

Create Configuration

Manage Virtual Drive Properties
Select Virtual Drive Operations
View Drive Group Properties

vV V. V V

XEBEBHRECK DT RDRIRDHEN D DET,

m Drive Management3 7 X =1 —
() CHARREZZEL TR

HERE | CHEABTEETE

> View Drive Properties
> Select Drive Operations
> View Global Hot Spare Drives

XEBEBHARECKDFRDERIRDBEN S DET,




m Intel(R) Ethernet Connection
() THEARBEZEZEL TR

REIBH | CIBARRE RTEME
> NIC Configuration mNIC Configurationt 7 X =1 —~
Blink LEDs 10 i |l 1(0-15 seconds)
UEFI Driver Regz R FTRDFH
Adapter PBA REEE KRR KRDFH
Device Name Regz TR FRINDF
Chip Type REZRR FRINDF
PCI Device ID REEZE RN KRDFH
PCI Address RegzRR FRINDF
Link Status RegzRR FRINDF
MAC Address XX XX XX XX XX XX TRDFH
Virtual MAC Address XX XX XX XX XX XX FTRDFH+

mNIC ConfigurationB o' X Z=1—
() CEBARSREZZEL TLVRL

SEEE | CHEARSRTE EME
Link Speed Auto Negotiated RRDH
Wake On LAN Enabled ( )Disabled ( )Enabled

BRRPIRRICEDRRNERDHBENHDET .

mVLAN ConfigurationBJ X =1 —
() CEBARSREZZEEL TLVRL

HERE | CHEABFEETE SEME

> Enter Configuration Menu m Configuration Menutt I X =1 —~

m Configuration MenuY I X=1—
() CHEARBREZZELTLVRL

HERE | CHEABTEETE SREME

Create new VLAN

VLAN ID 0 [ 1(0 - 4094)
Priority 0 [ 1(0-7)
Add VLAN

Configured VLAN List
VLAN ID : / Priority : I|Disabled 1 J( )Disabled ( )Enabled
Remove VLAN




m LSI Software RAID Configuration Utility(sSATA)B ' X =1—

() CBAESRREZZEEL TLVRU

TEER [ CHRARRE

SREME

> Controller Management
> Virtual Drive Management
> Drive Management

m Controller Managementbt I A=1—A
mVirtual Drive Managementd X =1 —A
m Drive Managementt X =1 —~

XEBEBHRECKDFRDRIRDHENHDET,

m Controller ManagementY o' X =1 —
() CHARREEZEL TR

SRERE | CHEABFESE

> View Controller Information
> Change Controller Properties
> Clear Configuration

XEEBRRECKDFRDIERRDBENSGDET,

m Virtual Drive Management8 o' X =1 —
() CEARREEZEL TR

HEEH | CHBARRTE

RIEME

Create Configuration
Manage Virtual Drive Properties
Select Virtual Drive Operations

>
>
>
> View Drive Group Properties

XEEBRRECKDFRDIERRDBENSGDET,

m Drive ManagementdYJ X =1—
() CEEARREZZEEL TR

REEHE | CHE AR SE

RIEME

> View Drive Properties
> Select Drive Operations
> View Global Hot Spare Drives

XEBBHACRIECKDF RN R DHAENDDET,

m Driver Health o' X=1—
() CHEABSREEZEL TR

REER | CHEABTEE

Driver Health

> Intel(R) DCPMM XXX XXXX  Driver *1  Healthy
> LSI Embedded MegaRAID EFI Driver *1 Healthy
> *1

TRDF
RNDFH

1 BB R (NI R DT T,




B.3 SecurityX =1 —®DFEIAH

() CTEBARGREZZEELTLVRL

FHEEH CHEARFERTE

HEfE

Password Description

Administrator Password
User Password *1

Skip Password on WOL *1 Disabled
FLASH Write Enabled
User Password on Boot *2 !On Every Boot

> Secure Boot Configuration

Administrator Password DFARE%TE
User Password DF#Rz%TE

( )Disabled ( )Enabled

( )Disabled ( )Enabled

( )On Every Boot ( )Disabled
m Secure Boot ConfigurationtfJ X =1 —~

==

*1: Administrator PasswordZs&Ef. :XiEPIAe
*2: User PasswordZs&E#. ERIRE

m Secure Boot Configuration X =1 —DsHEIHE
() CBARREZZELTLAN

FHERE | CHREABFEETE

HIEME

Secure Boot Configuration

Platform Mode RegE KRR
Secure Boot JREEZE TR
Vendor Keys REEZE TR
Secure Boot Control Disabled
Secure Boot Mode Standard

> Enter Deployed Mode *1 *2
> Key Management *1

( )Disabled ( )Enabled
( )Standard ( )Custom

mKey Managementb X =1 —A

*1: Secure Boot Moden CustomdD & = IR Al

*2: [>Enter Deployed Mode] %i#iR(Enterz# )9 % &Deployed Mode(C7xD . AIEE(FBERIRTER<RADET,

RO TERUBVKS (CTERLSIZE0,

m Key ManagementX =1 —®DREIEH
() CHARREZZELTLAN

HERE | CHREARTEETE

Factory Default Key Provision 'Enabled

> Enroll all Factory Default keys*1
> Reset To Setup Mode*2
> Export Secure Boot variables

> Remove 'UEFI CA' from DB
> Restore DB defaults

Secure Boot variable | Size| Keys | Key Source

> Platform Key(PK) REEZE TR
> Key Exchange Keys REEZE TR
> Authorized Signatures REEZE TR
> Forbidden Signatures RgE RN
> Authorized TimeStamps RgE RN
> OsRecovery Signatures REEZRR

( )Disabled ( )Enabled

)Details ( )Save To File ( )Set New Key
)Delete Key

)Details ( )Save To File ( )Set New Key
)Append Key ( )Delete Key

)Details ( )Save To File ( )Set New Key
)Append Key ( )Delete Key

)Details ( )Save To File ( )Set New Key
)Append Key ( )Delete Key

)Set New Key ( )Append Key

)Set New Key ( )Append Key

NN N N N N S~~~

*1: Factory Default Key Provision/ EnabledD & =zen
*2: Factory Default Key Provision/i'Disabled® & &R




B.4 PowerX—1—Di%EIAH
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Power Settings

> Wake-Up Resources

m Wake-Up Resources I A =1 —A

mWake-Up ResourcesXA—=1—DREEHE

() CTBAERRREZZEEL TLVRL

HEBH

S INEE T

SHEME

Wake-Up Resources

LAN
Wake On LAN boot *1

Enabled

Boot Sequence

( )Disabled ( )Enabled
( )Boot Sequence ( )Force LAN Boot

*1: LAN/DEnabled®d & 2 (CiIRA]EE




B.5 Server ManagementX =1 —®D:EEIEH

() CTEBARGREZZEELTLVRL

Asset Tag
BIOS Parameter Backup
Onboard Video *1

Boot Retry Counter
Power Cycle Delay
ASR&R Boot Delay
Temperature Monitoring
Fan Control

Event Log Full Mode
Load iRMC Default Values

Power Failure Recovery

Serial Multiplexer

Boot Watchdog
Timeout Value *2
Action *2

> iRMC LAN Parameters Configuration
> Console Redirection

System Asset Tag

Disabled

3

7

2

Disabled

Auto

Overwrite

No

iPrevious State

System

Disabled

100

Continue

SREEE | CHEARFRTE RIEME
Firmware Version Rz FRR KRDFH
SDRR Version Regz R FRINDF

[
( )Disabled ( )Enabled

[ 1(0-7)

[ 1Seconds (0-15) *3
[ IMinutes (0-30) *4
( )Disabled ( )Enabled
(' )Auto ( )Full

( )Overwrite ( )Maintain
( )No ( )Yes

( )Always Off ( )Previous State ( )Always On

( )System ( )iRMC

( )Enabled ( )Disabled

[ Jseconds (1-100)

( )Continue ( )Reset ( )Power Cycle

miRMC LAN Parameters Configurationt ' X—1—~
m Console Redirection ConfigurationtfJ XZ=1—/~

*1: D5 T4 W IR N — REB#IFCERER]
*2: Boot watchdog H'Enabled® & =& ERJAE

*3: [Power Cycle Delay]D&EMEZ[0-6]([CEELILIBA. [0-6]3@EM LD, EEFIOREMBNMEREINET,
*4: [ASR&R Boot Delay D EMEZ[0]ICEELIZE. [0]3FEMERD. ZEFIOREMNERENET .
AEFSEDBIOST Y I7— N TEEEFETTY .

miRMC LAN Parameters ConfigurationH 2o’ X=1—

() CEBARREZZELTLVRL

SREEE | CHEARSERTE RIEfE
iRMC LAN Parameters Configuration
Management LAN iEnabIed ( )Disabled ( )Enabled
iRMC MAC Address *1 REEZERR
Management LAN Port *1 Management ( )Management ( )Shared 1 ( )Shared 2
Management LAN Speed *1 Auto ( )Auto
( )100 Mbit/s Full Duplex ( )100 Mbit/s Half Duplex
( )1000 Mbit/s
Management VLAN *1 Disabled ( )Enabled ( )Disabled
VLAN ID *1 *2 0 [ 1(0-4094)
VLAN Priority *1 *2 0 [ 1(0-7)
iRMC IPv4 LAN Stack *1 Enabled ( )Disabled ( )Enabled
IP Configuration *1 *3 use DHCP ( )use DHCP ( )use static configuration
IP Address *1 *3 0.0.0.0 use static configurationZiEiREF, AJITIHE
Subnet Mask *1 *3 0.0.0.0 use static configurationZ iR, AJIAJHE
Gateway Address *1 *3 0.0.0.0 use static configurationZiEiREF, AJITTEE
iRMC IPv6 LAN Stack *1 *4 iEnabIed ( )Disabled ( )Enabled
Link Local Address *1 *4 REEZE KRR FRINDF
— *1 %4 RgERR KIRDFH

*1: Management LANDEnabledd & =2
*2: Management VLAND'Enabled® & &R
*3: iRMC IPv4 LAN Stackh‘Enabled® & &R

*4: FBRPIRIRICK D TIPV6DRY MDD —JBRIF RSN BBEN S DET




m Console RedirectionB2o’X—=1—
() CEABREZZELTLRN

HEEE | CHEARTERTE HEME

Console Redirection

Console Redirection: Disabled ( )Disabled ( )Serial 1

Baud Rate: *1 9600 (1)9600 ( )19.2k ( )38.4k ( )57.6k ( )115.2k
Protocol: *1 VT100+ ( )VT100 ( )PCANSI ( )VT100+ ( )VT-UTF8
Flow Control: *1 None ( )None ( )CTS/RTS

*1: Console Redirection/)Seriallid e =&



B.6 BootXA—=1—mDFEIAH

() CTEBARGREZZEELTLVRL

Boot Option Priorities
Boot Option #1
Boot Option #2
Boot Option #3
Boot Option #4
Boot Option #5
Boot Option #6

REEE CHEARSRTE RIEE
Boot Configuration
Bootup NumLock State Off ( )On ( )Off
Quiet Boot Disabled ( )Disabled ( )Enabled
Check controllers health status Enabled ( )Disabled ( )Enabled
Boot error handling Continue ( )Continue ( )Pause and wait for key
Keep Void Boot Options Disabled ( )Disabled ( )Enabled
New Boot Option Policy Place First ( )Default ( )Place First ( )Place Last
PXE Boot Option Retry Disabled ( )Disabled ( )Enabled
Boot Removable Media Enabled ( )Disabled ( )Enabled

BT ) A X TIRTF
5T ) A X TKTF
FET ) A R THAF
i) A X KTF
FET ) A R THAF
5T ) A A KTF




B.7 Save & Exit A =1 —0D:%EIEH

() CTEBARGREZZEELTLVRL

SHERE | CHEABFEEIE

Save Changes and Exit
Discard Changes and Exit
Save Changes and Reset
Discard Changes and Reset

Save Options
Save Changes
Discard Changes

Restore Defaults
Save as User Defaults
Restore User Defaults

Boot Override
Boot Option#1
Boot Option#2
Boot Option#3
Boot Option#4
Boot Option#5
Boot Option#6

FET ) A R THAF
i) A X KTF
FET ) A R THAF
5T ) A A KTF
FE T ) A R (THAF
5T ) A A KTF




C UE—PMIXRSIA P> MO-5D

Web4>9—

UE—RYRZAZ MO bO-3(EHTSD. Web 125 —T 1T —RDEEE
CIBAROREENSHEZZEE L CTLRNEE(E.

L ZfFiFrT<rEEin.

C.1 ToolsDEEIEH
m Update

() CBARREZZELTLVR

RERE

J I —RA&E

>—b

ZEELUTHEET,

[ () CBARSREZZELTULRL] (C

R INERTS

iRMC Update

Update Source

Image file

)Image file ( )TFTP

Image to Flash

Inactive firmware image

)Inactive firmware image
)Low firmware image (' )High firmware image

Boot From

Firmware image with highest
firmware version

)Firmware image with highest firmware version
)Low firmware image ( )High firmware image
)Firmware image with oldest firmware version
)Most recently programmed firmware

)Least recently programmed firmware

~ e~~~ A AN

BIOS Update

\Update Source Image file ( )Image file ( )TFTP
Online Update *1

Prepare Online Update *1
Last Check *1 Not found
Scheduling Type *1 Immediately ( )Immediately ( )Daily ( )Weekly

( )Monthly ( )Yearly ( )Once

Schedule *1
Execute After Check *1 e

Execute Online Update *1

Available Updates *1

No records found

Scheduling Type *1 Immediately ( )Immediately ( )Once
Schedule *1
Offline Update*1

Prepare Offline Update *1
Last Prepare *1 Not found
Scheduling Type *1 Immediately ( )Immediately ( )Daily ( )Weekly

( )Monthly ( )Yearly ( )Once

Schedule *1
Execute After Prepare *1 iy

Execute Offline Update *1
Scheduling Type *1 Immediately ( )Immediately ( )Once

Schedule *1

*1: SATHADIRASAS FSAELRELUMicroSDA— REA > X R—I)LULTVWRIBEICERRLET.

m Deployment

() CEBARSSEZEZEL TLVRL

REEH

CHEABRE

TN
12

&

il

T

Update Service Platform *1

OS Category *1

All

OS Type *1

The list has expired .Please
select'Update List'

Image Version *1

Stages *1

Downloading service platform

Current Deployment Possibilities of
Service Platform*1

Image Version *1

XIXiXiX

0s *1

OS Types All

( )Microsoft ( )Vmware ( )SUSE ( )Red Hat

Deployment Process*1

Default Boot Mode *1

Extensible Firmware Interface
Boot(EFI)

(' )PC compatible (legacy)
( )Extensible Firmware Interface Boot (EFI)

Stages *1

1.Uploading file
2.Inatalling OS

*1: SATHADIRADAS FSAELRBELUMicroSDA— FEA > X —ILUTLBHBEICRRLET,




m Custom Image

() CTEBARGREZZEELTLVRL

RERE

CHE AR SE

SEE

Download Custom Images*1

Custom Image URL *1

Image Description *1

Boot Mode *1

Dual Boot(Legacy&EFI)

—~ o~ ==

)PC compatible (legacy)
)Extensible Firmware Interface Boot (EFI)
)Dual Boot(Legacy&EFI)

Proxy Server *1

Use proxy server *1

Yash ()E

Scheduling Type *1

Immediately

)Immediately ( )Once

Schedule *1

Available Custom Images*1

*1: SATHADILRARZ A bSA B REXUmicroSDH— FaA > X h=)LLTWBHBEICERRULET,

m Internal Storage

() TEBARSEZZELTLVR

FHEEH

CHEABTERTE

RIEE

Memory Card Information*1

Memory Card Contents*1

*1: SATHADILRRZ A bSA B2 REXUmicroSDH— Rz > X h=)LLTWBHEICERRLET,

m Virtual Media

() CEBARSREZZELTLVRL

FHEEH

CHEABFERTE

RIEME

Remote Image Mount *1

Remote CD/DVD Devices*2

Share Type

CIFS/SMB Common Internet File
System

)CIFS/SMB Common Internet File System
INFS (Network File System)
YJHTTP

Server

Share Name

Image Name

User Name *3

Password *3

Confirm Password *3

Domain *3

e e e e Han el i)

[UY PR FUT FRY PR PR -

Remote HDDs *2

Share Type

CIFS/SMB Common Internet File
System

)CIFS/SMB Common Internet File System
INFS (Network File System)
JHTTP

Server

Share Name

Image Name

User Name *3

Password *3

Confirm Password *3

e e e e )

Domain *3

[

[RY PUNY I PR FRIY PR

*1: Settings - Services - Virtual MediaddEnable Remote Image Mount "EDBEE LR RSNET .
*2: Settings - Services - Virtual MediaddNumber of xx DevicesH' 1 L TERERIHET I
*3: Share Typeh'NFS (Network File System)Dig&FFRESNEE A




C.2 Settings DOFNEIEH

m System
() CEEARSREZZEL TLVRL
REEE CREABFRTE RIEE
Asset Tag
!System Asset Tag System Asset Tag [ 1
Operating System (OS) Information CEBARFDOSDIEHRZRR
Host Name [ ]
Host IP Address(es) [ ]
[ 1
[ 1
[ ]
System Description Server [ ]
System Location [ 1
System Contact [ 1
OS Name [ 1
BIOS Update
TFTP Server [ 1
Image File bios.upc [ ]
BIOS Backup
Enable Automatic BIOS Parameter Backup | (&% ( )ED
Status REERR
Boot Options
POST Error Action Continue ( )Continue ( )Halt on errors
Select Boot Medium No change ( )No change ( )PXE/iSCSI ( )HDD
( )CDROM/DVD ( )BIOS Setup
Boot Type *2 Extensible Firmware ( )Extensible Firmware Interface Boot (EFI)
Interface Boot (EFI) (' )PC compatible (legacy)
Enable Next Boot Only *1 gy (B % ( )Ew

CPU Utilization

iEnable CPU monitoring 591 (&% ( ED
Management Protocol Options
iEnable MCTP ) (B3 ()R

*1: Select Boot Medium 7' No change 4t & = (CERTERTAE
*2: STEMB(IAER - RIBICK > TRIRDZFT,




m Network Management
() CBAREREZZEL TLVRLY

HERE

CHEABFERTE

SREME

Network Interface

Confirm Password

MAC Address 7 RLREZRR
Network Speed Auto negotiation ( )Auto negotiation
(' )10Mb/s Full Duplex ( )10Mb/s Half Duplex
( )100Mb/s Full Duplex ( )100Mb/s Half Duplex
( )1000Mb/s
Network Port Management LAN ( )Management LAN ( )Shared LAN 1
Max. Transmission Unit (MTU) 1500 [ 1(1280 - 1500)
Enable bonding 3 ( )yas ( EM
IPv4 Protocol
Enable IPv4 Protocol a3 ( YB% ()&
Enable DHCP *1 BIOSOMEN RIRE=ND ()B® ()EW
IP Address *1*2 BIOSOEN REREND [ ]
Subnet Mask *1*2 BIOSDIENREREND [ ]
Gateway Address *1*2 BIOSOEN RBREND [ ]
IPv6 Protocol
Enable IPv6 Protocol aa (B ( )Ew
Enable Manual IPv6 Configuration *3 F:39) ( B® ( )EN
Interface ID Source *3*4 EUI-64 (based on MAC (' )Part of specified static address
Address) ( )EUI-64 (based on MAC Address)
IPv6 Static Address *3*4 2880::64 [ 1
Prefix Length *3*4 8 [ 1(8-128)
IPv6 Static Gateway *3*4 i [ 1
Current IPv6 Addresses
iStatic Address 7 RLZARFREND
ELink Local Address 7 RLANWERREIND
{Static Gateway 7 RLZANFREND
DNS'
Enable DNS aa ( YB% ()&
DNS Configuration
iObtain from DHCP *5 g ()EM ()ED
DNS Domain *5*6 [ ]
DNS Search Path *5*6 [ 1
DNS Server 1 *5*6 [ 1
DNS Server 2 *5*6 [ 1
DNS Server 3 *5*6 [ ]
DNS Retries *5 2 [ 1(1-5)
DNS Timeout *5 5 [ JSeconds (1 - 30)
DNS Name Registration
Register DNS Name Register DHCP ( )None
Address in DNS via ( )Register DHCP Address in DNS via DHCP Server
DHCP Server ( )Register full Domain Name (FQDN) via DHCP in DNS
( )DNS Update enabled
Use iRMC Name
iUse iRMC name instead of host name ax ( B% ( )EWN
1HRMC Name *7 iRMC [ ]
Use MAC Address
iAdd MAC address to DNS name a%h ( YB% ( )E
Use Extension Fiiigv)] ( )yas ( )EM
iAdd Extension *8 -iRMC [ 1
Registered DNS Name RRDH
Virtual LAN (VLAN)
Enable VLAN Fi39) ( B® ()&
VLAN ID *9 0 [ 1 (1 -4094)
VLAN Priority *9 0 [ 1(0-7)
Proxy Server
Server Address [ 1
Server Port 80 [ 1(1 - 65535)
User Name [ I
Password [ 1
[

*1: Enable IPv4 Protocol A E#IEF(CERERIRE T T .
*2: Enable DHCP hVEXNEF (CERTERIAE T T,

*3: Enable IPv6 Protocol WM EXIEF(CERERIRET T
*4.
*5:
*6:
*7:
*8:
*9:

Enable DNS W E#IES(CERERIRET I .
Obtain from DHCP AWM ERIEF (CERERIRET T

Add Extension WERIEF (CERERIRETI .
Enable VLAN HVEZNEF(CERTERIRET T

Enable Manual IPv6 Configuration WERIEF(CERERIRET I .

Use iRMC name instead of host name W"BXHF(CERTERIRET T




m Services
() CEBARSREZZELTLRL

HEEH = INEE TS RIEME
Web Access
Network Ports
HTTP Port 80 [ 1(0 - 65535)
HTTPS Port 443 [ 1(0 - 65535)
HTTPS Usage
iForce HTTPS e ( Bz ()&
Security Protocols
Enable TLS 1.1 ax ( )yBz ( )Ew
Enable TLS 1.2 B%h ( ya% ( ED
Enable TLS 1.2 CBC axh ( )yB% ( )E
Session Timeout 300 [ 1Seconds (30 - 86400)
Console Access
Session Drop Time 10 [ IMinutes (0 - 120)
Telnet
Enable Telnet Fiii39] ( y\% ( )E
Port *3 3172 [ ] (1 - 65535)
SSH
Enable SSH B ( yaz ( )E
Port *4 22 [ 1(1-65535)
SSH Authentication Mode *4 Login using password ( )Login using key ( )Login using password
IPMI Access
iEnable IPMI over LAN LB (_ash (s
Simple Service Discovery Protocol (SSDP)
\Enable SSDP ax ( )8z ()&=
Advanced Video Redirection (AVR)
KVM Redirection Type JViewer(Java) ( )JViewer(Java) ( )HTMLS Viewer ( )VNC
Active Window Title FRDFH
Window Title %USER% @%BMC_NAME% [ ]
Default Mouse Mode Absolute mouse mode ( )Relative mouse mode ( )Absolute mouse mode
( )Other mouse mode
Local Monitor Off Control Enabled ( )Disabled ( )Enabled
(

)Automatically off when AVR is started

Online / Offline Update *1

Repository Location https://support.ts.fujitsu.com [ 1
Proxy Server
1Use proxy server 30 ( B3 ()&
VMware HCL Verification
iSkip VMware HCL verification B ( )Y8% ( )ED
SSL/TLS Certificate Verification
1Skip SSL/TLS certificate verification 39 ( &% ( ED
Confirmation for scheduled updates
Skip confirmation dialog for | ( B ( )ED
scheduled updates
Offline Update
Default Boot Mode Extensible Firmware Interface ( )PC compatible (legacy)
Boot (EFI) ( )Extensible Firmware Interface Boot (EFI)
BIOS and iRMC Firmware Updates
Include BIOS and iRMC Firmware a%h ( B ( )ED
Updates
Deployment *1
Repository Location https://webdownloads.ts.fujitsu [ ]
.com
Proxy Server
iUse proxy server L) ( )Y8% ( )ED
SSL/TLS Certificate Verification
iSkip SSL/TLS certificate verification B ( )B% ()ED
ESXi Reboot Configuration
IForce Immediate Shutdown Or Reboot 230 ( &% ( ED
BIOS Console Redirection
Enable Console Redirection 39l ( ya% ( ED
Console Redirection Port *2 CcoM1 ( )CoOM1 ( )COM2 ( )COM3 ( )CoM4
Serial Port Baud Rate *2 9600 ( )9600 ( )19200 ( )38400 ( )57600 ( )115200
Serial Port Flow Control *2 No flow control imposed ( )No flow control imposed ( )CTS/RTS (hardware)
Terminal Emulation *2 VT100+ ( )VT100 (8Bit) ( )ANSI (8Bit) ( )VT100+ ( )UTF-8
Serial 1 Multiplexer *2 System ( )System ( )IRMC
Virtual Media
USB Attach Mode Auto Attach ( )Attach ( )Auto Attach
Number of CD/DVD Devices 2 () (D)1 ()2 ()3 ( )4
Number of HDDs 0 ()0 ()L ()2 ()3 ( )4
Enable Remote Image Mount an ( B3 ()&Ewm

*1: SA THA DI A S ABKUmMIicroSDHA— RZEA AR —=)ILUTVWBRBEICETRUET .
*2: Enable Console Redirection WEMDIGE (CFRERIRETT .

*3: Enable Telnet 1 BRBFICERERIRET T .

*4: Enable SSH ¥ BRIF(ICERERIAETY .



mServices (ftX)

() CBARSREZZELTLRW

REEE CHEARETE RTEME
Simple Network Management Protocol (SNMP)
Enable SNMP Fiiso)) ( YB% ( ED
SNMP Settings *1
SNMP Port 161 [ 1 (1 - 65535)
SNMP Protocol All (SNMPv1/v2c/v3) (" )AIl (SNMPv1/v2c/v3) ( )SNMPv3 only
SNMPv1/v2c Community public [ ]
SNMPv1/v2c Permission read only NCE AN
SNMP Trap Destinations *1
SNMP Community public [ ]
SNMP User No SNMPv3 users
Engine ID REZFRR
SNMP Trap Server 1 [ 1
1Protocol: SNMPv1 ( )SNMPv1 ( )SNMPv2c
SNMP Trap Server 2 [ 1
\Protocol: SNMPv1 (' )SNMPv1 ( )SNMPv2c
SNMP Trap Server 3 [ 1
iProtocol: SNMPv1 (" )SNMPv1 ( )SNMPv2c
SNMP Trap Server 4 [ 1
1Protocol: SNMPv1 ( )SNMPv1l ( )SNMPv2c
SNMP Trap Server 5 [ ]
1Protocol: SNMPv1 ( )SNMPv1l ( )SNMPv2c
SNMP Trap Server 6 [ 1
iProtocoI: SNMPv1 ( )SNMPv1l ( )SNMPv2c
SNMP Trap Server 7 [ 1
iProtocol: SNMPv1 (" )SNMPv1 ( )SNMPv2c
E-mail Alerting
Enable E-mail Alerting F39)) ( YB% ()&
SMTP Settings *2
SMTP Retries 3 [ 1(0-7)
SMTP Retry Delay 30 [ 1Seconds (0 - 255)
SMTP Response Timeout 45 [ ]Seconds (10 - 300)
Primary SMTP Server *2
Server Address 0.0.0.0 [ 1
Network Port 25 [ 1 (1 - 65535)
Auth. Type None ( )None ( )SMTP Auth. (RFC2554)
Auth. User Name *3 [ 1
Auth. Password *3 [ 1
Confirm Password *3 [ 1
FQDN with EHLO/HELO
iSend FQDN with EHLO/HELO GGE) ()aa ()EN
Secure (SSL/TLS)
1Use SSL/TLS gl ()B® (EW
Verify SSL/TLS Certificate Fz39)) ( YB% ()&
Secondary SMTP Server *2
Server Address 0.0.0.0 [ ]
Network Port 25 [ 1(1 - 65535)
Auth. Type None ( )None ( )SMTP Auth. (RFC2554)
Auth. User Name *3 [ 1
Auth. Password *3 [ 1
Confirm Password *3 [ 1
FQDN with EHLO/HELO
1Send FQDN with EHLO/HELO B (_ya%h ()i
Secure (SSL/TLS)
iUse SSL/TLS ] (e ()&
Verify SSL/TLS Certificate i) ( \B% ( )EWw
E-mail Format *2
From MailFrom@domain.com [ 1
Subject FixedMailSubject [ ]
Message FixedMailMessage [ 1
Admin. Name ITS_UserInfo0 [ 1
Admin. Phone ITS_UserInfol [ 1
Country Code [ 1
Customer ID [ ]
Server URL http://www.server.com [ 1
Attachments
Attach screenshot to 'Critical OS Stop' Fi=35)] ( yas ( )Ewm
event e-mail

*1: Enable SNMP DB BMDIBE(

BJRE T,
*2: Enable Email Alerting H"E%IDIBE(

ERJRETTY .

*3: Auth Type H' SMTP Auth. (RFC2554)DI5E (CERERIAET Y .




mServices (i)
() THBARSREEZEL TR

HEIHE CHB AR RE SEfE

USB Host LAN Configuration

Enable USB Host LAN 3v) Bz ()&

iRMC IP Address *1 RLXERR ]

77
77

Host IP Address *1 RLRZERR ]

(
[
[
Subnet Mask *1 7 RLREFRR [ ]
(
(
(
(

Host MAC Address OUT *1 1220 )1220 ( )1250 ( )1270 ( )1280 ( )12BO ( )12EO
)2230 ( )2250 ( )2270 ( )22D0

iRMC MAC Address OUI *1 1620 )1620 ( )1650 ( )1670 ( )1680 ( )16BO ( )16EOQ
)2630 ( )2650 ( )2670 ( )26D0

Ping

IP Address [ 1

Package Counter 5 [ 1(1-16)

Packet Size To Be Sent 56 [ ]Bytes (56 - 128)

Deadline 3 [ ]Seconds (2 - 5)

Interface Address [ 1

*1: Enable USB Host LAN BB S (CERERIEETT .



m User Management
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iRMC Local User Accounts

Name / Role / Description

admin / Administrator / User 02
Description




m User Management (&&)

1HEBDI Y ORFEEECTY . (CTHBAKOI—Y—% 'admin’)

() CTEBARGREZZEELTLVRL

REEH CREABFRTE RTEME
iRMC Local User Accounts
Edit Local User Account
User Information
Enable User auh
Name admin [ 1
Password [ ]
Confirm Password [ 1
Description User 02 Description [ ]
Access Configuration
Redfish/WebUI Permissions
Enable Redfish / Web UI User B
Redfish Role *1 Administrator (' )Administrator ( )Operator ( )Read only
IPMI Privileges
LAN Channel Privilege OEM ( )User ( )Operator ( )Administrator ( )OEM
Serial Channel Privilege OEM ( )User ( )Operator ( )Administrator ( )OEM
Enable User Account Configuration a%h ( B% ()&
Enable iRMC Settings Configuration B (B % ( )Ew
AVR Permissions
Enable Video Redirection B (B % ( )Ew
Enable Remote Storage a%h ( B% ()&
Other
iUser Shell(Text Access) Remote Manager ( )Remote Manager ( )None
SNMPv3 Configuration
Enable SNMPv3 *2 Fisy)) ( B% ()&
Access Privilege *3 Read only
Authentication *3 SHA ( )SHA ( )MD5 ( )None
Privacy *3 AES ( )DES ( )AES ( )None
E-mail Configuration
General
Enable E-mail Alerts *4 Fisy)) ( )B% ()&
Enable Encryption *5 3 ( B% ( )Ew
E-mail Format *5 Standard ( )Standard ( )Fixed Subject ( )ITS-Format
( )SMS-Format
Preferred Mail Server *5 Automatic ( )Automatic ( )Primary ( )Secondary
E-mail Address *5 User02@domain.com [ 1
Enable Attach System Report *5 i) (Y& ( EY
Alerts Levels *5
Fan Sensors Warning ( )None ( )Critical ( )Warning ( )AI
Temperature Sensors Warning (' )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors All ( )None ( )Critical ( )Warning ( )AIl
System Hang Critical (' )None ( )Critical ( )Warning ( )AIll
POST Errors All ( )None ( )Critical ( )Warning ( )AIl
Security Warning (' )None ( )Critical ( )Warning ( )AIl
System Status None ( )None ( )Critical ( )Warning ( )AIl
Disk Drivers & Controllers Critical ( )None ( )Critical ( )Warning ( )AIll
Network Interface Warning ( )None ( )Critical ( )Warning ( )AIl
Remote Management Critical (' )None ( )Critical ( )Warning ( )AIll
System Power Warning ( )None ( )Critical ( )Warning ( )AIll
Memory Critical ( )None ( )Critical ( )Warning ( )AIll
Other None ( )None ( )Critical ( )Warning ( )AIl
Certificates
SSHv2 public key
iFingerprint Key not found
S/MIME certificate
Issuer Certificate not found
Subject Certificate not found

*1: Enable Redfish / Web UI User it B%h D&

ERJEETT

*2: Settings - Services - Simple Network Management Protocol(SNMP) @ Enable SNMP /¥ B%) DIB& (CERERIEET T .

*3: Enable SNMPv3 H"EXIDIBE(CRERIEETY .

*4: Settings - Services - E-Mail Alerting @ Enable E-Mail Alerting 1* A% DiH&(

*5: Enable E-Mail Alerting H* &%) DIHEI(TETE

NEIEET Y,

CERTENTIRET T,




m User Management (&&)

2~15BEHFE TCOI—YDOETEBE CTI .
2~15FBBHFTOI—Y(F. CBEBAKSENRIURNSONEEETY .
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iRMC Local User Accounts
Add Local User Account
User Information
Enable User Baxh ( B% ()&
Name *1 [ ]
Password *1 [ 1
Confirm Password *1 [ 1
Description *1 [ 1
Access Configuration
Redfish/WebUI Permissions
Enable Redfish / Web UI User am (Y& ( ED
Redfish Role *2 Administrator (' )Administrator ( )Operator ( )Read only
IPMI Privileges
LAN Channel Privilege Administrator ( )User ( )Operator ( )Administrator ( )OEM
Serial Channel Privilege Administrator ( )User ( )Operator ( )Administrator ( )OEM
Enable User Account Configuration a%h ( B% ()&
Enable iRMC Settings Configuration B ( B% ( )EW
AVR Permissions
Enable Video Redirection B ( B% ( )Ew
Enable Remote Storage a%h ( )B% ()&
Other
1User Shell (Text Access) Remote Manager ( )Remote Manager ( )None
SNMPv3 Configuration
Enable SNMPv3 Fisy)) ( B% ()&
Access Privilege *3 Read only
Authentication *3 SHA ( )SHA ( )MD5 ( )None
Privacy *3 AES ( )DES ( )AES ( )None
E-mail Configuration
General
Enable E-mail Alerts *4 Fisy)) ( )B% ()&
Enable Encryption *5 gy ( B% ( )EW
E-mail Format *5 Standard ( )Standard ( )Fixed Subject ( )ITS-Format
( )SMS-Format
Preferred Mail Server *5 Automatic ( )Automatic ( )Primary ( )Secondary
E-mail Address *5 [ 1
Enable Attach System Report *5 i) ( y&8» ( EY
Alerts Levels *5
Fan Sensors None ( )None ( )Critical ( )Warning ( )AI
Temperature Sensors None (' )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors None ( )None ( )Critical ( )Warning ( )AI
System Hang None (' )None ( )Critical ( )Warning ( )AIl
POST Errors None ( )None ( )Critical ( )Warning ( )AI
Security None (' )None ( )Critical ( )Warning ( )AIll
System Status None ( )None ( )Critical ( )Warning ( )AIl
Disk Drivers & Controllers None ( )None ( )Critical ( )Warning ( )AI
Network Interface None ( )None ( )Critical ( )Warning ( )AIl
Remote Management None ( )None ( )Critical ( )Warning ( )AIll
System Power None ( )None ( )Critical ( )Warning ( )AIll
Memory None ( )None ( )Critical ( )Warning ( )AIll
Other None ( )None ( )Critical ( )Warning ( )AIll
*1: Enable User " B%) DBE(CRERIRETI .
*2: Enable Redfish / Web UI User i* B%h ODIB&(CHREDEETY .
*3: Enable SNMPv3 ' B%) DIB&(CRERIBETT .
*4: Settings - Services - E-Mail Alerting @ Enable E-Mail Alerting h' B%) OB&(CRENTIEETT .

*5: Enable E-Mail Alerting h* &%) DIHE(TETE

NEIEET Y,
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Lightweight Directory Access Protocol (LDAP)

Global Configuration

Enable LDAP fiii35)) B% ( )EM
Enable LDAP SSL/TLS *1 i gy Yz ( )ERh
Disable Local Login *1 F39)) B% ( )EM

Directory Server Type *1 Active Directory

)Active Directory ( )Novell eDirectory
)Open LDAP ( )OpenDS / OpenDJ] / ApacheDS

—~ N~~~

Primary LDAP Server *1

Server

Network Port 389 [ 1 (1 - 65535)
SSL/TLS Network Port 636 [ 1 (1 - 65535)
Backup LDAP Server *1
Server [ I
Network Port 389 [ 1 (1 -65535)
SSL/TLS Network Port 636 [ 1 (1 - 65535)

Directory Configuration *1

Authorization Type ServerView LDAP Groups with

Authorization Settings on LDAP

(' )ServerView LDAP Groups with Authorization Settings on

LDAP Server
( )Standard LDAP Groups with Authorization Settings on

Server
iRMC

Department Name *5 department [ 1
Domain Name *2 domain.com [ 1
Base DN *3 DC=domain,DC=com [ 1
Groups Directory as Sub-tree from Base [ ]
DN

User Search Context [ I
LDAP Group Scheme *4*6 groupOfNames [ 1
LDAP Member Scheme *4*6 member [ I

*1:
*2:
*3:
*4:
*5:
*6:

Enable LDAP WEXIDBE (CERERRET T .

Directory Server Type /' Active Directory D& (CERERIEET T
Directory Server Type h' Active Directory LS DIBE (CERTETIRET I,
Directory Server Type H' Open LDAP OIg&I(CEREDIHE T

Authorization Type /' ServerView LDAP Groups with Authorization Settings on LDAP Server OIZ&(CFRERIHET T .
Authorization Type ' Standard LDAP Groups with Authorization Settings on iRMC DI&(CEEERJHET T .
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Lightweight Directory Access Protocol (LDAP)

User Group Information *1

No records found

Add LDAP User Group

Group Information

iName [ ]
Access Configuration
Redfish/WebUI Permissions
iRedfish Role Administrator ( )Administrator ( )Operator ( )Read only
IPMI Privileges
LAN Channel Privilege Administrator ( )User ( )Operator ( )Administrator ( )OEM
Serial Channel Privilege Administrator ( )User ( )Operator ( )Administrator ( )OEM
Enable User Account B (B ( )En
Configuration
Enable iRMC Settings B3 (B ( )EY
Configuration
AVR Permissions
Enable Video Redirection B (B ( )Ew
Enable Remote Storage axh ( YB% ( )EW
Other
iUser Shell (Text Access) Remote Manager ( )Remote Manager ( )None
E-mail Configuration
General
E-mail Alerts
IEnabled f39)) ( B% ( )EW
E-mail Format *2 Standard ( )Standard ( )Fixed Subject ( )ITS-Format
( )SMS-Format
Preferred Mail Server *2 Automatic ( )Automatic ( )Primary ( )Secondary
Paging Severity Configuration *2
Fan Sensors None ( )None ( )Critical ( )Warning ( )AI
Temperature Sensors None ( )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors None ( )None ( )Critical ( )Warning ( )AIl
System Hang None ( )None ( )Critical ( )Warning ( )AI
POST Errors None ( )None ( )Critical ( )Warning ( )AIll
Security None ( )None ( )Critical ( )Warning ( )AIl
System Status None ( )None ( )Critical ( )Warning ( )AI
Disk Drivers & Controllers None ( )None ( )Critical ( )Warning ( )AIl
Network Interface None ( )None ( )Critical ( )Warning ( )AI
Remote Management None ( )None ( )Critical ( )Warning ( )AIl
System Power None ( )None ( )Critical ( )Warning ( )AIl
Memory None ( )None ( )Critical ( )Warning ( )AI
Other None ( )None ( )Critical ( )Warning ( )AIll
Access Configuration *3
Authentication LDAP Username *5 [ ]
Authentication LDAP Password *5 [ 1
Confirm Password *5 [ I
Principal User DN *6 [ 1
Append Base DN to Principal User DN 39 (B3 ()ED
Enable Enhanced User Login fiiisy)) (B ( )EW
User Login Search filter *4 (&(objetClass=person)(cn=%s))
E-mail Alert Configuration *3
Enable LDAP E-mail Alert 9] (&8s ( EM
LDAP Alert Table Refresh 0 [ JHours (0 - 255)
*1: Enable LDAP "E%1/H D Authorization Type 7' Standard LDAP Groups with Authorization Settings on iRMC DIB&(CERERRET T .

*2: E-mail Alerts BMBEDIHE (CIRIREIEET I,
*3: Enable LDAP W BMDHEICRERHETI .
*4: Enable Enhanced User Login h* B3IDIBE |

—=n
«ax

ERJRETT .

*5: Directory Server Type H' Active Directory MDIB&(CEEETIRE T,
*6: Directory Server Type 7' Active Directory S DIBE (CERERIRET T .
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Central Authentication Service (CAS)
Enable CAS Support 39) (&8s ( ED
CAS Server *1
Server (
Network Port 3170 [ 1 (1 - 65535)
Verify SSL/TLS Certificate 39) (&8s ( ED
Login Page Display
iAlways display login page o) (YB3 ( )E
Login URL /cas/login [
Logout URL /cas/logout [
Validate URL /cas/validate [
Assign Permissions From *3 Local assigned permissions (' )Local assigned permissions ( )LDAP permissions
User Access Configuration *1
AVR Permissions
Video Redirection Usage
iAllow video redirection usage *2 Fisy)) ( B% ( )EM
Remote Storage Usage
iAIIow remote storage usage *2 Fisy)) ( B% ()&
Redfish/WebUI Permissions
Redfish Role *2 No Access (' )Administrator ( )Operator ( )Read only
(' )No Access

*1: Enable CAS SupporthhME3IDIBE (CERTERIEE T T .
*2: Assign Permissions From#'Local assigned permissionsDiZ& (CEXERIRET T .

*3: Enable LDAP W BXDIGE(ICRERIHETI .
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Automatic System Recovery & Restart (ASR&R)
Boot Delay BIOSDIEN RBREND [ IMinutes (1 - 30)
Retry Counter Max 3 [ 1(0-7)
Retry Counter BIOSDIEN RBREND [ 1(0-7)
Power Cycle Delay BIOSOMEN RIRE D [ 1Seconds (7 - 15)
Enable BIOS Recovery Flash Fisy)) ( )B% ()&
Critical Temperature Behavior
!Prevent power on on critical temperature i3] ( )B% ()&
Software Watchdog
Enable Software Watchdog Support Fisy)) ( )B% ()&
Waiting Time *1 5 [ JMinutes (1 - 100)
Watchdog Action *1 Continue ( )Continue ( )Reset ( )Power Cycle
Boot Watchdog
Enable Boot Watchdog Support iy ( B% ()&
Waiting Time *2 100 [ JMinutes (1 - 100)
Watchdog Action *2 Continue ( )Continue ( )Reset ( )Power Cycle
HP System Insight Manager (HP SIM) Integration
iEnabIe HP SIM Integration ax (B ()&
System UUID
Get System GUID Response Format IPMI specification compatible (' )IPMI specification compatible
( )SMBIOS 2.6 specification compatible
Fan Test
Enable Daily Fan Test aa (B % ( )Ew
Fan Test Time *3 23:00 [ 1
*1: Enable Software Watchdog Support WEMDIGZE (CERERRE T T .

*2: Enable Boot Watchdog Support WEMDIBE(CERERIEE T .

*3: Enable daily Fan Test WEMDBE(CRERIRETT .
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Power On/Off Scheduler

Monday On: [ 1 Off: [ 1

Tuesday on: [ 1 Off: [ 1

Wednesday On: [ 1 Off: [ 1

Thursday on: [ 1 Off: [ 1

Friday On: [ 1 Off: [ 1

Saturday on: [ 1 Off: [ 1

Sunday On: [ 1 Off: [ 1

Everyday on: [ 1 Off: [ 1

SNMP Trap Premonition Time On: [ 1 Off: [ IMinutes (0 - 255)
Power Consumption Control

Power Consumption Monitoring

'Enable Power Monitoring aah (&8s ( ED

Power Consumption Control

Power Control Mode OS Controlled ( )OS Controlled ( )Minimum Power ( )Scheduled
( )Power Limit
Enable Dynamic Power Control *1 am (B ( )Ew
Power Limit *1 0 [ JWatt (*3)
Target for Power Regulation *1 80 [ 1% (70 - 90)
Tolerance Time Before Action *1 5 [ IMinutes (0 - 65535)
Action Reaching Power Limit *1 Continue ( )Continue ( )Graceful Power Off (Shutdown)
( )Immediate Power Off
Scheduled Power Consumption
Configuration *2
Monday
Time 1: [ : 1
Mode 1: OS Controlled ()OS Controlled )Minimum Power )Power Limit
Time 2: [ : 1
Mode 2: OS Controlled ()OS Controlled )Minimum Power )Power Limit
Tuesday
Time 1: [ 1
Mode 1: OS Controlled ()OS Controlled )Minimum Power )Power Limit
Time 2: [ 1
Mode 2: OS Controlled ()OS Controlled )Minimum Power )Power Limit
Wednesday
Time 1: [ : 1
Mode 1: OS Controlled ()OS Controlled )Minimum Power )Power Limit
Time 2: [ : 1
Mode 2: OS Controlled ()OS Controlled )Minimum Power )Power Limit
Thursday
Time 1: [ 1
Mode 1: OS Controlled ()OS Controlled )Minimum Power )Power Limit
Time 2: [ 1
Mode 2: OS Controlled ()OS Controlled )Minimum Power )Power Limit
Friday
Time 1: [ : 1
Mode 1: OS Controlled ()OS Controlled )Minimum Power )Power Limit
Time 2: [ : 1
Mode 2: OS Controlled ()OS Controlled )Minimum Power )Power Limit
Saturday
Time 1: [ ]
Mode 1: OS Controlled ()OS Controlled JMinimum Power )Power Limit
Time 2: [ ]
Mode 2: OS Controlled ()OS Controlled JMinimum Power )Power Limit
Sunday
Time 1: [ : 1
Mode 1: OS Controlled ()OS Controlled )Minimum Power )Power Limit
Time 2: [ : 1
Mode 2: OS Controlled ()OS Controlled )Minimum Power )Power Limit

*1: Power Control Mode Hh' Power Limit DIBE(CERETIRE T

*2: Power Control Mode ' Scheduled DHA(

*3: REESEFRIBEICE O TRIEADFETY.

CERTEFJHET I,
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Power Restore Policy

Power Restore Policy

Restore to powered state

prior to power loss

( )Always power off ( )Always power on
( )Restore to powered state prior to power loss

IPMI Fencing

IPMI Fencing Power Off

Enable emergency system power off
handling for power control

@\ (
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10verwrite Policy Wraps when full (' )Wraps when full ( )Never overwrites
IEL
iOverwrite Policy Wraps when full (' )Wraps when full ( )Never overwrites
Helpdesk
'Helpdesk Information [
Syslog Server
Enable Event Forwarding 39) ( )&» ( EWY
Enable Encryption *1 | (&8s ( EW
Server 1 *1
Server Address [
Server Port 514 [ 1 (1 - 65535)
Protocol UDP ( )TCP ( )UDP
Enable IEL Forwarding Ba%h ( B% ()&
Enable SEL Forwarding aah (Y& ( EWM
Server 2 *1
Server Address [
Server Port 514 [ 1(1 - 65535)
Protocol UDP ( )TCP ( )UDP
Enable IEL Forwarding a3 ( B% ()&
Enable SEL Forwarding B (B ( )EW
Server 3 *1
Server Address [
Server Port 514 [ 1(1 - 65535)
Protocol UDP ( )TCP ( )UDP
Enable IEL Forwarding a3 ( B% ()&
Enable SEL Forwarding B (B ( )EW
Filtering Options *1
Filtering Scope Basic ( )Basic ( )Extended
Critical Severity
1Show critical messages *2 B (B ( )EW
Major Severity
iShow major messages *2 L)) (B % ( )EM
Minor Severity
iShow minor messages *2 o) ( yB® ( )E
Informational Severity
IShow informational messages *2 Fiizy)) (B % ( )EW
Fan Sensors *3 Critical ( )None ( )Critical ( )Warning ( )AI
Temperature Sensors *3 Critical ( )None ( )Critical ( )Warning ( )AIll
Critical Hardware Errors *3 All ( )None ( )Critical ( )Warning ( )AIl
System Hang *3 Warning (' )None ( )Critical ( )Warning ( )AIl
POST Errors *3 All ( )None ( )Critical ( )Warning ( )AIl
Security *3 Critical (" )None ( )Critical ( )Warning ( )AIl
System Status *3 None ( )None ( )Critical ( )Warning ( )AI
Disk Drivers & Controllers *3 Warning (' )None ( )Critical ( )Warning ( )AIl
Network Interface *3 Critical ( )None ( )Critical ( )Warning ( )AIl
Remote Management *3 Warning (' )None ( )Critical ( )Warning ( )AIl
System Power *3 Critical ( )None ( )Critical ( )Warning ( )AI
Memory *3 Warning ( )None ( )Critical ( )Warning ( )AIll
Spare *3 None ( )None ( )Critical ( )Warning ( )AIll
Other *3 None ( )None ( )Critical ( )Warning ( )AIll

*1: Enable Event Forwarding h"B3I0DIBE(CRERIRET T .

*2: Filtering options /' Basic DIBE |
*3: Filtering options 7' Extended DIZ& |

FERJRETT .

CERTEFIRET Y,
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Time Synchronization
Time Mode System RTC ( )System RTC ( )NTP Server
RTC Mode *1 Local time (" )Local time ( )UTC (Universal Time Coordinated)
Time Zone Europe/Berlin E&zEIR
Primary NTP Server *2 pool.ntp.org [
Secondary NTP Server *2 time.nist.gov [
Firmware Update via TFTP
TFTP Server [
Image File rom.ima_enc [

License Keys

Applied License Keys

KVM REERR
MEDIA REZERR
eLCM *3 REERR
Add New License Key
iLicense Key [
User Interface
Power Unit Watt ( )watt ( )BTU/h
Temperature Unit Celsius ( )Celsius ( )Fahrenheit
Default language English ( )English ( )Japanese ( )German
Password Supervision Enabled ( )Enabled ( )Disabled

*1: Time Mode H' System RTC DBE(CRETIRETT
*2: Time Mode H' NTP Server DIF& (CERERIBET T,
*3: REEBRPRBECIDERTIDNERRIGENHDET,
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