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AZE DB / Contents of this document
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Hardware configuration sheet
Record the hardware configuration for this server.

B BIOS &Y hPYITI1—F41UFsHWES—b
AH—/)NZHIFBBIOS Y PV T I —F 0 U DFREMEZLITRLUTCHETET,
BIOS Setup utility configuration sheet
Record the BIOS Setup Utility settings for this server.
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Web interface setting sheet for Remote Management Controller
Record the Web interface settings on the remote management controller.
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BENFREUBS(CH—/\DOREZRZALTHELE—KTT,
Incident information sheet
This sheet is used to record the status of the server in the event of a failure.

XFTHA 22—k (Windows / Linux / VMware) (&, [RIBERES — K -ServerView Installation Manageri-
1 #8888 LTLIZEL\, / Refer to "Environment and setting sheet - ServerView Installation Manager" for the design
sheet (Windows/Linux/VMware).

m HJmOFVS / How to call this product
AXPORRBLIHRZROELD (T L TERE ULET . / Product names in this document are abbreviated as follows.

RmaH / Product name A3 DIESE / description in this document

PRIMERGY RX2450 M2 AH—)\ FfzldH—/)\/ This server, or server

mBIOS,iRMC S6 7 7—ADJ T 7ICDWT / About BIOS, iRMC S6 firmware
AZE(IBIOSHR#E R1.3.04F%. iRMC S6 J 7 — AT 7hx#L 2.42SEAp%. SDRARZER 2.63ABF(CEHLL TRk L T
NZE9 . / This document is based on BIOS version R1.3.0 or later, iRMC S6 firmware version 2.42S or later, and SDR
version 2.63 or later.
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AN\—ROIT7HEBHS—b
/ Hardware configuration sheet

AT —)NCHBIFD/I\— RO TV DBRZELFRLUTHEETT.
BIRBAEPTIC DWW, BIRUEERD () RIC L Z[RITTEEET.

/ Record the har

dware configuration for this server.

For the selected configuration, put a check mark in ( ) in the location column.

u CPU

¥&#CPU / Installed CPU

FBHAIE / Location
CPU1 CPU2

() ()

mPCIh—R /

PCI cards

¥&&AIiE / Location

&R — R / Installed PCI card

PCI-1

PCI-2

PCI-3

PCI-4

PCI-5

PCI-6

PCI-7

PCI-8

PCI-9

PCI-10

mAAFEA ML —35)\10 X / Internal storage devices

}SEWE B# A L —= / Installed storage }gﬁﬁjﬁ B L —= / Installed storage
/ Location / Location
Bay-1 Bay-16
Bay-2 Bay-17
Bay-3 Bay-18
Bay-4 Bay-19
Bay-5 Bay-20
Bay-6 Bay-21
Bay-7 Bay-22
Bay-8 Bay-23
Bay-9 Bay-24
Bay-10 Bay-25
Bay-11 Bay-26
Bay-12 Bay-27
Bay-13 Bay-28
Bay-14 Bay-29
Bay-15 Bay-30

mERAME>1—JL / RAM modules

EEAIE EHRAMES 21 —)L BEME BHRAME> 1—)L
/ Location / Installed RAM module / Location / Installed RAM module
DIMM-1A DIMM-1M

DIMM-1B DIMM-1N

DIMM-1C DIMM-10

DIMM-1D DIMM-1P

DIMM-1E DIMM-1Q

DIMM-1F DIMM-1R

DIMM-1G DIMM-1S

DIMM-1H DIMM-1T

DIMM-11 DIMM-1U

DIMM-1] DIMM-1V

DIMM-1K DIMM-1W

DIMM-1L DIMM-1X




B Yy bMPY71—-F14VF14REY—D
B Setup utility configuration sheet

AY—/N[ZHFBBIOS EIR T YT 1—FTA) T DR EELSEHZLTHEET . CHARDORTEELND

BEZZELTOVEWNMESF. T ) TBARREZZERELTLVEWIICL 2R TSV REZERE
LEBEIE TEREEIRD( )RIZL ZRIFTZEL,

Record the BIOS Setup Utility settings for this server.

If the setting has not been changed from the default, put a check mark to

"( ) The default setting has not been changed".

When the setting is changed, put a check mark in () in the "Setting value" column.

BIOS b7y T 1—FTAUTAIFUT DA ETEELES

POST 1, BIEICTRAVE—IUHRFREINTLSEIZ, [F2]F—%FHL TS,

POST #£ T . BIOS Y7y T 1—T4)T1DMain A=a—MRRSNET,

Start the BIOS Setup Utility in the following way.

During POST, press the F2 key while the following message is displayed on the screen.
After POST, the BIOS Setup Utility Main menu appears.

<F2> BIOS Setup - <F12> Boot Menu

BIOS yb 7y T A—T )T 1% RENT BRI AT LARBLTLESTB AT,

[Ctrl]+[Alt] +[Del]l ¥ —Z#L T, Y AT LAEBRBL TS,

XBIOSEREAUEFIE—R TT—FT /NS RANEMEE L, [F2]F —Z WU THPOSTIR T RITBIOS YR F YT 1 —T AU TAAREILET
If the system boots before you start the BIOS Setup utility,

Press "Ctrl + Alt + Del" to restart the system.

*If the BIOS settings are in UEFI mode and there is no boot device, the BIOS Setup Utility will start

after POST without pressing the F2 key.

B.1 InformationX=21—®XEHE
B.1 Information menu settings

() CHEABSREEZERLTLVL
() The default setting has not been changed.

REEE
Setting items

CREARRE
Default setting

REME

Setting value

BIOS Information RRDH
Display only
BIOS Vendor American Megatrends RTEDH
Display only
Customized by Fujitsu RERDH
Display only
Core Version XX XXX REDH
Display only
Compliancy UEFI x.x: PI x.x RERDH
Display only
> System Information WSystem{ERAEZRBE~

HTo the System Information confirmation screen
> Open Source Software License Information

System Date *1 IMM/DD/YYYY V|REDBRERT /AN
Display/Enter current date
System Time *1 IHH:MM:SS | [REOBLIERT AR
Display/Enter current time
System Language iEnglish | |BEDEEERT AN
Display/Enter current Language
Access Level *2 Administrator RERDH
Display only
Memry Information RIRDH
Display only
Total Memory Total memory: xxxxx MB RTRDH
Display only

*1:0 X7 LEZIR R I A LT & CEA BBREENET .

*1:The system time is automatically saved when you enter it in the setting field.
*2:05 41—V DERERT

*2:Display logged in user permissions




AdvancedX = 21 — X EIHE

2
2 Advenced menu settings

REEE CEBARHRTE
Setting items Default setting

BREME
Setting value

Advenced

> Onboard Devices Configuration
> PCI Status

> PCI Subsystem Settings

> CPU Status

> CPU Configuration

> Memory Status

> Memory Configuration

> Trusted Computing *1

> USB Configuration

> Super IO Configuration

> Network Stack Configuration
>VIOM

>Tls Auth Configuration
>iSCSI Configuration

> Driver Health

> Network Device List *2

MOnboard Devices Configurationt4 I A=2—~
HTo the Onboard Devices Confiauration submenu
EPCI Status#7 A —a—~

WTo the PCI Status submenu

EPCI Subsystem Settings# 7 A=a1—~

WTo the PCI Subsystem Settinas submenu

BCPU Status$JA=a—~

HTo the CPU Status submenu

BCPU Configuration 7 A=a—~

HTo the CPU Confiaguration submenu
EMemory Status¥ I A=a—~

HTo the Memory Status submenu
EMMemory Configuration 7 A=a—~

HTo the Memorv Confiaguration submenu
ETrusted Computing4JA=a—~

HTo the Security Configuration submenu
BUSB Configuration 7 A=a1—~

HTo the USB Configuration submenu
WSuper 10 Configurationt# I A=2—~

HTo the Super IO Confiauration submenu
ENetwork Stack Configurationtf I A=2—~
HTo the Network Stack Configuration submenu
BVIOMHYTA=Za—~

HTo the VIOM submenu

HWTIs Auth Configuration 7 A=a2—~

HTo the Tls Auth Configuration submenu
WiSCSI Configuration 7 A=a2—~

HTo the iSCSI Configuration submenu
EDriver Health# 7 A=a2—~

HTo the Driver Health submenu

ENetwork Device ListtTA=a—~
HTo the Network Device List submenu

*1LTPMED 2 — )LD AR R
*1:Displayed only when the TPM module is installed.

*2: EEERKICK > T, 3¥ FA—Fh— FoConfiguration Utility X = 2 — % &7,

*2: Displays the Configuration Utility menu for the controller card, depending on the device configuration.




EOnboard Devices ConfiqurationtyJ 4=a1—
HEOnboard Devices Configuration submenu

() CEBARFREEZEELTLVGN
() The default setting has not been changed.

CERARHRE
Default setting

HEEHE
Setting items

RENE

Setting value

Onboard Devices Configuration

LAN 1 Controller iEnabled

( )Disabled ( )Enabled

Disabled IZL7-15& T4, iIRMC Management LAN (&{# BT ¢,
iRMC Management LAN is still available when disabled.

EPCI StatusYJA=a1—

B PCI Status submenu

() CEBARHREEEELTLVGN
() The default setting has not been changed.

CERARRE
Default setting

REEE

Setting items

RENE

Setting value

PCI Status
PCI Slot 1 Enabled
PCI Slot 2 Enabled

( )Enabled ( )Failed ( )Empty
( )Enabled ( )Failed ( )Empty

EEBMRI-EoCRmaNasiot. AEBARLLBEABYET .

The Slot and setting values displayed may differ depending on the device configuration.

EPCI Subsystem Configurationty JA=1—
B PCI Subsystem Configuration submenu

() CEARREEZEERLTLEL

() The default setting has not been changed.

RENE

Setting value

HEEHE CREABRE
Setting items Default setting
PCI Subsystem Configuration
PCI Express Bifurcation Settings
Bifurcation Slot 0 (OCP) x16
Bifurcation Slot 1 x16
Bifurcation Slot 5 x8x8
Bifurcation Slot 7 x16
PCI Express Link Register Settings
ASPM Support IDisabled 1
WRNING: Enabling ASPM may cause some
PCI-E devices to fail
SR-IOV Support Enabled
PCIe Ten-bit Tag Support Disnable
BME DMA Mitigation Disnable

(Ix16 ( )x8x8 ( )x4x4x4x4
()x16 ( )x8x8 ( )x4x4x4x4
( Ix8x8 ( )x4x4x4x4

()16 ( )x8x8 ( )x4x4x4x4

( )Disabled ( )L1 Only

( )Disabled ( )Enabled
( )Disabled ( )Enabled
( )Disabled ( )Enabled

Application Profile DRI EDT oBERBHIET Application Profilel& 4 # Y R—rFETT,
It may work in conjunction with Application Profile settings. Application Profile will be supported in the future.

BCPU StatusHJA=a1—
B CPU Status submenu

() CBARREEZRELTLEN

() The default setting has not been changed.

RENE

Setting value

HEEHE CREABRE
Setting items Default setting
CPU Status
CPU 1 Enabled
CPU 2 *1 Enabled

( )Enabled ( )Failed
( )Enabled ( )Failed ( )Empty

*1: EEBRICISTRRRENSIREENRLEDEENHYET .
*1: The setting values displayed may differ depending on the device configuration.




ECPU Configuration} J A=1—

HECPU Configuration submenu
() CHEARSRELERELTLVEN
() The default setting has not been changed.

REEB CEEABRTE REfE
Setting items Default setting Setting value
CPU Configuration
SMT Control Enabled ( )Disabled ( )Enabled
CCD Control *1 All (AL ()2()4()6( )8 ( )10..
Core Conrol *1 All [ *1
L1 Stream HW Prefetcher Enabled ( )Disabled ( )Enabled
L1 Stride Prefetcher Enabled ( )Disabled ( )Enabled
L1 Region Prefetcher Enabled ( )Disabled ( )Enabled
L2 Stream HW Prefetcher Enabled ( )Disabled ( )Enabled
L2 Up/Down Prefetcher Enabled ( )Disabled ( )Enabled
SVM MODE Enabled ( )Disabled ( )Enabled
SMEE Disable ( )Disabled ( )Enabled
SEV Control Enabled ( )Disabled ( )Enabled
SEV-ES ASID Space Limit 1 [1-1007] *2
SNP Memory (RMP Table) Coverage Disable ( )Disabled ( )Enabled ( )Custom
SEV-SNP Support Disable ( )Disabled ( )Enabled
Core Performance Boost Enabled ( )Disabled ( )Enabled
BoostFmaxEn Manual ( )Manual ( )Auto
BoostFmaxLimit 0 [ 0-65535 ]*3
Enhanced REP MOVSB/STOSB (ERMS) Enabled ( )Disabled ( )Enabled
REP-MOV/STOS Streaming Disable ( )Disabled ( )Enabled
Determinism Slider Performance ( )Power ( )Performance
TDP Control Auto ( )Manual ( )Auto
TDP Limit *4 85 [ 85-400 ]
IOMMU Enabled ( )Disabled ( )Enabled
Package Power Limit Control Auto ( )Manual ( )Auto
Package Power Limit *5 85 [ 85-400 ]
APBDIS 0 ()0 ()1
Global C-state Control Enabled ( )Disabled ( )Enabled
DfPstate *9 0 ()0 ()1()2()3()4
DF PState Frequency Optimizer Disabled ( )Disabled ( )Enabled
DF Cstates Enabled ( )Disabled ( )Enabled
PCIE Speed PMM Control Static Target Link Speed ( )Dynamic link speed determined by Power
(GENS) Management functionality
( )Static Target Link Speed (GEN4)
( \Static Taraet Link Sneed (GENS)
EDC Platform limit 0 [0-65535 ]
XGMI Link Width Control Auto ( )Manual ( )Auto
XGMI Force Link Width Control *6 Force ( )Farce ( )Unforce
XGMI Force Link Width *7 x16 ( )x16 ( )x8
XGMI MAX Link Width Control *6 Auto ( )Auto ( )Disabled ( )Enabled
XGMI Max Link Width *8 x16 ( )x16 ( )x8
DMAr Support Disable ( )Disabled ( )Enabled
Application Profile ME&EISEST H5EMHYET . Application Profile 5 EYR—+FETT .

It may work in conjunction with Application Profile settings. Application Profile will be supported in the future.

¥ T HCPUISLHTRAYET,

*1:The display varies depending on the CPU installed.

*2:SEV-ES ASID X = —ZffRAH 5 (SEV ASIDH 7 > b +1) £ TDASIDIE, SEVVMTOXERTEET, TN 74— FA (SEVASIDA T~ b +1) ICHESNTULBHE,
T RTOASIDIEFRHIAIICSEV-ES ASIDICA Y 9, L7ch > T, 2D 7 4 —IL FOAEZ)A(EILL- (SEV ASID Count+1) TY,

*2:ASIDs from SEV-ES ASID Space Limit to (SEV ASID Count + 1) can only be used with SEV VMs. If this field is set to (SEV ASID Count + 1),

all ASIDs are forced to be SEV-ES ASIDs. Hence, the valid values for this field is 1 - (SEV ASID Count + 1).

HRELYBCRESN TV HER, $FR- PINTWIHBRARKERAEL A, 0=7— R FFRAETHSH Y £EA,

*3: If it is set higher than the allowed value, it does not exceed the supported allowed frequency.0=Not boost F max.

*4:TDP Control % Manual IC%E L7580 ARRI N, REAEE,

*4: Displayed and configurable only when TDP Control is set to Manual.

*5:Package Power Limit Control % Manual 2 L 72HE&DHFRS N, REATEE,

*5: Displayed and configurable only when Package Power Limit Control is set to Manual.

*6:xGMI Link Width Control % Manual IZ:7E L 7< 58D AFRRS ., REAEE,

*6: Displayed and configurable only when xGMI Link Width Control is set to Manual.

*7:xGMI Force Link Width Control % Force IC:E L 7<i5& D ARRE N, REAEE,

*7: Displayed and configurable only when xGMI Force Link Width Control is set to Force.

*8:xGMI MAX Link Width Control % Manual IS3E L2358 0 ARRS N, REAHE.

*8: Displayed and configurable only when xGMI MAX Link Width Control is set to Manual.

*9:APBDIS% LICHKE L7 BB OARRS N, REAHE.

*9: Displayed and configurable only when APBDIS is set to 1.

*

w

N

N



EMemory StatusHJA=a1—

EMemory Status submenu
() CEBARREEERLTOEN

() The default setting has not been changed.

REHE

Setting items

CREARRE
Default setting

Setting value

Memory Status

DIMM-1A *1
DIMM-1B *1
DIMM-1C *1
DIMM-1D *1
DIMM-1E *1
DIMM-1F *1
DIMM-1G *1
DIMM-1H *1
DIMM-1I *1
DIMM-1] *1
DIMM-1K *1
DIMM-1L *1
DIMM-1M *1
DIMM-1N *1
DIMM-10 *1
DIMM-1P *1
DIMM-1Q *1
DIMM-1R *1
DIMM-1S *1
DIMM-1T *1
DIMM-1U *1
DIMM-1V *1
DIMM-1W *1
DIMM-1X *1

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty
)Enabled ( )Disabled ( )Failed ( )Empty

NN N N N N N N N N S N N N S N N N S~~~

*1: FERBICE O TIRRINDIEEEIELDIGEENHYET,
*1: The setting values displayed may differ depending on the device configuration.

EMemory ConfigurationtJA=1—
EMemory Configuration submenu

() CHBARREEERELTLVRL

() The default setting has not been changed.

EFIEE]
Setting items

CREABRE
Default setting

Setting value

Memory Configuration

Memory Clock

Memory Interleaving
Chiselect Interleaving
BankSwapMode
DRAM Scrub Time

TSME
Power Down Enable
Power Profile Selection

NUMA nodes per socket
ACPI SRAT L3 Cache As NUMA Domain

Auto

Auto

Auto

Auto

24 hours

Disabled

Disabled

Efficiency Mode

NPS1

Disabled

)Auto ( )DDR3200 ( )DDR3600 ( )DDR4000
)DDR4400 ( )DDR4800

)Disabled ( )Auto ( )Enabled

)Disabled ( )Enabled ( )Auto

)Auto ( )Disabled ( )Swap CPU

)Disabled ( )1 hour ( )4 hours ( )6 hours
)8 hours ( )12 hours ( )16 hours ( )24 hours
)48 hours

)Disabled ( )Enabled

)Disabled ( )Enabled

)High Performance Mode ( )Efficiency Mode
)YMaximum IO Performance Mode

YBalanced Memorv Performance Mode

JNPS1 ( )NPS2 ( )NPS4

)Disabled ( )Enabled

N N N N N N N N N N S S~ o~

Application Profile M EIEENT HI5E M HYET . Application ProfilelE &% HR—~F 7

ETY.

It may work in conjunction with Application Profile settings. Application Profile will




ETrusted Computing¥JA=a1—

B Trusted Computing submenu
() CEBARREEERLTOEN
() The default setting has not been changed.

®REEE CRBARRE REE
Setting items Default setting Setting value

Trusted Computing
TPM Support iEnable i\ |( )Disabled ( )Enabled
Current TPM Status Information RRDH

NO Security Device Found *1 Display only
Pending TPM Operation *2 None ( )None ( )TPM Clear
Change active PCR Bank *3 No chenge ( )NoChange ( )SHA256 ( )SHA384 ( )AIl
Current TPM Status Information RIRDH

TPM 2.0 Device Found *2 Display only

Firmware Version *2 X.XX

Vendor *2 XXXX

Active PCR banks: *2 SHAXXX

*1:Security Device "HEEHINTUL AW E EITRTR,

*1:Displayed when the Security Device is not installed

*2:Security Device 2 & & 1. 7 2[TPM Support]Ai[Enabled] D &ER R,
*2:Displayed when the security device is installed and [TPM Support] is [Enabled].
*3:Security Device ’EHIN TS & EITHRR

*3:Displayed when a Security Device is installed



BUSB Configurationt 7 A=a1—

BUSB Configuration submenu
() CHEARREEEBELTLVEL
() The default setting has not been changed.

HREEA
Setting items

CEEARRE
Default setting

Setting value

USB Configuration

USB Devices:
x Drive, x Keyboard(s), x Mouse(s), x Hub(s)

Mass Storage Devices:

[ ]

(List of USB Mass Storage Device(s))
> USB Port Security

WIEDIKEERT *1
Display current state *1

( )Auto ( )Floppy ( )Forced FDD
( )Hard Disk ( )CD-ROM

BUSB Port Security# 7 A=a2—~
HTo the USB Port Security submenu

*LEBERICKY. RROELLIGEELNHYET,
*1:The display may differ depending on the device configuration.

BUSB Port SecuritytJA=a1—

BUSB Port Security submenu
() CHARREEEELTLVAN
() The default setting has not been changed.

REEE
Setting items

CEEARRE
Default setting

Setting value

USB Port Security

USB Port Control {Enable all ports

i 1( )Enable all ports ( )Disable all ports

i |t YFnahle internal narte anlv

B Super I0 ConfigurationbJA=a1—

ESuper I0 Configuration submenu
() CHEARREEEBELTLVEL
() The default setting has not been changed.

ESIEEE]
Setting items

CEEARRE
Default setting

Setting value

Super IO Configuration

Super IO Chip REERT

Display status

> Serial Port 1 Configuration

RRDH
Display only

M Serial Port 1 Configurationy 7 A=a2—~
HTo the Serial Port 1 Configuration submenu

HSerial Port 1 ConfigurationtJA=1—

ESerial Port 1 Configuration submenu
() CHARREEEELTLVAN
() The default setting has not been changed.

REEE
Setting items

CEEARRE
Default setting

Setting value

Serial Port 1 Configuration

Serial Port 1 iEnable

Device Settings *1 XXXXXXXX

( )Disabled ( )Enabled

RRDH
Display only

*1:[Serial Port 1]A'[Enabled]®&EXRTR,
*1:Displayed when [Serial Port 1] is [Enabled].




ENetwork Stack ConfigurationtJA=1—

BENetwork Stack Configuration sub menu
() CEBAREZEEERLTLVEN
() The default setting has not been changed.

REHE

Setting items

CREARRE
Default setting

Setting value

Network Stack Configuration

Network Stack Enabled
Ipv4 PXE Support *1 Enabled
Ipv4 HTTP Support *1 Disabled
Ipv6 PXE Support *1 Enabled
Ipv6 HTTP Support *1 Disabled

( )Disabled ( )Enabled
( )Disabled ( )Enabled
( )Disabled ( )Enabled
( )Disabled ( )Enabled
( )Disabled ( )Enabled

*1:[Network Stack]h‘[Enabled]d&ERTR,
*1:Displayed when the [Network Stack] is [Enabled].

BVIOMYJA=a1—

EVIOM submenu
() CEBAREZEEZERLTLVEN
() The default setting has not been changed.

REHE

Setting items

CREARRE
Default setting

Setting value

VIOM

VIOM-flag Disabled

( )Disabled ( )Enabled

*1

*1:VIOM#EA{t D& A% [Enabled] /[Disable|D#IRMNTES L5121 5,
*1:Enable Enabled/Disable selection after applying VIOM initialization




ETIs Auth Configuration¥JA=1—

ETIs Auth Configuration submenu
() CEBARREEERLTOEN
() The default setting has not been changed.

REEE CREARRE
Setting items Default setting

Setting value

> Server CA Configuration

> Client Cert Configuration *1

M Server CA Configuration 7 AZa1—~
HTo the Server CA Configuration submenu

HEEBEBRICLYRTHELGLIZENHYET,

The display may differ depending on the device configuration.
*LABHEERATEERA

*1:This item is not available.

EServer CA ConfigurationtJ A=a1—

EServer CA Configuration submenu
() CHBARREEEELTLVEL
() The default setting has not been changed.

EFIEE] CREABRE
Setting items Default setting

Setting value

> Enroll Cert

> Delete Cert

MEnroll Cert $7A=a—~

HTo the Enroll Cert submenu
MDelete Cert I AZa—~ *1
HTo the Delete Cert submenu *1

HEEBERBRICLYRTHAELGLIZENHYET,

The display may differ depending on the device configuration.
*1LEPRETEAIEHYE R A

*1:Nothing in the initial state.

HMEnroll Cert4JA=a1—

HEnroll Cert submenu
() CHBARREEZEELTLVEL
() The default setting has not been changed.

EFIEE] CREABRE
Setting items Default setting

Setting value

> Enroll Cert Using File

_*
Cert GUID

> Commit Changes and Exit
> Discard Changes and Exit

WY TAZa—~ (T7AILEEIR)
EMTo the submenu(Select file)

[ XXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX ]

KEBAICKYRTAELDZENHYET.

The display may differ depending on the device configuration.
*1LUBRLED7MILBDRTEND

*1:Displays the selected file name.

HDelete Cert4JA=a1—

B Delete Cert submenu

() CEHEARREEZEELTLVEL
() The default setting has not been changed.

REEE CREARRE BRENE
Setting items Default setting Setting value
FonEL
No display

KEBHICKYRTAERLDZENHYET.
The display may differ depending on the device configuration.




HiSCSI Configurationt 7 A=1—

WiSCSI Configuration submenu
() CEBARREEERLTOEN
() The default setting has not been changed.

REEE CREARRE
Setting items Default setting

Setting value

> Attempt Priority

> Host iSCSI Configration

MAttempt Priority 47 A=a1—~

HTo the Attempt Priority submenu
WHost iSCSI Configration HJA=a—~
HTo the Host iSCSI Configration submenu

*1: ISCSIT /A R &R, FEIRATHE
*1: Selectable when iSCSI device is connected.

EAttempt Priority4J A=a1—

BAttempt Priority submenu
() CEBARREEERLTOEN
() The default setting has not been changed.

REEE CREARRE
Setting items Default setting

Setting value

> Attempt Priority iHost Attempt

Commit Changes and Exit

*1: ISCSIT /N1 R &R, FEIRATHE
*1: Selectable when iSCSI device is connected.

BHost iSCSI ConfigrationtJA=1—

BHost iSCSI Configration submenu
() CEBARREEERLTOEN
() The default setting has not been changed.

REEE CREARRE
Setting items Default setting

Setting value

iSCSI Initiator Name

> Add an Attempt *1

> Delete Attempt *1

> Change Attempt Order *1

il 14223

*1: iISCSIT/\ 4/ R{EHErs. SR EATRE
*1: Configurable when iSCSI device is connected.

EDriver HealthY 7 X =1 —
HEDriver Health submenu

() CEBARREEERLTOEN
() The default setting has not been changed.

REEE CREARRE
Setting items Default setting

Setting value

Driver Health

S *1 KEERT
Display status

RERDH
Display only

*1: EBERICI TRRIEIERLYET,
*1: The display differs depending on the device configuration.




EMAC: )OO XX XXX Y T A= 2 —

EMAC: XXDOCXX: XX XX: XX submenu
() CEBAREZEEZERLTLEN
() The default setting has not been changed.

®REEE CEBARRE B33
Setting items Default setting Setting value
Configured !Disable 11( )Disabled ( )Enabled
Enable DHCP iDisable i |( )Disabled ( )Enabled
Local IP Address *1 XXX XXX XXX XXX
Local NetMask *1 XXX XXX XXX XXX
Local Gateway *1 XXX XXX XXX XXX
Local DNS Servers *1 XXX XXX XXX XXX
XXX XXX, XXX XXX
Save Changes and Exit

*1: [Configured] A’[Enable] DZEIZRFTSINET,
*1:Displayed when [Configured] is [Enable].




EIntel(R) I210 Gigabit Network Connection - XX:XX: XX:XXGXX: XX YT A= 21—
HIntel(R) I210 Gigabit Network Connection - XX OGXX: XX: XX: XX submenu

() CHEARREEZEBELTLVEL
() The default setting has not been changed.

HREEA CEEARRE
Setting items Default setting

Setting value

> Firmware Image Properties

> NIC Configuration

Blink LEDs 0

UEFI Driver KEEZRT
Display status
Adapter PBA KEEZRT
Display status
Device Name KEEZRT
Display status
Chip Type KEEZRT
Display status
PCI Device ID KEEZRT
Display status
PCI Address KEEZRT
Display status

Link Status KEEZRT
Display status

Mac Address KREEZRT
Display status
Virtual MAC Address *1 KEERT

Display status

EFirmware Image Propertiesty I A=a—~
HTo the Firmware Image Properties submenu
ENIC Configuration 7 A=a—~

HTo the NIC Configuration submenu

REDH
Display only
REDH
Display only
RERDH
Display only
RERDH
Display only
RERDH
Display only
RERDH
Display only

REDH
Display only

REDH
Display only
REDH
Display only

*1:NetworkDIREEICE > TRRLEVMEE LI HYET .
*1:1t may not be displayed depending on the status of Network.

EVLAN ConfigurationtJA=1—

HBVLAN Configuration submenu
() CHARREEEELTLVEL
() The default setting has not been changed.

HREEA CEEARRE
Setting items Default setting

Setting value

> Enter Configuration Menu

HVLAN Configuration 2 EHTA=Za—~
HTo the VLAN Configuration Setting submenu

HVLAN Configuration (2 EYJA=a1—

HVLAN Configuration setting submenu
() CHEARREEZEBELTLVEL
() The default setting has not been changed.

Remove VLAN

BREEA CREABRE HEE
Setting items Default setting Setting value
Create new VLAN
VLAN ID [ 1(0 - 4094)
Priority [ 1(0-7)
Add VLAN
Configured VLAN List
VLAN ID : , Priority : [ 1(0-4094) /[ 1(0-7)
[ 1(0-4094) /[ 1(0-7)
[ 1(0-4094) /[ 1(0-7)
[ 1(0-4094) /[ 1(0-7)
[ 1(0-4094) /[ 1(0-7)
[ 1(0-4094) /[ 1(0-7)




B.3 SecurityX=a—nREHAEE
B.3 Security menu settings

(
(

) CEARSEEERLTLVEL
) The default setting has not been changed.

REHE

Setting items

CREARRE
Default setting

Setting value

Password Description
Administrator Password
User Password *1

Skip Password on WOL *1
FLASH Write

User Password on Boot *2

> Secure Boot Configuration

Disabled

Enabled

10n Every Boot

)Disabled ( )Enabled
)Disabled ( )Enabled

A~ A~ o

( )On Every Boot ( )Disabled

WSecure Boot Configurationy 7 A=a1—~
MTo the Secure Boot Configuration submenu

1(A-Z,a-2,0-F & AT8F LI E32F LIA)
1(8 to 32 characters including A-Z, a-z
1(A-Z,a-2,0-F & AT8F LI E32F LIA)
1(8 to 32 characters including A-Z, a-z

*1:[Administrator Password]&# & E#%. RE WAL,
*1:Can be set after setting the [Administrator Password].

*2:[User Password]Z & E# . i€ A8t

*2:Can be set after setting the [User Password].

B Secure Boot Configurationt 7 A=1—
B Secure Boot Configuration submenu

() TBARREEEELTLEN

() The default setting has not been changed.

REEE

Setting items

CREARRE
Default setting

Setting value

Secure Boot Configuration

Platform Mode
Secure Boot
Vendor Keys
Secure Boot Control
Secure Boot Mode

> Enter Deployed Mode *1
> Key Management *2

KEERT
Display status
KEERT
Display status

"Display status

Disabled

Standard

RIRDH ( User/Setup )

Display only

FKIRDH ( Not Active/Active )
Display only

FRNDH( Modified /Not Modified )
Display only

( )Disabled ( )Enabled
( )Standard ( )Custom

BKey ManagementyJA=a1—~
HTo the Key Management submenu

HEERHOREICIYRTINELDGEENHYET
The display may differ depending on the device configuration and environment.

*1:[Secure Boot Mode]A[Custom Mode]DEEHEHIZTES,
*1:an be enabled when [Secure Boot Mode] is [Custom Mode].

*2:[Secure Boot Mode]A¥[Custom Mode]M L& R IRATHE,
*2:Can be selected when [Secure Boot Mode] is [Custom Mode].

’

’



B Key Management¥ 7 4=a1—
B Key Management submenu

() TBARREEEELTLEN

() The default setting has not been changed.

REHE

Setting items

CREARRE
Default setting

Setting value

Factory Default Key Provision

> Reset to Setup Mode *2
> Export Secure Boot variables *3

> Platform Key (PK)

> Key Exchange Keys (KEK)

> Authorized Signatures (db)

> Forbidden Signatures (dbx)

> Authorized TimeStamps (dbt)

> OsRecovery Signatures (dbr)

MS UEFI CA key

> Enroll All Factory Default Keys *1

Secure Boot variable | Size| key]|

iEnabled

key source

KREERT
Display status

REERT
Display status

REERT
Display status

REEZRT
Display status
KEERT
Display status

KEERT
Display status

iDisabled after BDS

( )Disabled ( )Enabled

( )Details ( )Save To File ( )Set New Key ( )Delete Key

( )Details ( )Save To File ( )Set New Key ( )Append Key
( YDelete Key

( )Details ( )Save To File ( )Set New Key ( )Append Key
( )Delete Key

( )Details ( )Save To File ( )Set New Key ( )Append Key
( YDelete Key

( )Set New Key ( )Append Key

( )Set New Key ( )Append Key

( )Disabled ( )Enabled ( )Disabled after BDS

*1:[Factory Default Key Provision]h‘[Enabled]® &éE &R,
*1:Displayed when [Factory Default Key Provision] is [Enabled].
*2:[Factory Default Key Provision]h‘[Disabled]®&ZE &R,
*2:Displayed when [Factory Default Key Provision] is [Disabled].
¥ F 2T 7= FEHO NVRAM AV T UV E T 7 ANV AT LTNAZDI—F T H#LE—HRNOT7 7 A LICAE—F 5,
*3:Copy NVRAM content of Secure Boot variables to files in a root folder on a file system device.




B.4 PowerX—=a1—NREHEH
B.4 Power menu settings

() TBARREEEELTLAEN
)

The default setting has not been changed.

REEE CREARRE BRENE
Setting items Default setting Setting value
Power Settings
> Wake-Up Resources BWake-Up Resources# I A=a—~
EWake-Up Resources submenu

EWake-Up Resourcest¥J4=a1—

HEWake-Up Resources submenu
() CHBARREEZEELTLVEL
() The default setting has not been changed.

EF3EE] CREABRE REE
Setting items Default setting Setting value

Wake-Up Resources

LAN Enabled ( )Disabled ( )Enabled
Wake On LAN boot *1 Boot Sequence ( )Boot Sequence ( )Force LAN Boot

F1:[LANIA\ ENabled] D= R on.
*1:Displayed when the [LAN] is [Enabled].



B.5 Server ManagementX=a1—®REHEE

B.5 Server Management menu settings

() CEARREZZEL TGN
(@)

The default setting has not been changed.

>iRMC LAN Parameters Configuration

> Console Redirection

Asset Tag 1System Asset Tag |
BIOS Parameter Backup 1Disabled H
Boot Retry Counter 3
Power Cycle Delay 7
ASR&R Boot Delay 2
Temperature Monitoring Disabled
Fan Control Auto
Event Log Full Mode iOverwrite i
Load iRMC Default Values iNo |
Power Failure Recovery iPrevious State i
Serial Multiplexer System
Boot Watchdog Disabled

Timeout Value *1 100

Action *1 Continue

BREEE | FEINCE T BREE
Setting items Default setting Setting value
Firmware Version KEERT RRDH
Display status Display only
SDRR Version KEERT RRDH
Display status Display only

[ ]
( )Disabled ( )Enabled

[ 1(0-7)

[ 1Seconds (7-15)

[ IMinutes (1-30)

( )Disabled ( )Enabled
( )Auto ( )Full

)Overwrite ( )Maintain
)No ( )Yes

)Always Off ( )Previous State ( )Always On

)System ( )iRMC
)Enabled ( )Disabled
IMinutes (1-100)
)Continue ( )Reset ( )Power Cycle

WiRMC LAN Parameters Configuration 47 A=a2—~
WTo the iRMC LAN Parameters Configuration submenu
MConsole Redirection 4T A=a—~

MConsole Redirection submenu

*1:[Boot watchdog]h'[Enabled] D &EFEEE A
*1:Can be set when [Boot watchdog] is [Enabled].

iRMC LAN Parameters Configuration 4 JA=a1—

HWiRMC LAN Parameters Configuration submenu

() CEARREEZZELTLVEND
(') The default setting has not been changed.

HEE
Setting value

HEEE CHARRTE
Setting items Default setting
iRMC LAN Parameters Configuration
Management LAN iEnabled i
iRMC MAC Address *1 XX XX IXXIXXIXXIXX
Management LAN Port *1 Management
Management LAN Speed *1 Auto
Management VLAN *1 Disabled
VLAN ID *1 *2 0
VLAN Priority *1 *2 0
iRMC IPv4 LAN Stack*1 Enabled
IP Configuration *1 *3 use DHCP
IP Address *1 *3 *4 0.0.0.0
Subnet Mask *1 *3 *4 0.0.0.0
Gateway Address *1 *3 *4 0.0.0.0
iRMC IPv6 LAN Stack *1 {Enabled i
Unique Local Address *1 *6 *8 KEERT
Display status
Link Local Address *1 *6 KEERT
Display status
IPv6 Router *1 *6 *8 KEERT
Display status
IPV6 Gateway *1 *6 *8 KEERT
Display status

( )Disabled ( )Enabled

iRMC MAC Address# %R

Display iRMC MAC Address

( )Management ( )Shared

( )Auto ( )100 Mbit/s Full Duplex

(' )100 Mbit/s Half Duplex ( )1000 Mbit/s

)Enabled ( )Disabled
1 (0-4094)
1(0-7)

)Disabled ( )Enabled
Juse DHCP ( )use static configuration

( )Disabled ( )Enabled
RRDH

Display only

RRDH

Display only

RRDH

Display only

RRDH

Display only

*1:[Management LAN]AS[Enabled | D EE R R,
*1:Displayed when the [Management LAN] is [Enabled].
*2:[Management VLAN]AS[Enabled ] D &E R TR,

*2:Displayed when the [Management VLAN] is [Enabled].

*3:[iRMC IPv4 LAN Stack]A[Enabled] D &ER R,

*3:Displayed when the [iRMC IPv4 LAN Stack] is [Enabled].

*4:[IP Configuration] A%[use static configuration] D &E & E AT AL,
*4:Configurable when [IP Configuration] is [use static configuration].
*6:[iRMC IPv6 LAN Stack]A[Enabled] D &ER R,

NetworkDRREIC LS TRRLBVMEENHYET .

*6:Displayed when the [iRMC IPv6 LAN Stack] is [Enabled]. It may not be displayed depending on the status of Network.

*8:IRMCEELANKR—MIBIY HTOATLDESITRR.
*8:Displays when assigned to the iRMC management LAN port.

EConsole RedirectionJA=1—

HConsole Redirection submenu
() CEARREEZELTLVEN
(') The default setting has not been changed.

HEEE
Setting items

CHARRTE
Default setting

HEE
Setting value

Console Redirection

Console Redirection Disabled
Baud Rate *1 115.2k
Protocol *1 PC ANSI
Flow Control *1 None

( )Disabled ( )Serial 1

( )9600 ( )19.2k ( )38.4k ( )57.6k ( )115.2k
( )VT100 ( )PC ANSI ( )VT100+ ( )VT-UTF8
( )None ( )CTS/RTS

*1:[Console Redirection]h¥[Serial 1]DEEERET,
*1:Configurable when [Console Redirection] is [Serial 1].




B.
B.

Boot X = 2 —MEREHA

6
6 Boot menu settings

() CHBARSREEZEBELTLEL
() The default setting has not been changed.
REEE CREARRE REE
Setting items Default setting Setting value
Bootup NumLock State Off ( )On ( )off
Quiet Boot Disabled ( )Disabled ( )Enabled
Check Controllers Health Status Enabled ( )Disabled ( )Enabled
Boot error handling Continue ( )Continue ( )Pause and wait for key
PXE Boot Option Retry Disabled ( )Disabled ( )Enabled
Boot Removable Media Enabled ( )Disabled ( )Enabled

Boot Option Priorities

Boot Option #n UEFI: NVMe.Slot.xx - - -
Boot Option #n UEFI: NIC.LOM.0.x - - -
Boot Option #n UEFI: NIC.Slot.x.x - - -

. *q

. *q

. *q

BT N\ ARITKTE
Dependent on attached device
BT \ARITKTF
Dependent on attached device
BT N\ARITIKTF
Dependent on attached device

FLEBERICE>TRRIEEBYET,
*1:The display differs depending on the device configuration.




B.7 Save & ExitXA=21—0OREIHH
B.7 Save & Exit menu settings

() CHARREZZELTLEL
() The default setting has not been changed.
®REEE CEBARRE B33
Setting items Default setting Setting value

Save Changes and Exit
Discard Changes and Exit
Save Changes and Reset
Discard Changes and Reset

Restore Defaults
Save as User Defaults
Restore User Defaults

Boot Override

UEFI HL-DT-ST DVDROM~---*1 BT /A RITIKTF
Dependent on attached device
UEFI PXEv4 (MAC:XXXXXXXXXXXX)*1 BT /N RITIKTF
Dependent on attached device
UEFI PXEV6 (MAC:XXXXXXXXXXXX)*1 BT\ RITIKTF
Dependent on attached device

*LEBERICI S TERREERYET,
*1:The display differs depending on the device configuration.



CUE—beRZAMbarybao-—-50
Webata 22— 1 —-ARE—bH

/ Web interface setting sheet
for Remote Management Controller

JE—RIRT AP rO—SIZEITS Web 1 A—T1—ADZREEEFTHLTHEET,
CHEABOREENSHEEERLTVEMESE. () CEABSREEZEELTLMELIIC

L ZRIFTSZSL,

/ Record the Web interface settings on the remote management controller.

If the setting has not been changed from the default,
check L for “() The default setting has not been changed”.

C.1 ToolsEXEIAHE / Setting item for Tools

EUpdate

() CHBABREEZEELTLVEL / The default setting has not been changed

REIEE / Setting item

CREARERE / Default value

ERTEME / Setting value

iRMC Update
Update Source Image file ( )Image file ( )TFTP ( )Memory Card
Image to Flash Inactive firmware image ( )Inactive firmware image
( )Low firmware image ( )High firmware image
Boot From Firmware image with highest ( )Firmware image with highest firmware version
firmware version ( )Low firmware image ( )High firmware image
( )Firmware image with oldest firmware version
( )Most recently programmed firmware
( )Least recently programmed firmware
BIOS Update
Update Source Image file ( )Image file ( )TFTP ( )Memory Card
Image to Flash *2 Both ( )Active ( )Recovery ( )Both
Online Update*1
Prepare Online Update
Scheduling Type Immediately ( )Immediately ( )Daily ( )Weekly
( )Monthly ( )Yearly ( )Once
Schedule
Time *3 IREDEZIERTR / Current time [ 1
Day *3 BAEDBEXRT / Current date [ ]
Weekly *3 BEOR H%%& / Current day of the ( )Monday ( )Tuesday ( )Wednesday
week (_ )Thursday ( )Friday ( )Saturday ( )Sunday
NMonth 3 RADHERT / Current month (" )anuary ( )February ( )March ( )April ( )May
( )une ( )uly ( )August ( )September
(_ XQrtorher (__WNnvember (__)Yecember
Year *3 [EDEERR / Current year [ ]
Execute After Check &% / Disable ( )A%)/ Enable ( )#3% / Disable
Execute Online Update
Scheduling Type Immediately ( )Immediately ( )Once
Schedule
Time *3 IREDEZI|ERTR / Current time [
Day *3 BWAEDBEXRT / Current date [ ]
Month *3 BEDR &R / Current month (' )anuary ( )February ( )March ( )April ( )May
( )June ( )July ( )August ( )September
(_ XQrtorher (__WNnvember (__)Ylecember
Year *3 IREDEHKT / Current year [
Offline Update*1
Prepare Offline Update
Scheduling Type Immediately ( )Immediately ( )Daily ( )Weekly
( )Monthly ( )Yearly ( )Once
Schedule
Time *3 IR DEFZ|ZFR R / Current time [
Day *3 BHEDHAZR / Current date [ 1
Weekly *3 RO H& % / Current day of the ( )Monday ( )Tuesday ( )Wednesday
week (_)Thursday (__)Friday ( _)Saturday (_)Sunday
Month *3 D A% %R / Current month ( )anuary ( )February ( )March ( )April ( )May
( )une ( )uly ( )August ( )September
—_—— (. \rtorher (_ W\nvember /__Ydecermber
Year *3 IRAEDEHRT / Current year [
Execute After Prepare #&%h / Disable ( )H%)/ Enable ( )#%h/ Disable
Execute Offline Update
Scheduling Type Immediately ( )Immediately ( )Once
Schedule
Time *3 BRI DEFZ|Z R / Current time [
Day *3 BHEDHAZR / Current date [ 1
Month *3 D A% %R / Current month ( )anuary ( )February ( )March ( )April ( )May
( )une ( )uly ( )August ( )September
(_Qctorher (_ _\WNovember (__)Recember
Year *3 REDEERR / Current year [ ]

10 SATHAVNT R AVRSA LU AE LU MicroSDA—REA U AR—LLTWSIHEIZRRLET .

/ Display when Lifecycle Managemetn License and micro SD card are installed
*2: HEHRKICKYRRLET, / Display according to the server configuration
*3: Scheduling Type hi\Immediately LIS DIH&AITERLIBRICIEL-BRERRLET
/ Displays items according to the selected item when the Scheduling Type is not Immediately




HEDeployment

() CEBARREEZEELTLVEL / The default setting has not been changed

REIEE / Setting item

CREABERE / Default value

ERTEME / Setting value

Update Service Platform*1

OS Category *1

All

OS Types *1

The list has expired. Please
select 'Update List'

Image Version *1

Current Deployment Possibilities of
Service Platform*1

Deployment Process*1

iDefauIt Boot Mode
1

Extensible Firmware
Interface Boot (EFI)

(

)Extensible Firmware Interface Boot (EFI)

*1: FATY AN IR DAV SA U RBE LU MicroSDA—FEA VU RR—LLTWBIHEIZRRLET,
/ Display when Lifecycle Management License and micro SD card are installed




ECustom Image

() CBARREEEELTLVEL / The default setting has not been changed

EREIEHE / Setting item

AR / Default value

EXE(E / Setting value

Download Custom Images*1

Custom Image URL [ ]
Image Description [ ]
Boot Mode Extensible Firmware Interface Boot ( )Extensible Firmware Interface Boot (EFI)
Proxy Server
iUse proxy server #&%) / Disable (_)A%) / Enable ()&% / Disable
Scheduling Type Immediately ( )Immediately ( )Once
Schedule
Time *2 IEEG)H#?IJ?_?_E?TT / Current time [ ]
Day *2 BWEDHZEZR® / Current day [ 1
Month *2 HAEDHERx / Current month ( )anuary ( )February ( )March ( )April ( )May
( )une ( )July ( )August ( )September
( )Octorber ( )November ( )December
Year IREDEER / Current year [ 1
Activate After Download &%) / Disable (_)A%) / Enable ()&% / Disable
Available Custom Images*1
*1: SATHAVII R ARG A2 RELUMicroSDA—RFEA VA= ILLTWSIEERICRRLET .
/ Display when Lifecycle Management License and micro SD card are installed
*2: Scheduling TypeA Immediately LA DIHEITEIRLIZBBICIELI-BEEZRRLET
/ Displays items according to the selected item when the Scheduling Type is not Immediately
HEInternal Storage
() CBARREELEELTLVEL / The default setting has not been changed
XFIEE / Setting item CHEABFERTE / Default value EXE(E / Setting value
Memory Card Information*1
CID KEER R / Status display
Status iKEEFR R / Status display
Capacity iKEEFR R / Status display
Free Space iKEEFR R / Status display
i
Memory Card Contents*1
Updates iKEEF R / Status display
CustomImages iKEEFR R / Status display
PrimeCollectArchives iKEEF R / Status display
Deployment iKEEFR R / Status display
CoreDump iKEEFR R / Status display
BiosAndFwImages iKEEFR R / Status display
*1: SATHAVIIRDAVS A2V RELUMicroSDA—FEA VA= ILLTWSIEERICRRLET .
/ Display when Lifecycle Management License and micro SD card are installed
EmVirtual Media
() CBARBREELEELTLVEL / The default setting has not been changed
XEIERE / Setting item CHEABFERTE / Default value E%3EfE / Setting value
Remote Image Mount *1
Remote CD/DVD Devices*2
Share Type CIFS/SMB Common Internet File ( )CIFS/SMB Common Internet File System
System ( )NFS (Network File System)
( )HTTP
Server [ ]
Share Name [ ]
Image Name [ ]
User Name *3 [ ]
Password *3 [ ]
Confirm Password *3 [ ]
Domain *3 [ ]
Remote HDDs *2
Share Type CIFS/SMB Common Internet File ( )CIFS/SMB Common Internet File System
System ( )NFS (Network File System)
( HTTP
Server [ ]
Share Name [ ]
Image Name [ ]
User Name *3 [ ]
Password *3 [ ]
Confirm Password *3 [ ]
Domain *3 [ ]

*1: Settings - Services - Virtual Media®Enable Remote Image Mount BNEDIGEICRREINET,
/ Display when Enable Remote Image Mount in Settings - Services - Virtual Media is Enabled

*2: Settings - Services - Virtual Media®Number of xx Devicesh 1L L TRFRENFET,

/ Display when Number of xx Devices in Settings - Services - Virtual Media is 1 or more
*3: Share Typeh’NFS (Network File System)Dif& (EFRFEhFEH A, / Not display when Share Type is NFS (Network File System)




C.2 Settings OERTEIAHE / Setting item for Settings
ESystem
() THBABREFEELTLVEL / The default setting has not been changed

XTEIER / Setting item CEE AR TE / Default value E%3EfE / Setting value
Asset Tag
|System Asset Tag System Asset Tag [
Operating System (0OS) Information CHEABNOOSOIEHRER R / Display default OS information
Host Name [ ]
Host IP Address(es) [ 1
[ 1
[ 1
[ ]
System Description [ ]
System Location [ ]
System Contact [ ]
0OS Name [ ]
BIOS Update
TFTP Server [
Image File bios.upc [
BIOS Backup
Enable Automatic BIOS Parameter &%) / Disable ( )&%/ Enable ( )#%)/ Disable
Backup
Status iKEEZ &R / Status FRNDF / Display only
Boot Options
POST Error Action Continue ( )Continue ( )Halt on errors
Select Boot Medium No change ( )No change ( )PXE/iSCSI ( )HDD
( )CDROM/DVD ( )BIOS Setup
Boot Type Extensible Firmware ( )Extensible Firmware Interface Boot (EFI)
Interface Boot (EFI)
Enable Next Boot Only *1 &% / Disable ( )A%h / Enable ( )#3) / Disable

*1: Select Boot Medium A% No change LS D EEIT:EIRAAE, / Available when Select Boot Medium is not No change



BENetwork Management

() CHEABFREEEELTLVEL / The default setting has not been changed

XEIER / Setting item

CEARRE / Default value

F&E{E / Setting value

Network Interface

MAC Address

TRLRAARTSNS / The

KRN / Display only

Network Speed

Auto negotiation

)Auto negotiation ( )100Mb/s Full Duplex
)100Mb/s Half Duplex ( )1000Mb/s

Network Port *10

Management LAN

)Management LAN
)Shared LAN 1 ( )Shared LAN 2
)Shared LAN 3 ( )Shared LAN 4

Max. Transmission Unit (MTU)

1500

1(1280 - 1500)

Enable bonding

&4 / Disable

~I— 1~ —~ I~ —~

)&% / Enable ( )#%h / Disable

—

Pv4 Protocol

Enable IPv4 Protocol

BIOSHIER RBEER ST

Enable DHCP *1

)&% / Enable ( )#%h/ Disable

BROST SR BT IS 7

IP Address *1*2

)E%h / Enable ( )#E3h / Disable

BROSHHERRT LS

Subnet Mask *1*2

BROST SR BT IS 7

Gateway Address *1*2

BROSHRRTIL S

Beflectthe RIQS values

—

Pv6 Protocol

Enable IPv6 Protocol

BIOSOfEr R Eh B /
Reflect the BIOS values

)&% / Enable ( )#%h/ Disable

IPv6 Static Gateway *3*4

8

(
Enable Manual IPv6 Configuration *3 %) / Disable ( )E3%h / Enable ( )#3h / Disable
Interface ID Source *3*4 EUI-64 (based on MAC ()Part of specified static address
Address) ( )EUI-64 (based on MAC Address)
IPv6 Static Address *3*4 2880::64 [ ]
Prefix Length *3%4 [ 1(8 - 128)
L

Current IPv6 Addresses

Static Address

7 FLAAR TSNS /The address is displayed

£ TN / Display only

Link Local Address

7 FLAAR TSNS /The address is displayed

£ TN / Display only

Static Gateway

7 FLAARRTENS /The address is displayed

£ RN / Display only

DNS

Enable DNS

A% / Enable

(

)&%h / Enable ()%

DNS Configuration

10btain from DHCP *5

#&3) / Disable

)E%h / Enable ()%

DNS Domain *5%6

DNS Search Path *5*6

DNS Server 1 *5*6

DNS Server 2 *5*%6

DNS Server 3 *5*6

DNS Retries *5

115

DNS Timeout *5

]Seconds (1 - 30)

DNS Name Registration

Register DNS Name

Register DHCP Address in
DNS via DHCP Server

—~ —~ —~ —~

)None
)Register DHCP Address in DNS via DHCP Server

)Register full Domain Name (FQDN) via DHCP in DNS

)DNS Update enabled

Use iRMC Name

Confirm Password

Use iRMC name instead of host name £%h / Enable ( )&%/ Enable ( )#3%h / Disable
iRMC Name *7 iRMC [ ]
Use MAC Address
1Add MAC address to DNS name £%h / Enable ( )&%/ Enable ( )#3%h / Disable
Use Extension %) / Disable ( )&%/ Enable ( )#3h / Disable
1Add Extension *8 -iRMC [ ]
Registered DNS Name FrD7 / Display only
Virtual LAN (VLAN)
Enable VLAN %) / Disable ( )&%/ Enable ( )#3%h / Disable
VLAN ID *9 0 [ 1 (1 - 4094)
VLAN Priority *9 0 [ 1(0-7)
Proxy Server
Server Address [ ]
Server Port 80 [ 7 (1 - 65535)
User Name [ ]
Password [ ]
[

*1: Enable IPv4 Protocol AW EZIBFICERERIEETY , / Available when Enable IPv4 Protocol is Enable
*2: Enable DHCP M ERhEFIZEERIAETT . / Available when Enable DHCP is Enable
*3: Enable IPv6 Protocol AW EZIBFICERERIEETY , / Available when Enable IPv6 Protocol is Enable
*4: Enable Manual IPv6 Configuration AAEZhEFIZEREARETY . / Available when Enable Manual IPv6 Configuration is Enable.
*5: Enable DNS A B $BFICRERTEETY , / Available when Enable DNS is Enable
*6: Obtain from DHCP M ERhEFIZEERIRETY . / Available when Obtain from DHCP is Enable
*7: Use iRMC name instead of host name MNE®BZIHZEAAETY . / Available when Use iRMC name instead of host name is Enable
*8: Add Extension ABEBFICRERIEETY . / Available when Add Extension is Enable
*9: Enable VLAN MAEZEFIZIREARETY . / Available when Enable VLAN is Enable
*10: BHEINTLVHOCPH—FDFERIIZ&>TShared LAN xDRRAGEWMEENHYET,

/ Shared LAN x may not be displayed depending on the type of installed OCP card




HServices
() CHEABRTEEEELTLVEL / The default setting has not been changed

REIER / Setting item

CEEABRERTE / Default value

EXEfE / Setting value

Web Access
Network Ports
'HTTPS Port 443 [ 1(0 - 65535)
Security Protocols
Enable TLS 1.2 £%h / Enable ((_)A%) / Enable_(_ )&% / Disable
Enable TLS 1.3 E%h / Enable (_)&3%h / Enable ()&% / Disable
Enable TLS 1.2 CBC A% / Enable (_)E%) / Enable ()3} / Disable
Session Timeout 300 [ ]Seconds (30 - 86400)
Two Factor Authentication
1Grace Period 1440 [ IMinutes (10 - 43200)
Console Access
Session Drop Time 10 [ IMinutes (0 - 120)
Telnet
Enable Telnet #3h / Disable (_)&3%h / Enable ()&% / Disable
Port *3 3172 [ 1 (1 -65535)
SSH
Enable SSH % / Enable (_)A#% / Enable_(_ )&% / Disable
Port *4 22 [ 1 (1 - 65535)
SSH Authentication Mode *4 Login using password ( )Login using key ( )Login using password
IPMI Access
'Enable IPMI over LAN &%) / Disable (_)A%) / Enable_(_ )&% / Disable
Single sign-on (SSO)
1Enable Single sign-on sessions A% / Enable (__)E%h / Enable _(_ )3/ Disable
Simple Service Discovery Protocol (SSDP)
'Enable SSDP £%h / Enable (_)A% / Enable_(_ )&% / Disable
Advanced Video Redirection (AVR)
KVM Redirection Type HTML5 Viewer (__J)lViewer(Java) (_)HTMLS Viewer (_)VNC

Active Window Title

IRAE % R / Status display

F RN / Display only

Window Title %USER% @%BMC_NAME% [ 1
Default Mouse Mode Absolute mouse mode (" )Relative mouse mode ( )Absolute mouse mode
( )Other mouse mode
Local Monitor Off Control Enabled ( )Disabled ( )Enabled
( )Automatically off when AVR is started
Online / Offline Update *1
Repository Location https://support.ts.fujitsu.com |[[ 1
Proxy Server
iUse proxy server #%) / Disable (__)AE%h / Enable _(_ )3/ Disable
VMware HCL Verification
ISkip VMware HCL verification #%) / Disable (__)E%h / Enable _(_ )3/ Disable
SSL/TLS Certificate Verification
1Skip SSL/TLS certificate verification %) / Disable (__)AE%h / Enable _(_ )3/ Disable
Confirmation for scheduled updates
Skip confirmation dialog for scheduled| #&% / Disable ( )B%) / Enable ( )#%h / Disable
updates
Offline Update
Default Boot Mode Extensible Firmware ( )Extensible Firmware Interface Boot (EFI)
Interface Boot (EFI)
BIOS and iRMC Firmware Updates
Include BIOS and iRMC Firmware %1 / Enable ( )&%/ Enable ( )#%h / Disable
Updates
Deployment *1
Repository Location https://webdownloads.ts.fu [ 1
jitsu.com
Proxy Server
1Use proxy server %) / Disable (__)AE%h / Enable _(_ )3/ Disable
SSL/TLS Certificate Verification
'Skip SSL/TLS certificate verification #%) / Disable (__)E%h / Enable _(_ )3/ Disable
ESXi Reboot Configuration
iForce Immediate Shutdown Or Reboot %) / Disable (__)E%h / Enable _(_ )3/ Disable
BIOS Console Redirection
Enable Console Redirection &%) / Disable (_)A#%) / Enable_(_ )&% / Disable
Console Redirection Port *2 COM1 (_J)COM1 (__)CoM2 ( _)COM3 ( )coMm4
Serial Port Baud Rate *2 9600 (_)9600 (_)19200 ( )38400 ( _)57600 (_)115200
Serial Port Flow Control *2 No flow control imposed (__)No flow control imposed (_)CTS/RTS (hardware)
Terminal Emulation *2 VT100+ (__)VT100 (8Bit) ( )ANSI (8Bit) (_)VT100+ ( )UTF-8
Serial 1 Multiplexer *2 System (__)System (_)iRMC
Virtual Media
USB Attach Mode Auto Attach (__)Attach (_)Auto Attach
Number of CD/DVD Devices 2 ()0 (1 ()2 ()3 ()4
Number of HDDs 0 ()0 (D)1 ()2 ()3 ()4
Enable Remote Image Mount A% / Enable (_)AE% / Enable ( )#&%h / Disable

*¥1: SATHA VI FZ DAV A U RE L MicroSDA—REA U AR—ILLTWVBIHEIZRRLET

/ Display when Lifecycle Management License and micro SD card are installed
*2: Enable Console Redirection B&EZDIFAI

*3: Enable Telnet H* BB (CEREREETT .

*4: Enable SSH A AXFFICERERRETYT .

—zn
~ax

FERHETY, / Available when Enable Console Redirection is Enable
/ Available when Enable Telnet is Enable

/ Available when Enable SSH is Enable




BServices (#i% / Continue)

() CEBARREEZEELTLVEL / The default setting has not been changed

X EIEHE / Setting item

CREABERE / Default value

ERE{E / Setting value

Simple Network Management Protocol

(SNMP)
Enable SNMP &% / Disable ( )A%h / Enable ( )#3 / Disable
SNMP Settings *1

SNMP Port 161 [ 1 (1 - 65535)

SNMP Protocol

All (SNMPv1/v2c/v3)

(

)AIl (SNMPv1/v2c/v3) ( )SNMPv3 only

SNMPv1/v2c Community

public

[

SNMPv1/v2c Permission read only K& &K~ / Status display
SNMP Trap Destinations *1
SNMP Community public [
SNMP User No SNMPv3 users
Engine ID Jkﬁéi—ﬁ-r / Status [
display

SNMP Trap Server 1 [

1Protocol: SNMPv1 ( )SNMPv1 )SNMPv2c
SNMP Trap Server 2 [

{Protocol: SNMPv1 ( )SNMPv1 )SNMPv2c
SNMP Trap Server 3 [

iProtocoI: SNMPv1 ( )SNMPv1 )SNMPv2c
SNMP Trap Server 4 [

iProtocoI: SNMPv1 ( )SNMPv1 )SNMPv2c
SNMP Trap Server 5 [

iProtocol: SNMPv1 ( )SNMPv1 )SNMPv2c
SNMP Trap Server 6 [

!Protocol: SNMPv1 ( )SNMPv1 )SNMPv2c
SNMP Trap Server 7 [

iProtocoI: SNMPv1 ( )SNMPv1 )SNMPv2c

*1: Enable SNMP MWEHNDIZAICERERAETT ., / Available when Enable SNMP is Enable




BServices (#i& / Continue)

() CEBARREEZEELTLVEL / The default setting has not been changed

X EIEHE / Setting item

CREABERE / Default value

ERE{E / Setting value

E-mail Alerting

1
1Stop' event e-mail

Enable E-mail Alerting &% / Enable ( )&%h / Enable ( )#&% / Disable
SMTP Settings *1
SMTP Retries 3 [ 1(0-7)
SMTP Retry Delay 30 [ ]Seconds (0 - 255)
SMTP Response Timeout 45 [ ]Seconds (10 - 300)
Primary SMTP Server *1
Server Address [ ]
Network Port 25 [ ] (1 -65535)
Auth. Type None ( )None ( )SMTP Auth. (RFC2554)
Auth. User Name *2 [ ]
Auth. Password *2 [ ]
Confirm Password *2 [ ]
FQDN with EHLO/HELO
1Send FQDN with EHLO/HELO A% / Enable ( )A%h / Enable ( )#3) / Disable
Secure (SSL/TLS)
iUse SSL/TLS #%) / Disable ()&% / Enable ( )#% / Disable
Verify SSL/TLS Certificate &%) / Disable ()&% / Enable ( )#&% / Disable
Secondary SMTP Server *1
Server Address
Network Port 25 [ ] (1 -65535)
Auth. Type None ( )None ( )SMTP Auth. (RFC2554)
Auth. User Name *2 [ ]
Auth. Password *2 [ ]
Confirm Password *2 [ ]
FQDN with EHLO/HELO
1Send FQDN with EHLO/HELO A% / Enable ( )A%h / Enable ( )#3 / Disable
Secure (SSL/TLS)
iUse SSL/TLS #%) / Disable ()&% / Enable ( )#% / Disable
Verify SSL/TLS Certificate &%) / Disable ( )&%h / Enable ( )#&% / Disable
E-Mail Format *1
From MailFrom@domain.com [ ]
Subject FixedMailSubject [ ]
Message FixedMailMessage [ ]
Admin. Name ITS_UserInfo0 [ ]
Admin. Phone ITS_UserInfol [ ]
Country Code [ ]
Customer ID [ ]
Server URL http://www.server.com [ ]
Attachments
1Attach screenshot to 'Critical OS &%) / Disable ( )A%h/ Enable ( )#3) / Disable

*1: Enable E-mail Alerting NEDISEEIZFH/EREETT . / Available when Enable E-mail Alerting is Enable
*2: Auth Type A% SMTP Auth. (RFC2554) Mi5&IZEXERIAETY . / Available when Auth Type is SMTP Auth. (RFC2554)




BServices (#i& / Continue)
() CEBARREEZEELTLVEL / The default setting has not been changed

EXTEIEHE / Setting item CHEARRE / Default value EX7EfE / Setting value
USB Host LAN Configuration
Enable USB Host LAN &%) / Disable ( )&%h / Enable ( )#&%) / Disable
iRMC IP Address *1 TELAZRR / Display [
address
Host IP Address *1 TELAZRR / Display [
address
Subnet Mask *1 TELAZRR / Display [
address
Host Mac Address OUI *1 1220 ( )1220 ( )1250 ( )1270 ( )1280 ( )12BO
( )12E0 ( )2230 ( )2250 ( )2270 ( )22D0
iRMC Mac Address OUI *1 1620 ( )1620 ( )1650 ( )1670 ( )1680 ( )16BO
( )16E0 ( )2630 ( )2650 ( )2670 ( )26DO0
Ping
IP Address [
Package Counter 5 [ 1(1-16)
Packet Size To Be Sent 56 [ 1 (56 - 128)
Deadline 3 [ 1(2-5)
Interface Address [

*1: Enable USB Host LAN AEXIDIGZAIZERERIAETY . / Available when Enable USB Host LAN is Enable



HBUser Management

1% HO—F O EmH TY, (ZHARFO—Y—4, 'admin')
/ This is the setting for the first user. (original username 'admin')
() CBABKZREELEELTLVEL / The default setting has not been changed

ERTEIEHE / Setting item CHEARRE / Default value EXTEfE / Setting value
Default Password
iShow Password 1,’.\’&,6“"\/ e
iRMC Local User Accounts
Edit Local User Account
User Information
Enable User A% / Enable
Name admin [ 1
Password [ 1
Confirm Password [ 1
Description User 02 Description [ 1
Access Configuration
Redfish/WebUI Permissions
Enable Redfish / Web UI User A%h / Enable ( )B%h/ Enable ( )#&3h / Disable
Redfish Role *1 Administrator ( )Administrator ( )Operator ( )Read only
IPMI Privileges
LAN Channel Privilege OEM ( )User ( )Operator ( )Administrator ( )OEM
Serial Channel Privilege Administrator ( )User ( )Operator ( )Administrator ( )OEM
Enable User Account Configuration A4 / Enable ( )A%h/ Enable ( )#&%h / Disable
Enable iRMC Settings Configuration E%) / Enable ( )&%/ Enable ( )#3%h / Disable
AVR Permissions
Enable Video Redirection E%) / Enable ( )&%/ Enable ( )#&3%) / Disable
Enable Remote Storage H%h / Enable ( )&%/ Enable ( )#&% / Disable
Two Factor Authentication
Status g:;ifa— / Status RKxMDH / Display only
Enabele Two Factor Authentication il ( )&%/ Enable ( )#&% / Disable
Other
iUser Shell (Text Access) Remote Manager (  )Remote Manager ( )None
SNMPv3 Configuration
Enable SNMPv3 &%) / Disable ( )&%/ Enable ( )#&% / Disable
Access Privilege *2 ReadOnly
Authentication *2 SHA256 ( )SHA256 ( )SHA384 ( )SHA512
Privacy *2 ( )DES ( )AES
E-mail Configuration
General
Enable E-mail Alerts &%) / Disable ( )&%/ Enable ( )#&%) / Disable
Enable Encryption *3 #%h / Disable ( )&%/ Enable ( )#3%) / Disable
E-Mail Format *3 Standard ( )Standard ( )Fixed Subject ( )ITS-Format
( )SMS-Format
Preferred Mail Server *3 Automatic ( )Automatic ( )Primary ( )Secondary
E-mail Address *3 TELRER / Display [ 1
address
Enable Attach System Report *3 #&%h / Disable ( )&%/ Enable ( )#3%) / Disable
Alerts Levels *3
Fan Sensors Warning ( )None ( )Critical ( )Warning ( )AIl
Temperature Sensors Warning ( )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors All ( )None ( )Critical ( )Warning ( )AIl
System Hang Critical ( )None ( )Critical ( )Warning ( )AIl
POST Errors All ( )None ( )Critical ( )Warning ( )AIl
Security Warning ( )None ( )Critical ( )Warning ( )AIl
System Status None ( )None ( )Critical ( )Warning ( )AIl
Disk Drivers & Controllers Critical ( )None ( )Critical ( )Warning ( )AIl
Network Interface Warning ( )None ( )Critical ( )Warning ( )AIl
Remote Management Critical ( )None ( )Critical ( )Warning ( )AIl
System Power Warning ( )None ( )Critical ( )Warning ( )AIl
Memory Critical ( )None ( )Critical ( )Warning ( )AIl
Other None ( )None ( )Critical ( )Warning ( )AIl
Certificates
SSHv2 public key
\Fingerprint Key not found [ 1
S/MIME certificate
Issuer Certificate not found [
Subject Certificate not found [

*1: Redfish / Web UI User AERDIBEI

*3: E-mail Alerting& U'Enable E-mail Alerts AEDIZEIZEREAEETT . / Available when E-mail Alerting and Enable E-mail Alerts are Enable

—zn
~axX

ERHETY, / Available when Redfish / Web UI User is Enable
*2: SNMPR UFEnable SNMPv3 MNEHDIGEIZRERTEETT . / Available when SNMP and Enable SNMPv3 are Enable




EBUser Management

2~15F B EFTCO—VFOREME I TY, / This is the setting for the 2nd through 15th users.
2~15F A FTO—PL, TWARER ENFRCAEOR EHE TY,

/ Users 2 to 15 have the same setting items with the default settings.

B — P EEEAER L2581, o —L TREVKIZEVY, / If you have created multiple new users, copy and use them.
() CEBARREEZEELTLVEL / The default setting has not been changed

X EIEHE / Setting item

CREARERE / Default value

ERE{E / Setting value

iRMC Local User Accounts

Add Local User Account

User Information

Enable User A% / Enable ( )&%h / Enable ( )#&%) / Disable

Name [ ]
Password [ ]
Confirm Password [ ]
Description [ ]

Access Configuration

Redfish/WebUI Permissions

Enable Redfish / Web UI User

A% / Enable

( )E%)/ Enable ( )#3%) / Disable

Redfish Role *1

Administrator

( )Administrator ( )Operator ( )Read only

—
o

MI Privileges

LAN Channel Privilege

Administrator

)JUser ( )Operator ( )Administrator ( )OEM

Serial Channel Privilege

Administrator

)JUser ( )Operator ( )Administrator ( )OEM

Enable User Account Configuration

A% / Enable

)&%) / Enable ( )#3%) / Disable

Enable iRMC Settings Configuration

A% / Enable

~ I~~~

)&%) / Enable ( )#3%) / Disable

AVR Permissions

Enable Video Redirection

A% / Enable

( )E®%) / Enable ( )#3%) / Disable

Enable Remote Storage

A% / Enable

( )A%h/ Enable ( )&% / Disable

Two Factor Authentication

Status

KEEZ &K / Status
display

£RNDH / Display only

Enabele Two Factor Authentication

&% / Disable

()&% ()&% / Disable

Other

iUser Shell (Text Access)

Remote Manager

( )Remote Manager ( )None

SNMPv3 Configuration

Enable SNMPv3

&%) / Disable

( )A%h/ Enable ( )&% / Disable

Access Privilege *2 Read only

Authentication *2 SHA256 ( )SHA256 ( )SHA384 ( )SHA512

Privacy *2 ( )DES ( )AES

E-mail Configuration

General
Enable E-mail Alerts &%) / Disable ()&% / Enable ( )#&% / Disable
Enable Encryption *3 &% / Disable ( )A%h / Enable ( )#3) / Disable
E-Mail Format *3 Standard ( )Standard ( )Fixed Subject ( )ITS-Format

( )SMS-Format

Preferred Mail Server *3 Automatic ( )Automatic ( )Primary ( )Secondary
E-mail Address *3 [ ]
Enable Attach System Report *3 &%) / Disable ( )&%h / Enable ( )#&% / Disable

Alerts Levels *3
Fan Sensors None ( )None ( )Critical ( )Warning ( )All
Temperature Sensors None ( )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors None ( )None ( )Critical ( )Warning ( )AIl
System Hang None ( )None ( )Critical ( )Warning ( )AIl
POST Errors None ( )None ( )Critical ( )Warning ( )AIl
Security None ( )None ( )Critical ( )Warning ( )AIl
System Status None ( )None ( )Critical (  )Warning ( )All
Disk Drivers & Controllers None ( )None ( )Critical ( )Warning ( )AIl
Network Interface None ( )None ( )Critical (  )Warning ( )AIl
Remote Management None ( )None ( )Critical ( )Warning ( )AIl
System Power None ( )None ( )Critical (  )Warning ( )AIl
Memory None ( )None ( )Critical ( )Warning ( )AIl
Other None ( )None ( )Critical ( )Warning ( )AIl

*1: Redfish / Web UI User NEDIZAIZERERIAETY . / Available when Redfish / Web UI User is Enable

*2: SNMPEU'Enable SNMPv3 R EIDIHE 25

FEARETY , / Available when SNMP and Enable SNMPv3 are Enable
*3: E-mail Alerting& U'Enable E-mail Alerts BE DB EIZREREETT . / Available when E-mail Alerting and Enable E-mail Alerts are Enable




EMUser Management (#i& / Continue)
() CEBARREEZEELTLVEL / The default setting has not been changed

EXEIEHE / Setting item

CREAEERE / Default value

EXE{E / Setting value

Account Lockout

Enable Account Lockout

A% / Enable

( )E%) / Enable ( )#3%) / Disable

Trials Before Lockout 5 [ 1(1-10)
Enable Auto-unlock A% / Enable ( )A%h / Enable ( )#3 / Disable
Lockout Duration 60 [ ]Seconds (0 - 65535)
Trials Counter Reset 60 After[ ]Seconds (0 - 60)
Lightweight Directory Access Protocol
(LDAP)
Global Configuration
Enable LDAP &% / Disable ( )A%h / Enable ( )#3%) / Disable
Enable LDAP SSL/TLS *1 &%) / Disable ( )A%h / Enable ( )#3 / Disable
Disable Local Login *1 &% / Disable ( )&%/ Enable ( )#3%h / Disable
Directory Server Type *1 Active Directory ( )Active Directory ( )Novell eDirectory
( )Open LDAP ( )OpenDS / OpenDJ] / ApacheDS

Primary LDAP Server *1

Server [ ]
Network Port 389 [ 1 (1 -65535)
SSL/TLS Network Port 636 [ ] (1 - 65535)

Backup LDAP Server *1
Server [ ]
Network Port 389 [ ] (1 -65535)
SSL/TLS Network Port 636 [ ] (1 - 65535)

Directory Configuration *1

Authorization Type

ServerView LDAP Groups
with Authorization
Settings on LDAP Server

( )ServerView LDAP Groups with Authorization Settings on

LDAP Server

( )Standard LDAP Groups with Authorization Settings on

iRMC

Department Name *5 department [ ]
Domain Name *2 [ ]
Base DN *3 DC= [ ]
Groups Directory as Sub-tree from [ I
Base DN

User Search Context *3 [ ]
LDAP Group Scheme *4*6 groupOfNames [ ]
LDAP Member Scheme *4*6 member [ 1

*1: Enable LDAP MEHDIGEIZRERIEETT . / Available when Enable LDAP is Enable

*2: Directory Server Type A% Active Directory DI5&(ZEXERIEETY . / Available when Directory Server Type is Active Directory

*3: Directory Server Type H' Active Directory LIS DI5&IZEXERIBETT . / Available when Directory Server Type is not Active Directory
*4: Directory Server Type #' Open LDAP D5 &(IZEXEAAETT . / Available when Directory Server Type is Open LDAP
*5: Authorization Type #% ServerView LDAP Groups with Authorization Settings on LDAP Server Q5 &R EREETY
/ Available when Authorization Type is ServerView LDAP Groups with Authorization Settings on LDAP Server
*6: Authorization Type A% Standard LDAP Groups with Authorization Settings on iRMC D8 & IR EREETT .
/ Available when Authorization Type is Standard LDAP Groups with Authorization Settings on iRMC




BmUser Management (#iZ / Continue)
LDAP User Group®i% i <9, / The LDAP User Group configuration.
LDAP User GroupZ#EEIER LI 1T, =L TRHEVWEEN,

/ If you have created more than one LDAP User Group, copy and use them.
() THBABREFEZEELTLVEL / The default setting has not been changed

s%E1EH / Setting item

CEEARRE / Default value

EXE{E / Setting value

Lightweight Directory Access Protocol (LDAP)

User Group Information *1

No records found

Add LDAP User Group

Group Information

iName

Access Configuration

Redfish/WebUI Permissions

1Redfish Role

Administrator

(' )Administrator ( )Operator ( )Read only

IPMI Privileges

LAN Channel Privilege

Administrator

( )User ( )Operator ( )Administrator ( )OEM

Serial Channel Privilege

Administrator

( )User ( )Operator ( )Administrator ( )OEM

Enable User Account
Configuration

A% / Enable

( )E%/ Enable ( )#3%)/ Disable

Enable iRMC Settings
Configuration

A% / Enable

( )E%/ Enable ( )#3%)/ Disable

AVR Permissions

Enable Video Redirection

A% / Enable

( )A%h/ Enable ( )&% / Disable

Enable Remote Storage

A% / Enable

( )E#%) / Enable ( )#3%) / Disable

Two Factor Authentication

Status

KEE# &~ / Status
display

£ RMD# / Display only

Enable Two Factor Authentication

#3501 / Disable

( )E#%) / Enable ( )#3%) / Disable

Other

1User Shell (Text Access)

Remote Manager

( )Remote Manager ( )None

E-mail Configuration

General
E-mail Alerts
iEnabIed #&3h / Disable ( )A%h / Enable ( )#3 / Disable
E-mail Format *2 Standard ( )Standard ( )Fixed Subject ( )ITS-Format
( )SMS-Format
Preferred Mail Server *2 Automatic ( )Automatic ( )Primary ( )Secondary
Paging Severity Configuration *2

Fan Sensors None ( )None ( )Critical ( )Warning ( )AIll
Temperature Sensors None ( )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors None ( )None ( )Critical ( )Warning ( )AIl
System Hang None ( )None ( )Critical ( )Warning ( )AIl
POST Errors None ( )None ( )Critical ( )Warning ( )AIl
Security None ( )None ( )Critical ( )Warning ( )AIl
System Status None ( )None ( )Critical ( )Warning ( )AIll
Disk Drivers & Controllers None ( )None ( )Critical ( )Warning ( )AIl
Network Interface None ( )None ( )Critical ( )Warning ( )All
Remote Management None ( )None ( )Critical ( )Warning ( )AIl
System Power None ( )None ( )Critical ( )Warning ( )AIl
Memory None ( )None ( )Critical ( )Warning ( )AIl
Other None ( )None ( )Critical ( )Warning ( )AIl

*1: Enable LDAP A\&%imD Standard LDAP Groups with Authorization Settings on iRMC D8 &% E/EETY .
/ Available when Enable LDAP is Enable and Standard LDAP Groups with Authorization Settings on iRMC is selected
*2: E-mail Alerts AEIDIZAIEIRFIRETY . / Available when E-mali Alerts is Enable




EMUser Management (#i& / Continue)
() CEBARSREEZEELTLVEL / The default setting has not been changed

X EIEHE / Setting item

CREARERE / Default value

ERE{E / Setting value

Lightweight Directory Access Protocol
(LDAP)

Access Configuration *1

Authentication LDAP Username [ 1
Authentication LDAP Password [ I
Comfirm Password [ 1
Enable Enhanced User Login &% / Disable ( )A%h / Enable ( )#3h / Disable
User Login Search filter *2 (&(objectClass=person)(cn=%s)) |[
E-mail Alert Configuration *1
Enable LDAP E-mail Alert &%) / Disable ( )&%/ Enable ( )#% / Disable
LDAP Alert Table Refresh 0 [ JHours (0 - 255)
Central Authentication Service (CAS)
Enable CAS Support &% / Disable ( )A%h / Enable ( )#3%) / Disable
CAS Server *3
Server [ 1
Network Port 3170 [ 1 (1 - 65535)
Verify SSL/TLS Certificate &% / Disable ( )A%h / Enable ( )#3) / Disable
Login Page Display
iAIways display login page &% / Disable ( )A%h / Enable ( )#3) / Disable
Login URL /cas/login [ 1
Logout URL /cas/logout [ 1
Validate URL /cas/validate [ 1
Assign Permissions From *1 Local assigned permissions ( )Local assigned permissions
( )LDAP permissions
User Access Configuration *3*4
AVR Permissions
Video Redirection Usage
iAllow video redirection usage &%) / Disable ( )&%/ Enable ( )#&% / Disable
Remote Storage Usage
!Allow remote storage usage &%) / Disable ( )&%/ Enable ( )#% / Disable
Redfish/WebUI Permissions
Redfish Role No Access (' )Administrator ( )Operator ( )Read only
(" )No Access

*1
*2
*3
*4

: Enable CAS Supporth" B30 E&|

—zn
~ax

/ Available when Assign Permissions from is Local assigned permissions

: Enable LDAP NEMDIBAIZRERIAETY . / Available when Enable LDAP is Enable

: Enable Enhanced User Login ' BXDIGEIZEREREETY . / Available when Enable Enhanced User Login is Enable
FERHETY ., / Available when Enable CAS Support is Enable

: Assign Permissions from#hiLocal assigned permissions® i & IR EFEETT .




HBServer Management
() CEBARREEZEELTLVEL / The default setting has not been changed

EXTEIEHE / Setting item CHEARFRE / Default value EX7EfE / Setting value
Automatic System Recovery & Restart
(ASR&R)
BIOSOEA RSN B
Boot Delay / Reflect the BIOS [ IMinutes (1 - 30)
values
Retry Counter Max 3 [ 1(0-7)
BIOSO{EM RSN 5
Retry Counter / Reflect the BIOS [ 1(0-7)
values
BIOSO{EM RSN S
Power Cycle Delay / Reflect the BIOS [ ]Seconds (7 - 15)
values
Enable BIOS Recovery Flash &%) / Disable ( )&%h / Enable ( )#&%) / Disable
Critical Temperature Behavior
iPrevent power on on critical temperature &%) / Disable ( )&%h / Enable ( )#&%) / Disable
Software Watchdog
Enable Software Watchdog Support &%) / Disable ( )&%h / Enable ( )#&% / Disable
Waiting Time *1 5 [ IMinutes (1 - 100)
Watchdog Action *1 Continue ( )Continue ( )Reset ( )Power Cycle
Boot Watchdog
Enable Boot Watchdog Support &%) / Disable ( )&%h / Enable ( )#&% / Disable
Waiting Time *2 100 [ IMinutes (1 - 100)
Watchdog Action *2 Continue ( )Continue ( )Reset ( )Power Cycle
HP System Insight Manager (HP SIM)
Integration
!Enable HP SIM Integration A% / Enable ( )A%h/ Enable ( )#3%h / Disable
System UUID
Get System GUID Response Format IPMI specification (- )IPMI specification compatible
compatible ( )SMBIOS 2.6 specification compatible
Fan Test
Enable Daily Fan Test A% / Enable ( )&%h / Enable ( )#&% / Disable
Fan Test Time *3 23:00 [ : 1

*1: Enable Software Watchdog Support BN EXDIFEZERERIRETT , / Available when Enable Software Watchdog Support is Enable
*2: Enable Boot Watchdog Support AEXDIZEIZEREARETYT . / Available when Enable Boot Watchdog Support is Enable
*3: Enable daily Fan Test AEDIHZEIZFREARETT . / Available when Enable daily Fan Test is Enable



HEPower Management
() CEABSREEZEELTLVEL / The default setting has not been changed

s%E1EH / Setting item

CEARRE / Default value

EXE{E / Setting value

Power On/Off Scheduler

Monday Oon: [ ] Off: [ ]
Tuesday On: [ ] Off: [ ]
Wednesday Oon: [ ] Off: [ ]
Thursday On: [ ] Off: [ ]
Friday Oon: [ ] Off: [ ]
Saturday On: [ ] Off: [ ]
Sunday Oon: [ ] Off: [ ]
Everyday On: [ ] Off: [ ]
SNMP Trap Premonition Time Oon: [ 1 Off: [ IMinutes (0 - 255)
Power Consumption Control
Power Consumption Monitoring
iEnable Power Monitoring A% / Enable ( )&%h / Enable ( )#&% / Disable

Power Consumption Control

Power Control Mode OS Controlled ( )OS Controlled ( )Minimum Power ( )Scheduled
(' )Power Limit
Enable Dynamic Power Control *1 A% / Enable ( )&%h / Enable ( )#&% / Disable
Power Limit *1 0 [ Jwatt *3
Target for Power Regulation *1 80 [ 1% (70 - 90)
Tolerance Time Before Action *1 5 [ IMinutes (0 - 65535)
Action Reaching Power Limit *1 Continue ( )Continue ( )Graceful Power Off (Shutdown)
( )Immediate Power Off
Scheduled Power Consumption
Configuration *2
Everyday
Time 1: #E3) / Disable ( )A%h/ Enable ( )#%) / Disable
.1
Mode 1: #23) / Disable ( )A%h/Enable ( )#3%h / Disable
OS Controlled ( )OS Controlled ( )Minimum Power ( )Power Limit
Time 2: #E3) / Disable ( )A%h/ Enable ( )#%) / Disable
.1
Mode 2: #23) / Disable ( )A%h/Enable ( )#3%h / Disable
OS Controlled ( )OS Controlled ( )Minimum Power ( )Power Limit
Monday
Time 1: [ : ]
Mode 1: OS Controlled (' )OS Controlled ( )Minimum Power ( )Power Limit
Time 2: [ : ]
Mode 2: OS Controlled (' )OS Controlled ( )Minimum Power ( )Power Limit
Tuesday
Time 1: [ ]
Mode 1: OS Controlled ( )OS Controlled ( )Minimum Power ( )Power Limit
Time 2: [ ]
Mode 2: OS Controlled ( )OS Controlled ( )Minimum Power ( )Power Limit
Wednesday
Time 1: [ : ]
Mode 1: OS Controlled (' )OS Controlled ( )Minimum Power ( )Power Limit
Time 2: [ : ]
Mode 2: OS Controlled (' )OS Controlled ( )Minimum Power ( )Power Limit
Thursday
Time 1: [ ]
Mode 1: OS Controlled ( )OS Controlled ( )Minimum Power ( )Power Limit
Time 2: [ ]
Mode 2: OS Controlled ( )OS Controlled ( )Minimum Power ( )Power Limit
Friday
Time 1: [ ]
Mode 1: 0OS Controlled (' )OS Controlled ( )Minimum Power ( )Power Limit
Time 2: [ : ]
Mode 2: 0OS Controlled (' )OS Controlled ( )Minimum Power ( )Power Limit
Saturday
Time 1 [ ]
Mode 1 OS Controlled ( )OS Controlled ( )Minimum Power ( )Power Limit
Time 2 [ ]
Mode 2 OS Controlled ( )OS Controlled ( )Minimum Power ( )Power Limit
Sunday
Time 1 [ ]
Mode 1 OS Controlled ( )OS Controlled ( )Minimum Power ( )Power Limit
Time 2 [ ]
Mode 2: OS Controlled (' )OS Controlled ( )Minimum Power ( )Power Limit

*1

*3:

Power Control Mode #% Scheduled D54

: Power Control Mode 4% Power Limit DI5&(1Z5%
*2:

EAHETY ., / Available when Power Control Mode is Power Limit

ZERERBETY . / Available when Power Control Mode is Power Limit

BREERITBEICE - TRELZYET, / The range of settings varies depending on the environment




BPower Management (#;Z / Continue)
() CBABKZREELZELTLVL / The default setting has not been changed

EXTEIEHE / Setting item CHEARFRE / Default value EX7EfE / Setting value
Power Restore Policy
Power Restore Policy Restore to powered state ( )Always power off ( )Always power on
prior to power loss ( )Restore to powered state prior to power loss
IPMI Fencing
IPMI Fencing Power Off
iEnable emergency system power off &%) / Disable ( )&E%h/ Enable ( )#% / Disable

!handling for power control

Power Redundancy Mode

PSU Redundancy Type 1 active PSU + 1 spare PSU, [( )1 active PSU + 1 spare PSU, Redundant
Redundant ()2 active PSU + 0 spare PSU, Non Redundant
Smart Redundancy
Enable Smart Redundancy &%) / Disable ()&% / Enable ( )#&% / Disable
i:g\tlep%nnamlc Assignment of Always B4 / Enable ( )&%/ Enable ( )3 / Disable
Always Active PSU (static) PSU1 ( )PSU1 ( )PSU2
Time to Change Always Active PSU
( )Monday ( )Tuesday ( )Wednesday
Day: Sunday ( )Thursday ( )Friday ( )Saturday
(_)Sunday
Time: 23:30 [ : ]




HLogging
() CEBARREEZEELTLVEL / The default setting has not been changed

EXTEIEHE / Setting item CHEARERE / Default value EX7EfE / Setting value
SEL
iOverwrite Policy Wraps when full ( )Wraps when full ( )Never overwrites
IEL
10Overwrite Policy Wraps when full ( )Wraps when full ( )Never overwrites
Helpdesk
iHelpdesk Information [
Syslog Server
Enable Event Forwarding &%) / Disable ( )&%h / Enable ( )#&% / Disable
Enable Encryption &% / Disable ( )A%h / Enable ( )#3) / Disable
Server 1 *1
Server Address [
Server Port 514 [ 1 (1 - 65535)
Protocol UDP ( )TCP ( )UDP
Enable IEL Forwarding A% / Enable ( )&%/ Enable ( )#&% / Disable
Enable SEL Forwarding A% / Enable ( )A%h / Enable ( )#3%h / Disable
Server 2 *1
Server Address [
Server Port 514 [ 1 (1 - 65535)
Protocol UDP ( )TCP ( )UDP
Enable IEL Forwarding A% / Enable ( )&%h / Enable ( )#&% / Disable
Enable SEL Forwarding A% / Enable ( )A%h / Enable ( )#3%h / Disable
Server 3 *1
Server Address [
Server Port 514 [ 1 (1 - 65535)
Protocol UDP ( )TCP ( )UDP
Enable IEL Forwarding A% / Enable ( )&%h / Enable ( )#&% / Disable
Enable SEL Forwarding A% / Enable ( )AE%h / Enable ( )#3h / Disable

*1: Enable Event Forwarding BAE%IDIH&IZERETRETY . / Available when Enable Event Forwarding is Enable



EmLogging (#iZ / Continue)

() CEBARREEZEELTLVEL / The default setting has not been changed

EXEIEHE / Setting item

CREABERE / Default value

ERE{E / Setting value

Syslog Server

Filtering Options *1

Filtering Scope Basic ( )Basic ( )Extended
Critical Severity

iShow critical messages *2 A% / Enable ( )&A%h / Enable ( )#3%h / Disable
Méjor Severity

1Show major messages *2 A%h / Enable ( )A%) / Enable ( )#3h / Disable
Minor Severity

1Show minor messages *2 &% / Disable ( )&%/ Enable ( )#3%h / Disable
Informational Severity

iShow informational messages *2 &% / Disable ( )&E%h / Enable ( )#3%h / Disable
Fan Sensors *3 Critical ( )None ( )Critical ( )Warning ( )AIll
Temperature Sensors *3 Critical ( )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors *3 All ( )None ( )Critical ( )Warning ( )AIl
System Hang *3 Warning ( )None ( )Critical ( )Warning ( )AIl
POST Errors *3 All ( )None ( )Critical ( )Warning ( )AIl
Security *3 Critical ( )None ( )Critical ( )Warning ( )AIl
System Status *3 None ( )None ( )Critical ( )Warning ( )All
Disk Drivers & Controllers *3 Warning ( )None ( )Critical ( )Warning ( )AIl
Network Interface *3 Critical ( )None ( )Critical (  )Warning ( )AIll
Remote Management *3 Warning ( )None ( )Critical ( )Warning ( )AIl
System Power *3 Critical ( )None ( )Critical (  )Warning ( )AIl
Memory *3 Warning ( )None ( )Critical ( )Warning ( )AIl
Spare *3 None ( )None ( )Critical ( )Warning ( )AIll
Other *3 None ( )None ( )Critical ( )Warning ( )AIl

*1: Enable Event Forwarding BAEXIDIHEIZREGRETY . / Available when Enable Event Forwarding is Enable

*2: Filtering options A% Basic MIH&ITEXEREETT . / Available when Filtering options is Basic
FETRHETY ., / Available when Filtering options is Extended

*3: Filtering options A Extended DIG&I1Z5%




EBaseboard Management Controller

() CEBARREEZEELTLVEL / The default setting has not been changed

X EIEHE / Setting item

CREABERE / Default value

ERE{E / Setting value

Time Synchronization

Time Mode System RTC ( )System RTC ( )NTP Server
RTC Mode *1 Local time ( )Local time ( )UTC(Universal Time Coordinated)
Time Zone Europe/Berlin [E%#iR / Select country
Primary NTP Sever *2 pool.ntp.org [
Secondary NTP Server *2 time.nist.gov [
Firmware Update via TFTP
TFTP Server [
Image File rom.ima_enc [

License Keys

Applied License Keys

KVM 1KEE &R~ / Status display
MEDIA iKEE &R / Status display
eLCM *3 K& & &K~ / Status display
Add New License Key
ILicense Key [
User Interface
Power Unit Watt ( )watt (  )BTU/h
Temperature Unit Celsius (" )Celsius ( )Fahrenheit
Default Language English ( )English ( )Japanese ( )German
Password Supervision Enabled ( )Enabled ( )Disabled

Enable Login Message

&%) / Disable

( )A%h / Enable ( )#%) / Disable

*1: Time Mode ' System RTC DIFEIEHEREETYT . / Available when Time Mode is System RTC

*2: Time Mode #% NTP Server Mi5&|

—zn
~aEx

FEARETY , / Available when Time Mode is NTP Server

*3: EBEROCREICIYRTHNELDSANHYET, / The display may differ depending on the device configuration and environment




D [EEiEES— b / Incident information sheet

T5)L% - B
= [J PRIMERGY RX2450 M2 (Bi42/Type:PYR2452R**)
/ Model - Type
(O
RERIR /
Settings
LAN - WANIRIR
/ LAN-WAN config.
RAEBRF
/ Date and time
I %L TN B EE SRS
/ What happened while you were doing?
/ Phenomenon | EEICEDISBRAYLT-IHRRESNIEN,
/- What/message was displayed on the screen?
AR
AR 4—JE*—I' Yes - No
/ Attached docs
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