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B.1 MainX=a1—REHEE

) CEARREEERLTLVEL

REEE | CEEARRE REE
BIOS Information
BIOS Vendor American Megatrends
Customized by Fujitsu
Core Version X.X.X.X
> System Information B SystemEREZE T~
System Language {English
System Date xxx MM/DD/YYYY BEODHMERT AN
System Time HH:MM:SS REDHAERTR/ AN
Access Level Administrator
— =
B.2 Advanced* = 1 —MiREIRHE
() CEBARSEEZEBELTLEL
®EEE | CEEARRE BREE

> PCI Subsystem Settings
> Trusted Computing*1

> CPU Configuration

> Memory Configuration

> SATA Configuration

> USB Configuration

> Onboard Devices Configuration
> Memory Status

> Super IO Configuration

> Network Stack

> CPU Status

> Option ROM Configuration
> PCI Status

>VIOM

> i{SCSI Configuration

MPCI Subsystem Settingst7A=a—~
ETrusted Computingt I A=a1—A~*1
ECPU Configurationty 7 A=a—~

B Memory Configurationy 7 A=a2—~
ESATA Configurationtf 7 A=a—~

BUSB Configuration I A=a—~
EOnboard Devices Configurationf 7 A=a1—~
EMemory Status¥ I A=a—~

B Super 10 Configurationt¥ 7 A=a—~
ENetwork Stack7TA=a2—~

BCPU Status# 7 A=a—~

M Option ROM Configuration 474 —a—~
EPCI Status¥ 7 A —a—~
BVIOMHY I AZa—~

WiSCSI Configurationtf 7 A=a2—~

*1LTPMED 21— LEHBOA KT




() CEBARHREEEELTLVEN

EPCI Subsystem SettingsH 7 A=a1—

Current TPM Status Information
TPM Enabled Status:
TPM Active Status:
TPM Owner Status:

[Enabledl *:{EZEEAA

[Activatedl *S{EZEFEAA
[Unownedl *3EZEEART

HZEEE EEINCESS REME
PCI Subsystem Settinas
ASPM Support Disabled ( )Disabled ( )Auto ( )Limit to LOs
Above 4G Decoding Disabled ( )Disabled ( )Enabled
Consistent Device Naming Disabled ( )Disabled ( )Enabled
DMI Control GEN 2 ( )GEN 1 ( )GEN 2
ETrusted ComputingyJA=a21—
() CEARREEZRELTLVEL
HEEE CEARRTE HEE
Trusted Computing Settings
TPM Support Enabled ( )Disabled ( )Enabled
TPM State*1 Enabled ( )Disabled ( )Enabled
Pending TPM operation*2 None ( )None ( )Enable Take Ownership
(

)Disable Take Ownership ( )TPM Clear

*1BRICE S TRRESNEE A

() CBABSEEEELTLVEL

*2 TPM StateH\Enabled 0D B () 7 4R AT 4E

ECPU ConfigurationJA=a1—

BREEE CREARRE BREE
CPU Configuration
> Socket 0 CPU Information WCPUO 1HRFEEEE A~
> Socket 1 CPU Information ECPU1 ERFEREE A~
Hyper-threading *1 Enabled ( )Disabled ( )Enabled
Active Processor Cores All (HAIL ()1 ()2 )3()4( )5
()6 ()7()8()9( )10( )11 *CPUIZHLTEE)
Hardware Prefetcher Enabled ( )Disabled ( )Enabled
Adjacent Cache Line Prefetch Enabled ( )Disabled ( )Enabled
DCU Streamer Prefetcher Enabled ( )Disabled ( )Enabled
DCU Ip Prefetcher Enabled ( )Disabled ( )Enabled
Limit CPUID Maximum Disabled ( )Disabled ( )Enabled
Execute Disable Bit Enabled ( )Disabled ( )Enabled
Intel Virtualization Technology Enabled ( )Disabled ( )Enabled
VT-d Enabled ( )Disabled ( )Enabled
Power Technology Energy Efficient ( )Disabled ( )Energy Efficient ( )Custom
Enhanced SpeedStep *2 Enabled ( )Disabled ( )Enabled
Turbo Mode *2*3 Enabled ( )Disabled ( )Enabled
Override OS Energy Performance *2*3 Disabled ( )Disabled ( )Enabled
Energy Performance *2*3*4 Balanced Performance ( )Performance ( )Balanced Performance
( )Balanced Energy ( )Energy Efficient
Utilization Profile *2*3*4 Even ( )Even ( )Unbalanced
P-State Coordination *2*3 HW_ALL ( JHW_ALL ( )SW_ALL ( )SW_ANY
CPU C1E Support *2 Enabled ( )Disabled ( )Enabled
CPU C3 Report *2 Disabled ( )Disabled ( )Enabled
CPU C6 Report *2 Enabled ( )Disabled ( )Enabled
Monitor/MWAIT *2*6 Enabled ( )Disabled ( )Enabled
Package C State limit *2 No Limit ( )CO( )C2( )C6 ( )C7 ( )No Limit
QPI Link Frequency Select *5 Auto ( )Auto ( )6.4 GT/s ( )7.2 GT/s ( )8.0 GT/s
QPI Link1 Disable *2 iDisabIed ( )Disabled ( )Enabled
Frequency Floor Override iDisabled 1 |( )Disabled ( )Enabled

*1 Hyper-threading = iGCPUS BB D&%k / *2 Power TechnologyA’Custom®d&E &R T
*3 Enhanced SpeedStehiDisabled® &EJEFR R / *4 Override OS Energy PerfomancehEnabled® &E &R

*5 2 CPURBHLEF DH R T

*6 BIOS1.2.0LIBE THRR. $ X THCPUMNC-State(CPU C1E Support/CPU C3 Report/CPU C6 Report)A'Disabled® &= M A58 F ATHE




() CEARSREEEELTLVGL

EMemory Configuration4JA=a1—

REEE | CEEARRE RE(E

Memory Configuration

Memory Mode Independent ( )Independent ( )Mirroring ( )Sparing

Numa Enabled ( )Disabled ( )Enabled

DDR Performance Performance optimized ( )Low-Voltage optimized ( )Energy optimized
( )Performance optimized

DRAM Maintenance Auto ( )Disabled ( )Auto

Patrol Scrub *1 Enabled ( )Disabled ( )Enabled

Fast Patrol Scrub *1 Disabled ( )Disabled ( )Enabled

Refresh Rate Multiplier *1 2Xx ()1x ()2x ( )3x ( )4x

*1 DRAM MaintenanceA’Disabled D &ZE &R

() CEABSZREEERLTLVRL

ESATA ConfigurationJA=a1—

USB Devices:

x Drives, x Keyboards, x Mouse*1, x Point, x Hubs

Legacy USB Support Enabled
Onboard USB Controllers Enabled
Mass Storage Devices: *1

Device #1 *1 Auto
Device #2 *1 Auto
Device #3 *1 Auto

> USB Port Security

HEER | CREABERE HEE
SATA Configuration
SATA Port0 KEgER~
SATA Mode AHCI Mode ( )Disabled ( )IDE Mode ( )AHCI Mode
Serial-ATA Controller 0 *1 Compatible ( )Disabled ( )Enhanced ( )Compatible
*1 SATA-ModeHIDE Mode® &E KRR
BMUSB ConfigurationYJA=a1—
() CEARREEERELTLVGL
B [ CRARRE R
USB Configuration
USB Module Version KEERTR RIRDH

( )Enabled ( )Disabled ( )Auto
( )Enabled ( )Disabled

( )Auto ( )Floppy ( )Forced FDD ( )Hard Disk ( )CD-ROM
( )Auto ( )Floppy ( )Forced FDD ( )Hard Disk ( )CD-ROM
( )Auto ( )Floppy ( )Forced FDD ( )Hard Disk ( )CD-ROM

BMUSB Port Securityy 7 A=a2—~

*1 BT /AN RITIKTF

() CHEARREEERELTOEN

BUSB Port SecurityYJA=a21—

BERE I

CHEARRE

T B

USB Port Security

USB Port Control

Enable all ports

( )Enable all ports

( )Enable front and internal ports
( )Enable rear and internal ports
( )Enable internal ports only




EOnboard Devices ConfigurationJA=a1—
() CEBARSZREEERLTLGN

E¥Eel) I CHARRE

HENE

Onboard Devices Configuration

LAN Controller LAN 1 &2 (
LAN 1 Oprom *1 PXE (
LAN 2 Oprom *2 Disabled (
Onboard SAS/SATA (SCU) Enabled (
SAS/SATA OpROM *3 Enabled (

SAS/SATA Driver *3 LSI MegaRAID (

High Precision Timer iEnabled ¢

)Disabled ( )LAN 1 ( )LAN 1 & 2
)Disabled ( )PXE ( )iSCSI
)Disabled ( )PXE ( )iSCSI

)Enabled ( )Disabled
)Disabled ( )Enabled
)LSI MegaRAID ( )Intel RSTe

)Disabled ( )Enabled

*1:LAN Controllerp’Disabled® &ZE(EFZEE AR / *2:LAN ControllerASLAN1&2 D &% E 7]

*3:0nboard SAS / SATA (SCU)Hh'Enabled® &E & E /]

EMemory Status¥JA=1—
() CHABBREEZEELTLAN

RENE

RERE | CRARRE

Memory Status

DIMM-1A Enabled (
DIMM-2A Enabled (
DIMM-3A Enabled (
DIMM-1B Enabled (
DIMM-2B Enabled (
DIMM-3B Enabled (
DIMM-1C Enabled (
DIMM-2C Enabled (
DIMM-3C Enabled (
DIMM-1D Enabled (
DIMM-2D Enabled (
DIMM-3D Enabled (
DIMM-1E Enabled (
DIMM-2E Enabled (
DIMM-3E Enabled (
DIMM-1F Enabled (
DIMM-2F Enabled (
DIMM-3F Enabled (
DIMM-1G Enabled (
DIMM-2G Enabled (
DIMM-3G Enabled (
DIMM-1H Enabled (
DIMM-2H Enabled (
DIMM-3H Enabled (

)Enabled
)Enabled
)Enabled
)Enabled
)Enabled
)Enabled
)Enabled
)Enabled
)Enabled
)Enabled

( )Disabled ( )Failed (
( )Disabled ( )Failed (
( )Disabled ( )Failed (
( )Disabled ( )Failed (
( )Disabled ( )Failed (
( )Disabled ( )Failed (
( )Disabled ( )Failed (
( )Disabled ( )Failed (
( )Disabled ( )Failed (
( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (
)Enabled ( )Disabled ( )Failed (

)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty
)Empty

ESuper IO ConfigurationYJ A=a1—
() CHABBEEEBELTLVAED

EEEE [ CHARRR

E (8

Super IO Configuration

Super 10 Chip KEERT RRDH
> Serial Port 1 Configuration M Serial Port 1 Configurationt 7 A=a21—~




B Serial Port 1 ConfigurationJA=a1—
() CEBAREEEZERLTLVEN

EFE | CTRARBRE

RENB

Serial Port 1 Configuration

Serial Port iEnabled i
Device Settings *1 REEERR
Change Settings *1 Auto

( )Disabled ( )Enabled
REDH

( )Auto

( )IO=3F8h; IRQ=4;

( )IO=3F8h; IRQ=3,4,5,6,7,10,11,12;
( )IO=2F8h; IRQ=3,4,5,6,7,10,11,12;
( )I0O=3E8h; IRQ=3,4,5,6,7,10,11,12;
( )IO=2E8h; IRQ=3,4,5,6,7,10,11,12;

*1 Serial PortAEnabled® & &R R

BENetwork StackbJA=a1—
() CEARREEEFLTLVEL

ZEEH | CERARRE KEE
Network Stack
Network Stack Disabled ( )Disabled ( )Enabled
Ipv4 PXE Support*1 Enabled ( )Disabled ( )Enabled
Ipv6 PXE Support*1 Enabled ( )Disabled ( )Enabled
PXE boot wait time*1 0 ()-5
*1 Network Stackh’Enabled® &&E R R
BCPU StatusYJA=a1—
() CHAREREEZZERELTHEL
REEH | CRARRZE RENE
CPU Status
CPU 1 Enabled
CPU 2 Enabled ( )Enabled ( )Disabled
HOption ROM Configuration4JA=a1—
() CEBARREEERLTOEN
&EEH | CERARRE HEE
Option ROM Configuration
Launch Slot 1 OpROM Disabled ( )Disabled ( )Enabled
Launch Slot 2 OpROM Disabled ( )Disabled ( )Enabled
Launch Slot 3 OpROM Enabled ( )Disabled ( )Enabled
Launch Slot 4 OpROM Enabled ( )Disabled ( )Enabled
BPCI StatustJA=a1—
() CEBARREEERELTLVGL
&EEH | CERARR HEE
PCI Status
PCI Slot 1 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 1 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 3 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 4 Enabled ( )Enabled ( )Failed ( )Empty

EERRCEE LR EL BB D BIES -




BVIOMY T A=a1—
() CHABREEZELTLAL

REHEE | CHEARRRRE RENB

VIOM

VIOM-flag iDisabled HETOH

HiSCSI Configuration¥JA=a21—
() CEBAREEEZERLTLVEN

REHEE | CHEARRRE RENB

iSCSI Initiator Name [
(4~233XF)

> Add an Attempt

> Delete Attempts
Commit Changes and Exit
Discard Changes and Exit

> Change Attempt Order
Commit Changes and Exit
Discard Changes and Exit

KEBHPERICKYRTARLGIEANHYET



B.3 Server Mgmt X = 2 — iR EIHHE

() CEARSREEEELTLVGL

HEEE | CHEARSTE HEE
Firmware Version KEERT RRDH
SDRR Version KEERTR RIRDH
BIOS Parameter Backup iDisabled 1 | )Disabled ( )Enabled

Asset Tag

System Asset Tag

Onboard Video*1 Enabled ( )Disabled ( )Enabled
Serial Multiplexer System ( )System ( )iRMC
Boot Retry Counter 3 ()-7

Power Cycle Delay 7 ()o-16

ASR&R Boot Delay 2 ()1-30

Temperature Monitoring Disabled ( )Disabled ( )Enabled
Event Log Full Mode Overwrite (' )Overwrite ( )Maintain
Load iRMC Default Values No ( )No ( )Yes

Power Failure Recovery

iPrevious State

—

)Always Off ( )Previous State ( )Always On

Boot Watchdog Disabled ( )Enabled ( )Disabled
Timeout Value *2 100 ( )1-100
Action *2 Continue ( )Continue ( )Reset ( )Power Cycle

> iRMC LAN Parameters Configuration
> Console Redirection

MiRMC LAN Parameters Configurationt 7 A=a2—~
EConsole Redirectiont 7 A=a—~

F1 DS I RN B = R iE Al

*2 Boot watchdogA‘Enabled® & 58 E 7l

() CEEARREEEELTOEN

HMiRMC LAN Parameters ConfigurationtJ A=a1—

HEER | CREABFERE HEE
iRMC LAN Parameters Configuration
Management LAN Enabled ( )Disabled ( )Enabled
iRMC MAC Address RAEE R T
Management LAN Port *1 Management ( )Management ( )Shared
Management LAN Speed *1 Auto (' )Auto
(' )100 Mbit/s Full Duplex ( )100 Mbit/s Half Duplex
(' )10 Mbit/s Full Duplex ( )10 Mbit/s Half Duplex
( )1000 Mbit/s
Management VLAN *1 Disabled ( )Enabled ( )Disabled
VLAN ID *2 0 ( )0-4094
VLAN Priority *2 0 ( )o-7
iRMC IPv4 LAN Stack *1 Enabled ( )Disabled ( )Enabled
IP Configuration *1*3 use DHCP ( )use DHCP (' )use static configuration
IP Address *1*3 0.0.0.0 [ 1
Subnet Mask *1*3 0.0.0.0 [ ]
Gateway Address *1*3 0.0.0.0 [ 1
iRMC IPv6 LAN Stack *1*4 iEnabled i | )Disabled ( )Enabled

*1 Management LANASEnabled® && %R / *2 Management VLANAYEnabled® &E &R / *3 iRMC IPv4 LAN Stackh’Enabledd &&E &R
*4 BRAPBEICL S TIPVOD Ry b T —VEHRARRINDIGEENHYETS
B Console Redirection¥J*=1—

() CHEABSREEERLTLVL

RERE

CEHEARRE

RS

Console Redirection

Console Redirection: Disabled ( )Disabled ( )Serial 1
Baud Rate: *1 9600 ( )9600 ( )19.2K ( )38.4K ( )57.6K ( )115.2K
Protocol: *1 VT100+ ( )VT100 ( )PC ANSI ( )VT100+ ( )VT-UTF8
Flow Control: *1 None ( )None ( )CTS/RTS

*1 Console Redirection'oerial 10 &= &




B.4 BootX = 21—DREHB

() CEARSREEEELTLVGN

Other PCI device ROM priority *1

'Legacy OpROM

HEBE CHEARRE REME
Boot Configuration
Bootup NumLock State Off ( )On ( )Off
Quiet Boot Disabled ( )Disabled ( )Enabled
Check Controllers Health Status Disabled ( )Disabled ( )Enabled
Remove Invalid Boot Options Disabled ( )Enabled ( )Disabled
PXE Boot Option Retry Disabled ( )Disabled ( )Enabled
Boot error handling Continue ( )Continue ( )Pause and wait for key
Driver GUID to console Disabled ( )Disabled ( )Enabled
Keep Void Boot Options Disabled ( )Disabled ( )Enabled
Boot Removable Media Enabled ( )Disabled ( )Enabled
Virus Warning Disabled ( )Enabled ( )Disabled
Boot Option Priorities
Boot Option #1 TR T /N RIZIRTEF
Boot Option #2 BT N R TE
Boot Option #3 T /N RIZIRTE
Boot Option #4 T\ RIZIKE
> CSM Configuration BCSM Configuration# 7 A=a2—~
ECSM ConfigurationtJ A=1—
() CEARREEERELTLVGL
REEE - INEEN REE
CSM Configuration
Launch CSM Enabled ( )Enabled ( )Disabled
Boot option filter *1 UEFI and Legacy ( JUEFI and Legacy ( )Legacy only ( )UEFI only
Launch PXE OpROM policy *1 Legacy only ( )Do not launch ( )UEFI only ( )Legacy only
Launch Storage OpROM policy *1 Legacy only ( )Do not launch ( )UEFI only ( )Legacy only

( JUEFI OpROM ( )Legacy OpROM

*1 Launch CSMAEnabled® &&E &R

B.5 SecurityX=a1—0iREHB

() CEEARREEERELTLEN

BREEE

CREARRE

BREE

Password Description

Administrator Password
User Password *1

Skip Password on WOL *2
FLASH Write

> Secure Boot

Disabled

Enabled

Administrator Password ORENH EERT
User Password O EDHF|EL KRR

( )Disabled ( )Enabled

( )Disabled ( )Enabled

MSecure Boot Configuration 7 A=a1—~

*1 Administrator Password X i 1= 1 o] G

*2 User Passwordz% T 23R AT RE

() CHEARREEERELTOEND

ESecure Boot ConfigurationJA=a21—

REEE

CEEARRE

REE

Secure Boot Configuration

Platform Mode
Secure Boot

Secure Boot Control

Secure Boot Mode*1
>Key Management

KiEERT
KEERT

i Disabled

iStandard

RRDH
RRDH

( )Disabled ( )Enabled

( )Standard ( )Custom
RIRDH

*1 Custom (TR Al




B.6 Save & ExitX=a1—REHEH

() TBARREEEELTLAEN

BEEH | CRABRR

REMB

Save Changes and Exit
Discard Changes and Exit

Save Changes and Reset
Discard Changes and Reset

Save Options
Save Changes
Discard Changes

Restore Defaults
Save as User Defaults
Restore User Defaults

Boot Override
Boot Option #1
Boot Option #2

BT /A RITKE
BT A RITIRTE

B.7 PowerX=a1—MREHHE

() TBARREEEELTLAEN

B [ CRAR R

RENE

Power Settings

Power-on Source EBIOS Controlled

> Wake-Up Resources *1

( )BIOS Controlled ( )ACPI Controlled
B Wake-Up ResourcesFA=a—~

*1 Power-on SourceHBIOS Controlled® && ;&R AT

EWake-Up ResourcesY¥ I A=a1—

() CHARREZZEELTLEL

BERA | CRARERE

RENE

Wake-Up Resources

LAN Enabled

Wake On LAN boot *1 Boot Sequence

( )Disabled ( )Enabled
( )Boot Sequence ( )Force LAN Boot

*1 LANASEnabled® &2 R ATAE
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THEARFOR EENORELZEFEL TORWEEIE, T () TMARFRREZZEL TORW T & 2T TSN,
[ ZHE AR E IO CHH £ TODIH B IZ OV T, BROEEDEE R ATRE T,

C.1 System Information DXEEHE
() CHABREEEELTLAL

REEHB CEARRE REME
System Overview DRATLOERERT
Asset Tag Configuration
iSystem Asset Tag System Asset Tag [
Oberating System Information
System Name [ ]
System Description Server [ ]
System O/S [ ]
System IP [ ]
System Location - unknown - [ ]
System Contact - unknown - [ ]
AIS Connect
AIS Connect Management
Enable AIS Connect *1 i3l ()E® ( )EM
Enable Service Mode *2 3l ()AEH ()EN
Send Analyes Files Now *2 3] ( )Aa% ( )EM
AIS Connect Configuration
Use Proxy 3] ( )Aa% ( )EM
Country NOT SELECTED [
AIS Connect Remote Session
Allow Remote Sessions ( )Allow Remote Sessions
( )Deny Remote Sessions
CPU Utilization History *3
CPU Utilization History Options
CPU Monitoring Units Percent ( )Percent
CPU History Period 1 hour ( )lhour ( )12 hours ( )lday ( )1 week
( )2 weeks ( )1 month ( )1vyear ( )5years
Enable CPU Monitoring ) ( )a% ( )EM

*1 BRECIIFERAEICEENILETT,
*2 AIS Connect DisclaimerlZ&E 3 5L IRATREICEAEYET,
*3 EEERCREICKYRRLET.

C.2 BIOS MR ERHE
() CHABBEEEELTLEL

&HEEE CREARRE & EE
Backup/Restoration BIOS/\WOT7YTHRE
Automatic BiosParameter Backup
Enabled R (A (OEM
Status REEE RN

Backup BIOS Single Parameters in
ServerView® WinSCU XML format

Backup Filename XXXXXXXXX_ VXL XXX RXXXXXX | [
_for_ XXXXX-XXX_yyyymmdd.pre

BIOS Update BIOS7 w7 T—h&E
BIOS TFTP Update Settings
TFTP Server [

Update File bios.upc [




C.3 iRMC S4 DO FIEE
() CHABREEEELTLGL

SEEE CREARSE R EE
iRMC S4 Information iIRMCO1E$R%E &R
License Key
KVM
MEDIA
elLCM *1
please enter any license key into the area [ 1
below!
Miscellaneous iRMC S4 Options Web /28— J1—ADT I+ I ERTRERE
Default Language English ( )English ( )Deutsch ( )BAR:E
Temperature Units Degree Celsius ( )Degree Celsius ( )Degree Fahrenheit
Color Schema Style Guide Version 2.2 ( )Style Guide Version 1 ( )Style Guide Version 2
( )Style Guide Version 2.2
Show Video Redirection (Java Web Start) % ( )YED ()ED
in Navigation
Show 'Logout' in Navigation B ( )AED ()ED
Enable 'Automatic Apply' & ( )AED ()ED
iRMC S4 Time
iRMC S4 Time Options
Time Mode System RTC ( )System RTC ( )NTP Server
RTC Mode *2 Localtime ( )Localtime ( )UTC (Universal Time Coordinated)
Time Zone Configuration *2
:rTime Zone Berlin [ ]
NTP(Network Time Protocol) Configuration *3
NTP Server 1 pool.ntp.org [ 1
NTP Server 2 REE R~ [ ji
Time Zone Berlin [ 1

Certificate Upload

CA Certificate upload from file

:rCA Certificate file iIRMCIZ£ ) CA Certificate ( )Upload7ZL ( )Uploadd Y

SSL Certificate and DSA/RSA private key
upload from file

SSL Private Key file IRMCHZEE D key ( )UploadZ L ( )Upload& Y
SSL Certificate file IRMCHZH#E () Certificate ( )UploadZ L ( )Upload® Y
SSL DSA/RSA certificate or DSA/RSA private| iRMCiZ#£ () Certificate Ry ZARIZA D

key upload via copy & paste

Generate Certificate

Certificate Creation

Common Name (CN) DNSIEHICTHEL-fE

Organization (O) iRMC S4

Organization Unit (OU)

Country (C)

State or Province (ST)

City or Locality (L)

Email Address

T ol al ol el ol el
—

Valid From SHEQEHNEA RDH
Valid for (days) 730 1(1 - 3650)
Key Length (bits) 2048 Y1024 ( )2048 ( )4096

iRMC S4 Update

Firmware Image Information

Firmware Selector: Auto - Firmware Image with
highest Firmware version

)Auto - Firmware Image with highest Firmware version
)Low Firmware Image

)JHigh Firmware Image

)Select Firmware Image with oldest Firmware version
)Select most recently programmed Firmware

)Select least recently programmed Firmware

—~ A~~~ —~

iRMC S4 Firmware Update from File

Flash Selector: Auto - inactive Firmware (' )Auto - inactive Firmware

( )Low Firmware Image

( )High Firmware Image
Update File: [ ]

iRMC S4 TFTP Settings

TFTP Server ]
Update File: rom.ima_enc ]
Flash Selector: Auto - inactive Firmware )Auto - inactive Firmware

)Low Firmware Image
)High Firmware Image

—~ —~ —~ |/

*1: NRBLARTIATHAILNIREAVRSA BV RKEDa—IL T aVEFRLEGE . SV REEMITHRELTHAMLET,
*2: [Time Mode] A% [System RTC] OBZEICRRTEINET,
*3: [Time Mode] #' [NTP Server] OFRIZRRTSNET .



C.4 Power Management DR EIEH
() CHABREEEEL TG

HEEH CEBARRE HEE
Power On/Off
Boot Options
Error Halt Settings BIOSO{EA RMEN D ( )Continue ( )Halt on errors
Boot Device Selector No Change ( )No Chenge ( )PXE/iSCSI ( )Hard-drive
( )CDROM/DVD ( )Floppy ( )BIOS Setup
Boot Type PC compatible (legacy) ( )PC compatible (legacy)
( )Extensible Firmware Interface Boot (EFI)
Next Boot Only =35 (H)AED ( ED
IPMI Fencing Power Off
Enable emergency System Power off F-35] (&8s ( )EM
handling for Power Control

Power Options

Power Restore Pollicy BIOSO{EARMEN S ( )Always Power off ( )Always Power on
( )Restore to powered state prior to power loss
Power On/Off Time R4 a2—)L0On/Off B%IERTE
Sunday BREEL On Time[ ] Off Time[ ]
Monday REREL On Time[ ] Off Time[ ]
Tuesday BREEL On Time[ ] Off Time[ ]
Wednesday REREL On Time[ ] Off Time[ ]
Thursday BREEL On Time[ 1 Off Time[ ]
Friday REREL On Time[ ] Off Time[ ]
Saturday BREEL On Time[ 1 Off Time[ ]
Everyday REREL hh:mm[ ] hh:mm[ ]
Minutes in advance 0 SNMP Trap[ ] SNMP Trap[ ]




C.5 Power Consumption D& EIEH

() CEARREERELTLEN

REEHB CRBARRE BRENE
Consumption Options
Power Consumption Options HEBHOURO—)L
Power Control Mode 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Scheduled
( )Power Limit
Power Monitoring Units Watt ( )watt ( )BTU/h
Enable Power Monitoring B ( )AE® ( )EM
Power Limit Options Power Control Modeh'Power LimitDi5& D# R RSNET
Power Limit 0 [ JWatt
Target for Power Regulation 80 [ JPercent (70-100)
Tolerance Time Before Action 5 [ IMinutes (0-600)
Action reaching Power Limit Continue ( )Continue ( )Graceful Power Off (Shutdown)
(_ )Immediate Power Off
Enable dynamic Power Control ESE) ( )YAS ( )ED
Scheduled Power Consumption Configuration X Power Control Modeh'ScheduledDifFE DA RTINET
Sunday
Time 1 [ 1
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Monday
Time 1 [ 1
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Tuesday
Time 1 [ 1
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Wednesday
Time 1 [ 1
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Thursday
Time 1 [ 1
Mode 1 0/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Friday
Time 1 [ 1
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Saturday
Time 1 [ 1
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Everyday
Time 1 [ 1
Mode 1 ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 ( )O/S controlled ( )Minimum Power ( )Power Limit
Power History
Power History Options
Power Monitoring Units Watt ( )Watt ( )BTU/h
Power History Period 1 hour ( )lhour ( )12hours ( )lday ( )1 week
( )2weeks ( )L month ( )lyear ( )5years
Enable Power Monitoring EEE) ()AEY ( ED




C.6 Sensors DX TFIEH
() CHABREEEELTLVAEL

HEHHE

CHEARRE

EfB

Fans

Fan Test

Fan TestDEN{ERFZIER E

Fan Check Time

23:00

[ 1 HH:MM

Disable FAN Test

b))

(D (B

System Fans

1 FAN1 SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

2 FAN2 SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

3 FAN3 SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

4 FAN4 SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

5 FAN5 SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

6 FANG6 SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

7 FAN7 SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

8 FAN8 SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

9 FAN9S SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

10 FAN10 SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

11 FAN11 SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

12 FAN12 SYS

Fail Reaction:Continue
Shutdown Delay:90

( )Continue ( )Shutdown and Power-off
Delay[ Jsec (0 - 600)

13 FAN PSU1 Fail Reaction:Continue ( )Continue ( )Shutdown and Power-off
Shutdown Delay:90 Delay[ Jsec (0 - 600)
14 FAN PSU2 Fail Reaction:Continue ( )Continue ( )Shutdown and Power-off
Shutdown Delay:90 Delay[ Jsec (0 - 600)
Temperature A\ _
Temperature Sensor Information (in ° Celsius) BEREROBESRTE
1 Ambient Continue ( )Continue ( )Shutdown and Power-off
2 Systemboard Continue ( )Continue ( )Shutdown and Power-off
3 VR CPU1 Continue ( )Continue ( )Shutdown and Power-off
4 VR MEM AB Continue ( )Continue ( )Shutdown and Power-off
5 VR MEM CD Continue ( )Continue ( )Shutdown and Power-off
6 VR CPU2 Continue ( )Continue ( )Shutdown and Power-off
7 VR MEM EF Continue ( )Continue ( )Shutdown and Power-off
8 VR MEM GH Continue ( )Continue ( )Shutdown and Power-off
9 CPU1 Continue ( )Continue ( )Shutdown and Power-off
10 CPU2 Continue ( )Continue ( )Shutdown and Power-off
11 MEM A Continue ( )Continue ( )Shutdown and Power-off
12 MEM B Continue ( )Continue ( )Shutdown and Power-off
13 MEM C Continue ( )Continue ( )Shutdown and Power-off
14 MEM D Continue ( )Continue ( )Shutdown and Power-off
15 MEM E Continue ( )Continue ( )Shutdown and Power-off
16 MEM F Continue ( )Continue ( )Shutdown and Power-off
17 MEM G Continue ( )Continue ( )Shutdown and Power-off
18 MEM H Continue ( )Continue ( )Shutdown and Power-off
19 PSU1 Inlet Continue ( )Continue ( )Shutdown and Power-off
20 PSU2 Inlet Continue ( )Continue ( )Shutdown and Power-off
21 PSU1 Continue ( )Continue ( )Shutdown and Power-off
22 PSU2 Continue ( )Continue ( )Shutdown and Power-off
23 BBU Continue ( )Continue ( )Shutdown and Power-off
24 RAID Controller Continue ( )Continue ( )Shutdown and Power-off




C.7 Event Log DR TEIEHR

() CBARSZREEERELTLGN
HEEH CEARSE HEE
IPMI SEL content
System Event Log Content System Event Log D&~
Display Critical A% (A ()ED
Display Major L= ()E»  ( )EY
Display Minor E:35) (A ()ED
Display Info 35 ( YB% ( )EM
CSS only & ()BEHD (O )EM
Show Resolutions 351 ( )&% ( )EM
Internal Event Log
Internal Event Log Content System Event Log D&~
Display Critical A% (A ()ED
Display Major L= ()E»  ( )ES
Display Minor B3 ( YA® ( )EM
Display Info A ( )E® ( )EM
SEL Configuration
Default System Event Log display filtering
Display Critical EEE) ( )YE® ( )EM
Display Major A ( )E® ( )EM
Display Minor | ( YA® ( )EM
Display Info 3] ( )E® ( )EM
CSS only 235 ( YA ( )EM
Show Resolutions 351 ( )E® ( )EM
Ring Buffer ( )Ring Buffer ( )Linear Buffer
Default Internal Eventlog display filtering
Display Critical EEE) ( YA ( )EM
Display Major =g ( )E® ( )EM
Display Minor B3 ( YA® ( )EM
Display Info A ( )E® ( )EM
Ring Buffer ( )Ring Buffer ( )Linear Buffer

H

elpdesk Information

iHelpdesk

[

Add Service Notice

RYVARNIZAT




C.7 Event Log ORFEIAEAB (HZ)
() CEARBREELEELTLVAL

REEHB CEARSE BREE
Syslog Configuration
Syslog forwarding options
EEvent forwarding through Syslog Enabled 235 ( YAE® ( EM
Syslog server addresses
Syslog Server 1 [
Server 1 Port 514 [ ]
Protocol UbDP ( )TCP ( )UDP
Type
IEL EEE) ( )A® ( )ED
SEL ) ()A®  (OED
Syslog Server 2 [
Server 2 Port 514 [ 1
Protocol UDP (_)TCcP (_)upbp
Type
IEL A ()B\D  ( )ED
SEL A3 ()E%  ( )ES
Syslog Server 3 [
Server 3 Port 514 [ 1
Protocol UDP ( )TCP ( )UDP
Type
IEL A ()B\D  ( )ED
SEL A3 ()E%  ( )ES
Syslog filtering options
Filtering scope Basic ( )Basic ( )Extended
Message severity *1 [
Critical 3 ( YB% ( )EX
Major EEE) ( )YE® ( )EM
Minor 3] ( )E® ( )EM
Informational 235 ( YA ( )EM
Fan Sensors *2 Critical (_)None ( )Critical (_ )Warning ( )AII
Temperature Sensors *2 Critical (_)None ( )Critical (  )Warning ( )AIl
Critical Hardware Errors *2 All (_)None ( )Critical (_ )Warning ( )AIl
System Hang *2 Warning ( )None ( )Critical (_ )Warning ( )AIl
POST Errors *2 All (_)None ( )Critical (_ )Warning ( )AIl
Security *2 Critical (_)None ( )Critical (_ )Warning ()AIl
System Status *2 None (_)None ( )Critical (_ )Warning ( )AIl
Disk Drivers & Controllers *2 Warning (_)None ( )Critical (  )Warning ( )AIl
Network Interface *2 Critical (_)None ( )Critical (_ )Warning ( )AIl
Remote Management *2 Warning ( )None ( )Critical (  )Warning ()AIl
System Power *2 Critical (_)None ( )Critical (_ )Warning ( )AIl
Memory *2 Warning (_)None ( )Critical (_ )Warning ()AIl
Others *2 None (_)None ( )Critical (_ )Warning ( )AIl

*1 Filtering scope A\ Basic M &EITRTR
*2 Filtering scope #' Extended M &EFIZRR



C.8 Server Management DR EIER
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ASR&R Options

ASR & R Boot Delay(1 - 30) BIOSO{EMNRMEND [ ] Minutes

Retry counter Max (0 - 7) 3 [ 1

Retry counter (0 - Max) BIOSO{EMNRMEND [ ]

BIOS Recovery Flash Disabled ( )Enabled ( )Disabled
Prevent Power On on Critical Temperature Disabled ( )Disabled ( )Enabled

Power Cycle Delay (7 - 15) BIOSOEA RIEEN D [ 1 Seconds

Watchdog Settings

Boot® ., BIOSD S RBEN 3,

IAVFREVTRE

Software Watchdog

Continue

)Continue ( )Reset ( )Power Cycle

(
Enabled 2351 ()YAY® ( )ED
after timeout delay (1 - 100) 5 [ ] minutes
Boot Watchdog Continue ( )Continue ( )Reset ( )Power Cycle
Enabled N ()AS  ()EM
after timeout delay (1 - 100) 100 [ ] minutes
HP System Insight Manager (HP SIM)
Integration Options
IHP SIM Integration Enabled =g ( )YE® ( )EM

System UUID Optins

iGet System GUID Resopnse Format

IPMI Specification compatible

( )IPMI Specification compatible
( )SMBIOS 2.6 Specification compatible

C.9 Network Settings DEXEIEH

() CHARREZEELTLEL

REEH CRBARRE REE
Ethernet
Network Interface Settings
MAC Address iIRMCOMACT7 FL AR REND
LAN Speed BIOSO A RitEh S (' )Auto Negotiation ( )1000 Mbit/s
( )100 Mbit/s Full Duplex ( )100 Mbit/s Half Duplex
()10 Mbit/s Full Duplex ( )10 Mbit/s Half Duplex
LAN Port BIOSOEA RSN D ( )Manaement LAN ( )Shared LAN
Max. Transmission Unit (MTU) 1500 [ 1(1280 - 1500)
Bonding Enabled 235 ()A% ()EWM
IPv4 Enabled BIOSO{EMN RSN D ( )A® ( )ED
IPv6 Enabled BIOSO{EM RSN D ( )E® ( )EM
IPv4 configuration
IP Address BIOSO{EA RSN D [ ]
Subnet Mask BIOSO{EMN RSN D [ ]
Gateway BIOSO{EM RSN D [ . . 1
DHCP Enabled BIOSD{EM KBNS ()ED ()ED
IPv6 configuration *1
Manual IPv6 configuration E35) (YA ( ED
Interface Identifier Source *2 EUI-64 (based on MAC ( )Part of specified static address
address) ( )EUI-64 (based on MAC address)
IPv6 Static Address *2 2880::64 [
Prefix Length *2 0 [ 1(8-128)
IPv6 Static Gateway *2 o [
Link Local Address FELANRTREND
Current Static Address *2 TFELANRIRSND
VLAN configuration
VLAN Enabled 235 (A% ()ED
VLAN Id 0 [ 1 (0 - 4094)
VLAN Priority 0 [ 1(0-7)

*1: IPv6 Enabled " EMFFIZRTENFET

*2: Manual IPv6 configuration A& #EICRTEINES,




() CEARREERELTLEN

C.9 Network Settings O EEAB (#HZ)

REEE

CERARRE

R TEfE

Ports and Services

Ports and Network Services Settings

Web based access

SSH authentication mode

login using password

Session timeout 300 [ 1 Seconds (60 - 60000)

HTTP Port 80 [ 1 (1 - 65535)

HTTPS Port 443 [ 1 (1 - 65535)

Force HTTPS E:35) ()E%H ( )ED

Enable TLS 1.1 3 ()&% ( )ED

Enable TLS 1.2 A% ()E%H ( )ED

Enable Auto Refresh B ( )E® ( )EM

Refresh every 120 [ ] Seconds (10 - 60000)
Text based accsess

Telnet Port 3172 [ 1(1 - 65535)

Session Drop Time 10 [ ] Minutes (0 - 120)

SSH Port 22 [ 11 - 65535

Telnet Enabled 3] (YA ( )EM

SSH Enabled B3 ()A® ( )ED

(

)login using key ( )login using password

IPMI over LAN

DNS

1IPMI over LAN Enabled R (A  ()ED
Redfish
'Redfish Service Enabled 3 (A ( )EY
Proxy Settings
Proxy Settings
Proxy Server [ 1
Proxy Port 80 [ 1
Proxy User [ 1
Password 3K K 3k K K kK XK K K K kK %k [ ]
Confirm Password [ 1
DNS Settings
DNS Enabled g ( )E® ( )EM
Obtain DNS configuration from DHCP E35) ()YAE® ( )ED
DNS Domain [ 1
DNS Search Path [ 1
DNS Server 1 [ 1
DNS Server 2 [ 1
DNS Server 3 [ 1
DNS Retries BIOSD{EM KBNS [ 1(1-5)
DNS Timeout 5 [ ]Seconds(1 - 30)
DNS Name
Register DNS Name Register DHCP Address in DNS ( )None
via DHCP Server ( )Register DHCP Address in DNS via DHCP Server
( )Register full domain name (FQDN) via DHCP in DNS
(_ )DNS Update Enabled
Use iRMC S4 name instead of server ESE) ( )ED ( ED
hostname
Add Serial Number " (YA ( ED
Add Extension 235 (YA ( )EM
iRMC S4 Name iRMC [ ]
Extension -iRMC [ 1
DNS Name KEEE=
SNMP
SNMP Generic Configuration
SNMP Enabled 235 ()A% ()EM
SNMP Port 161 [ 1(1 - 65535)
SNMP Protocol All (SNMPv1/v2c/v3) ( )AIl (SNMPv1/v2c/v3) ( )SNMPv3 only
SNMPv1/v2c Community *1 public [ 1
SNMPv1/v2c Permission *1 read only RIRDH

*1: [SNMP Protocol] A% [All (SNMPv1/v2c/v3)] DB&ICRRENET,




C.10 Alerting D& EIEH
() CHABBEEEELTLAL

event email

REEHB CRBARRE BREE
SNMP Traps
SNMP Trap Destination
SNMP Community public [ ]
SNMP User NO SNMPV3 USER RTEDH
enginelD REERT [ ]
SNMP Server 1 [ 1
1Protocol SNMPv1 ( )SNMPv1l ( )SNPv2c
SNMP Server 2 [ 1
iProtocoI SNMPv1 ( )SNMPv1l ( )SNPv2c
SNMP Server 3 [ 1
|Protocol SNMPv1 ( )SNMPv1 ( )SNPv2c
SNMP Server 4 [ 1
iProtocol SNMPv1 (' )SNMPv1 ( )SNPv2c
SNMP Server 5 [ 1
iProtocol SNMPv1 (" )SNMPv1 ( )SNPv2c
SNMP Server 6 [ 1
iProtocol SNMPv1 (" )SNMPv1 ( )SNPv2c
SNMP Server 7 [ 1
1Protocol SNMPv1 (_)SNMPv1 (_)SNPv2c
Email
Global Email Paging Configuration
Email Alerting Enabled 351 (YA ( )EM
SMTP Retries (0-7) 3 [ ]
SMTP Retry Delay (0-255) 30 [ ] Seconds
SMTP Response Timeout 45 [ ] Seconds
Primary SMTP Server Configuration
SMTP Server 0.0.0.0 [ ]
SMTP Port 25 [ 1 (1 - 65535)
Auth Type None ( )None ( )SMTP AUTH(RFC2554)
Auth UserName *1 [ 1
Auth Password *1 [ 1 JRIE* 5B
Confirm Password *1 [ 1
Send FQDN with EHLO/HELO ESE) ()AED ()ED
Secure (SSL) 235 ()A% ()EWM
Verify SSL Certificate E ()EH ()ED
Secondary SMTP Server Configuration
SMTP Server 0.0.0.0 [ 1
SMTP Port 25 [ 1(1 - 65535)
Auth Type None ( )None ( )SMTP AUTH(RFC2554)
Auth UserName *1 [ 1
Auth Password *1 [ 1 JRIE* 5B
Confirm Password *1 [ 1
Send FQDN with EHLO/HELO ESE) ()AED ()ED
Secure (SSL) 235 ()A% ()EWM
Verify SSL Certificate E ()EH ()ED
Mail Format dependend Configuration
From MailFrom@domain.com [ 1
Subject FixedMailSubject [ 1
Message FixedMailMessage [ 1
Admin. Name ITS_UserInfoO [ 1
Admin. Phone ITS_UserInfol [ 1
Country Code [ 1
Customer Id [ 1
Server URL http://www.server.com [ 1
Attach Screenshot to 'Critical O/S Stop' E:35) (&S ( )ED

*1: Auth Type HSMTP AUTH(RFC 2554)DB (DA RTINET,




C.11 User Management D TIER
() CHABREEEEL TG

HEEH CEARSE BRE
iRMC S4 User Information
ID/Name 2 admin 2 [ 1
HEEL 3 [ 1
HEEL 4 [ 1
HELL 5 [ 1
HEEL 6 [ 1
HELL 7 I ]
HEEL 8 [ 1
HELL 9 [ 1
HEEL 10 [ 1
HELL 11 [ 1
EEEL 12 [ 1
HELL 13 [ ]
EEEL 14 [ 1
HELL 15 [ 1
HEEL 16 [ ]

[New User] Tk L1=User NameM&RRENET , UserNameZEH)vo 3 5ELUserName BN R EEEE@mMNRTINET,
FA1—YEORTEBEEEIFMHRTE. FEHHB1—FERBICRELERENRTSNET . RRKL51—FEFTHREHEET,
(A—H1ZERETEEEA)



BMUser "admin(2)" Configuration

2 —H D20 UserName#s% & H [ T9,
2 —H#ID2(admin) 1, ZHEARHZHIHIER ES N TV D UserName/ID T,

() CEARREERELTLEN

REEE CERARRE

R TEfE

iRMC S4 User - User 02 (User ID2)

iRMC S4 User Information

Name admin [ 1
Password KA KA A KKK [ 1 RRIE* &S
Confirm Password [ 1
Description User 02 Description [ 1
IPMI Privileges and Permissions
IPMI User Enabled R (YA ( )ED
LAN Channel Privilege OEM ( )User ( )Operator ( )Administrator ( )OEM
Serial Channel Privilege OEM ( )User ( )Operator ( )Administrator ( )OEM
Configure User Accounts EEE) ()AE® ( )EM
Configure iRMC S4 settings ) (A ( )ED
Video Redirection Enabled A ()B% ()EM
Remote Storage Enabled ) ( )AY ( )ED
Redfish Enabled EEE) ( )YAE® ( )EM
RedfishRole Administrator ( )ReadOnly ( )Operator ( )Administrator ( )NoAccess
User Shell (Text Access) Remote Manager ( )Remote Manager ( )None
SNMPv3 configuration
SNMPv3 enabled *1 N (B ()EH
Access privilege readonly RIRDH
Authentication *1 SHA ( )SHA ( )MD5 ( )None
Privacy *1 DES ( )DES ( )AES ( )None
User SSHv2 public key upload from file (there is no key assigned to this user)
Public Key file [ 1

( )Upload# L ( )Upload& Y

S/MIME certificate upload from file (there is no certificte assigned to this user)

Certificate File [ ]
( )Upload%L ( )Upload®H Y

Email Configuration
Email Enabled E:3) ( )E® ( )EM
Encrypted B3 (HYE®  ( ED
Mail Format Standard ( )Standard ( )Fixed Subject ( )ITS-Format
( )SMS-Format
Prefered Mail Server Automatic ( )Automatic ( )Primary ( )Secondary
Email Address FRLRER TR [ ]
Use extra SMS Email Subject *2 E:3) ( )E® ( )EM
SMS Email Subject *2 " [ 1
Paging Severity Configuration
Fan Sensors Warning ( )None ( )Critical ( )Warning ( )AIl
Temperature Sensors Warning ( )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors All ( )None ( )Critical ( )Warning ( )AIl
System Hang Critical ( )None ( )Critical ( )Warning ( )AIl
POST Errors All ( )None ( )Critical ( )Warning ( )AIl
Security Warning (_)None ( )Critical (_ )Warning ( )AIl
System Status None ( )None ( )Critical (_ )Warning ( )AIl
Disk Drivers & Controllers Critical ()None ( )Critical (  )Warning ( )AIl
Network Interface Warning ( )None ( )Critical (_ )Warning ( )AIl
Remote Management Critical ()None ( )Critical (_ )Warning ( )AIl
System Power Warning ( )None ( )Critical (_ )Warning ( )AIl
Memory Critical ()None ( )Critical (_ )Warning ( )AIl
Others None ( )None ( )Critical (_ )Warning ( )AIl

*1: [Network Settings] - [SNMP] - [SNMP Generic Configuration] - [SNMP Enabled] #&%hZL1=1B&Z&KE WTHE,
*2: [Mail Format] »' [SMS-Format] Di&ICDHARTINET,



B User"

( )" Configuration

2 —HID3~160UserNameik &M i T7

2—HID3~16i, ZHEARFRER R CNEOREE H T, Fil— P2 E@BIER L5 a1,

O) FRL—FEERL T

REEE

A =L TRENTZEY,

CERARRE

=

EXTE

&

New User Configuration (User ID 3~16)

iRMC S4 User Information

Name FHA—VERBRFDRE [
Password FRI—TIERBORTE [ ] RRlE* LD
Confirm Password [
User Description NewUser Description [
IPMI Privilege and Permissions
IPMI User Enabled R (YA ( )ED
LAN Channel Privilege User ( )User ( )Operator ( )Administrator ( )OEM
Serial Channel Privilege User ( )User ( )Operator ( )Administrator ( )OEM
Configure User Accounts 235 ()AE® ( )EM
Configure iRMC S4 Settings 3] (YA ( )ED
Video Redirection Enabled 235 ()YAE® ( )EM
Remote Storage Enabled 351 (YA ( )ED
Redfish Enabled 235 ()A® ( )EM
RedfishRole No Access ( )Read Only ( )Operator ( )Administrator (  )No Access

User Shell (Text Access)

Remote Manager

( )Remote Manager ( )None

SNMPv3 configuration

SNMPv3 enabled *1 &N (FE ()M

Access privilege readonly RIRDH

Authentication *1 SHA ( )SHA ( )MD5 ( )None
Privacy *1 AES ( )DES ( )AES ( )None

User SSHv2 public key upload from file (there is no key assigned to this user) *1

ipublic Key file | [
S/MIME certificate upload from file (there is no certificte assigned to this user) *1
iCertificate File [
Email Configuration *2

Email Enabled E:3) ( )E® ( )EM

Encrypted B3 (HYE®  ( ED

Mail Format Standard ( )Standard ( )Fixed Subject ( )ITS-Format

( )SMS-Format

Prefered Mail Server Automatic ( )Automatic ( )Primary ( )Secondary

Email Address NewUser@domain.com [

Use extra SMS Email Subject *3 E:3) ( )E® ( )EM

SMS Email Subject *3 [

Paging Severity Configuration
Fan Sensors Warning ( )None ( )Critical ( )Warning ( )AIl
Temperature Sensors Warning ( )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors All ( )None ( )Critical ( )Warning ( )AIl
System Hang Critical ( )None ( )Critical ( )Warning ( )AIl
POST Errors All ( )None ( )Critical ( )Warning ( )AIl
Security Warning ( )None ( )Critical ( )Warning ( )AIl
System Status None (_)None ( )Critical (_ )Warning ()AIl
Disk Drivers & Controllers Critical (_)None ( )Critical (_ )Warning ( )AIl
Network Interface Warning ( )None ( )Critical (_ )Warning ( )AIl
Remote Management Critical ()None ( )Critical (_ )Warning ( )AIl
System Power Warning ( )None ( )Critical (_ )Warning ( )AIl
Memory Critical ()None ( )Critical (  )Warning ( )AIl
Others None ( )None ( )Critical (_ )Warning ( )AIl

*1: [Network Settings] - [SNMP1 - [SNMP Generic Configuration] - [SNMP Enabled] #8115 & 12K E /T HE,

*2: [New User] TIERLBFIZIE, RIRShFEE A,

*3: Mail Format AASMS-FormatDiB&IZDHRTSNETS,




C.11 User Management O EEA (HZ)
() CHABBEEEELTLAL

REEHB CRBARRE BREE
LDAP Configuration
Global Directory Service Configuration
LDAP Enabled | ()AES  ())ED
LDAP SSL Enabled N ()E ()EN
Disable Local Login *1 E30)] ()AES  ())ED
Always use SSL Login *2 35 ( )B8® ( )ED
Directory Server Type Active Directory ( )ActiveDirectory ( )Novell eDirectory ( )OpenLDAP
( )OpenDS/OpenDJ/ApacheDS
Authorization Type ServerView LDAP Groups with ( )ServerView LDAP Groups with Authorization Settings on
Authorization Settings on LDAP LDAP Server
Server ( )Standard LDAP Groups with Authorization Settings on
iRMC
Primary LDAP Server
LDAP Server [ 1
LDAP Port 389 [ ](1 - 65535)
LDAP SSL Port 636 [ J(1 - 65535)
Backup LDAP Server
LDAP Server [ 1
LDAP Port 389 [ ](1 - 65535)
LDAP SSL Port 636 [ ](1 - 65535)
[Active Directory]i#iR e
Domain name dop_a_i_n_.gom [ 1
Base DN REERT
Groups directory as sub-tree from base [ 1
DN
Department name department [ 1
[Novell eDirectory / OpenLDAP / OpenDS/OpenDJ);&iR B
Department name department [ 1
Base DN [ 1
Groups directory as sub-tree from base [ 1
DN
User Search context [ 1
Directory Service Access Configuration
[Active Directory] &iREF
LDAP Auth UserName [ 1
LDAP Auth Password iciaiuioioiaiaialulolel [ ] FoRIE * E15B
Confirm Password [ 1
[Novell eDirectory / OpenLDAP / OpenDS/OpenD]/ApacheDS ;&R i
LDAP Auth Password lulaisiaiotaluloolalel [ ] RRIE*EB
Confirm Password [ 1
Principal User DN [ 1
Append Base DN to Principal User DN &S ()FED  ()ED
Bind DN KEERT
Enhanced User Login 235 ( )YAE® ( )EM
Directory Service Email Alert Configuration
LDAP Email Alert Enable B3 (A  ()ED
LDAP Alert Table Refresh 0 [ 1 Hours

*1: GEEILDAPEERELTAL VMY —N\HERTELLRE T, AREEADITHET HEWeb( U E2—Tx—RITOT 1 TERLKBYET
Novell eDirectorylgk 4 R—+TT,
*2: GEEILDAPHEMDIHE . RFC26175R5E/ DY 1\, httpsOJ 1V EIEZ & H IR RLET,
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C.11 User Management O EEA (HZ)

CAS Logout URL

/cas/logout

CAS Validate URL

/cas/validate

fury Y Y

Assign permissions from

Local assigned permissions

)Local assigned permissions

HEER CEARSE HEE
CAS Configuration
CAS Generic Configuration
CAS Enabled £ C)ES ()ED
Enable SSL/HTTPS A ()as ( )ED
Verify SSL Certificate | (YA ( )ED
Always Display Login Page 3] (A ()ES
CAS Network Port 3170 [ ] (1 - 65535)
CAS Server [
CAS Login URL /cas/login [
[
[
(
(

)Permissions retrieved via LDAP *1

CAS User Privilege and Permissions *2

Privilege Level User ( )User ( )Operator ( )Administrator ( )OEM
Configure User Accounts 3] ()E®H ( )EYN
Configure iRMC S4 Settings 3] ()as ( )EY
Video Redirection Enabled 3] ()E®H ( )EYN
Remote Storage Enabled 3] ()as ( )EY

*1 LDAPH I DA RRATRE,

*2 Assign permissions from TLocal assigned permissions:#RENDH R RINET,

() CHARREZEELTLEL

C.12 Console Redirection D& FEIEH

&EEE CEARSE HEE
BIOS Text Console
BIOS Console Redirection Options
Console Redirection Enabled BIOSO{EARMEN D ()AE ( )EMN
Serial Port Baudrate BIOS DA KBS % ()9600 ( )19200 ( )38400 ( )57600 ( )115200
Serial Port Flow Control BIOSO{EARMENS ( )None ( )CTS/RTS(Hardware)
Terminal Emulation BIOSO{EA RSN ( )VT100 ( )PC-ANSI ( )VT100+ ( )VT-UTF8
Serial 1 Multiplexer BIOSO{EARMENS ( )System ( )iRMC S4

Video Redirection

Video Redirection Options

HTMLS5 Viewer Enabled 3] ( )YE® ( )EM
Default Mouse Mode Absolute Mouse Mode ( )Relative Mouse Mode ( )Absolute Mouse Mode
( )Other Mouse Mode
Disable USB Port during AVR None ( )None ( )Front USB ( )Rear USB ( )Disable All
Local Monitor Off Control Enabled ( )Disabled ( )Enabled
(

)Automatic Off when AVR is started

AVR Title

%USER%@%BMC_NAME%

Current AVR Title

RERDH




C.13 Virtual Media NEFIER
() CHABBEEZELTLAL

HEHHE CEARRE RENE

Remote Image Mount

Remote CD/DVD Image Options

Share Type CIFS/SMB Common ( )JHTTP Web Server
Internet File System ( )CIFS/SMB Common Internet File System
(_ INFS Network File System

Server

Share Name

Image Name

User Name

Password oK K oK K K oK KKK KK

Confirm Password

— = = = = = =

Domain

e et [t e [ [ [

Remote Hard Disk Image Options *1

Share Type CIFS/SMB Common
Internet File System

JHTTP Web Server
)CIFS/SMB Common Internet File System
INFS Network File System

Server

Share Name

Image Name

User Name

Password ok oK KoK K K K K KK KK

Confirm Password

— = = = = = e e~~~

Domain

e e [t e [ [ [

Media Option

Virtual Media Options

USB Attach Mode Auto Attach )Always Attach ( )Auto Attach

Number of CD/DVD Devices 2 1

Number of Harddisk Devices 0

1

Enable Remote Image Mount ' VAR ( )EM

*1 Number of Harddisk Devices #* 0 M54 . ERTR.



C.14 Lifecycle Management OREIER !

() TBARREEEELTLAEN

REEE

CHEARRE

EfE

CA Certificates

CA Certificates update from file

Scheduling type

immediate

)Jimmediate ( )daily ( )weekly ( )monthly

CA Certificates file: [ 1
(_ )Upload%L ( )Upload® Y
CA Certificates update from text RYIRNIZAS
(_ )Upload% L ( )Upload® Y
Updates
Update Settings
Repository Location https://support.ts.fujitsu.co [ ]
Use Proxy g (B ()EH
Skip Vmware HCL verification i) (L )AE® (&M
Offline Update
Include BIOS and iRMC Firmware A (A (OEM
Default boot mode PC compatible(legacy) ( )PC compatible(legacy)
( )Extensible Firmware Inteface Boot(EFI)
Online Update
Excution mode Check for update (_ )Check for update ( )Check for update and excute
Update Check immediate ( )immediate ( )daily ( )weekly ( )monthly
(_)yearly ( )once only
Offline Update
Excution mode Check for update ( )Check for update ( )Check for update and excute
( )Cexcute update
Update Check immediate ( )immediate ( )daily ( )weekly ( )monthly
(_ )yearly ( )once only
Custom Image
Custom Image Download
Excution mode (_ )Download ( )Download and excute
Scheduling type (_)immediate (  )once only
Cuostom Image URL [ 1
Image Description [ 1
Use Proxy il ()AE® (&M
Intended boot mode PC compatible(legacy) ( )PC compatible(legacy)
( )Extensible Firmware interface Boot(EFI)
(_ )Dual Boot(legacy & EFI)
Deployment
Deployment Update Settings
Repository Location https://webdownloade.ts.fuj [ 1
Use Proxy il (_)E® (OED
Start Deployment Process
Default boot mode PC compatible(legacy) ( )PC compatible(legacy)
( )Extensible Firmware interface Boot(EFI)
(_ )Dual Boot(legacy & EFI)
Profile File [ 1
(
(

)yearly ( )once only

*1: eLCMSA Y AE LUMicroSDA—REA 2V RR—ILLTWBIEEIZRTFLET,
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