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BIOS tyh7yT1-F4UT4FUT O ETEELET .

POST =, EIH(C FEEXvE—IHFRRENTVSRIIC, [F2]F %L TIZE,

POST #T#. BIOS tyh7yF1-F(UF1DMain XZ1-HERENEY,
<F2> BIOS Setup - <F12> Boot Menu

BIOS v~y 1—F(UT1%ZHCENS BRI AT ANEEIL TUEOTIB A

(Ctrl] + [Alt] + [DellF—Z4RL T, SXTLZBREIL TS,

B.1 MainX=1—0D:%EIHH

() CEEARSREZZEELTLRN

REEE | CHB BRI REME

BIOS Information

BIOS Vendor American Megatrends RRDH
Customized by Fujitsu FKRDH
Core Version X.X.X.X RRDH
Compliancy UEFI x.x; PI x.x RRDFH
> System Information ST LEHRERR
> Open Source Software License Information ERINTVZA -T2V -5/ ARIERE TR
System Date xxx MM/DD/YYYY REOBfMERR/ AN
System Time HH:MM:SS REORRERR/ AN
System Language English

Access Level Administrator FRDH




B.2 Advanced X=1—-D:%EIEH

SEER | RN

SSIEME

Advanced

Onboard Devices Configuration
PCI Status

PCI Subsystem Settings
CPU Configuration

Memory Status

Memory Configuration

SATA Configuration

Trusted Computing

USB Configuration

Super IO Configuration
Network Stack Configuration
VIOM

VVVV VYV VYVYVVYVYV

> {SCSI Configuration *1

> LSI Software RAID Configuration Utility *1 *2

> Intel(R) I210 Gigabit Network Connection - xX:XX:XX:XX:XX:xX *1
> VLAN Configuration (MAC:XXXXXXXXXXXX) *1

> MAC: xxxxxxxxxxxx-IPv4 Network Configuration *1

> MAC:xxxxxxxxxxxx-IPv6 Network Configuration *1

> Intel(R) I210 Gigabit Network Connection - xX:XX:XX:XX:Xx:xX *1
> VLAN Configuration (MAC:XXXXXXXXXXXX) *1

> MAC: xxxxxxxxxxxx-IPv4 Network Configuration *1

> MAC:xxxxxxxxxxxx-IPv6 Network Configuration *1

> Driver Health

mOnboard Devices ConfigurationtJ3X=1—-A
mPCI StatustJIX Z1—A

mPCI Subsystem Settings#73X=1-A

m CPU ConfigurationtJX=1—A
mMemory Statust7X=1-A

m Memory ConfigurationB7Xx=1—-A
mSATA ConfigurationB7X=Z1—-A

m Trusted Computing7XxZ1-A

mUSB ConfigurationB7X=1—-A

m Super 10 ConfigurationtJX=1—A

m Network Stack Configurationt7Xx=1—A
BVIOMYTAZ1-A

miSCSI Configuration HJX Z1—A
mLSI Software RAID Configuration Utility H7XZ1—A
mIntel(R) 1210 Gigabit Network ConnectiontJX=1—

mIntel(R) 1210 Gigabit Network ConnectiontJX=1—

m Driver Health 7% Z1—A

*10 N\=RBRPIRIBCLDFRRNERDIZENDDET,
*2: SATA Configuration @ SATA Mode H' RAID DBFCFRR.

m Onboard Devices ConfigurationYJ7' AZ1—
() CEBARSEEZELTLAL

HEEE | CHEEARRRTE SREME
Onboard Devices Configuration
LAN 1 Controller Enabled ( )Disabled ( )Enabled
LAN 2 Controller Enabled ( )Disabled ( )Enabled
m PCI StatusY2o AZ1—
() CEEARFREZZELTLAL
HEEE | CHEEARRRTE SREME
PCI Status
PCI Slot 1 *1 1Empty ( )Enabled ( )Failed ( )Empty
PCI Slot 2 *1 iEmpty ( )Enabled ( )Failed ( )Empty
PCI Slot 3 *1 {Empty ( )Enabled ( )Failed ( )Empty

*1: CBARCEREINTVSISS. SREME[}EnabledTd.

m PCI Subsystem SettingsH 7' A=1—
() CEEARRREZZELTLAL

SSEIEE | CHEARFERTE

SSIEME

PCI Subsystem Settings

ASPM Support Disabled
Above 4G Decoding Enabled
Native PCIE Enabled

( )Disabled ( )Auto ( )Froce LOs
( )Disabled ( )Enabled
( )Disabled ( )Enabled




m CPU ConfigurationY2’'XA=1—
() BARSEEEZELTLRL

REME

HEIEE | CHEEARFERTE
CPU Configuration
Hyper-threading *1 Enabled
Active Processor Cores *3 All
Hardware Prefetcher Enabled
Adjacent Cache Line Prefetch Enabled
DCU Streamer Perfetcher Enabled
Intel Virtualization Technology Enabled
VT-d Enabled
SW Guard Extensions (SGX) *1 Disabled
Enhanced SpeedStep Enabled
Turbo Mode *1*2 Enabled
C-States Enabled
Package C-State limit *5 Auto
Package C-State demotion *5 Disabled
Package C-State un-demotion *5 Disabled
Enhanced C-Status *5 Enabled
C-State Pre-Wake *5 Enabled
Race To Halt (RTH) Enabled
Energy Efficient Turbo Auto
REFRESH_2X_MODE Disabled
DMI Max Link Speed Auto
Enable ACPI Auto Configuration Disabled
Native ASPM Auto
Energy efficient CPU Power Limit Disabled
Power Limit 1 *4 40000
AES Enabled
Voltage Optimization Auto
Intel(R) Speed Shift Technology Enabled

)Disabled ( )Enabled

JAILC )L ()2()3()4( )5

)Disabled ( )Enabled

)Disabled ( )Enabled

)Enabled ( )Disabled

)Disabled ( )Enabled

)Disabled ( )Enabled

)Disabled ( )Enabled ( )Software Contorolled
)Disabled ( )Enabled

)Disabled ( )Enabled

NN N N S S~~~

)Disabled ( )Enabled
)CO ( )C2 ( )C3( )C6 ( )C7 ( )C7S ( )Auto
)Disabled ( )Enabled
)Disabled ( )Enabled
)Disabled ( )Enabled
)Disabled ( )Enabled

—~ e~~~ —~ —~

)Disabled ( )Enabled
)Disabled ( )Enabled ( )Auto
)Disabled ( )1- Enabled for WARM or HOT
)2- Enabled HOT only

)Auto ( )Genl ( )Gen2 ( )Gen3
)Disabled ( )Enabled

)Auto ( )Enabled ( )Disabled
)Disabled ( )Enabled
IREEZ RN (ERTEAT])

( )Disabled ( )Enabled

( )Disabled ( )Enabled ( )Auto

( )Disabled ( )Enabled

A~~~ o~~~

*1: BECPUICLDFR/IERR

*2: Enhanced SpeedStep /' Enabled DiZERR

*3: ERIBLICEVFRNIBRIBENHDET

*4: Energy Efficient CPU Power Limit h' Enabled OB&F R
*5: C-States h' Enabled DIF&FR

mMemory StatusY I A=1—
() CHARSREEZEELTLRL

SEME

REIEE | I A BERE
Memory Status
DIMM-2A *1 {Empty
DIMM-1A *1 iEnabled
DIMM-2B *1 IEmpty
DIMM-1B *1 IEmpty

( )Enabled ( )Disabled ( )Failed ( )Empty

( )Enabled ( )Disabled ( )Failed ( )Empty

( )Enabled ( )Disabled ( )Failed ( )Empty

( )Enabled ( )Disabled ( )Failed ( )Empty

*1: CBARCEREINTVSISS. SREME}EnabledTd.

m Memory Configuration#7'X=1—
() CEEARSREZZELTLRN

SSEIEE | CHEARFERTE

e

FREME

Memory Configuration

DDR PowerDown and idle counter BIOS

DDR Performance Performance optimized

( )PCODE ( )BIOS
( )Performance optimized ( )Power balanced




m SATA ConfigurationHJ'XA=1—
() BARSEEEZELTLRL

SREER | CHEABRRSTE SXTE(E

SATA Configuration
SATA Mode *2 IAHCI Mode i |( )AHCI Mode ( )RAID
SATA Port 1 Not Installed *1

Port 1 {Enabled i |¢ )pisabled ( )Enabled
SATA Port 2 Not Installed *1

Port 2 iEnabled i |( )Disabled ( )Enabled
SATA Port 3 Not Installed *1

Port 3 iEnabIed : ( )Disabled ( )Enabled
SATA Port 4 Not Installed *1

Port 4 1Enabled i |( )Disabled ( )Enabled
SATA Port 5 Not Installed *1

Port 5 iEnabIed : ( )Disabled ( )Enabled
SATA Port 6 “Not Installed *1 )

Port 6 iEnabled i |( )Disabled ( )Enabled
SATA Port 7 Not Installed *1

Port 7 iEnabIed i ( )Disabled ( )Enabled

*1: A= PBRRIC L TRINRBDEY
*2: AR ELCLDRTEMBIERLIEENHIET

m Trusted Computingd 7' A=1—
() CEHARREEEELTLAL

REEE | CHB BRI REME

Trusted Computing

TPM Support Enabled ( )Disabled ( )Enabled
Pending TPM Operation *1 None ( )None ( )TPM Clear

Current TPM Status Information
NO Security Device Found *2
TPM XXX Device Found *1

Firmware Version: *1 X.XX IRREZ R (FREAT])
Vendor: *1 XXX KRB TR (FRTEAT])

REEROCRIBICIDRRNIBRIBENHDET .

*1: TPMEEBEFHDTPM Support HEnabled BFDZERR

*2: TPMAKRIBEEFFI2(E. TPMEBEFKKHCTPM Support % Disabled FrDZR/Rx
*1,%2 RoREYIDEZ 3o BRZNELIIHENHDET.



m USB Configuration¥ 7’ A=1—
() CHEABRSREEZEELTLRL

REIEE | CHEARSERTE SRIENE
USB Configuration
USB Devices:
2Keyboards, 2Mouse, 1 Point, 2 Hubs *1 REQRREERTR *1
Legacy USB Support iEnabIed : ( )Enabled ( )Disabled ( )Auto
Mass Storage Devices: *1
(AN =SF A ZNFRRENET) Auto i ( )Auto ( )Floppy ( )Forced FDD ( )Hard Disk
i | )cp-rOM
> USB Port Security mUSB Port SecurityHJX=1—A
*1: N\ —=RMBRICI O TRRNIERRDET
m USB Port SecurityB o’ A=1—
() CEBARREZZEELTULAL
REER | CHEABERTE SRTEME

USB Port Control Enable all ports

( )Enable all ports

( )Enable front and internal ports
( )Enable rear and internal ports
( )Enable internal ports only

m Super I0 ConfigurationH ' A=1—
() CERARSERZELTLAL

REEE |

CEEARRRTE

HIEMB

Super 10 Configuration

Super 10 Chip
> Serial Port 1 Configuration

PILOT4

FKRDH
m Serial Port 1 ConfigurationtJX=1-A

m Serial Port 1 ConfigurationHo’X=1—
() CEBARSEEZELTLAL

REEE |

CEEARFRIE

RIEMB

Serial Port 1 Configuration

Serial Port 1Enabled

Device Settings *1 10=3F8h; IRQ=4;

Change Settings *1 Auto

( )Disabled ( )Enabled
RRDF

( )Auto

( )IO=3F8h; IRQ=4;

( )IO=3F8h; IRQ=3,4,5,6,7,9,10,11,12;
( )IO=2F8h; IRQ=3,4,5,6,7,9,10,11,12;
( )IO=3E8h; IRQ=3,4,5,6,7,9,10,11,12;
( )IO=2E8h; IRQ=3,4,5,6,7,9,10,11,12;

*1: Serial Port /' Enabled DIZ&FRTR

m Network Stack ConfigurationB 7' A=1—
() CEBARREZZEL TR

HEIEE | CEEARRRTE RIEfE
Network Stack Configuration
Network Stack Enabled ( )Disabled ( )Enabled
Ipv4 PXE Support *1 Enabled ( )Disabled ( )Enabled
Ipv6 PXE Support *1 Enabled ( )Disabled ( )Enabled

*1: Network Stackh'EnabledDiHZ&FR=




mVIOMYI AZ1—
() CEBABRSTEZZELTLRL

=EED | AR

REME

VIOM

VIOM-flag iDisabled

FRDI

miSCSI ConfigurationY ' A=1—
() CHARREEEELTOAL

SEEE | NS

SSEME

iSCSI Initiator Name *1
> Add an Attempt
> Delete Attempts

> Change Attempt Order

[ 1(4 - 223X=F)

KEBRICIDFRNERLDET
*1: IQN (iSCSI Qualified Name) (CEBLLIAERDIE

m LSI Software RAID Configuration UtilityY3o'A=1—

() CEBARREEZZELTORN

SEEE | TN

SEME

> Controller Management
> Virtual Drive Management
> Drive Management

m Controller Managementd73XZ1—-A
m Virtual Drive ManagementdJX=1—A
m Drive ManagementdJX=1—A

XEBEBRPRRICLOFRRIERRBEENHDET .

m Controller Managementy 7' X=1—
() CEBARSEEZELTLAL

REEE | N

RIEME

> View Controller Information
> Change Controller Properties
> Clear Configuration

XEBBHAPRIRICIORRIRRBIEENHDET,

m Virtual Drive Managementd 7' AZ-1—
() CHEABRSREEZELTLRL

BEAE | TR

SEME

Create Configuration

Manage Virtual Drive Properties
Select Virtual Drive Operations
View Drive Group Properties

vV V. V V

XEBBAPRIRCLORRIRRBZENDHDET,

m Drive ManagementYJ'A=1—
() CHARREEEELTLAL

EE] | TR

REME

> View Drive Properties
> Select Drive Operations
> View Global Hot Spare Drives

XERBEBHRPRRICLOFRRIRRBIZENHDET,




mIntel(R) I210 Gigabit Network Connection

() ZEBARSREEZELTULAL

FEIRH

N

HEE

> NIC Configuration
Blink LEDs

UEFI Driver
Adapter PBA

Device Name

Chip Type

PCI Device ID

PCI Address

Link Status

MAC Address
Virtual MAC Address

iDisconnected

XX XX XX XX XX XX
XXEXX XX XX XX XX

m NIC ConfigurationBIX=Z1-A
[ 1(0-15)

FRDI
FRDH
FRDI
FRDH
FRDI
FRDH
FRD
FRDH
FRD

m NIC ConfigurationH 7' AZ1—
() CEBARSREEZZELTORL

REIEE CEEARRTE SRIE(E
Link Speed Auto Negotiated ( )Auto Negotiated ( )10 Mbps Half
( )10 Mbps Full ( )100 Mbps Half
( )100 Mbps Full
Wake On LAN Enabled ( )Disabled ( )Enabled
m Driver HealthH 7' AZ1—
() CEBARSREZZELTLRL
REEE CHEABSRTE SXTEME
Driver Health
> Intel(R) Gigabit x.x.xx *1 Healthy FRRDH
> Intel(R) PRO/1000 x.x.xx PCI-E *1 Healthy FRRDH
> LSI Embedded MegaRAID EFI Driver *1 Healthy RRDH
>

*1

*1: KEBHICLOTRREIERDET.




B.3 SecurityX=1—0DsEIHHE

() ZEBEARREZZELTLAL

SEEE | TN

SSEME

Password Description

Administrator Password
User Password

Password on Boot *1 Disabled
Skip Password on WOL *1 Disabled
System Firmware Update Enabled
System Firmware Rollback Disabled

> Secure Boot Configuration

Administrator Password O:&ENHEEEZRR
User Password Os%FENHHIZRR

( )On Every Boot ( )On First Boot ( )Disabled
( )Disabled ( )Enabled

( )Disabled ( )Restricted ( )Enabled
( )Disabled ( )Enabled

m Secure Boot ConfigurationtJX=1—A

*1: Password:&ERFDHRIRDIEE

m Secure Boot Configuration¥ o' A=1—
() TEBARSSEZZELTLRL

SEEE | TR E

SEME

Secure Boot Configuration

Platform Mode JRAEEZERR
Secure Boot REZFRR
Vendor Keys IREEZERIR
Secure Boot Control Disabled

Secure Boot Mode Standard

> Key Management *1

( )Disabled ( )Enabled
( )Standard ( )Custom
mKey ManagementdJX=1—-A

*1: Secure Boot Mode % Custom (CFBZETEIRTIEETT

m Key Managemant¥ o' X=1—
() CHABSREEZEELTLRL

BEAE | TR ARRE

SEME

Factory Default Key Provision 1Enabled

> Enroll all Factory Default keys *1
> Reset To Setup Mode *2
> Export Secure Boot variables

Device Guard Ready
> Remove 'UEFI CA' From DB

> Restore DB defaults

Secure Boot variable | Size| Keys| Key Source

> Platform Key(PK) VREEZ R
> Key Exchange Keys H){%E?E;Tx
> Authorized Signatures HRREE SRR
> Forbidden Signatures PRREEFCR
> Authorized TimeStamps PRREZZRR
> OsRecovery Signatures VREEZFOR

( )Disabled ( )Enabled

)Details ( )Save To File ( )Set New Key
)Delete Key

)Details ( )Save To File ( )Set New Key
)Append Key ( )Delete Key

)Details ( )Save To File ( )Set New Key
)Append Key ( )Delete Key

)Details ( )Save To File ( )Set New Key
)Append Key ( )Delete Key

)Set New Key ( )Append Key

NN N N N N~~~

( )Set New Key ( )Append Key

*1: [Factory Default Key Provision] ' [Enabled] O¢EFRR
*2: [Factory Default Key Provision] h' [Disabled]D¢EFRR




B.4 PowerX=-1—0Di%EIHH

() CEBARGREZZEELTLAL

REEE | CHEABERTE SREME
Power Settings
> Wake-Up Resources m Wake-Up ResourcesB7XZ1-A
m Wake-Up ResourcesY 7' A=1—
() CEBARRREZZEL TR
HEIEE | CHEARFERTE SREME
Wake-Up Resources
LAN Enabled ( )Disabled ( )Enabled

Wake On LAN boot * 1

Boot Sequence

( )Boot Sequence ( )Force LAN Boot

*1: LANDEnabledDBFDAEIREIEE




B.5

Server ManagementX=1—DFEEH

() CEEARREREZZELTORL
REIEE | CEEARRRTE SRTEME
Firmware Version R RR FKRDFH
SDRR Version RREERR RO

Power Failure Recovery

> iRMC LAN Parameters Configuration
> Console Redirection

Asset Tag System Asset Tag
BIOS Parameter Backup Disabled

Onboard Video *2 Enabled

Boot Retry Counter 3

Power Cycle Delay 7

ASR&R Boot Delay 2

Temperature Monitoring Disabled

Fan Control Auto

Event Log Full Mode Overwrite

Load iRMC Default Values No

iPrevious State

Serial Multiplexer System

Boot Watchdog Disabled
Timeout Value *1 100
Action *1 Continue

( )Disabled ( )Enabled
( )Disabled ( )Enabled

1(0~7)

]Seconds (7 ~ 15)

IMinutes (1 ~ 30)
)Disabled ( )Enabled
)Auto ( )Full

~ A~ .o

(' )Overwrite ( )Maintain
( )No ( )Yes

(' )Always Off ( )Previous State ( )Always On

( )System ( )iRMC

( )Enabled ( )Disabled

[ IMinutes (1 ~ 100)

( )Continue ( )Reset ( )Power Cycle

miRMC LAN Parameters Configurationt7Xx=1—-A
m Console RedirectionB I X=1—A

*1: Boot Watchdogh' EnabledDiZ& % EZE Al AE

*2:

RERBRRICIDTRR

miRMC LAN Parameters Configurationb2’X=1—

() CEBARRSEZZELTLRN

SEIEE | CHEARFESSTE S TEME
iRMC LAN Parameters Configuration
Management LAN iEnabIed i ( )Disabled ( )Enabled
iRMC MAC Address *1 XX XX XX XX XX XX TRLZADZERR
Management LAN Port *1 Management ( )Management ( )Shared
Management LAN Speed *1 Auto ( )Auto ( )100 Mbit/s Full Duplex
(' )100 Mbit/s Half Duplex ( )1000 Mbit/s

Management VLAN *1 Disabled ( )Enabled ( )Disabled

VLAN ID *1 *2 0 ( ) [0~4094]

VLAN Priority *¥1 *2 0 ( )o~7]
iRMC IPv4 LAN Stack *1 Enabled ( )Disabled ( )Enabled
IP Configuration *1 *3 use DHCP ( Juse DHCP ( )use static configuration
IP Address *1 *3 *4 0.0.0.0 [ I
Subnet Mask *1 *3 *4 0.0.0.0 [ 1
Gateway Address *1 *3 *4 0.0.0.0 [ 1
iRMC IPv6 LAN Stack *1 iEnabled i |( )Disabled ( )Enabled
Link Local Address *1 *5 RegzFRR RO

- *¥1 %5 IREEZFRR RRDFH

*1: Management LAN:EnabledDiZ&(CFRR *2: Management VLAN:EnabledDiZ&(CFRR

*3: iRMC IPv4 LAN Stackh‘EnableDiG&(CEZE AJEE
*5: iRMC IPv6 LAN Stackh'EnabledDiZ&(CFRR

m Console Redirectiond 7’ A=1—
() CEBABREEZEBELTUAL

*4

—=nues

: IP configurationhtuse static configurationDiB&E(CEREZR

BAlHE

SEEE | CHEARFRTE SREME
Console Redirection
Console Redirection: Disabled ( )Disabled ( )Serial 1
Baud Rate: *1 9600 (1)9600 ( )19.2k ( )38.4k ( )57.6k ( )115.2k
Protocol: *1 VT100+ ( )VT100 ( )PC ANSI ( )VT100+ ( )VT-UTF8
Flow Control: *1 None ( )None ( )CTS/RTS

*1: Console Redirection:Serial 10B&ECETR




B.6 BootA=-1—D:%EIEH

() ZEBEARREZZELTLAL

SEIEE CEEARRRTE HEME
Boot Configuration
Bootup NumLock State Off ( )On ( )Off
Quiet Boot Disabled ( )Disabled ( )Enabled
Check controllers health status Enabled ( )Disabled ( )Enabled
Boot error handling Continue ( )Continue ( )Pause and wait for key
Keep Void Boot Options Disabled ( )Disabled ( )Enabled
New Boot Option Policy Place First ( )Default ( )Place First ( )Place Last
PXE Boot Option Retry Disabled ( )Disabled ( )Enabled
Boot Removable Media Enabled ( )Disabled ( )Enabled
Boot Option Priorities
Boot Option #1 *1 XXXXX (@)
( )Disabled
Boot Option #2 *1 XXXXX (@)
( )Disabled
Boot Option #3 *1 XXXXX (@)
( )Disabled
Boot Option #4 *1 XXXXX (@)
( )Disabled

*1: SREIRB#. HEEORIRIRIEEBHKICIDRRDET,




B.7 Save & ExitA=1—0Di%EIEH

SREIEE | CHEABEERTE REME

Save Changes and Exit
Discard Changes and Exit
Save Changes and Reset
Discard Changes and Reset

Save Options
Save Changes
Discard Changes

Restore Defaults
Save as User Defaults

Restore User Defaults

Boot Override

XXXXX 1B T )\ AT
XXXXX 15T )\ AT
XXXXX 15T )\ AT

XXXXX 1T )\ RITHKTF
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CEBAROREMENSHREZEZELTCWARWNESR. [ () TEBAKREEZZEL TR (S

L ZHITIZE,

C.1 ToolsD:s%EIHH

m Update
() TBARREZZEELTORL
RERE CEEARFRTE SRIEME
iRMC Update

Update Source Image file )Image file ( )TFTP

Image to Flash Inactive firmware image )Inactive firmware image
)Low firmware image
)High firmware image

Boot From Firmware image with highest )Firmware image with highest firmware version

firmware version

I~ o~~~ o~ N~~~

)Low firmware image

)High firmware image

)Firmware image with oldest firmware version
)Most recently programmed firmware

)Least recently programmed firmware

BIOS Update

!Update Source Image file

)Image file ( )TFTP

Online Update *1

Prepare Online Update *1

Last Check *1 Not found
Scheduling Type *1 Immediately ( )Immediately ( )Daily ( )Weekly
( )Monthly ( )Yearly ( )Once
Schedule *1
Execute Online Update *1
Available Updatrs *1 No records found
Scheduling Type *1 Immediately ( )Immediately ( )Once
Schedule *1

Offline Update*1

Prepare Offline Update *1

Last Prepare *1 Not found
Scheduling Type *1 Immediately ( )Immediately ( )Daily ( )Weekly
( )Monthly ( )Yearly ( )Once
Schedule *1
Execute Offline Update *1
Scheduling Type *1 Immediately ( )Immediately ( )Once
Schedule *1

*1: SATHLVIRIEZSAY RS AB LU microSDH— ReA > A=W TWBIHBECRRLET .

m Deployment
() ZEEARRBREZZELTLRL
HEIRE CEEARSERGE Bl
Update Service Platform *1
OS Category *1 All
OS Type *1 The list has expired .Please

select'Update List'

Image Version *1

Stages *1 Downloading service platform

Current Deployment Possibilities of
Service Platform*1

2.Inatalling OS

Image Version *1 XIXIXIX
0S *1 OS Types All ( )Microsoft ( )Vmware ( )SUSE ( )Red Hat
Deployment Process*1
Default Boot Mode *1 Extensible Firmware ( )PC compatible (legacy)
Interface Boot(EFI) ( )Extensible Firmware Interface Boot (EFI)
Stages *1 1.Uploading file

*1: SATHAVIRESAY RS S ZAB LU microSDH— ReA > A=l TWBIHEICRRLET .




m Custom Image

() CEBARSEEZZELTORL

FHERE

CRBABRIE

e

a3 AE

fiB

Download Custom Images*1

Custom Image URL *1

Image Description *1

Boot Mode *1

Dual Boot(Legacy&EFI)

)PC compatible (legacy)

'~~~

)Dual Boot(Legacy&EFI)

)Extensible Firmware Interface Boot (EFI)

Proxy Server *1

1Use proxy server *1

g

()E® ()Em

Scheduling Type *1

Immediately

( )Immediately ( )Once

Schedule *1

Available Custom Images*1

*1: SATHLDIRIEZSAY RS AB LU microSDH—ReA > A= TWBIHBECRRLET .

m Internal Storage
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Memory Card Information*1
Memory Card Contents*1
*1: SATHAIIWRIRIAS M 2B LUMicroSDA— R4/ > A M= ILUTWRIBEICRRUET,
m Virtual Media
() ZEBARBEEZZELTLRL
REEE CEE AR E SREME

Remote Image Mount *1

Remote CD/DVD Devices*2

Share Type CIFS/SMB Common Internet ( )CIFS/SMB Common Internet File System
File System (" INFS (Network File System)
( )HTTP
Server
Share Name

Image Name

User Name *3

Password *3

Confirm Password *3

— f— f— f— e —

JNNY Ry Y Y Y Wy -

Domain *3
Remote HDDs *2
Share Type CIFS/SMB Common Internet ( )CIFS/SMB Common Internet File System
File System (' )NFS (Network File System)
( )HTTP
Server
Share Name

Image Name

User Name *3

Password *3

Confirm Password *3

— f— f— — f— —

Domain *3

[

(WYY Y Y Y Y -

*1: Settings - Services - Virtual Media ® Enable Remote Image Mount NMEMDIZE(CRRENFT.
*2: Settings - Services - Virtual Media ® Number of xx Devices N1 _ECERERIAETT
*3: Share Type H* NFS (Network File System) KA DIBE(CERETIRETY .
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Asset Tag

1System Asset Tag

System Asset Tag

Operating System (OS) Information

CIBARDOSDIEIRERR

Host Name

Host IP Address(es)

System Description

Server

System Location

System Contact

OS Name

— e /o e

b

BIOS Update

TFTP Server

Image File

bios.upc

BIOS Backup

Enable Automatic BIOS Parameter Backup

biis]

(_)BE% (EH

Status

Inactive

RREE TR

Boot Options

POST Error Action

Continue

)Continue ( )Halt on errors

Select Boot Medium

No change

)No change ( )PXE/iSCSI ( )HDD
)CDROM/DVD ( )BIOS Setup

Boot Type

Extensible Firmware
Interface Boot (EFI)

—~i— ~i—

)Extensible Firmware Interface Boot (EFI)

Enable Next Boot Only *1

biis]

(_)BE% (EH

CPU Utilization

\Enable CPU monitoring fiszol) (. )B% ( H)E
Management Protocol Options *2

iEnable MCTP *2 D ()ES ()ED
*1: Select Boot Medium /¥ No changel9t TEEAT&E.

*2: IRMChR#82.42PLAIF CEFARTRE.
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Network Interface

MAC Address

RLZANERREND

Network Speed

Auto negotiation

)Auto negotiation
)10Mb/s Full Duplex ( )10Mb/s Half Duplex

)1000Mb/s

Network Port

Management LAN

)Management LAN ( )Shared LAN 1

7
(
(
( )100Mb/s Full Duplex ( )100Mb/s Half Duplex
(
(
[
(

Max. Transmission Unit (MTU) 1500 1(1280 - 1500)
Enable bonding fissol) YB® ( )EM
IPv4 Protocol
Enable IPv4 Protocol am ( )B% ( ED
Enable DHCP *1 BIOSOIEN' K BREN S ( )B® ()ED
IP Address *1*2 BIOSOIEN' R BREN D [ ]
Subnet Mask *1*2 BIOSOfEN' & BRSNS [ ]
Gateway Address *1*2 BIOSOYEN' R BRENS [ ]
IPv6 Protocol
Enable IPv6 Protocol B ( )B% ( )ED
Enable Manual IPv6 Configuration *3 Fiiigv)] ()&% ()&
Interface ID Source *3*4 EUI-64 (based on MAC ( )Part of specified static address
Address) ( )EUI-64 (based on MAC Address)
IPv6 Static Address *3*4 2880::64 [ ]
Prefix Length *3*4 8 [ 1(8-128)
IPv6 Static Gateway *3*4 i [ ]
Current IPv6 Addresses
iStatic Address 7RLZNERIREND
ELink Local Address 7RUZANERTREND
|Static Gateway 7RLZANERREND
DNS
Enable DNS ax (B ()ED
DNS Configuration
iObtain from DHCP *5 =) ()% ()ED
DNS Domain *5*6 [ 1
DNS Search Path *5*6 [ ]
DNS Server 1 *5*6 [ ]
DNS Server 2 *5*6 [ ]
DNS Server 3 *5*6 [ ]
DNS Retries *5 2 [ 1(1-5)
DNS Timeout *5 5 [ JSeconds (1 - 30)
DNS Name Registration
Register DNS Name Register DHCP Address in (' )None
DNS via DHCP Server (' )Register DHCP Address in DNS via DHCP Server
(' )Register full Domain Name (FQDN) via DHCP in DNS
( )DNS Update enabled

Use iRMC Name

Confirm Password

iUse iRMC name instead of host name ash ( Y&% ()&
1RMC Name *7 iRMC [ ]
Use MAC Address
iAdd MAC address to DNS name B3 (B ( )ED
Use Extension fisso)) ()&% ( )ER
1Add Extension *8 -iRMC [ ]
Registered DNS Name FRDH
Virtual LAN (VLAN)
Enable VLAN i3] (B ()ED
VLAN ID *9 0 [ 1 (1 - 4094)
VLAN Priority *9 0 [ 1(0-7)
Proxy Server
Server Address [ 1
Server Port 80 [ 1 (1 -65535)
User Name [ ]
Password [ 1
[

*1: Enable IPv4 Protocol "M (CEREREETT .
*2: Enable DHCP W EMNBF(CERERIBETT
*3: Enable IPv6 Protocol N"EMEFCERERIEETT .

*4: Enable Manual IPv6 Configuration G385 LS8 ERIEETY .

*5: Enable DNS NERIEHCERERIRETT
*6: Obtain from DHCP hEXNIF(CERERIEET T

*7: Use iRMC name instead of host name HEXNBFICEEERTHETY .

*8: Use Extension NEZNEFICERERIRETT .
*9: Enable VLAN W E#HIFCERERIRETT.




H Services

() CEBARSREZZEEL TR
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Web Access
Network Ports
HTTP Port 80 [ 1 (0 - 65535)
HTTPS Port 443 [ 1 (0 - 65535)
HTTPS Usage
iForce HTTPS b (B (O)ED
Security Protocols
Enable TLS 1.1 B%h ( )YB% ( )ER
Enable TLS 1.2 a2 (OB (())E
Enable TLS 1.2 CBC a9 (. O)B% ()ERD
Session Timeout 300 [ ]Seconds (30 - 86400)
Console Access
Session Drop Time 10 [ IMinutes (0 - 120)
Telnet
Enable Telnet il (OB ())E
Port *1 3172 [ 1 (1 - 65535)
SSH
Enable SSH B%h (. )YB% ( )ER
Port *2 22 [ ] (1 - 65535)
SSH Authentication Mode *2 Login using password ( )Login using key ( )Login using password

IPMI Access

iEnable IPMI over LAN aM (. )YB® ()ED
Simple Service Discovery Protocol (SSDP)
{Enable SSDP a3 (B3 (()E

Advanced Video Redirection (AVR)

KVM Redirection Type

Jviewer (Java)

(

)Jviewer (Java) ( )HTMLS Viewer ( )VNC

Active Window Title *5

RO

Window Title *5 %USER% @%BMC_NAME% [

Default Mouse Mode *5 Absolute mouse mode ( )Relative mouse mode *6 ( )Absolute mouse mode
( )Other mouse mode

Local Monitor Off Control *5 Enabled ( )Disabled ( )Enabled
( )Automatically off when AVR is started

VNC Port *7 5900 [ 1 (1024 - 65535)

VNC Timeout *7 300 [ 1 (60 - 65535)
(

VNC Encryption Protocol *7

Use SSH encrypted tunnel

)No encryption ( )Use SSH encrypted tunnel

VNC Password *7 *8

Confirm Password *7 *8

updates

VNC Max Sessions *7 1 [ 1(1-2)
Online / Offline Update *3

Repository Location https://support.ts.fujitsu.com |[
Proxy Server

EUse proxy server Fii: o) (a3 ( )ER
VMware HCL Verification

iSkip VMware HCL verification 3ol (. )YB% ( )ER
SSL/TLS Certificate Verification

1Skip SSL/TLS certificate verification Fiiigo)] (. YB% ( )ES
Confirmation for scheduled updates

Skip confirmation dialog for scheduled | % ( ya® ( )E

Offline Update

Default Boot Mode

Extensible Firmware
Interface Boot (EFI)

)PC compatible (legacy)
)Extensible Firmware Interface Boot (EFI)

BIOS and iRMC Firmware Updates

iInclude BIOS and iRMC Firmware B ( yEs ( )ED
iUpdates
Deployment *3
Repository Location https://webdownloads.ts.fuji [
tsu.com
Proxy Server
{Use proxy server 3ol ()&% ( )ER
SSL/TLS Certificate Verification
iSkip SSL/TLS certificate verification Fiis o) (&% ( )ER
ESXi Reboot Configuration *3
iForce Immediate Shutdown Or Reboot Fiii o) ()&% ( )ER
BIOS Console Redirection
Enable Console Redirection fiiigo)] Y&z ( )ER
Console Redirection Port *4 COM1 )COM1 ( )COM2 ( )COM3 ( )COM4
Serial Port Baud Rate *4 9600 Y9600 ( )19200 ( )38400 ( )57600 ( )115200

Serial Port Flow Control *4

No flow control imposed

)No flow control imposed ( )CTS/RTS (hardware)

Terminal Emulation *4

VT100+

JVT100 (8Bit) ( )ANSI (8Bit) ( )VT100+ ( )UTF-8

Serial 1 Multiplexer *4

System

I~ I~ I~ I~ I~ I~

)System ( )iRMC

Virtual Media

USB Attach Mode Auto Attach ( )Attach ( )Auto Attach
Number of CD/DVD Devices 2 ()0 ()1 ()2 ()3 ()
Number of HDDs 0 ()0 ()1 ()2 ()3 ()4
Enable Remote Image Mount B%h (. )B% ( )ER

*1:
*2:
*3:
*4:
*5:
*6:
*7:

*8

Enable Telnet N"E#IEFCERTERIBE
Enable SSH HEXIBFCERERIRE

Enable Console Redirection "E3IDBE

KVM Redirection Type h* JViewer(Java)
KVM Redirection Type H' VNC ODIBE(1CE&

CRERIHETS.

KVM Redirection Type ' VNC S DIZE(ERERIRETY .

DB E(CERTERIRETY .
TERIRET Y.

—=en

: VNC Encryption Protocol i* No encryption OIBF&E(CERERIRETT

FATHAINIRS A M2 2B LU MicroSDA—RE4A > A= ILL TV BIHBEICRRLET .
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Simple Network Management Protocol (SNMP)
Enable SNMP 3o ( )Y&% ( EM
SNMP Settings *1
SNMP Port 161 [ ] (1 - 65535)
SNMP Protocol All (SNMPv1/v2c/v3) ( )AIl (SNMPv1/v2c/v3) ( )SNMPv3 only
SNMPv1/v2c Community public [
SNMPv1/v2c Permission read only IREBEERR
SNMP Trap Destinations *1
SNMP Community public [
SNMP User No SNMPv3 users
Engine ID REBERR [
SNMP Trap Server 1 [
\Protocol: SNMPv1 ( )SNMPv1 ( )SNMPv2c
SNMP Trap Server 2 [
!Protocol: SNMPv1 ( )SNMPv1 ( )SNMPv2c
SNMP Trap Server 3 [
iProtocol: SNMPv1 (_)SNMPv1 ( )SNMPv2c
SNMP Trap Server 4 [
iProtocol: SNMPv1 (_ )SNMPv1 ( )SNMPv2c
SNMP Trap Server 5 [
iProtocol: SNMPv1 ( )SNMPv1 ( )SNMPv2c
SNMP Trap Server 6 [
{Protocol: SNMPv1 ( )SNMPv1 ( )SNMPv2c
SNMP Trap Server 7 [
iProtocol: SNMPv1 ( )SNMPv1 ( )SNMPv2c

*1: Enable SNMP W EMDIZS(CERECIEETT .
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E-mail Alerting
Enable E-mail Alerting i3] ()&% ( )EM
SMTP Settings *1
SMTP Retries 3 [ 1(0-7)
SMTP Retry Delay 30 [ ]Seconds (0 - 255)
SMTP Response Timeout 45 [ ]Seconds (10 - 300)
Primary SMTP Server *1
Server Address 0.0.0.0 [
Network Port 25 [ ] (1 - 65535)
Auth. Type None ( )None ( )SMTP Auth. (RFC2554)
Auth. User Name *2 [
Auth. Password *2 [
Confirm Password *2 [

FQDN with EHLO/HELO

iSend FQDN with EHLO/HELO a9 (VB ()ED
Secure (SSL/TLS)

iUse SSL/TLS F)] (B ()E
Verify SSL/TLS Certificate fiii3o)] (. )E% ()EW

Secondary SMTP Server *1

Server Address 0.0.0.0 [
Network Port 25 [ 1(1 - 65535)
Auth. Type None ( )None ( )SMTP Auth. (RFC2554)
Auth. User Name *2 [
Auth. Password *2 [
Confirm Password *2 [

FQDN with EHLO/HELO

1Send FQDN with EHLO/HELO axh ()8 ( EWD
Secure (SSL/TLS)

iUse SSL/TLS ) (_)B% ()Es
Verify SSL/TLS Certificate fiii3o)] (B ()EWN

E-mail Format *1

From MailFrom@domain.com [ ]
Subject FixedMailSubject [ 1
Message FixedMailMessage [ ]
Admin. Name ITS_UserInfoO [ ]
Admin. Phone ITS_UserInfol [ ]
Country Code [ 1
Customer ID [ ]
Server URL http://www.server.com [ ]
Attachments

Attach screenshot to 'Critical OS fiizy)) ( )B% ()&

Stop' event e-mail

*1: Enable Email Alerting W"E3IDBEICRERIBETY,
*2: Auth Type H' SMTP Auth. (RFC2554)Di&EICEERIRETY .



mServices (&)
() CEBABREARZELTLAL

SEER CHEARRSTE SHIEME
USB Host LAN Configuration
Enable USB Host LAN i3] ()&% ( )EM
iRMC IP Address *1 7 RLZANFREND [
Host IP Address *1 7RLZANFREND [
Subnet Mask *1 7 RLZANFREND [
Host MAC Address OUT *1 1220 ()1220 ( )1250 ( )1270 ( )1280 ( )12BO
( )12E0 ( )2230 ( )2250 ( )2270 ( )22D0
iRMC MAC Address OUI *1 1620 ( )1620 ( )1650 ( )1670 ( )1680 ( )16BO
( )16E0 ( )2630 ( )2650 ( )2670 ( )26D0
Ping
IP Address [
Package Counter 5 [ 1(1-16)
Packet Size To Be Sent 56 [ ]Bytes (56 - 128)
Deadline 3 [ ]Seconds (2 - 5)
Interface Address [

*1: Enable USB Host LAN DBIRMEEICEEERIAETY,
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iRMC Local User Accounts

Name / Role / Description

admin / Administrator /
User 02 Description




m User Management (&)

1HFBOI-YORFEEE TS, (CBAKOI-Y—%& 'admin')

() CEBARSREEZELTLAL
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iRMC Local User Accounts
Edit Local User Account
User Information
Enable User B3
Name admin [ 1
Password [ ]
Confirm Password [ 1
Description User 02 Description [ ]
Access Configuration
Redfish/WebUI Permissions
Enable Redfish / Web UI User B (. )B% ( )EMN
Redfish Role *1 Administrator (' )Administrator ( )Operator ( )Read only
IPMI Privileges
LAN Channel Privilege OEM ( )User ( )Operator ( )Administrator ( )OEM
Serial Channel Privilege OEM ( )User ( )Operator ( )Administrator ( )OEM
Enable User Account Configuration B (. E% ( )EM
Enable iRMC Settings Configuration B3 ( Y8% ( )EM
AVR Permissions
Enable Video Redirection B% (. )B% ( )EMD
Enable Remote Storage B (. E% ( )EM
Other
iUser Shell (Text Access) Remote Manager ( )Remote Manager ( )None
SNMPv3 Configuration
Enable SNMPv3 *2 Fiz: o) ()& ( )ED
Access Privilege *3 Read only
Authentication *3 SHA ( )SHA ( )MD5 ( )None
Privacy *3 AES ( )DES ( )AES ( )None
E-mail Configuration
General
Enable E-mail Alerts *4 fiiso)] (. )E% ( )EW
Enable Encryption *5 fiszo)) ( )YB% ()&
E-mail Format *5 Standard ( )Standard ( )Fixed Subject ( )ITS-Format
( )SMS-Format
Preferred Mail Server *5 Automatic ( )Automatic ( )Primary ( )Secondary
E-mail Address *5 TRLA%ZFRR [ ]
Enable Attach System Report *5 fiiiso)] (. )a% ( )EM
Alerts Levels *5
Fan Sensors Warning ( )None ( )Critical ( )Warning ( )AIll
Temperature Sensors Warning ( )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors All ( )None ( )Critical ( )Warning ( )AIll
System Hang Critical ( )None ( )Critical ( )Warning ( )AIll
POST Errors All ( )None ( )Critical ( )Warning ( )AIll
Security Warning ( )None ( )Critical ( )Warning ( )AIll
System Status None ( )None ( )Critical ( )Warning ( )AIll
Disk Drivers & Controllers Critical ( )None ( )Critical ( )Warning ( )AIll
Network Interface Warning ( )None ( )Critical ( )Warning ( )AIll
Remote Management Critical ( )None ( )Critical ( )Warning ( )AIll
System Power Warning ( )None ( )Critical ( )Warning ( )AIl
Memory Critical ( )None ( )Critical ( )Warning ( )AIll
Other None ( )None ( )Critical ( )Warning ( )AIl
Certificates
SSHv2 public key
iFingerprint Key not found [ ]
S/MIME certificate
iIssuer Certificate not found [ 1
iSubject Certificate not found [ 1

*1: Enable Redfish / Web UI User h* &%) OFA!

TEFJRETY

*2: Settings - Services - Simple Network Management Protocol(SNMP) @ Enable SNMP h' 53 DIB&IRETIAETT .

*3: Enable SNMPv3 H"ERIDIZSICERETIHETY .

*4: Settings - Services - E-Mail Alerting ® Enable E-Mail Alerting 1 B%) D&l

*5: Enable E-Mail Alerting ¥ B%) OB&(CRENRIEETY,

—=n,
ax

ENEIEETY .
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iRMC Local User Accounts

Add Local User Account

User Information

Enable User au (. )Ya% ( EM
Name *1 [ 1
Password *1 [ ]
Confirm Password *1 [ 1
Description *1 [ ]
Access Configuration
Redfish/WebUI Permissions
Enable Redfish / Web UI User B (. )B% ( )E
Redfish Role *2 Administrator (' )Administrator ( )Operator ( )Read only
IPMI Privileges *1
LAN Channel Privilege Administrator ( )User ( )Operator ( )Administrator ( )OEM
Serial Channel Privilege Administrator ( )User ( )Operator ( )Administrator ( )OEM
Enable User Account Configuration B (. )E% ( )EW
Enable iRMC Settings Configuration B3 ( Y&8% ( )EM
AVR Permissions *1
Enable Video Redirection B (. )B% ( )EM
Enable Remote Storage B3 (. )E% ( )EW
Other *1
1User Shell(Text Access) Remote Manager ( )Remote Manager ( )None
SNMPv3 Configuration *1
Enable SNMPv3 i3] ()& ( )ED
Access Privilege *3 Read only
Authentication *3 SHA ( )SHA ( )MD5 ( )None
Privacy *3 AES ( )DES ( )AES ( )None
E-mail Configuration *1
General
Enable E-mail Alerts *4 fiiiso)] (. )Aa% ( )EM
Enable Encryption *5 fiizo)) ( )B% ( )EM
E-mail Format *5 Standard ( )Standard ( )Fixed Subject ( )ITS-Format
( )SMS-Format
Preferred Mail Server *5 Automatic ( )Automatic ( )Primary ( )Secondary
E-mail Address *5 [ 1
Enable Attach System Report *5 fiiiso)] (. )a% ( )EM
Alerts Levels *5
Fan Sensors None ( )None ( )Critical ( )Warning ( )AIll
Temperature Sensors None ( )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors None ( )None ( )Critical ( )Warning ( )AIll
System Hang None ( )None ( )Critical ( )Warning ( )AIl
POST Errors None ( )None ( )Critical ( )Warning ( )AIll
Security None ( )None ( )Critical ( )Warning ( )AIl
System Status None ( )None ( )Critical ( )Warning ( )AIll
Disk Drivers & Controllers None ( )None ( )Critical ( )Warning ( )AIll
Network Interface None ( )None ( )Critical ( )Warning ( )AIl
Remote Management None ( )None ( )Critical ( )Warning ( )AIll
System Power None ( )None ( )Critical ( )Warning ( )AIl
Memory None ( )None ( )Critical ( )Warning ( )AIll
Other None ( )None ( )Critical ( )Warning ( )AIl
*1: Enable User ' B3 DIB&SICERERIRETT .
*2: Enable Redfish / Web UI User ' B3 OBEICERERIRETT.
*3: Enable SNMPv3 /¥ B%) OB&(CERERIRETY,
*4: Settings - Services - E-Mail Alerting @ Enable E-Mail Alerting H* B%) DBEEENTIEETY .

*5: Enable E-Mail Alerting ¥ B%) OB&(CRENRIEETY,
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Lightweight Directory Access Protocol (LDAP)

Global Configuration

Enable LDAP Fiii )] ()&® ( ED

Enable LDAP SSL/TLS *1 i) (8% ( )E

Disable Local Login *1 fisso)] (. )B% ( )EM

Directory Server Type *1 Active Directory ( )Active Directory ( )Novell eDirectory

( )Open LDAP ( )OpenDS / OpenDJ / ApacheDS

Primary LDAP Server *1

Server [ 1

Network Port 389 [ ] (1 - 65535)

SSL/TLS Network Port 636 [ ] (1 - 65535)
Backup LDAP Server *1

Server [ 1

Network Port 389 [ ] (1 - 65535)

SSL/TLS Network Port 636 [ ] (1 - 65535)

Directory Configuration *1

ServerView LDAP
Groups with
Authorization Settings
on LDAP Server

Authorization Type

( )ServerView LDAP Groups with Authorization Settings on
LDAP Server

( )Standard LDAP Groups with Authorization Settings on
iRMC

Department Name *5 department [ 1
Domain Name *2 domain.com [ ]
Base DN *3 DC=domain,DC=com [ ]
Groups Directory as Sub-tree from Base DN [ ]

User Search Context

LDAP Group Scheme *4*6 groupOfNames

LDAP Member Scheme *4*6 member

*1:
*2:
*3:
*4:
*5:
*6:

Enable LDAP NBERIDIBE(CERERIRETY .

Directory Server Type ¥ Active Directory DIE&ICERERIRETT .
Directory Server Type h* Active Directory DB EICERTERHETY .
Directory Server Type /¥ Open LDAP DiB&(CERTERIAETT

Authorization Type #' ServerView LDAP Groups with Authorization Settings on LDAP Server OB&I(CERERIAETY
Authorization Type ' Standard LDAP Groups with Authorization Settings on iRMC DIZ&ICERERRETT .
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Lightweight Directory Access Protocol (LDAP)

User Group Information *1 *2

No records found

Add LDAP User Group

Group Information

iName [ 1
Access Configuration
Redfish/WebUI Permissions
!Redfish Role Administrator (' )Administrator ( )Operator ( )Read only
IPMI Privileges
LAN Channel Privilege Administrator ( )User ( )Operator ( )Administrator ( )OEM
Serial Channel Privilege Administrator ( )User ( )Operator ( )Administrator ( )OEM
Enable User Account Configuration am ( )YB% ( )ED
Enable iRMC Settings Configuration % (Y83 ( )EW
AVR Permissions
Enable Video Redirection B% (. )B% ( )EMN
Enable Remote Storage a (Ya% ( EM
Other
iUser Shell (Text Access) Remote Manager ( )Remote Manager ( )None
E-mail Configuration
General
E-mail Alerts
iEnabled ) ( yB% ()Es
E-mail Format *3 Standard ( )Standard ( )Fixed Subject ( )ITS-Format
( )SMS-Format
Preferred Mail Server *3 Automatic (' )Automatic ( )Primary ( )Secondary
Paging Severity Configuration *3
Fan Sensors None ( )None ( )Critical ( )Warning ( )AIl
Temperature Sensors None ( )None ( )Critical ( )Warning ( )AIll
Critical Hardware Errors None ( )None ( )Critical ( )Warning ( )AIl
System Hang None (" )None ( )Critical ( )Warning ( )AIll
POST Errors None ( )None ( )Critical ( )Warning ( )AIl
Security None (" )None ( )Critical ( )Warning ( )AIll
System Status None (" )None ( )Critical ( )Warning ( )AIl
Disk Drivers & Controllers None (" )None ( )Critical ( )Warning ( )AIll
Network Interface None (" )None ( )Critical ( )Warning ( )AIl
Remote Management None (" )None ( )Critical ( )Warning ( )AIll
System Power None (' )None ( )Critical ( )Warning ( )AIl
Memory None (" )None ( )Critical ( )Warning ( )AIll
Other None ( )None ( )Critical ( )Warning ( )AIl
Access Configuration *1
Authentication LDAP Username *5 [ ]
Authentication LDAP Password *5 [ 1
Comfirm Password *5 [ 1
Principal User DN *6 [ 1
!Append Base DN to Principal User DN il (YB3 (HE
Enable Enhanced User Login fiiiso)] ()a% ()EM
User Login Search filter *4 (&(objetClass=person)
(en=%s))
E-mail Alert Configuration *1
Enable LDAP E-mail Alert fiiso)] ()B% ( )EM
LDAP Alert Table Refresh 0 [ JHours (0 - 255)

*1: Enable LDAP WEMOIBEICERETIRETY .

*2: Authorization Type #' Standard LDAP Groups with Authorization Settings on iRMC DIZ&(CERERIEETT

*3: E-mail Alerts "MEDBEISEIRAIAETT .
*4: Enable Enhanced User Login ' BXDBEICEE

*5: Directory Server Type h' Active Directory D&l
*6: Directory Server Type h' Active Directory SISt DIHEL

TERTHETT
CERTEFJHETY .

CERETIRETY,
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Central Authentication Service (CAS)

Enable CAS Support i3] ()&% ( )EM

CAS Server *1
Server (
Network Port 3170 [ 1 (1 - 65535)
Verify SSL/TLS Certificate i) ( YB% ( )ED
Login Page Display

iAlways display login page S]] ()E% ( )ED
Login URL /cas/login [ ]
Logout URL /cas/logout [ ]
Validate URL /cas/validate [ ]
Assign Permissions From *3 Local assigned ( )Local assigned permissions ( )LDAP permissions
permissions

User Access Configuration *1*2

AVR Permissions

Video Redirection Usage
iAIIow video redirection usage fii3o] (. )B% ( )EMD
Remote Storage Usage
1Allow remote storage usage fiii o)) ()8 ( EWY
Redfish/WebUI Permissions
Redfish Role No Access (' )Administrator ( )Operator ( )Read only
(" )No Access

*1: Enable CAS Support HNMEMDGECGERERIRETT.
*2: Assign Permissions From #' Local assigned permissions OZ&ICERERIRETT .
*3: Enable LDAP WBDHE(ICERERIRETT .
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Automatic System Recovery & Restart (ASR&R)
Boot Delay BIOSOMEN R RENS [ IMinutes (1 - 30)
Retry Counter Max 3 [ 1(0-7)
Retry Counter BIOSOfEN BRSNS [ 1(0-7)
Power Cycle Delay BIOSOfEN R BRENS [ ]Seconds (7 - 15)
Enable BIOS Recovery Flash Fii )] ( )YB% ( )ED
Critical Temperature Behavior
iPrevent power on on critical temperature o) ()Ya% ( EM
Software Watchdog
Enable Software Watchdog Support Fiii )] ( )B% ( )ED
Waiting Time *1 5 [ IMinutes (1 - 100)
Watchdog Action *1 Continue ( )Continue ( )Reset ( )Power Cycle
Boot Watchdog
Enable Boot Watchdog Support Fii )] ( )YB% ( )ED
Waiting Time *2 100 [ IMinutes (1 - 100)
Watchdog Action *2 Continue ( )Continue ( )Reset ( )Power Cycle
HP System Insight Manager (HP SIM) Integration
iEnabIe HP SIM Integration B3 ()E% ()EW
System UUID
Get System GUID Response Format IPMI specification (' )IPMI specification compatible
compatible (_ )SMBIOS 2.6 specification compatible
Fan Test
Enable Daily Fan Test BX (. )B% ( )EM
Fan Test Time *3 23:00 [ 1
*1: Enable Software Watchdog Support NMEMDBE(CERERHETT .

*2: Enable Boot Watchdog Support NMERIDIBE(CERERIEETT .

*3: Enable Daily Fan Test "MEXIDIBEICERERIRETY .




m Power Management
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Power On/Off Scheduler
Monday Oon: [ ] Off: [ ]
Tuesday On: [ ] Off: [ ]
Wednesday Oon: [ ] Off: [ ]
Thursday Oon: [ ] Off: [ 1
Friday On: [ ] Off: [ ]
Saturday Oon: [ ] Off: [ ]
Sunday On: [ ] Off: [ ]
Everyday On: [ ] Off: [ ]
SNMP Trap Premonition Time Oon: [ 1 Off: [ JMinutes (0 - 255)
Power Consumption Control
Power Consumption Monitoring
iEnabIe Power Monitoring B3 (B ()EW
Power Consumption Control
Power Control Mode 0OS Controlled ( )OS Controlled ( )Minimum Power ( )Scheduled
( )Power Limit
Enable Dynamic Power Control *1 B3 ( B% ( )ED
Power Limit *1 0 [ Jwatt *3
Target for Power Regulation *1 80 [ 1 (70 - 90)
Tolerance Time Before Action *1 5 [ IMinutes (0 - 65535)
Action Reaching Power Limit *1 Continue ( )Continue ( )Graceful Power Off (Shutdown)
( )Immediate Power Off
Scheduled Power Consumption Configuration *2
Monday
Time 1: [ ]
Mode 1: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Time 2: [ @ ]
Mode 2: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Tuesday
Time 1: [ ]
Mode 1: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Time 2: [ @ ]
Mode 2: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Wednesday
Time 1: [ ]
Mode 1: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Time 2: [ ]
Mode 2: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Thursday
Time 1: [ ]
Mode 1: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Time 2: [ ]
Mode 2: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Friday
Time 1: [ ]
Mode 1: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Time 2: [+ ]
Mode 2: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Saturday
Time 1: [ ]
Mode 1: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Time 2: [+ 1]
Mode 2: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Sunday
Time 1: [ ]
Mode 1: OS Controlled ()OS Controlled ( )Minimum Power )Power Limit
Time 2: [+ ]
Mode 2: OS Controlled ()OS Controlled ( )Minimum Power ( )Power Limit
Power Restore Policy
Power Restore Policy Restore to powered ( )Always power off
state prior to power ( )Always power on
( )Restore to powered state prior to power loss
IPMI Fencing
IPMI Fencing Power Off
iEnable emergency system power off handling fiizy)) ( YB% ( ED
Efor power control

*1: Power Control Mode h' Power Limit DB &ICEEERIFETY,
*2: Power Control Mode 7' Scheduled OZ&(CRERIEETT .
*3: R TEEIEFIRIBCLHOTRRDET,



m Logging
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FEIEE CHEABRRSE RTEME
SEL
iOverwrite Policy Wraps when full (" )Wraps when full ( )Never overwrites
IEL
iOverwrite Policy Wraps when full (" )Wraps when full ( )Never overwrites
Helpdesk
iHelpdesk Information [
Syslog Server
Enable Event Forwarding Fiii o)) ()8 ( EW
Enable Encryption *1 i 39)] ()&% ( )EM
Server 1 *1
Server Address [
Server Port 514 [ 1(1 - 65535)
Protocol UDP ( )TCP ( )UDP
Enable IEL Forwarding B (. )B% ( )EM
Enable SEL Forwarding ax ()&% ( )EM
Server 2 *1
Server Address [
Server Port 514 [ 1(1 - 65535)
Protocol UDP ( )TCP ( )UDP
Enable IEL Forwarding B% (. )B% ( )EMN
Enable SEL Forwarding B (. )E% ()EW
Server 3 *1
Server Address [
Server Port 514 [ 1(1 - 65535)
Protocol UDP ( )TCP ( )UDP
Enable IEL Forwarding B (. )B% ( )EMD
Enable SEL Forwarding B (. )E% ()EWN
Filtering Options *1
Filtering Scope Basic ( )Basic ( )Extended
Critical Severity
1Show critical messages *2 axh ()Y&% ( )EM
Major Severity
iShow major messages *2 B (B ())EM
Minor Severity
1Show minor messages *2 fiii35)] (. )BE% ()EM
Informational Severity
iShow informational messages *2 fiii35)] (B ()EWN
Fan Sensors *3 Critical ( )None ( )Critical ( )Warning ( )AIl
Temperature Sensors *3 Critical ( )None ( )Critical ( )Warning ( )AIl
Critical Hardware Errors *3 All ( )None ( )Critical ( )Warning ( )AIl
System Hang *3 Warning ( )None ( )Critical ( )Warning ( )AIl
POST Errors *3 All ( )None ( )Critical ( )Warning ( )AIl
Security *3 Critical ( )None ( )Critical ( )Warning ( )AIl
System Status *3 None ( )None ( )Critical ( )Warning ( )AIl
Disk Drivers & Controllers *3 Warning ( )None ( )Critical ( )Warning ( )AIl
Network Interface *3 Critical ( )None ( )Critical ( )Warning ( )AIl
Remote Management *3 Warning ( )None ( )Critical ( )Warning ( )AIl
System Power *3 Critical ( )None ( )Critical ( )Warning ( )AIl
Memory *3 Warning ( )None ( )Critical ( )Warning ( )AIl
Spare *3 None ( )None ( )Critical ( )Warning ( )AIl
Other *3 None ( )None ( )Critical ( )Warning ( )AIl

*1: Enable Event Forwarding "E8X0H&(ICEREREETT .
*2: Filtering Scope 1 Basic DB&ICFRERRETT .

*3: Filtering Scope 7' Extended DiB&(

CERTETJRET Y.




m Baseboard Management Controller
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Time Synchronization

Time Mode System RTC ( )System RTC ( )NTP Server
RTC Mode *1 Local time ( )Local time ( )UTC (Universal Time Coordinated)
Time Zone Europe/Berlin EHE#IER
Primary NTP Server *2 pool.ntp.org [
Secondary NTP Server *2 time.nist.gov [
Firmware Update via TFTP
TFTP Server [
Image File rom.ima_enc [
License Keys *3
Applied License Keys
KVM IREZ RN
MEDIA REBEFRT
eLCM AREZ RN
Add New License Key
!License Key [
User Interface
Power Unit Watt ( )Watt ( )BTU/h
Temperature Unit Celsius ( )Celsius ( )Fahrenheit
Default Language English ( )English ( )Japanese ( )German
Password Supervisiion Enabled ( )Enabled ( )Disabled

*1: Time Mode H' System RTC DiF&S(CFRERIRETY .
*2: Time Mode H* NTP Server OZ&(CRERHETY,
*3: BRCRIB(CLO TRTNERDHZENHDET .
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