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BIOS yb 7Y T A—FTA4)TAIELUT DA ETRELES,
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B.1 MainX=a2—iXTEIEH

() CEBARREEEELTLVEL

RERE | CEARRE BREE
BIOS Information
BIOS Vendor American Megatrends
Customized by Fujitsu
Core Version X.X. X.X
Compliancy UEFI 2.4; PI 1.3
> System Information B System|EHRMERE @A~

> Open Source Software License Information

System Language iEnglish 1

System Date xxx MM/DD/YYYY HEDRANERT /AN
System Time HH:MM:SS REDRZERT AN
Access Level Administrator

B. 2 AdvancedX = a1 —EREIAB

REEE | CRBARRE ERENE
Advanced
> Onboard Devices Configuration EOnboard Devices Configuration$ 7 A=a—~
> PCI Status BPCI Status 74 —a—~
> PCI Subsystem Settings BPCI Subsystem Settingst# 7 A=a1—~
> CPU Status ECPU Status¥IA=a—~
> CPU Configuration BCPU Configurationtt 7 A=a—~
> Memory Status EMemory StatusH I A=a—~
> Memory Configuration EMemory Configurationf I A=a1—~
> SATA Configuration B SATA Configurationf 7 A=a2—~
> CSM Configuration BMCSM Configuration 7 A=a—A~
> Trusted Computing *1 ETrusted Computingg 7 A=a—~
> USB Configuration BMUSB Configuration 7 A=a1—~
> Super IO Configuration B Super 10 Configuration 7 A=a—~
> Network Stack Configuration B Network Stack Configurationt7A=a1—~
> Option ROM Configuration EOption ROM Configuration 47 A —a—~
>VIOM BVIOMYITAZa1—~
> iSCSI Configuration WiSCSI Configuration 7 A=a1—~

1 REERPLREICIYRTLEVGENHYET .




HMOnboard Devices ConfigurationyJA=a1—
() CHARBEEZELTLVAEL

HERHE | B AR E REE

Onboard Devices Configuration

Onboard CNA Enabled ( )Disabled ( )Enabled
Onboard CNA Oprom *1 Enabled ( )Disabled ( )Enabled
CNA Standby Enabled ( )Enabled ( )Disabled

*1 Onboard CNAADisabled® &= (X IERT

EPCI StatusHY I A=a1—
() CHARBSREEFEZRELTLVAEN

REEE | CEARRE RENE

PCI Status

PCI Slot 1 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 2 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 3 *1 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 4 *1 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 5 *1 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 6 *1 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 7 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 8 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 9 *1 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 10 *1 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 11 *1 Enabled ( )Enabled ( )Failed ( )Empty
PCI Slot 12 *1 Enabled ( )Enabled ( )Failed ( )Empty

CHEAROEHRRTICEY., REMBEEDYFET  BEFFOREEIXEnabledTY,
*1 HEBRICEOTIEERT

B PCI Subsystem SettingsH 7 A=a21—
() CHEARREEZERELTLEL

REEE | BB AR E RENE

PCI Subsystem Settings

ASPM Support Disabled ( )Disabled ( )L1 Only
Above 4G Decoding Disabled ( )Disabled ( )Enabled
DMI Control GEN 2 ( )GEN1 ( )GEN 2
Memory Hole Size 2 GB ()2GB ( )3GB
SR-IOV Support Disabled ( )Disabled ( )Enabled

BCPU StatusYJA=a1—
() CHABREELTELTLAL

R EEE | CEEABRERE R ENE
CPU Status
CPU 1 Enabled ( )Enabled ( )Failed
CPU 2 *1 Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty

*1 CREAROBEIRRICEY ., REBR>EDYET  EHEOREMBIZEnabledTY



() CHEARBREEERLTLVEL

B CPU ConfigurationbJA=1—

HEEE CREARRE HEE
CPU Configuration
Hyper-Threading *7 Enabled ( )Disabled ( )Enabled
Active Processor Cores 0 BECPUDITHELRLET D
Hardware Prefetcher Enabled )Enabled ( )Disabled
Adjacent Cache Line Prefetch Enabled )Enabled ( )Disabled
DCU Streamer Prefetcher Enabled )Enabled ( )Disabled
DCU Ip Prefetcher Enabled )Enabled ( )Disabled
Intel Virtualization Technology Enabled )Disabled ( )Enabled
VT-d Enabled )Enabled ( )Disabled
Intel TXT Support Disabled )Disabled ( )Enabled
Power Technology Energy Efficient )Disabled ( )Energy Efficient ( )Custom
HWPM Support *1 Disabled )Disabled ( )HWPM NATIVE MODE
JHWPM OOB MODE
Enhanced SpeedStep *1*2 Enabled )Disabled ( )Enabled
Turbo Mode *1*2*3 Enabled )Disabled ( )Enabled
Override OS Energy Performance *1 *6 Disabled )Disabled ( )Enabled

Energy Performance *1*4

Utilization Profile *1*4

CPU C1E Support *1
Autonomous C-state Support *1
CPU C3 Report *1*5

CPU C6 Report *1*5
Package C State limit *1
QPI L1

QPI Link Frequency Select
Uncore Frequency Override
COD Enable

Early Snoop

Home Snoop Dir OSB

Balanced Performance

Even

Enabled

Disabled

Disabled

Enabled

C6(Retention)

Enabled

Auto

Disabled

Auto

Auto

Auto

)Performance ( )Balanced Performance
)Balanced Energy ( )Energy Efficient
)Even ( )Unbalanced

)Disabled ( )Enabled

)Disabled ( )Enabled

)Disabled ( )Enabled

)Disabled ( )Enabled

)CO ( )C2 ( )C6 ( )C6(Retention)
)Disabled ( )Enabled

)6.4 GT/s ( )8.0 GT/s ( )9.6 GT/s ( )Auto
)Disabled ( )Maximum ( )Nominal
)Disabled ( )Enabled ( )Auto
)Disabled ( )Enabled ( )Auto
)Disabled ( )Enabled ( )Auto

NN AN AN N N N N AN AN N N N N A N N S N S S N N N~

*1 Power TechnologyA‘Custom® &ERTR
*2 HWPM SupporthiDisabled® &E R R

*3 Enhanced SpeedSteph’Enabled® &EF&R R

*4 Qverdrive OS Energy Performanceh’Enabled® &3 iR A A
*5 Autonomous C-state Supporth‘Disabled® &&:EIR AT 4
*6 HWPM SupportAStHWPM OOB MODE® &% JE 5w

*7 BECPUIZKYRTR/FERT




EMemory Status¥JA=a1—
() CHARREEERELTLVEN

RERE | CREABRRE BREE

Memory Status

DIMM-1A Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-2A Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-3A Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1B Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-2B Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-3B Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1C Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-2C Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-3C Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1D Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-2D Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-3D Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1E Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-2E Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-3E Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1F Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-2F Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-3F Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1G Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-2G Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-3G Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-1H Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-2H Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty
DIMM-3H Enabled ( )Enabled ( )Disabled ( )Failed ( )Empty

CREARQBERRICEY. BREBEEDYFET  BHFOREBLEnabledTY

EMemory Configuration 7 A=a1—
() THBARREEEELTOEL

EREEE | CREARFRE BREME

Memory Configuration

Memory Mode Normal ( )Normal ( )Mirroring ( )Sparing

NUMA Enabled ( )Disabled ( )Enabled

DDR Performance Performance optimized ( )Performance optimized ( )Energy optimized
Patrol Scrub Enabled ( )Disabled ( )Enabled




ESATA Configuration¥JA=a1—
() CEABBREEZEILTLAEL

BEEE | CHABRE BEfE

SATA Configuration

SATA Mode 1AHCI Mode i |( )AHCI Mode ( )RAID Mode
> SATA Controller Configuration SATA Controller Configurationtf 7 A=a2—~
> sSATA Controller Configuration SSATA Controller Configurationt 7 A=a2—~

SATA Port 1 *1 KEERT RIRDH

SATA Port 2 *1 REEERR RROH

SATA Port 3 *1 KEERT RIRDH

SATA Port 4 *1 REEERR RROH

SATA Port 5 *1 KEERT RRODH

SATA Port 6 *1 REEERR RROH

SSATA Port 7 *1 REEERR RTRDH

SSATA Port 8 *1 KEERT RIRDH

SSATA Port 9 *1 KEEERR RTRDH

SSATA Port 10 *1 KEERT RIRDH

*1 SATA Mode#*RAID Mode®&EFERT

ESATA Controller ConfigurationhJA=a1—
() CEARSREEERLTLEL

HEEH | CREABRE HEE
SATA Controller Configuration
SATA Controller Enabled ( )Disabled ( )Enabled
SATA Mode*1 AHCI Mode SATA ConfigurationT:#3RL1=SATA ModehFREhd

*1 SATA Controllers’Enabledd &E R R

EsSATA Controller ConfigurationJA=a1—

O CEEABRRFEEEBELTLVEL

HEEH | CREABRE HEE
sSATA Controller Configuration
sSATA Controller Enabled ( )Enabled ( )Disabled
SATA Mode*1 AHCI Mode SATA ConfigurationT:&3RL1=SATA ModehFREhd
*1 SSATA ControllerA’Disabled® &3 &R
B CSM Configurationy 7 A=a21—
() CEBARREEEELTLVAEL
&EEE | CEEABRE R ENE
Compatibility Support Module Configuration
Launch CSM Enabled ( )Disabled ( )Enabled
Boot option filter *1 Legacy only ( JUEFI and Legacy ( )Legacy only ( )UEFI only
Launch PXE OpROM Policy *1 Legacy only ( )Do not launch ( )UEFI only ( )Legacy only
Launch Storage OpROM policy *1 Legacy only ( )Do not launch ( )UEFI only ( )Legacy only
Other PCI device ROM priority *1 Legacy only ( JUEFI only ( )Legacy only
*1 Launch CSMA'Enable® &ER R
B Trusted Computing¥JA=a1—
() CEBARSREEERLTLVEL
&EEE | CRRARRE RENE
Trusted Computing Settings
TPM Support Enabled ( )Disabled ( )Enabled
TPM State *1 Enabled ( )Disabled ( )Enabled
Pending TPM operation *1 *2 None ( )None ( )Enable Take Ownership
( )Disable Take Ownership ( )TPM Clear
HashPolicy *3 SHA-1 ( )SHA-1 ( )SHA-2
TPM 1.2 Device Found *1 *RRDAH(TPML. 215 HFF)
TPM 2.0 Device Found *1 *FRRDH(TPM2.0FEHiAF)
Current TPM Status Information *1
TPM Enabled Status: *1 XXXXXXXXXX BEOKREERT
TPM Active Status: *1 XXXXXXXXXX BEDKEERT
TPM Owner Status: *1 XXXXXXXXXX BEOKREETRT

EBEROBEICIYRTNELDIEENHYET .
*1 TPMED 21— /)LEEH L. TPM Supporth’Enabled® L& &R
*3 TPM2. 038l D A RN AT 6E

*2 TPM State#‘Enabled® & & EIRAT4E




BUSB ConfigurationyJ A=1—

() CHEARHREEEELTLVEN

REEE | CEEABREE BREE
USB Configuration
USB Devices:
X Drives, x Keyboards, x Mice, x Hubs
XHCI Mode *1 Auto ( )Smart Auto ( )Auto ( )Enabled ( )Disabled
Legacy USB Support Enabled ( )Enabled ( )Disabled ( )Auto
Onboard USB Controllers Enabled ( )Enabled ( )Disabled
> USB Port Security BUSB Port Security# 7 A=a—~
*1 Onboard USB ControllerszDisabled(Z5&E ¥, BEiI-DisabledIzHlY&EHYET,

BUSB Port SecurityyJA=1—

() CEARREEZERLTLEL

R EIEH

CEEAFFERE

REE

USB Port Control

Enable all ports

( )Enable all ports

(' )Enable front and internal ports
(' )Enable rear and internal ports
( )Enable internal ports only

ESuper I0 ConfigurationJA=a1—

() CEARREEEELTLEL

R EIEE

AR R E

RENE

Super 10 Configuration

Super IO Chip
> Serial Port 1 Configuration

KEERT

RRDH
M Serial Port 1 Configuration¥ 7 A=a1—~

M Serial Port 1 ConfigurationJA=a1—

() CHRARREEEELTLEL

R EIEE

B AR E

RENE

Serial Port 1 Configuration

Serial Port
Device Settings *1

Change Settings *1

\Enabled

10=3F8h; IRQ=4;

Auto

( )Disabled ( )Enabled
RRDFH

)Auto

)IO=3F8h; IRQ=4;

)IO=3F8h; IRQ=3,4,5,6,7,9,10,11,12;
)IO=2F8h; IRQ=3,4,5,6,7,9,10,11,12;
)IO=3E8h; IRQ=3,4,5,6,7,9,10,11,12;
)I0O=2E8h; IRQ=3,4,5,6,7,9,10,11,12;

—~ e~ o~~~ —~

*1 Serial Porth'Enabledd &E &R T




B Network Stack Configuration HJA=1—
() CHABREEEELTLOED

HEEE | CREARSE HEE
Network Stack Configuration
Network Stack Disabled ( )Disabled ( )Enabled
Ipv4 PXE Support *1 Enabled ( )Disabled ( )Enabled
Ipv6 PXE Support *1 Enabled ( )Disabled ( )Enabled
*1 Network StackA’Enabled®d &R R
EOption ROM Configuration4yJA=1—
() CEBAREZEEERLTLVEN
HEEE | CREABEERE X EE
Option ROM Configuration
Launch Slot 1 OpROM Enabled ( )Disabled ( )Enabled
Launch Slot 2 OpROM Enabled ( )Disabled ( )Enabled
Launch Slot 3 OpROM *1 Disabled ( )Disabled ( )Enabled
Launch Slot 4 OpROM *1 Disabled ( )Disabled ( )Enabled
Launch Slot 5 OpROM *1 Disabled ( )Disabled ( )Enabled
Launch Slot 6 OpROM *1 Disabled ( )Disabled ( )Enabled
Launch Slot 7 OpROM Disabled ( )Disabled ( )Enabled
Launch Slot 8 OpROM Disabled ( )Disabled ( )Enabled
Launch Slot 9 OpROM *1 Disabled ( )Disabled ( )Enabled
Launch Slot 10 OpROM *1 Disabled ( )Disabled ( )Enabled
Launch Slot 11 OpROM *1 Disabled ( )Disabled ( )Enabled
Launch Slot 12 OpROM *1 Disabled ( )Disabled ( )Enabled
CEABOBERRCEY, REEEEDLVET, BEROEEMEIXEnabledTd,
*1 HEBRKICE-TIIIERTR
BVIOMYJA=1—
() CEBARREEERLTOEN
& EEE | CREABEEETE X EE
VIOM
VIOM-flag IDisabled RIRDH
HiSCSI ConfigurationYJA=a1—
() CHAREREEZZERELTHEL
HEEE | CREARZE HEE
iSCSI Initiator Name [
(4~233XF)

> Add an Attempt

> Delete Attempts

> Change Attempt Order

FEBRVREICEDFRRNRRDIHENHDET.




B.3 SecurityX=1—niXEIEH

() CEARREEEELTLVEL

REEE [ CHEAFERTE EREME

Password Description

Administrator Password Administrator Password DFARE&TE
User Password *1 User Password D##iz%7E

Skip Password on WOL *2 Disabled i ( )Disabled ( )Enabled

FLASH Write Enabled ( )Disabled ( )Enabled

User Password on Boot *2 iOn Every Boot 1: ( )On every Boot ( )Disabled

> Secure Boot Configuration W Secure Boot Configurationt I A=a—~

*1 Administrator PasswordZ:%E#&. XiEnIHE
*2 User PasswordZ:&E#&. REAIHE

B Secure Boot ConfigurationA=a1—
() CEBARREZEELTLEGL

&EEE | CEEARRTE REB
Secure Boot Configuration Administrator Password D ENHEER T
Platform Mode REERT
Secure Boot REERT
Vendor Keys KEERT
Secure Boot control Disabled ( )Disabled ( )Enabled
Secure Boot Mode Standard ( )Standard ( )Custom
> Key Management *1 EKey ManagementyJA=a1—~

*1 Secure Boot Mode®Customz% E B 25X E I 6

B Key ManagementA=a1—
() CERARSREEEELTLVEL

%EEE | R ARERE HEBE
Factory Default Key Provision !Enabled : ( )Disabled ( )Enabled
Enroll all Factory Default keys *1
Delete all Secure Boot variables *2
Save all Secure Boot variables
Platform Key KEEZRT ( )Set New Key ( )Delete Key
Key Exchange Key KEEZRT ( )Set New Key ( )Append Key ( )Delete Key
Authorized Signatures KEERT ( )Set New Key ( )Append Key ( )Delete Key
Forbidden Signatures KEERT ( )Set New Key ( )Append Key ( )Delete Key
Authorized TimeStamps KEEZRT ( )Set New Key ( )Append Key

*1 Factory Default Key ProvisioningA’Enabled® &E &R R
*2 Factory Default Key ProvisioninghiDisabled® &E &R



B.4 PowerX=a1—NRTEIEH

() CEARREEEELTLVEL

REEE

CHEARERTE

EREME

Power Settings

Power-on Source
> Wake-Up Resources *1

1BIOS Controlled

( )BIOS Controlled ( )ACPI Controlled
B Wake-Up ResourcesIA=a—~

*1 Power-on Source» BIOS Controlled® && &R ATRE

EWake-Up ResourcesHJA=a1—

() CHEARSELZEELTLVEL

REEE

CREAREER

EREME

Wake-Up Resources

LAN
Wake On LAN boot *1

Enabled

Boot Sequence

( )Disabled ( )Enabled
( )Boot Sequence ( )Force LAN Boot

*1 LANAEnabled ) L& &R AT 4E




B.5 Server Mgmt X = 2 —DEREIAB

O CEARREEEBELTLVEL

EREIRE

CBEABFERE

Firmware Version
SDRR Version

Asset Tag
BIOS Parameter Backup
Onboard Video *1

Boot Retry Counter
Power Cycle Delay
ASR&R Boot Delay
Temperature Monitoring
Fan Control

Event Log Full Mode
Load iRMC Default Values

Power Failure Recovery

Serial Multiplexer

Boot Watchdog
Timeout Value *2
Action *2

> Console Redirection

>iRMC LAN Parameters Configuration

REZRT
KEEZRT

System Asset Tag

Disabled

Enabled

3
7
2

Disabled

Auto

Overwrite

No

iPrevious State

System

Disabled

100

Continue

RIRDH
RIRDH

( )Disabled ( )Enabled
( )Disabled ( )Enabled

[ 1(0-7)

[ ]Seconds (0-15)
[ IMinutes (1-30)
( )Disabled ( )Enabled
( )Auto ( )Full

( )Overwrite ( )Maintain
( )No ( )Yes

( )Always Off ( )Previous State ( )Always On

)System ( )iRMC
)Enabled ( )Disabled

]seconds (1-100)
)Continue ( )Reset ( )Power Cycle

—~ o~ o~

HiRMC LAN Parameters Configurationt¥JA=a1—~
HConsole Redirection¥ I A=21—~

*1 FS57409 9 AN—REHE R E T

*2 Boot watchdog#'Enabled® & % 3% 7]

HiRMC LAN Parameters ConfigurationtJ A=1—

() CHEARSEZERLTLL

BREEE | CEEARRE X EME

iRMC LAN Parameters Configuration

Management LAN Enabled ( )Disabled ( )Enabled

iRMC MAC Address*1 REEERT

Management LAN Port *1 Management ( )Management ( )Shared

Management LAN Speed *1 Auto ( )Auto
( )100 Mbit/s Full Duplex ( )100 Mbit/s Half Duplex
( )10 Mbit/s Full Duplex ( )10 Mbit/s Half Duplex
( )1000 Mbit/s

Management VLAN *1 Disabled ( )Enabled ( )Disabled

VLAN ID *1*2 0 [ 1 (0-4094)
VLAN Priority *1*2 0 [ 1(0-7)

iRMC IPv4 LAN Stack *1 Enabled ( )Disabled ( )Enabled

IP Configuration *1*3 use DHCP ( )use DHCP ( )use static configuration

IP Address *1*3 0.0.0.0 use static configuration#:#iReF. A ATHE

Subnet Mask *1*3 0.0.0.0 use static configuration%#iRkF. A haTHE

Gateway Address *1%*3 0.0.0.0 use static configuration%#iRkF. A haTHE

iRMC IPv6 LAN Stack *1*4 iEnabIed ( )Disabled ( )Enabled

Link Local Address *1*4%*5 REEERR

— *1%4%5 REEERR

*1 Management LANMEnabled® &éER R

*2 Management VLANASEnabled® && &R

*3 iRMC IPv4 LAN Stackh‘Enabled®&EFR R

*4 BRACRIB(CK D TIPVEDRY MO —JERHITRRESNBHBENHDEY
*5 iRMC IPv6 LAN Stackh‘Enabled®&EFR R

HConsole RedirectiontJA=1—

QO CEBARREEEBELTLVEL

REEE

CBEABFERE

Console Redirection

Console Redirection:
Baud Rate: *1
Protocol: *1
Flow Control: *1

Disabled

9600

VT100+

None

( )Disabled ( )Serial 1

( )9600 ( )19.2K ( )38.4K ( )57.6K ( )115.2K
( )VT100 ( )PC ANSI ( )VT100+ ( )VT-UTF8

( )None ( )CTS/RTS

*1 Console Redirectionh‘Serial 1D EERT




B.6 BootX=a1—iREIARB

() TEARREERELTLAEL

EREEE

CEEABRERTE

REMD

Boot Configuration

Bootup NumLock State

Quiet Boot

Check controllers health status
Boot error handling

Keep Void Boot Options

New Boot Option Policy
PXE Boot Option Retry
Boot Removable Media

Boot Option Priorities
Boot Option #1
Boot Option #2
Boot Option #3
Boot Option #4

Off

Disabled

Enabled

Continue

Disabled

Place First

Disabled

Enabled

)On ( )Off

)Disabled ( )Enabled

)Disabled ( )Enabled

)Continue ( )Pause and wait for key
)Disabled ( )Enabled

( )Default ( )Place First ( )Place Last
( )Disabled ( )Enabled
( )Disabled ( )Enabled

BT /A RITKE
BT\ RITRE
BT /A RITKE
BT /A RITKE




B.7 Save & ExitX=—a1—RXEHB

() TBARREEEELTLAEN

EREEE | CREABRERTE REMD

Save Changes and Exit
Discard Changes and Exit
Save Changes and Reset
Discard Changes and Reset

Save Options
Save Changes
Discard Changes

Restore Defaults
Save as User Defaults

Restore User Defaults

Boot Override

Boot Option #1 BT A RIZKTE
Boot Option #2 BEET /A RICKTF
Boot Option #3 EHRT /N RICKRTE

Boot Option #4 BERT A RITKTF
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C.1 System Information MIRERE

() TBARREEEELTLAEN

REEE

CREARRRE

HEfE

System Overview

LRATLDERERT

Asset Tag Configuration

iSystem Asset Tag

System Asset Tag

Operating System Information

System Name

[ ]
System Description Server [ 1
System 0/S [ ]
System IP [ ]
System Location - unknown - [ 1
System Contact - unknown - [ 1
AIS Connect
AIS Connect Management
Enable AIS Connect *1 i) ()A® ( )EM
Enable Service Mode *2 3l ()AEH ()EN
Send Analysis Files Now *1 *2 i) ()A® ( )EM
AIS Connect Configuration
Use Proxy i) ()A® ( )EM
Country NOT SELECTED [ ]

AIS Connect Remote Session

Allow Remote Sessions A ( )EH ( EHN
Disconnect Remote Sessions Eiig)] ()A® ( )EM
Force Poll i3l ()AEH ()EN
CPU Utilization History
CPU Utilization History Options
CPU History Period 1 hour ( )1 hour ( )12 hours ( )lday ( )1 week
( )2weeks ( )1 month ( )1 year ( )5 years
Enable CPU Monitoring gl ()a% ( )EM

1 REICIEHEICABRNRETY,

*2: AIS Connect DisclaimerlZ&E T LB IRATREICAEYET,

C. 2 BIOSoHEENH

() CHARREZZEELTLEL

&EEH oINS R ENE
Backup/Restoration BIOS/\wO 7V TEHRE
Automatic BiosParameter Backup
Enabled )] ( )Aa% ( )EM
Status KRR

Backup BIOS Single Parameters in
ServerView® WinSCU XML format

Backup Filename

XXXXXXXXX_ VXL XX X_RXX. XX XX

_for_ XXXXX-XXX_yyyymmdd.pre

Restoration BIOS Single Parameters in
ServerView® WinSCU XML format

iRestoration File

[ 1

BIOS Update

BIOS7vIT—h&TE

BIOS Update from File

iUpdate File

BIOS TFTP Update Settings

TFTP Server

Update File

bios.upc




C.3 iRMC S4 HXERHE
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BREER CEARRE BREE
iRMC S4 Information iIRMCO1E &R

License Key
KVM KEERT
MEDIA REEERT
eLCM *1 KEERT
Please enter any license key into the area [ ]
below!

Miscellaneous iRMC S4 Options Web A2 2—DJ1—ZADT I+ )L NRTRETE
Default Language English )English ( )Deutsch ( )B&:E
Temperature Units Degree Celsius )Degree Celsius ( )Degree Fahrenheit
Color Schema Style Guide Version 2.2 )Style Guide Version 1 ( )Style Guide Version 2

)Style Guide Version 2.2

Show Video Redirection (Java Web Start) [ %k
in Navigation

—~ I~ I~

YA ( )EM

Show 'Logout’ in Navigation HH ()BH ( )ED
Enable 'Automatic Apply' | ()AE ( )ED
iRMC S4 Time

iRMC S4 Time Options

Time Mode System RTC ( )System RTC ( )NTP Server

RTC Mode *2 Localtime ( )Localtime ( )UTC (Universal Time Coordinated)
Time Zone Configuration *2

1Time Zone *4 Berlin [ 1
NTP(Network Time Protocol) Configuration *3

NTP Server 1 pool.ntp.org [

NTP Server 2 time.nist.gov [

Time Zone *4 Berlin [

Save Configuration

Save iRMC S4 Firmware settings
in ServerView® WinSCU XML format

Include Network Settings B ()AD ()ED
Include User Settings B ()AD ( )ED
Include License Information B ()AD ()ED
All other Firmware settings B ()AD ( )ED

Import iRMC S4 Firmware settings in
ServerView® WinSCU XML format from file

1 Config Fille

( )Upload%L ( )Upload®Y

Certificate Upload

CA Certificate upload from file

|CA Certificate file

( )Upload%L ( )Upload®Y

SSL Certificate and DSA/RSA private key
upload from file

SSL Private Key file

( )UploadZL ( )Upload®Y

SSL Certificate file

( )UploadZL ( )Upload®Y

SSL DSA/RSA certificate or DSA/RSA private
key upload via copy & paste

RYVRAAIZAT

Generate Certificate

Certificate Creation

Common Name (CN) DNSER I THRELI-fE

Organization (O) iRMC S4

Organization Unit (OU)

Country (C)

State or Province (ST)

City or Locality (L)

Email Address

Valid From FEBAE D AR A

RDFH

Valid for (days) 730

1(1 - 3650)

Key Length (bits) 2048

AT e e

Y1024 ( )2048 (_)4096

1 HARLAALA RTIATHA VLRI AY AV ZARQEY 2= ATV a v A2 FRLABAE, At AEAEMHREL THELET,

*2: [Time Mode] #' [System RTC] OB&ICKRINET,
*4: [Time Zone] DFERIEA VA M—=)LENIZOSHE(CKD., LERERRDBENBDET

*3: [Time Mode] #' [NTP Server] OB &ICKRINET,




C.3 iRMC S4 DIXERH (IRE)
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ERENE

iRMC S4 Update

Firmware Image Information

Firmware Selector:

Auto-Firmware Image with
highest Firmware version

—~ o~~~ —~ —~

)Auto-Firmware Image with highest Firmware version
)Low Firmware Image

)High Firmware Image

)Select Firmware Image with oldest Firmware version
)Select most recently programmed Firmware

)Select least recently programmed Firmware

=

MC S4 Firmware Update from File

Flash Selector:

Auto - inactive Firmware

)Auto - inactive Firmware
)JLow Firmware Image
)High Firmware Image

— 1~ —~ —~

Update File: ]
iRMC S4 TFTP Settings

TFTP Server ]

Update File: rom.ima_enc ]

Flash Selector:

Auto - inactive Firmware

—~ o~ —~ I— —

)Auto - inactive Firmware
)Low Firmware Image
)High Firmware Image




C.4 Power Management MDEEEIRH
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Power On/Off
Boot Options
Error Halt Settings BIOSO{EA RSN S ( )Continue ( )Halt on errors
Boot Device Selector No Change ( )No Change ( )PXE/iSCSI ( )Hard-drive
( )CDROM/DVD ( )Floppy ( )BIOS Setup
Boot Type PC compatible (legacy) ( )PC compatible (legacy)
( )Extensible Firmware Interface Boot (EFI)
Next Boot Only ] ()Aa%® ( )EM
Power Control
Power On ] ()Aa% ( )EM
Power Off i3l ( )AE ( )EMN
Immediate Reset ] ()Aa%® ( )EM
Pulse NMI i3l ( )AE ( )EMN
Power Cycle ] ()Aa%® ( )EM
Graceful Power Off (Shutdown) 3] (A ( )EMN
Graceful Reset (Reboot) ] ()Aa%® ( )EM
Press Power Button i3l ( )AE ( )EMN
IPMI Fencing Power Off
Enable emergency System Power off 2N ()& ( )EH
handling for Power Control
Power Options
Power Restore Policy BIOSO{EA RSN S (' )Always Power off ( )Always Power on
( )Restore to powered state prior to power loss
Power On/Off Time R4 1—)L0On/Off BZIERE
Sunday BREEL On Time[ 1 Off Time[ ]
Monday BREREL On Time[ 1 Off Time[ ]
Tuesday BREEL On Time[ 1 Off Time[ ]
Wednesday BREREL On Time[ 1 Off Time[ ]
Thursday BREEL On Time[ 1 Off Time[ ]
Friday BREREL On Time[ 1 Off Time[ ]
Saturday BREEL On Time[ 1 Off Time[ ]
Everyday BREREL hh:mm[ 1 hh:mm[ I
Minutes in advance 0 SNMP Trap[ ] SNMP Trap[ ]




C.5 Power Consumption DEEIRH
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REEE CEARRE BREE
Consumption Options
Power Consumption Options BB HaVNO—IL
Power Control Mode O/S controlled ( )O/S controlled ( )Minimum Power ( )Scheduled
(' )Power Limit
Power Monitoring Units Watt ( )watt ( )BTU/h
Enable Power Monitoring M (YA ( )ED
Power Limit Options XPower Control ModeA‘Power LimitDI5& D#A# R RSNET
Power Limit 0 [ JWatt (108-846)
Target for Power Regulation 80 [ ]Percent (70-90)
Tolerance Time Before Action 5 [ IMinutes (0-600)
Action Reaching Power Limit Continue ( )Continue ( )Graceful Power Off (Shutdown)
( )Immediate Power Off
Enable dynamic Power Control A ()BEH ()&
Scheduled Power Consumption Configuration XPower Control ModehScheduledDIFE DA RTINETS
Sunday
Time 1 [ ]
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ ]
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Monday
Time 1 [ 1
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Tuesday
Time 1 [ ]
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ ]
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Wednesday
Time 1 [ 1
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Thursday
Time 1 [ 1
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Friday
Time 1 [ ]
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ ]
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Saturday
Time 1 [ 1
Mode 1 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Time 2 [ 1
Mode 2 0O/S controlled ( )O/S controlled ( )Minimum Power ( )Power Limit
Everyday
hh:mm [ ]
Mode 1 ( )O/S controlled ( )Minimum Power ( )Power Limit
hh:mm [ ]
Mode 2 ( )O/S controlled ( )Minimum Power ( )Power Limit
Power History
Power History Options
Power Monitoring Units Watt ( )Watt ( )BTU/h
Power History Period 1 hour ( )lhour ( )12hours ( )lday ( )1 week
( )2weeks ( )l month ( )lyear ( )5years
Enable Power Monitoring B (VA% (&M




C.6

Sensors DIXEIRHE
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Fans
Fan Test Fan TestDEN{ERFZIE% E
Fan Check Time 23:00 [ ] HH:MM
Disable FAN Test o] ( )E® (. )YBa%

System Fans *1

1 FAN1 SYS Fail Reaction:Continue ( )Continue ( )Shutdown and Power-off
Shutdown Delay:90 Delay[ ]Seconds (0 - 600)
2 FAN2 SYS Fail Reaction:Continue ( )Continue ( )Shutdown and Power-off
Shutdown Delay:90 Delay[ ]Seconds (0 - 600)
3 FAN3 SYS Fail Reaction:Continue ( )Continue ( )Shutdown and Power-off
Shutdown Delay:90 Delay[ ]Seconds (0 - 600)
4 FAN4 SYS Fail Reaction:Continue ( )Continue ( )Shutdown and Power-off
Shutdown Delay:90 Delay[ ]Seconds (0 - 600)
5 FANS SYS Fail Reaction:Continue ( )Continue ( )Shutdown and Power-off
Shutdown Delay:90 Delay[ ]Seconds (0 - 600)
6 FAN PSU1 Fail Reaction:Continue ( )Continue ( )Shutdown and Power-off
Shutdown Delay:90 Delay[ ]Seconds (0 - 600)
7 FAN PSU2 Fail Reaction:Continue ( )Continue ( )Shutdown and Power-off
Shutdown Delay:90 Delay[ ]Seconds (0 - 600)
Temperature *1
Temperature Sensor Information (in °Celsius) BEEEROBESRTE
1 Ambient Continue ( )Continue ( )Shutdown and Power-off
2 Systemboard 1 Continue ( )Continue ( )Shutdown and Power-off
3 Systemboard 2 Continue ( )Continue ( )Shutdown and Power-off
4 CPU 1 Continue ( )Continue ( )Shutdown and Power-off
5 CPU 2 Continue ( )Continue ( )Shutdown and Power-off
6 MEM A Continue ( )Continue ()Shutdown and Power-off
7 MEM B Continue ( )Continue ( )Shutdown and Power-off
8 MEM C Continue ( )Continue ( )Shutdown and Power-off
9 MEM D Continue ( )Continue ( )Shutdown and Power-off
10 MEM E Continue ( )Continue ( )Shutdown and Power-off
11 MEMF Continue ( )Continue ( )Shutdown and Power-off
12 MEM G Continue ( )Continue ( )Shutdown and Power-off
13 MEM H Continue ( )Continue ( )Shutdown and Power-off
14 PCH Continue ( )Continue ( )Shutdown and Power-off
15 LOM Continue ( )Continue ()Shutdown and Power-off
16 PSU1 Inlet Continue ( )Continue ( )Shutdown and Power-off
17 PSU2 Inlet Continue ( )Continue ( )Shutdown and Power-off
18 PSU1 Continue ( )Continue ( )Shutdown and Power-off
19 PSU2 Continue ( )Continue ( )Shutdown and Power-off
20 BBU Continue ( )Continue ( )Shutdown and Power-off
21 RAID Controller Continue ( )Continue ()Shutdown and Power-off
22 HDD Continue ( )Continue ( )Shutdown and Power-off

*1 EERRICEY. RROVEET HEEAHYFET,




C.7 Event Log OERE
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IPMI SEL content
System Event Log Content System Event Log D&~
Display Critical A ()&% ( )EM
Display Major " ( YBa% ( )E
Display Minor i) ( )A® (. )EM
Display Info o) ( YB® ( )E®
CSS only i) ( )A® ( )EM
Show Resolutions 3] ()&% ( )ES
Internal Event Log
Internal Event Log Content System Event Log D&~
Display Critical A3 ( )A® (. )EM
Display Major M ( YB® ( )E®
Display Minor A3 ( )A® (. )EM
Display Info M ( YB% ( )E®
SEL Configuration
Default System Event Log display filtering
Display Critical A3 ( )A® (. )EM
Display Major M ( YB® ( )E®
Display Minor ] ( )A® (. )EM
Display Info 3] ( )E® ( )EM
CSS only o)l (@5 ( )ES
Show Resolutions 3] ( )E® ( )EM
Ring Buffer ( )Ring Buffer ( )Linear Buffer
Default Internal Eventlog display filtering
Display Critical " (@5 ( )ES
Display Major A ( )E® ( )EM
Display Minor " (@5 ( )ES
Display Info A ( )E® ( )EM
Ring Buffer ( )Ring Buffer ( )Linear Buffer

Helpdesk Information

iHelpdesk

[

Add Service Notice

RyIRNIZAD




C.7 Event Log OIXEIRE ()
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Syslog Configuration
Syslog forwarding options
|Event forwarding through Syslog Enabled 3] ()E% ( )EM
Syslog server addresses
Syslog Server 1 [
Server 1 Port 514 [ 1
Protocol UDP ( )TCP ( )UDP
Type
IEL A ()& ()ED
SEL A® ()E® ( )ED
Syslog Server 2 [
Server 2 Port 514 [ 1
Protocol UDP ( )TCP ( )UDP
Type
IEL A ()& ()ED
SEL A ()E® ( )ED
Syslog Server 3 [
Server 3 Port 514 [ 1
Protocol UDP ( )TCP ( )UDP
Type
IEL A (A% ()ED
SEL A ()BED  ()ED
Syslog filtering options
Filtering scope Basic ( )Basic ( )Extended
Message severity *1
Critical A ( )E® ( )EM
Major " (@5 ( )ES
Minor 3] ( )E® ( )EM
Informational 3o (@5 ( )ES
Fan Sensors *2 Critical ( )None ( )Critical ( )Warning ( )AIl
Temperature Sensors *2 Critical ( )None ( )Critical (  )Warning ( )AIl
Critical Hardware Errors *2 All ( )None ( )Critical (  )Warning ( )AIl
System Hang *2 Warning ( )None ( )Critical ( )Warning ( )AIll
POST Errors *2 All ( )None ( )Critical (  )Warning ( )AIl
Security *2 Critical ( )None ( )Critical (  )Warning ( )AIl
System Status *2 None ( )None ( )Critical (  )Warning ( )AIl
Disk Drivers & Controllers *2 Warning ( )None ( )Critical (  )Warning ( )AIl
Network Interface *2 Critical ( )None ( )Critical (  )Warning ( )AIl
Remote Management *2 Warning ( )None ( )Critical (  )Warning ( )AIl
System Power *2 Critical ( )None ( )Critical (  )Warning ( )AIl
Memory *2 Warning ( )None ( )Critical ( )Warning ( )AIll
Other *2 None ( )None ( )Critical ( )Warning ( )AIl

*1: Filtering scope A% Basic D &EFIZRT
*2: Filtering scope A% Extended M &E(ZERR
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DEERE

HEEH CEARRE HEE

ASR&R Options

ASR & R Boot Delay (1 - 30) BIOSO{EMN RSN D [ ] Minutes

Retry counter Max (0 - 7) 3 [ 1

Retry counter (0 - Max) BIOSOEMNRMEND [ 1

BIOS Recovery Flash Disabled ( )Enabled ( )Disabled

Prevent Power On on Critical Temperature Disabled ( )Disabled ( )Enabled

Power Cycle Delay (7 - 15) BIOSOfEA RIEEN D [ ]Seconds
Watchdog Settings BootM# . BIOSOEMN KBS D DAYFRVY R

Software Watchdog

Enabled o) ( YB% ( )E®
Software Watchdog Continue ( )Continue ( )Reset ( )Power Cycle
after timeout delay (1 - 100) 5 [ 1 Minutes
Boot Watchdog
Enabled o) ( YB% ( )E®
Boot Watchdog Continue ( )Continue ( )Reset ( )Power Cycle
after timeout delay (1 - 100) 100 [ 1 Minutes
HP System Insight Manager (HP SIM)
Integration Options
IHP SIM Integration Enabled A (B ()ED

System UUID Options

Get System GUID Resopnse Format

IPMI Specification compatible

( )IPMI Specification compatible
( )SMBIOS 2.6 Specification compatible




C.9 Network Settings OREIRH
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IPv6 Static Gateway *2

Current Static Address *2

7 FLAARREND

Link Local Address

7 RLAARTEND

HEEH CEARRE HEE
Ethernet
Network Interface Settings
MAC Address iIRMCOMACT7 FL AN R REIND [ : : : : : ]
LAN Speed BIOSO{EM KBNS (' )Auto Negotiation ( )1000 Mbit/s
( )100 Mbit/s Full Duplex ( )100 Mbit/s Half Duplex
()10 Mbit/s Full Duplex ( )10 Mbit/s Half Duplex
LAN Port BIOSO{EA REh S ( )Management LAN ( )Shared LAN
Max. Transmission Unit (MTU) 1500 [ 1 (1280 - 1500)
Bonding Enabled o) ()ES ( )EYH
IPv4 Enabled BIOSD{EA KBNS ()& ()EN
IPv6 Enabled BIOSOfEA RIEEN D (B ()ED
IPv4 configuration
IP Address BIOSO{EMN RSN D [ 1
Subnet Mask BIOSOfEA RiEESN D [ ]
Gateway BIOSO{EMN RSN D [ . . 1
DHCP Enabled BIOSD{EA KBNS ()& ()EN
IPv6 configuration *1
Manual IPv6 configuration o) (YA ( )ED
Interface Identifier Source *2 EUI-64 (based on MAC ( )Part of specified static address
address) ( )EUI-64 (based on MAC address)
IPv6 Static Address *2 2880::64 [
Prefix Length *2 0 [ 1(8 -128)
[
[
[

VLAN configuration

SSH authentication mode

login using password

VLAN Enabled | ()AE® ( )EM

VLAN Id 0 [ 1 (0 - 4094)

VLAN Priority 0 [ 1(0-7)

Ports and Services
Ports and Network Services Settings

Web based access
Session timeout 300 [ ] Seconds (60 - 60000)
HTTP Port 80 [ ] (1 - 65535)
HTTPS Port 443 [ ] (1 -65535)
Force HTTPS 3] ()AE® ( )EM
Enable TLS 1.1 " (YA ( )ED
Enable TLS 1.2 A ()E% ()EN
Enable Auto Refresh "3 (YA ( )EM
Refresh every 120 [ ] Seconds (10 - 60000)

Text based accsess
Telnet Port 3172 [ ] (1 - 65535)
Session Drop Time 10 [ ] Minutes (0 - 120)
SSH Port 22 [ ] (1 - 65535)
Telnet Enabled i3] (YA ( )EM
SSH Enabled A ()E% ()EN

(

)login using key

IPMI over LAN

{IPMI over LAN Enabled "% ()ED (D
Redfish
iRedfish Service Enabled L)) ()EH  ()EHM

*1: IPv6 Enabled B B#BFICRRSNET,

*2: Manual IPv6 configuration®E#EIcRRENET,

( )login using password




C.9 Network Settings OREIRE (&)
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Proxy Settings
Proxy Settings
Proxy Server [ 1
Proxy Port 80 [ 1
Proxy User [ 1
Password eluloialoioloiuiuialol [ ] RoRIE * E1B
Confirm Password [ 1
DNS
DNS Settings
DNS Enabled A® ()& ()EN
Obtain DNS configuration from DHCP ] (YA ( )EM
DNS Domain [ 1
DNS Search Path [ 1
DNS Server 1 [ 1
DNS Server 2 [ 1
DNS Server 3 [ 1
DNS Retries BIOSO{EN RSN D [ 1 (1-5)
DNS Timeout 5 [ 1Seconds (1-30)
DNS Name
Register DNS Name Register DHCP Address in DNS (' )None
via DHCP Server ( )Register DHCP Address in DNS via DHCP Server
( )Register full domain name (FQDN) via DHCP in DNS
( )DNS Update Enabled
Use iRMC S4 name instead of server A ( YBS ( )ED
hostname
Add Serial Number A ()&% ()EN
Add Extension | ()AE® ( )EM
iRMC S4 Name iRMC [ 1
Extension -iRMC [ 1
DNS Name KEEZE R R
SNMP
SNMP Generic Configuration
SNMP Enabled 3o ()YAED ( )ED
SNMP Port 161 [ 1(1 - 65535)
SNMP Protocol All (SNMPv1/v2c/v3) ( )All (SNMPv1/v2c/v3) ( )SNMPv3 only
SNMPv1/v2c Community *1 public [ 1
SNMPv1/v2c Permission *1 read only REERT

*1: [SNMP Protocol] A% [All (SNMPv1/v2c/v3)] DIGEIZRRSINET,




C.10 Alerting OIERHE
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REEE CEEARRE B
SNMP Traps
SNMP Trap Destination
SNMP Community public ]
SNMP User NO SNMPV3 USER RIRDH
enginelD N ]
SNMP Server 1
IP Address or DNS Name ]
Protocol SNMPv1 )SNMPv1 ( )SNMPv2c
SNMP Server 2
IP Address or DNS Name ]
Protocol SNMPv1 )SNMPv1 ( )SNMPv2c
SNMP Server 3
IP Address or DNS Name ]
Protocol SNMPv1 )SNMPv1 ( )SNMPv2c
SNMP Server 4
IP Address or DNS Name ]
Protocol SNMPv1 )SNMPv1 ( )SNMPv2c
SNMP Server 5
IP Address or DNS Name ]
Protocol SNMPv1 )SNMPv1l ( )SNMPv2c
SNMP Server 6
IP Address or DNS Name 1
Protocol SNMPv1 )SNMPv1 ( )SNMPv2c
SNMP Server 7
IP Address or DNS Name ]
Protocol SNMPv1 )SNMPv1l ( )SNMPv2c
Email
Global Email Paging Configuration
Email Alerting Enabled | ()AE® ( )EM
SMTP Retries (0-7) 3 [ ]
SMTP Retry Delay (0-255) 30 [ ] Seconds
SMTP Response Timeout 45 [ ] Seconds
Primary SMTP Server Configuration
SMTP Server 0.0.0.0 [ ]
SMTP Port 25 [ ] (1 - 65535)
Auth Type None ( )None ( )SMTP AUTH(RFC2554)
Auth UserName *1 [ ]
Auth Password *1 flatatotolotolatototl [ 1 TRIE * E12B
Confirm Password *1
Send FQDN with EHLO/HELO A ES  ()ED
Secure (SSL) o] YA ( )ED
Verify SSL Certificate 3] AR ( )EH
Secondary SMTP Server Configuration
SMTP Server 0.0.0.0 [ I
SMTP Port 25 [ ] (1 - 65535)
Auth Type None ( )None ( )SMTP AUTH(RFC2554)
Auth UserName *1 [ ]
Auth Password *1 flataoolotolatototl [ 1 ®RIE * E12B
Confirm Password *1
Send FQDN with EHLO/HELO A ES  ()ED
Secure (SSL) | VAR ( )ED

Verify SSL Certificate

EM

VAR ()EMD

Mail Format dependend Configuration

From MailFrom@domain.com
Subject FixedMailSubject
Message FixedMailMessage
Admin. Name ITS_UserInfo0

Admin. Phone ITS_UserInfol

Country Code

Customer Id

Server URL

http://www.server.com

e e et [t e [ [ [—

event email

Attach Screenshot to 'Critical O/S Stop'

D

AR ( )EM

*1: Auth Type ASMTP AUTH(RFC 2554)DB& DA RRSNET,
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iRMC S4 User Information
ID / Name 2 admin 2 [ ]
JEGL 3 [ ]
BREHL 4 [ 1
SBREGL 5 [ ]
HEGL 6 [ 1
HELTL 7 I ]
HEGL 8 [ 1
HELL 9 I ]
EEGL 10 [ 1
HELL 11 [ ]
HEGL 12 [ 1
HELTL 13 [ 1
EEGL 14 [ 1
HELTL 15 [ 1
EEGL 16 [ ]

[New User] ek Lz=User NamehRTFESNET , UserName&E /) vo 3 bLKUserNameED R EEE B R RINET,
FE1—YEORTEEE@EEMPRE. FEFRI—FERBICRELEZRBARTINET . RK151—FETHREHEXFET.

(A—F1ZITHRETEELEA)




M User "admin(2)" Configuration
a—HID2MUserNameE& EEE TY

2—4ID2(admin) (X, ZEEARIZHIHARESL TLVSUserName/ID T,

() TBARREEEELTLEN
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iRMC S4 User - User 02 (User ID2)
iRMC S4 User Information
Name admin [
Password helulololoiloiuiuialol [ ] RRIE * E1B
Confirm Password [
Description User 02 Description [
IPMI Configuration
IPMI User Enabled M (YA ( )ED
LAN Channel Privilege OEM ( )User ( )Operator ( )Administrator ( )OEM
Serial Channel Privilege OEM ( )User ( )Operator ( )Administrator ( )OEM
Configure User Accounts A3 (YA ( )EM
Configure iRMC S4 Settings M ()YAED ( )ED
Video Redirection Enabled HH ()ES ( )EYH
Remote Storage Enabled A ()& ()EN
Redfish Enabled A3 (YA ( )EM
RedfishRole Administrator ( )ReadOnly ( )Operator ( )Administrator
( )NoAccess
User Shell (Text Access) Remote Manager ( )Remote Manager ( )None
SNMPv3 configuration
SNMPv3 enabled *1 3] (YA ( )EM
Access privilege readonly REDH
Authentication *1 SHA ( )SHA ( )MD5 ( )None
Privacy *1 DES ( )DES ( )AES ( )None
User SSHv2 public key upload from file (there is no key assigned to this user)
Public Key file [
( )Upload# L ( )Upload& Y
S/MIME certificate upload from file (there is no certificte assigned to this user)
Certificate File [
( )Upload%L ( )Upload® Y
Email Configuration
Email Enabled 3o ()YAED ( )ED
Encrypted 3] ()AE® ( )EM
Mail Format Standard ( )Standard ( )Fixed Subject ( )ITS-Format
( )SMS-Format
Prefered Mail Server Automatic ( )Automatic ( )Primary ( )Secondary
Email Address User02@domain.com [
Use extra SMS Email Subject *2 o] (YA ( )ED
SMS Email Subject *2 " [
Paging Severity Configuration
Fan Sensors Warning ( )None ( )Critical (  )Warning ( )AIl
Temperature Sensors Warning ( )None ( )Critical (  )Warning ( )AIl
Critical Hardware Errors All ( )None ( )Critical (  )Warning ( )AIl
System Hang Critical ( )None ( )Critical (  )Warning ( )AIl
POST Errors All ( )None ( )Critical (  )Warning ( )AIl
Security Warning ( )None ( )Critical ( )Warning ( )AIll
System Status None ( )None ( )Critical (  )Warning ( )AIl
Disk Drivers & Controllers Critical ( )None ( )Critical (  )Warning ( )AIl
Network Interface Warning ( )None ( )Critical (  )Warning ( )AIl
Remote Management Critical ( )None ( )Critical ( )Warning ( )AII
System Power Warning ( )None ( )Critical (  )Warning ( )AIl
Memory Critical ( )None ( )Critical ( )Warning ( )AIll
Other None ( )None ( )Critical ( )Warning ( )AIll

*1: [Network Settings] - [SNMP] - [SNMP Generic Configuration] - [SNMP Enabled] Z&%hIL1=18& 2R EA/THE,
*2: [Mail Format] #' [SMS-Format] DiF&ICOHRTRINET




M User " ( )" Configuration
A—HID3~16MUserNameiX EEE T,

1—4ID3~16(F, CHEARREARLABTDREEE TY  FR1—PEERERLIZHSF. aE—LTHEELEZSN,

O) FRL—FEERLTLVEL

REEE CEEARRE

BRENE

New User Configuration (User ID 3~16)

iRMC S4 User Information

Name FRL—IEREDRE [
Password FIRI—EREBDRTE [ ] BRIE*EHD
Confirm Password [
User Description NewUser Description [
IPMI Configuration
IPMI User Enabled M ()YAED ( )ED
LAN Channel Privilege User ( )User ( )Operator ( )Administrator ( )OEM
Serial Channel Privilege User ( )User ( )Operator ( )Administrator ( )OEM
Configure User Accounts i) (YA ( )EM
Configure iRMC S4 Settings o) ()YAED ( )ED
Video Redirection Enabled o) ()ES ( )EY
Remote Storage Enabled o) ()YAED ( )ED
Redfish Enabled i) (YA ( )EM
RedfishRole NoAccess ( )ReadOnly ( )Operator ( )Administrator
( )NoAccess
User Shell (Text Access) Remote Manager ( )Remote Manager ( )None
SNMPv3 configuration
SNMPv3 enabled *1 3] ()AE®  ( )EM
Access privilege readonly REDH
Authentication *1 SHA ( )SHA ( )MD5 ( )None
Privacy *1 AES ( )DES ( )AES ( )None
User SSHv2 public key upload from file (there is no key assigned to this user) *2
Public Key file [
( )Upload# L ( )Upload& Y
S/MIME certificate upload from file (there is no certificte assigned to this user) *2
Certificate File [
( )Upload%L ( )Upload® Y
Email Configuration *2
Email Enabled 3o (YA ( )ED
Encrypted 3] ()AE® ( )EM
Mail Format Standard ( )Standard ( )Fixed Subject ( )ITS-Format
( )SMS-Format
Prefered Mail Server Automatic ( )Automatic ( )Primary ( )Secondary
Email Address NewUser@domain.com [
Use extra SMS Email Subject *3 o) (YA ( )ED
SMS Email Subject *3 [
Paging Severity Configuration
Fan Sensors Warning ( )None ( )Critical (  )Warning ( )AIl
Temperature Sensors Warning ( )None ( )Critical (  )Warning ( )AIl
Critical Hardware Errors All ( )None ( )Critical (  )Warning ( )AIl
System Hang Critical ( )None ( )Critical (  )Warning ( )AI
POST Errors All ( )None ( )Critical (  )Warning ( )AIl
Security Warning ( )None ( )Critical ( )Warning ( )AIll
System Status None ( )None ( )Critical (  )Warning ( )AIl
Disk Drivers & Controllers Critical ( )None ( )Critical (  )Warning ( )AIl
Network Interface Warning ( )None ( )Critical (  )Warning ( )AIl
Remote Management Critical ( )None ( )Critical ( )Warning ( )AII
System Power Warning ( )None ( )Critical (  )Warning ( )AIl
Memory Critical ( )None ( )Critical ( )Warning ( )AIll
Others None ( )None ( )Critical ( )Warning ( )AIl

*1: [Network Settings] - [SNMP] - [SNMP Generic Configuration] - [SNMP Enabled] Z&%hIL1=18& 2R EA/THE,

*2: [New User] TIERLBFIZIE, RRShFEE A,
*3: Mail Format ASMS-FormatDiF&ICDHRTSNET,




C. 11 User Management DIZEIRE (¥ %)

() TBARREEEELTLAEN

HEEH CEARRE HEE
LDAP Configuration
Global Directory Service Configuration
LDAP Enabled o) (YA ( )EM
LDAP SSL Enabled 3] (B ()EN
Disable Local Login *1 o) ()ES ( )EYH
Always use SSL Login *2 o) (YA ( )ED
Directory Server Type Active Directory ( )Active Directory ( )Novell eDirectory ( )OpenLDAP
( )OpenDS/OpenDJ/Apache DS
Authorization Type ServerView LDAP Groups with ( )ServerView LDAP Groups with Authorization Settings on
Authorization Settings on LDAP LDAP Server
Server ( )Standard LDAP Groups with Authorization Settings on
iRMC
Primary LDAP Server
LDAP Server [ ]
LDAP Port 389 [ ] (1-65535)
LDAP SSL Port 636 [ ] (1-65535)
Backup LDAP Server
LDAP Server [ ]
LDAP Port 389 [ ] (1-65535)
LDAP SSL Port 636 [ ] (1-65535)
[Active Directory &R B
Domain name domain.com [ 1
Base DN DC=domain, DC=com *RRDH
Groups directory as sub-tree from base DN [ ]
Department name | department [ 1
[Novell eDirectory / OpenLDAP / OpenDS/OpenDJ/ApacheDS )R
Department name department [ 1
Base DN [ 1
Groups directory as sub-tree from base [ 1
DN
User Search context [ ]
Directory Service Access Configuration
[Active Directory] &iREF
LDAP Auth UserName [ ]
LDAP Auth Password HARF AR KA KKK [ ] KRG *EHD
Confirm Password [ 1
[Novell eDirectory / OpenLDAP / OpenDS/OpenD]/ApacheDS ;&R
LDAP Auth Password Rk Rk KRk ok [ ] RRIE * E1B
Confirm Password [ ]
Principal User DN [ 1
Append Base DN to Principal User DN i3] (YA ( )EM
Bind DN *RIRDH
Enhanced User Login i3] (YA ( )EM
Directory Service Email Alert Configuration
LDAP Email Alert Enable o] (YA ( )ED
LDAP Alert Table Refresh 0 [ ] Hours (0-225)

*1: GEEILDAPERMNELTALIMN Y —N\HERATELLVRE T, AREEZAMICHRET HEWebM U 4—T1—RITAT AV TELLBYET,
Novell eDirectorylgk#R—rTF,
*2: GEEILDAPHESDIHE . RFC2617:R5E/05 1V ESIZL. httpsBJ AV EIEZEEHMICRRLET .



C.11 User Management

() TBARREEEELTLAEN

OIERE (RE)

CAS Logout URL

/cas/logout

CAS Validate URL

/cas/validate

— f— — —

Assign permissions from

Local assigned permissions

)Local assigned permissions
)Permissions retrieved via LDAP *1

HEEH CEARRE HEE
CAS Configuration
CAS Generic Configuration
CAS Enabled i3l ()AEH ( )EN
Enable SSL/HTTPS H3h (A ()EYN
Verify SSL Certificate i3l (YA ( )EMN
Always Display Login Page il ()ax ()EY
CAS Network Port 3170 [ 1 (1 - 65535)
CAS Server [
CAS Login URL /cas/login [
[
[
(
(

CAS User Privilege and Permissions *2

Privilege Level User ( )User ( )Operator ( )Administrator ( )OEM
Configure User Accounts il ()ax ()EYD
Configure iRMC S4 Settings 3] ()AE®  ( )EMN
Video Redirection Enabled ] ()ax ()EY
Remote Storage Enabled i3l (A ( )EM

*1: LDAPHZIFF D AR RE,

*2: Assign permissions from TlLocal assigned permissions;&iREDHERRSNET .




C. 12 Console Redirection OREIRE

() TBARREEEELTLAEN

HEEH CEARRE HEE
BIOS Text Console
BIOS Console Redirection Options
Console Redirection Enabled BIOSO{EMNRMEND ( )a® ( EM
Serial Port Baudrate BIOSO{EMN RSN D ( )9600 ( )19200 ( )38400 ( )57600 ( )115200
Serial Port Flow Control BIOSO{EN RMENS ( )None ( )CTS/RTS(Hardware)
Terminal Emulation BIOSOH{EMNRMEND ( )VT100 ( )PC-ANSI ( )VT100+ ( )VT-UTF8
Serial 1 Multiplexer BIOSO{EA RSN S ( )System ( )iRMC S4

Video Redirection

Vi

deo Redirection Options

HTML5 Viewer Enabled ] ()ax ()EYD

Default Mouse Mode Absolute Mouse Mode ( )Relative Mouse Mode ( )Absolute Mouse Mode
( )Other Mouse Mode

Local Monitor Off Control Enabled ( )Disabled ( )Enabled
( )Automatic Off when AVR is started

Oracle Java Deployment Ruleset i3l ()AE®  ( )EMN

AVR Title

%USER%@%BMC_NAME%

Current AVR Title

RERDH




C.13 Virtual Media OREIRE

() TBARREEEELTLAEN

HERHE

CEEARRE

HEfE

Remote Image Mount *1

Remote CD/DVD Image Options

Share Type

CIFS/SMB Common
Internet File System

JHTTP Web Server
)CIFS/SMB Common Internet File System
JNFS Network File System

Server

Share Name

Image Name

User Name

Ty Y Y

Password

3k 3k 3k >k >k >k >k % ok kK k

] REIE * LD

Confirm Password

Domain

Remote Hard Disk Image Options *2

Share Type

CIFS/SMB Common
Internet File System

JHTTP Web Server
)CIFS/SMB Common Internet File System
)JNFS Network File System

Server

Share Name

Image Name

User Name

Y Y Y

Password

5K 3K 3K 3k K K K K K Kk K

] BRERIE*ELD

Confirm Password

Domain

Media Option

Virtual Media Options

USB Attach Mode

Auto Attach

)Always Attach ( )Auto Attach

Number of CD/DVD Devices

2

1(0-4)

Number of Harddisk Devices

0

1.(0-:4)

Enable Remote Image Mount

"%

AR (B

*1: Enable Remote Image Mount NEHN DB E . ERTR.
*2: Number of Harddisk Devices A 00154 . EXR,




C.14 Lifecycle Management ORERE *

() TBARREEEELTLAEN

REEE

CREARRRE

REMD

CA Certificates

CA Certificates update from file

CA Certificates file:

[ 1
( )Upload# L ( )Upload& Y

CA Certificates update from text

RYIRNIZA S
( )Upload%zL ( )Upload®H Y

Updates

Update Settings

Repository Location

https://support.ts.fujitsu.com

—
-

Use Proxy

T

C)ES (L )ES

Updates

Skip Vmware HCL verification ) (YA ( )ED
Offline Update
Include BIOS and iRMC Firmware )] ()aE®m ()EN

Default boot mode

PC compatible(legacy)

( )PC compatible(legacy)
( )Extensible Firmware Inteface Boot(EFI)

Online Update

Execution mode

Check for update

( )Check for update ( )Check for update and execute

Scheduling type

immediate

( )immediate ( )daily ( )weekly ( )monthly
(__)yearly ()once only

Offline Update

Execution mode

Check for update

( )Check for update ( )Check for update and execute

Scheduling type

Scheduling type immediate ( )immediate ( )daily ( )weekly ( )monthly
( )yearly ( )once only
Custom Image
Custom Image Download
Execution mode Download ( )Download ( )Download and execute
Scheduling type immediate ( )immediate ( )once only
Custom Image URL [ 1
Image Description [ 1
Use Proxy i) ()E3 ()EH
Intended boot mode PC compatible(legacy) ( )PC compatible(legacy)
( )Extensible Firmware interface Boot(EFI)
( )Dual Boot(legacy & EFI)
Deployment
Deployment Update Settings
Repository Location https://webdownloade.ts.fuj |[ 1
itsu.com
Use Proxy 3] ()E® ( )EM
Start Deployment Process
Default boot mode PC compatible(legacy) ( )PC compatible(legacy)
( )Extensible Firmware interface Boot(EFI)
( )Dual Boot(legacy & EFI)
Profile File [ 1
(
(

immediate

)Jimmediate ( )daily ( )weekly ( )monthly
)yearly ( )once only

*1: eLCMSA Y AE LUMicroSDA—REA 2V RR—ILLTWBIEEIZRTRLET,
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