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System Settings
Mgt. VLAN 00000 IrPO000D0D0DO0DO0DODOO0OOOOOOOO VLAN
Web Mgt. Enabled
DHCP Disabled
BOOTP Disabled
Traps Authentication failure and link-up-down enabled
SNMP Communities public: Read only
private: Read/Write
User Name admin0 0O 0O O O : console (none), Telnet (on), HTTP (on)
guestl] 0 0 O O : console (none), Telnet (on), HTTP (on)
Password adminOd 0 00O O : "admin"
guest] 0 0 0O 0O : "guest"
IP Settings IPOOOO :0.0.0.0

Subnet Mask: 255.0.0.0

Port Status

Admin Status Enabled
Port Speed 1000BASE-SX - 1000 Mbps
1000BASE-T - 10/100/1000 Mbps, auto-negotiate
Duplex Mode 1000BASE-SX - full duplex
1000BASE-T - full duplex, auto-negotiate
Flow Control Disabled
Port Priority Default ingress priority: O
Spanning Tree Protocol Enabled0O0 0 O0O0O0O : 000000000 IEEE 802.1D 0O
oooooo
Fast Forwarding 000 1~10: Enabled0 00O O O0O0O
000 11~13: Disabled
Address Aging 30000
Virtual LANs
Default VLAN PVID 1 (for untagged frames)
Tagging RX: All frames, TX: Untagged frames
Ingress Filtering Disabled

Multicast Filtering

IGMP Snooping Disabled

Act as Querier Disabled
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1.7 EEREgRN
I
m 00
oo +12 VDC @ 3 A max
gooo 11 Amax @ 3.3 VDC
oooo 36 W max
oooao 32.4 VA
oooo 00 116 kJ/hO 0O O 110 BTU/hrOd
m (OO0
oo 270 mm
oad 115 mm
O 38 mm
m JO00O0oOoo
gooooooooooooooa
m 00
ooo JOoO0O00o00O -10 1000BASE-XO

Ogo0o0000 -3 1000BASE-T

gooooooooooboo

RJ-45 0000 0100-ohmO0 0000 50

0 (uplink) 5e0 000000000
ooooog 1 Mbytes

ooooo 26 Gbps
gooooooooooo 32K MAC address entries
LED oooo:00000

000 : SpeeddLink/Activity
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m oo

In-band 000000 TelnetdWeb-based HTTPOor SNMP
Out-of-band D 0 0 OO0 RS-232 consoleport0 0 0000000000000
goooooobogo TFTP in-band
MBOOOO MIB Il (RFC 1213)Bridge MIB (RFC 1493)0
Ethernet-Like MIB (RFC 1643)[IRMON MIB (RFC 1757)0
private MIB
RMONOODOO 0000 1020309 (Statistics, History, Alarm,Event)
ogo VLANS (32 maximum)
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SyslemUpTimeD OO OO0OOOOOOO
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System Name |R&D 5
Ohject ID 1.3.6.1.41.259.6.10.39
Location |WCS

Contact |Eli|| Iartin

Systern Up Time |0 days, 1 hours, 59 minutes, and 18.73 seconds

A=l - Connect to textual user interface
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CLI

System Namell Location0 0 00 Contact 0 00O 0 OO

Console (config) #hostname R&D 5

Console (config) #snmp-server location WC-19
Console (config) #snmp-server contact Paul
Console (config) #end

Console#fshow system

System description: Unicorn Intelligent Switch

System OID string: 1.3.6.1.4.1.259.6.10.39
System information
System Up time: 0 days, 2 hours, 16 minutes,

System Name : R&D 5

System Location : WC-19

System Contact : Paul

MAC address : 22-22-22-22-22-22
Web server : enable

Web server port : 80

POST result :
--- Performing Power-On Self Tests (POST) ---

UART Loopback Test............oiion.. PASS
Flash Memory Checksum Test.............. PASS
CPU Self Test...... ... PASS
MPC850 clock Timer and Interrupt Test...PASS
WatchDog Timer and Interrupt Test....... PASS
DRAM Test ... ... ittt PASS
PLX9054 Access Test.......... ... PASS
BCM Chip TeSt.. ...ttt it PASS
Switch Driver Initialization............ PASS
Switch Internal Loopback Test .......... PASS
——————————————————— DONE --------------------
Console#

and 22.59 seconds

123
133
133

129
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Internal Power Status |Active

Management Software:

Loader Yersion W0.0.5.0

Boot-ROM Yersion 1.00.75

Operation Code Version|0.2.0.14

Role Master
o CLI

gbooboboboooboooboobobobobooboooo

Console#show version 130
Unitl

Serial number 12
Hardware version 12

Number of ports :13

Main power status up
Agent (master)

Unit id 01

Loader version :V0.0.5.0
Boot rom version :1.0.0.75
Operation code version :0.2.0.14
Console#

E
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goooOoOoOoOoOIPOO0O0O0O0O0OO0OO0OO0OOOOOOOOOOOOO
O00O00OO0O0OBOOTPO DHCPO IPOOOOOOOOOOOOOOOOOO
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* |IPAddress
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e  Gateway |P Address
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* MACAddress
gooOoOoooooo MACcOOOoOO
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e Web

gipgbooooboboboboooboooomr bobobobobobon
O0000OOoOoOoOoOoOo™AppyooOoooooOoOO

IP Configuration

Management WLAN IE,

IP Address Mode  ([Static =]
[192.166.1.5
|255.255.255.0

Gateway IP Address |1 92.168.1.254
MAC Address 22-23-23-22-322-32

IP Address

Subnet Mask

o CLI

gbobooooboowrboboooooooboobobobobooobooboooboo
ao

Console#config

Console (config) #interface vlan 1 177
Console (config-if)#ip address 192.168.1.5 255.255.255.0 157
Console (config-if) #exit

Console (config) #ip default-gateway 192.168.1.254 159
Console (config) #

m DHCPO OO BOOTPUODO O

goob0ooobHCPODOO BOOTPUOOOOODOODOODODODLOOOOOO
gbooboooooboobobobooooobooboobobobooo

e Web

OpP00D000000000000O00DO0000DOOOmIPAddressModeD O
ODHCPOOODOOBOOTPUOOOOOOOOOOApplyD 00O OOOOOOO
gooobaob
gbobobooooboobooboboboboarPbOob0OobOOobOobObObOOn
gobooooobbo0oobbo0o0obO0O0O0@MRestartDHCPO O OO OO OO
gbooboboboooboooboobobobobooboooo

0000000000 O00DODOOO00DbO0O00DODOOddshow
ipinterfacel 0000000000000 00OOOOOOOOO

oooo

E
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IP Configuration

Management YLAN |1 'l
IP Address Mode  [BOOTP x|

IP Address [192.168.15

Subnet Mask [255.285.255.0

Gateway IP Address |1 92.168.1.254
MAC Address 22-23-23-22-322-32

Festart DHCP |

CLI

O000C0O0O0OO0O0O0O0O0OmIPAddressModell O O DHCPO O O O O BOOTPO
gbobobao

Console#config
Console (config) #interface vlan 1 177
Console (config-if)#ip address dhcp 157
Console (config-if) #end
Console#ip dhcp restart 158
Console#fshow ip interface 159
IP address and netmask: 10.1.0.54 255.255.255.0 on VLAN 1,

and address mode: DHCP.

Console#

m DHCPO OO

DHCPO OO ODOODODOOOOOOOODOOODOODOODODbODObOObOOO
gbooboooooobooboboboboboooooobobobobooboooo
gbooboooooobooboboboboboooooobobobobooboooo
oooooooooooobboooboooooobobOooooOoobHePODOODO

gbooooooboobd

Web

DHCP O OUOODOOOOUOUOODOOOOOOODOODOOODOOOWe OO0
gboboomwprboooboooobobobooomobooboboboooo
0000OwebhOOODOOODO DHCPODOOOODDOOODOOOOO

CLI
gooooooboooobHCPOOOOODOOODO

Console#ip dhcp restart 158
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*  AccessMode
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e Web

OSNMPOOOOOO0OO0OOOM Community Sring0 0 0000000000000
OO0000O0MAccessModeDl DD OO0 OOOODOOOOOOOOOODDOOO
ODAddOOO0O0O0O00oog

SHMP Community:

SHMP Community Capability: 5

Current: Mew:

private By
public RO

<< Add | Community String [batman

Remowve | Access Mode |Read,-"Writej
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o CLI

0000000000000 000C000D00batmand0 0 OO0 OreadiwriteD O
gbobooooobooo

Console (config) #snmp-server community batman rw 132
Console (config) #

332 U0OOOOoOobobODbOOd

gbooboooooobooboboboboboooooobobobobooboooo
obooboooosooooooboobo

gooboogood
e WebOODOOOOODOOOODOOODOOOODOOODOOOODDOO

° cLiobbotoobbooobooooooboooobooooooooobobooooDo
gbobooooooooboobobobob

e Web

OSNMPOODOOOODOOQO I Trap Manager IP Address00 O O O OO Trap Manager
Community Stringll 0 0 000 00D 0000 0O I Enable Authentication Traps[]
000000000000 AddOODOO0Dooooo
Trap Managers:

Trap Manager Capability: 5

Current: Mew:
(none)

<< Add | Trap Manager IP address |

Remowve | Trap Manager Community Stringl

Enable Authentication Traps: W
o CLI

goboboboboooobooobobobooooooboboboboboobooobooon

Console (config) #snmp-server host 10.1.19.23 batman 134
Console (config) #snmp-server enable traps authentication 135
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34 QOObOOoooooooon

gbooboooooooboobobobobooooobobooboooboobobOobo
gbobooooooboobobobobooboooobobobobobooboooon
gbobooooooboobobobobooboooobobobobobooboooon
gbobooooooboobobobobooboooobobobobobooboooon
gbooboooooobooboboboboboooooobobobobooboooo

gooooooobom

oooo

Web

obobooooobobdobobdguesttd O 000 OO0 guestd
O00O0C0O0OO00OO0O00o0oooooooooOadminDOn
OO000C0O0OO0admind OO0
gboobooooobooboobobcecuboobooboboooon

OSecurityd 0000 O0O0O0ODODODODODODOOOOODOOOODOOOOOOOOOO

OO0000o0ooOooOoU0U0oooCooU0oooooOoOoooooOdmApplyd
goboboooogo

Passwords

Old Password

I

Mew Password

I

Confirm Password

I

CLI

O00O0Q0O0OQ00OQ00OD0OD OQOread-only DO O0OOO0mooOoOOOOODOO
SOreadiwrite 10 00 0000000000000 0000000O00O0O0O

Console (config) #username bob access-level 15
Console (config) #username bob password smith
Console (config) #

122

gooogooo
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35 U0Oboooooooon

gbobooooogoeccotboooooobobOobobobobooboonboono
ooobooOooooooooo0oobbo0ooobOoooDbbOoooboOoOooDass
gbobooooooboobobobobobobobooooboooboboobOobOobo
gbobooooooboobobobobobobobooooboooboboobOobOobo
gbooboooooooooobobob

gboboooooobooboobobobooobooooboobobobobooobooo
gboboooooobooboobobobooobooooboobobobobooobooo
gbooboooooboobobobooooboobooz2b0b0oboooboooon
gbooboooooooboobobobobooboooooboobobobobooooo
gboboooooobooboobobobooobooooboobobobobooobooo
oboboooooobooboboboboobooooboboboboboboooon
gooooo

0000000000000000000000000000

2 0000 gpooooooooo e ooooooooooooo
003.13.300000000000000000000 - 84
000000000000 m

e Web

OJumboFrameD OO0 OO0 OOODOODOOOOOODOODOOEnsbledd 0000

OmMApplyD 000000000

|Jumh0 Frame Support Status"Enabled j|

o CLI

Ojumboframe0 0 D00 O0OOOOOOODOCOODOOODOOOOOOOOODOO
goboboooogo

Console (config) #jumbo frame 124
Console (config) #
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36 UOOOUOOooog

TFTPOOOOOOO0OOOODOODOOOO0DOOOOOOOOOOOOODbOODbOD
gooooo

gooboooooo TrrPO0O0O0OOOOODOODOODODOOOOOODODO
gboboooooboobobobobooboooboobobobobooboooon

gbobooooooboobobobobooboooobobobobobooboooon
gbooooooboobd

goggoooo

° goooOoOoOoOoOoOoOoOoOoOoOo\ooo /oooooooooooooooo
goobooooo.oobboooboooooobo0ooobooooo1o3xa00d
gooooo

. gboobooooooobobobobono 20000

361 U00OO0O0OO0OODOOOOOOOOOUODbDODbDObOOO

O00OC0OOOO0OOOOO0OOOOOOO0OO0OOOO DedstingtionFileNameOOOQOOOO

gboboooooobooboboboboboooobooboboboboboaobo
gbooboooooooboobobobobooooooboboboboboooo
goooooogoobo

e Web

OFash/FileDOOFRmwareDO OO OOOOOOTFRTPOOOO IPOOOOOOO
gobooboobooboooobooboboboobooooobobobooogooDo
0000000000 000O0O00DOO00O00OO0O0DAO Transfer from ServerD
gooboooogo

Transfer Operation Code Image File from Server

Current Operation Code Version|0.2.0.14
TFTF Server P Address [10.1.0.99

Source File Name |V1D.bix

Destination File Narme o |v02014j

& [v10000

Transfer from Server |

000000000000000000000000000000000000
00000000000 0ApplyChangesD 000000000

Start-Up Operation Code Image File

File Narme IW,
Apply Changes |

E

gooogooo
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3.6.2

gboboboobooboboboboboooboooobooboobobo
CLI

TFTPOODDO IPOODOOCOODO@ configlO OO0 opcodeD0 0O OOOODO
gbobobobobooooobobocobooboboboboboboobooobooon
gboboboooooboobobobobobooooooboooooboobobob

Consoleffcopy tftp file 115
TFTP server ip address: 10.1.0.99
Choose file type:
1. config: 2. opcode: <1-2>: 2
Source file name: v10.bix
Destination file name: V10000

/

Console#config

Console (config) #boot system opcode: V10000 118
Console (config) #exit

Console#treload 113

0000000000000 oOooU@mredoadD 000 oooooooog

gboboooooo

gbobooooobooboboboooboobooonog

AO O

gobooboggooooo

TFTPOOOOOOO0OOOOOO0OOO0OOO0OOODOODOOOOOO0bOO0OO0OOn

gboboooooobooboobobobooobooobooooboooooboobobon
gboobooooobooboobo

gooooboo

° goooOoOoOoOoOoOoOoOoOoOoOo\ooo /oooooooooooooooo
gboobooooo.oooooooboobo

. gboobooooooobobobobobooo 20000

gboddobooooboooobooobooboboooboo
ADQ| oo
go0d0doooOooooo0oooooobooooobooooooa
go0d0doooOooooo0oooooobooooobooooooa
godoobooooooooboooobouooobooooooa
oo
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m J0000o0oooooooboon

gbobooooooboobobobobooboooobobobobobooboooon
gbobooooooboobobobobooboooobobobobobooboooon

O Factory_Default_Config.cfg0 0 TFTPO 000000000000 0000O00O
000000000000000000000000

e Web

O Fash/Filed O O ConfigurationD D O O OO0 OO0OCTFRTPOOODO IPOODODOO

gbobbooobodoboboooooooboobobobbobboboboooo
0000000000000 000O000OU0O0UO0UoUdTransfer from Server™

gboboooogo

Transfer Configuration File from Server

TFTP Server IP Address|[10.1.0.93

Source File Name |831.|:1‘g

Destination File Mame | |Startupj |(“ |

Transfer from Server |

e CLI

TFTPOOOO IPODOOOOOODOOOOOOOODODOOOOOODOODO

gbobobobooobooboobooboo

Consolef#fcopy tftp startup-config

TFTP server ip address: 192.168.1.19

Source configuration file name: startup2.0

Startup configuration file name [startup] : startup2.0

/

Console#

115

113

m 000000 oo0oon

e Web

gbobobooooboobooboboboobooboooooobooboboboooo

O000O0OO0OO0OOOOOOApplyChangesD D OOOOOOODO

Start-Up Configuration File

|Fi|e Name" startupz.0 j|

Apply Changes |

gboboooooooboboboboooooooboon

gooogooo

el uuoooogn
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o CLI

TFTPOOOO IPOOOOOODOODOODOODOODOODOODOOOOOODOOD
gboboboooboobooboboboboboobooooboooboobobobo

Consoleficopy tftp startup-config 115
TFTP server ip address: 192.168.1.19

Source configuration file name: startup2.0

Startup configuration file name [startup] : startup2.0

/

Console#config

Console (config) #boot system config: startup2.0 118
Console (config) #exit

Console#ireload 113

CLOO0D0D0D0O00000000000O0O0O0ONONONONONOO
0000  pgpppooooooOoOOOOOOOOOOOOOOOOOO0
000000000000000

m JO00o0oooooaof

e Web

0000000000000 0o0000ooooOoOOnOM CopytoFileD O
gbobobooooboobooobobobobooooooboobobobooooo
goboboooogo

Copy Running Config to File

File Name [051302.cig

Copy to File |

e CLI

gboboboooooobooboboboboobooooboooboobooboobooooo
gboboboooooobooboboboboooon
gboboboboobooooboonDoo

Consolefficopy running-config file 115
destination file name : 051902.cfg

/

Console#

Console#config

Console (config) #boot system config: 051902.cfg 118
Console (config) #exit

Console#treload 113
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3.7 QLooOoogooogd

gbooboooooobooboboboboboooooobobobobooboooo
gbobooooooboobobobobooboooobobobobobooboooon
gbobooooooboobobobobooboooobobobobobooboooon
gbooooooboobobon

gboboooooobooboboboboobooooboobobobobooooo

3.71 0OU0O0OOoOoOoobDOO

gbooboooooobooboboboboboooooobobobobooboooo
gboobooooooobob MACODOODOODOOOOOoOooOooOooboDbOoo
oboboooooobooboboboboobooooboboboboboboooon
oboboooooobooboboboboobooooboboboboboboooon
gbobooooobobobobooooooboboboboooo

gooboogood

° ooooo0ooooooooooobOomMACOODOOODDO VLAND
gbobooooobobobobooooooboobobobobooon

. gboobooooobooboboboboomMACOOOOODOD VLAND
gboobooooooobobobooooobooon

e Web

0 Address Tabled O O Dynamic AddressesD O 0D 0D 0000 O00OOCOOOOOOO
0 M Interfaced T MACAddress D OO O OVLANOD ODODODOOODODOODOO
000000000 m@Queyd 00 OooooOoonO

Query by

¥ Interface @ port[11 j| o Trunkl_;,
I™ MAC Address [

I vLan [1=]

Address Table Sort Key |Address j

=

gboboboobobobnoooooboobobobooobooboonoo

H

gooogooo
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[ynamic Address Table

Dynamic Address Counts |1

00-10-B5-62-03-74, WLAN 1.Unit 1. Part 11, Dynamic

Current Dynamic Address Table

e CLI
00000 nooboooobooooboooboooooooon

Consolef#ishow bridge 1 ethernet 1/11 154
Interface Mac Address Vlian Type

Eth 1/11 00-10-b5-62-03-74 1 Learned
Console#

42
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3.72 OUOOOOOODOO

gbooboooooooboobobobobobooboooboooooboobOobob
gboobooooooobooboboobobobobooboboobooobooboobOobo
gbobooooooboobobobobobooooboobooobooboobOobobo
gbobooooobobobobooooooboobobobobooon

gooboogood
e WebhOODOOOOODOOODOOOOODOOOOOOOODcCLIDODOODO

gbobooooooboobobobobooboooboobobobobooboooon
gooooo 3

e Web

O Address Tabled O 0 StaticAddresses 0 0 0 00000000000 OOOMAC
O000O0OO0OO0OVLANDODODODODOM Add StaticAddress] 00000 Ooogd

Static Address Counts |D

gooogooo

(none)

Current Static Address Tahle

Interface @ pgn|12j f"Trunkl_L,
MAC Address [00-dl4-00-00-cl4-23
WLAMN |1 'l
Add Static Address | Femove Static Address
e CLI

goboboboboooooobooboboboooooooooobobbooooo
gboboboooboobooboobobobobooboooo

Console (config) #bridge 1 address 00-d4-00-00-d4-a3 vlan 1 forward
ethernet 1/13 delete-on-reset 153
Console (config) #
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3.73 UOU00OUOOoooobOon

gbooboooooobooboboboboboooooobobobobooboooo
gooo

goooooboood
. oo0oboooobooi1s0z2840000000000000000O 30000

e Web

0 Address Tablel) 0 0 AddressAgingD D 0 00000 0000000000000
O000MmMAplyD 000000000

Aging Time (18-2184); ||3nn seconds

e CLI
gododoodddooooo 4000000000000

Console (config) #bridge-group 1 aging-time 400 155
Console (config) #
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3.8 UUbbOouooouoouobbood

gboboooooboobobobsrtAoboboboboobobooooooobon
gbobooooooboobobobobooboooobobobobobooboooon
gbobooooooboobobobobooboooobobobobobooboooon
ooobooooooooobbooooostAD0obbooooooooooooo
gboobooooooobooboboboboooooboobobobo 200000
gboobob0i1gooboobobobobooooobooboboboboooooon
gbooboooooooboobobobobobooooooonDo

381 UOU0OOOOOODOO

gbooooooboboboboooboooboon

gooooogad
0000000000 read-ony00O0O0DOOOODOO

Bridge ID
OO000OOoO00ooOOoOoOooooooo MACOODOO

Designated Root
00000000ooo0oUoooo0ooo0oooDoooooooooooon
00000o0o0oooooOo MACOOODOO

Root Port

goobooooooobobobobooboooobooboboboobooo
oo

dddddoooooooooooooooooooooooooooon
dddddoooooooooooooooooooooooooooon
oo obobobbbobbboobo

Root Path Cost
0000000000 UdUURoctPort D000 U0O0UOUOUQoo
ad

Configuration Changes

doddoooooooooooooo

Last Topology Change
dddddooooooooooooooooooooon

gboobooooooobooboobob

Spanning Tree State
000000 sTAOD0ODODODOO0OD0DO0DOO00OO0O0ODOO0ODOooOooOoona

E

gooogooo
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Priority
0000000000000 000000000d0O Designated Port OO O

gboboooooboobobobobooboooboobobobobooboooon
gooboostAC00ogoooobooboobooooooooooboobobon

gboooooooboobobob MACOOOOOODODODODOODOOoOOoO
gooooooo

0 00000032768

U 00000 65535

Hello Time
O0000o0o00oooo0oooooooooooooooog

0 oooooo?2

0 ooo1

[0 000100 0 Max. Message Age/ 20-100 00000000

Maximum Age
O0o0oo0oooooooooboobooooooooooooooooon
o0oooooon
O0o0oo0oooooooooobooooooooooooooooooo
O0o0ooO00o00oo0oo0oo0oo0o@moooooobooooooooooon
STADOO ageout 0000000 0O0OOOOODOOODO LANODOOODOO
O0o0o0O00o00oo0oo0oo0oobo0oboooo0ooOo0ooooobooooono
Og0o0oooooooooooobooooooooooooooooooo
O0o0o0oooooooooobooooooooooooooooooon
O0ooooooooomm

0 0oooooo20

0 0006e00002x OHeloTime+1l D OOOOOOOOO

0 0ooo4000002x (ForwardDelay - )0 000 O00O0DOODO

Forward Delay

000000000000 DO0D00000D000000000A0listeningd O
000000Oleaningd DO00OO0O0OOD0OOOOforwardingd DO OOOOODO
O0o0ooo0ooooo@muoooooooooooooooooooooo
O0o0oo0oooooooooboobooooooooooooooooon
O0o0oo0oooooooooboobooooooooooooooooon
O0o0oo000o00oo0oo0oo0oooboooo0ooOo0ooOoooobooooono
O0o0ooO00o00oo0oo0ooooooooano

0 0oooooois
U 00040000 Max. MessageAge/ 20+ 10000000000
U ooos3o
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m STAOOOOOOODOOOOooDooOOoooo

e Web

OSTAOOOSTA Informationd D0 0000000

Spanning Tree:

Spanning Tree State|Enabled Designated Root 32TEB. 222223222232
Bridge 1D 32768.222222222222|\Root Port 0
Max Age 20 Roat Path Cost 1]
Hella Time 2 Configuration Changes |1
Foreard Delay 14 Last Topology Change |0d 2h 18 min 55 5
e CLI
Jjdoooobooboooobooo sTAbDooooooboooooooog O
00 =
]
O
Console#fshow bridge group 1 170 -
Bridge-group information E
Spanning tree protocol :ieee8021d
Spanning tree enable/disable :enable
Priority :32768
Hello Time (sec.) 12
Max Age (sec.) :20
Forward Delay (sec.) :15
Designated Root :32768.0000e8a00090
Curent root port :0
Curent root cost :0
Number of topology changes 01
Last topology changes time (sec.):9736
Hold times (sec.) 01

Admin status : enable
STA state : blocking
Path cost : 4
Priority : 128
Designated cost : 4
Designated port : 128.1

OoooooooOoooooooooooooooooo
oood O Curent root portJO0 Curent root costODO0 000 0 0 OO OOO
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m STAOOOODOOOOOOOooDOD

e Web

0 STAO O 0 STA Configuration] 1 0 00 00 0000000000000000
OApplyD 000000000

Switch:

Spanning Tree State |Enab|ed j

Priority [32788

When the Switch Becomes Root:

Hello Time |2 seconds
Maximurm Age |20 seconds
Forward Delav|15 seconds
e CLI
gooooouopoobobbbbobbbbobboboobobooobbbboobobo
gooooo
Console (config) #bridge 1 spanning-tree 164
Console (config) #bridge 1 priority 40000 167
Console (config) #bridge 1 hello-time 5 165
Console (config) #bridge 1 max-age 40 166
Console (config) #bridge 1 forward-time 20 165
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3.8.2

goboobobgoogd

gbooboooooooboooobooboboboboobobooooooboobOoDbo
gooo0o srpPOO0OD0OO0ODOO0OO0OOOOOOOODOODODODOOOODOODO
oboboooooobooboboboboobooooboboboboboboooon

oo

gooooogad
gbooboooooboobobobobooogoon

Priority

0000000000000 000bO00b0o000bO0o0bOo0oooDOoOooon
0000000000000 000bO00b0o000bO0o0bOo0oooDOoOooon
0000000000000 00o0DO00o0o0o0oOo0oDoooDoOooo
0000000000000 00o0DO00o0o0o0oOo0oDoooDoOooo
0000000000000 000bO00b0o000bO0o0bOo0oooDOoOooon
0000000000000 000bO00b0o000bO0o0bOo0oooDOoOooon
0000000000000 000bO00b0o000bO0o0bOo0oooDOoOooon
oo

0 oooooo128
U ooooO 255

Path Cost

00DbO00d00O0oO0o0obOOoobooOoobOoOoosTPOOODOOOODOODOOO
oo ooobobbbbobobbboboboobooo
oo ooobobbbbobobbboboboobooo
dddddoooooooooooooooooooobooooooooon0O

0 O0o00O0D0010 65535

0 oooooo
OO0oOoog 500 600
Oo0o0oooooono 100 60
Ooodo0ooooooono =30 10

O ooooo
000000 O haf duplex: 100; full duplex: 95; trunk: 90
000000000 0D0 O haf duplex: 19; full duplex: 18; trunk: 15
000000000000 full duplex: 4; trunk: 3

Fast Forwarding
0000000000000 0DO00000000d0 ForwardingD OOODOODO
O00FastForwardingD 0000000000000 ODOODOOOODOODOO
0000000000000 sTAODODOOOODODOOODOOoDOd
OFestForwarding0 000 0000000000000 O0ODODOOOOOOOO
00000000000 M0O00000 10 10000000Enable 000
ooooooo
0 ooooo
000 10 10:EnableD 000 OCO0ODO
000 110 13:Disable

E

gooogooo

3gubbonboooooooooboon 49



gbooboooooooboboboboboooogoooon

Port Status
00o000o0oo0ooooooDOoDOooooooooooog
[0 Dissbled: 0 0000000000000 O0DOOOOOOOOOOO
ood
0 Blocking: 0 OODO STAODOOODOOOODOOOOOOOODOOO
ooooood
0 Lisening: 00 000000000000 D0O0O0O0OOO0DOOOOO
0000000000000 oOoooooooooooOoog
oooooooooog
O Learning: 0 0000000000000 0O0OOOForward Delay 00O
0000D00oo0ooooooooooooooooooooon
0000000000000 oOooooooOooooooooa
ooooood
O Fowarding: 0 0000000000000 00O0O0O00OOOOO
oo
[0 Broken:0ODOOOOOOO0OOOOOO0OOOOOOOOOOOOOO
oo

Forward Transitions
0000 LeaningD O OO FowadingO O OO OOOOOOOOOOO

Designated Cost
g obbbbobboo
dddddooooooooooooooooooooooon

Designated Bridge
goddddddddoooooooooooooooooooooooon
doddoooooooo MACOOOOOOOOOUOOoooooooo

Designated Port

oo ooobobbbbobobbboboboobooo
oo ooobobbbbobobbboboboobooo
Trunk Member

oo ooooboo

m STAOUOOOOOODOOOOoDooOooooD

Web

OSTAO DO DO OO OO STA Trunk Informationd O O O O STA Port Informationd [

gboboboob
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Trunk|Port Status|Forward Transiti [Designated Cost|D ignated Bridge|Designated Port

| 4

~|Port|Port Status T:::r:‘sn;tai;erlls Desgons?ted Designated Bridge Deslljgon:ted M-er':x]tr
1 Blocking 0 22 327B 220000022 1281
2 | Blocking 0 22 327B 220000022 128.2
3 | Blocking 0 22 327B 220000022 128.3
4 | Blocking 0 22 327B 220000022 128.4
5 | Blocking 0 22 327B 220000022 128.5
e CLI
gooooobooos00o00 sthPObD0OOODOODOOO
Console#show bridge group 1 ethernet 1/5 170 O
Bridge-group information =
______________________________________________________________ [:'
Spanning tree protocol :ieee8021d O
Spanning tree enable/disable :enable O
Priority 132768 —
Hello Time (sec.) :2 =
Max Age (sec.) :20
Forward Delay (sec.) :15
Designated Root :32768.0000e8000001
Current root port :13
Current root cost 14
Number of topology changes :325
Last topology changes time (sec.):18
Hold times (sec.) 01

Admin status : enable

STA state : blocking

Path cost : 4

Priority : 128

Designated cost : 4

Designated port : 128.5

Designated root : 32768.0000e8000001
Designated bridge : 32768.222222222222
Fast forwarding : enable

Forward transitions : 18
Console#
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m STAOOOOOOOOOOOOOO
e Web

OSTAO OO OOD O I STA Trunk ConfigurationdO O O O STA Port ConfigurationO
gobodbboobuooobooboo

Trunk| Type |STAState | Priority | Path Cost [Fast Forward
T T T

Port Type STA State Priority Path Cost |Fast Forward Trunk
|1 |1000Base-gx(NoLink 128 [4 I™ Enabled
2 |1000Base-sx|NoLink  [[128 f4 I Enabled
3 |1000Base-SX|NoLink  [[128 f4 I Enabled
4 |1000Base-sx|NoLink  [[128 f4 I Enabled
5 |1000Base-Sx|Blocking |1 28 |4 I” Enabled

o CLI

ooooooooosgooo strpO00bDOOOODOOO

Console (config) #interface ethernet 1/5 144
Console (config-if)#bridge-group 1 priority 0 168
Console (config-if)#bridge-group 1 path-cost 50 167
Console (config-if)#bridge-group 1 portfast 169
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39 Uubbboooododd

BridgeMIBODOOOODOOOOOOODOODOOOODOOOODOOODOODOOOODO
U LANOOODODODOOOOoOobOobOoboboboooooobooboDbo
O0OO0OC0OO0OO0O0OO0OO0OO0OO0OO0ODDOD Extended Bridge ConfigurationD 000000 0O

oo

goggoooo

Extended Multicast Filtering Services

GMRPO GARP Multicast Registration Protocol 1 D O 0D 0000000 O0OoOooOnO
dodddoooooooooooooboobobobooo

Traffic Classes
dddddooooooooooooooooooboobooooooooo
[3wo0o00obooboom -550000000md

Static Entry Individual Port
dddddoooooooooooooooooooooboooooooon
o0DbOo0m372000000000M0 -4E8300000000

VLAN Learning

Independent VLAN LearningD IVLO O OO O0OD0OOO0OODOOOOOOOOO
dodddoooooooooooooboobobobooo

Configurable PVID Tagging

JdddoddooodOd VLANIDODOOOOooooooooo pviDbooooag
Jdd0dddoooooOo VLANOOODDODD VLANOOOOoooooo
M31ILVLANDOOOM - 500000000

Loca VLAN Capable
gobodoboobooobooboooboobboobuoobboooboobo
gobooogod

Traffic Classes
oo0o0ooobooobooboboooboobobooboooboobooo
(3200000000000 DO0O0O0O0ODO0DOO0DLOmM -570000
goomm

GMRP

GARP Multicast Registration Protocol l GMRPO D 000000000 OODOO

gboboooooboobobobobooboooboobobobobooooo
goob0oooobo GMRPODODODOOOODO O Internet Group

Management Protocol 0 IGMPO O OO OOOOOOOOOOOOOOOOOO
gooooon

GVRP

GARP VLAN Registration Protocol D GVRPO O OO OO OOOOOOOOOOO
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OBridgeExtensonO0 DO OO0 OO0OdO

Bridge Capability

Extended Multicast Filtering Services Mo
Traffic Classes Enabled
Static Entry Individual Port Yes
WLAM Learning %L
Configurable PYID Tagging Yes
Local WLAN Capable Mo

Traffic Classes| ¥ Enable

GMRP [~ Enable
GWVRP [~ Enable
CLI

gboooooooooban

Console#fshow bridge-ext
Max support vlan numbers: 32
Max support vlan ID: 4094

Extended multicast filtering services:

Static entry individual port: Yes
VLAN learning: IVL

Configurable PVID tagging: Yes
Local VLAN capable: No

Traffic classes: Enabled

Global GVRP status: Disabled
GMRP: Disabled
Console#
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OO0000o0oO0OoOoOoOoOoOoO™AppyooOoooooOoOO

Trunk |Defau|t Priorily|Numher of Egress Traffic Classes|

Port |Default Priority HMumber of Egress Traffic Classes Trunk
P en 4
2 o e 4
3| [ on 4
s o e 4
s o o 4

o CLI

gbobobbobo3sgoboboobooooooobobob sobobooooo

god

Console (config) #interface ethernet 1/3
Console (config-if) #switchport priority default 5

144
172
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Priority (Traffic Class
o |1 oy
10 e
2 | ey
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A
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S
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gob0000CeSUO 0010000 20 CosOOOOOODOOOOOOCOSO 3
O CoSUUOUODOOOOODODO100CoSO 40 50 cosOODOOOOODOO 2
O0CoSO 60 70 CoSOOOODDOOOD3OUODOOUODOOOODOO
goaoo

144
2 173

Console (config) #interface ethernet 1/
Console (config-if) #queue cos-map 0
Console (config-if) #queue cos-map 1
Console (config-if) #queue cos-map 2
Console (config-if) #queue cos-map 3
Console (config) #exit

Console#show queue cos-map ethernet 1/1 174
Information of Eth 1/1

Queue ID Traffic class

[

1
0
3
4
6

<N »

Console#
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1000000000000 000b00ob00b00b0b00b0000 VLANDOD
gboboooobobob VLAN DOoobobobooobobooooobogooo
gboboboooobobo VLANDOOOooOobobooooboooooo
gbob VLANODOODODbhooooooooooboboboboooogooo
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o0 VvVLANODOODOOoDbOoooooooooboboboboobooooogooo 3
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3.11.1 OO VLANOOOOO

gooogooo

gooooogad

*  VLAN Version Number
OO00OO0OOOOOoOOOVLANDOOOOOOOIEEES21IQUODDODODODODO
Oo0oO0OOwehOOOoOoooooomm

. Maximum VLAN ID
O0000O0O0O0ODOODOO0ODO VLANIDO

. Maximum Number of Supported VLANS
go000oO0OO0OOoOoOoOooOoOo VLANDO

e Web

O VLAND O O VLAN Basic Informationd O O 0000000

WLAM Version Mumber 1
Maximurm YLAM 1D 4094
Maximum Mumber of Supparted YLANS |32
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CLI
gooboboooooogo

Console#fshow bridge-ext
Max support vlan numbers: 32
Max support vlan ID: 4094

Extended multicast filtering services:

Static entry individual port: Yes
VLAN learning: IVL

Configurable PVID tagging: Yes
Local VLAN capable: No

Traffic classes: Enabled

Global GVRP status: Disabled
GMRP: Disabled

Console#

No

171

3.11.2 00O VLANO OO

m WebODOOOOOOODOODODODOO

VLAN ID
O000000 VLAND IDO10 40400000000 000000000
O
Up Time at Creation
OO0 VLANOOOODODOOOoOOoOooooooooom
Status
OO0 VLANOOOODDOOOOOOooOoooooooo
O PemanentD 00000000 0O0O0O
Egress Ports
0000 VLANOODDOOOOoOoooo

Untagged Ports
0000 VLANOODOODOOOOOOooo
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OVLANOOOVLANC Current TebleD 00 OO0 O00D0O0O00DOOOODOOOOODO
gboboimoobaobaob

VLANID: |2

Up Time at Creation|0d 19 h 38 min 31 s
Status Fermanent

Egress Ports Untagged Ports

Unit] Portl < Unitl Part2
Unitl Part2

Unitl Part3

Unitl Partd

Unit! Pors

Unitl Portg

Unitl Part?

Unit! Portg =]

m CLIDOOODOOOOO0ODOOOoOooD
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o
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OO0 VLANODOODOOoOooooooooobooooo
0 saic0000000000O00O
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OO0 VLANOOOOOOOOooooooooooooo
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O Suspend: VLANO OO ODOOOOOOOOOODDOOOOMmM

*  Ports/ Channel groups
VLANOOOOOOooooooobooboooo

o CLI

gboboboooooooobo vVLANOOOoooooonoo

Console#fshow vlan id 1 182
VLAN Type Name Status Ports/Channel groups
1 Static DefaultVlan Active Ethl/ 1 Ethl/ 2 Ethl/ 3 Ethl/ 4

Ethl/ 5 Ethl/ 6 Ethl/ 7 Ethl/ 8
Ethl/ 9 Ethl/10 Ethl/11 Ethl/12
Eth1/13

Console#

E

gooogooo
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ooooogo

* VLANID
OoOOO0OO0O0OVLANO IDO10 40040 0000000000000000O
RN

* Name
VLANOO10 32000

e Status

OO0 VLANOOODOODODOODDOODODOODOOWehO OO
[0 Enabled VLANOOOODO
0 DissbleD VLANO OO DOOOOOOOOOOOO0OOO0OOM
. State
00 VLANOOOOOOooooooooooooooocuooomm
0 ActiveD VLANODOOODO
0 Suspendd VLIANO DOOOODOOOOODOOOOODOOODOM

e Web

OVLANDOOOVLAN StaticLisO O OO OOOOOOVLANIDO VLANODOOO
ODMEnableD 00000000 OCOOO0OOOOO VLANOOOOODDOOO
ODAddOOOO0O0O00oog

Current: New:

1, Defaultvlan, Enabled
. 3 WLAMN ID (1-4084) (3
2, Finance, Enabled <<Add | ( ) I

VLANName  [R&D
Femowve |

Status ¥ Enahle

o CLI

gbobobobovLANDOODOoooooo

Console (config) #vlan database 175
Console (config-vlan)#vlan 5 name R&D media ethernet state active 176
Console (config-vlan) #

VLAN 1(DefaultVLAN) DO 00O O0O0O0O0O0O0OooQ

AD O
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goooooad
. Port
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o
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gbooboooooooboboboboboobooVvVLANODDODODOoOoooboo
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e Web

OVLANOODOVLAN StaticTebleD OO OO0DOOOO0O0OOOOO0ODOOOOOODO
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gboboboooobooboboboboooooboobooboboboooo
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Status| ¥ Enable
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1 o o o o
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o CLI

gboboboooboobobooboooooboobOoveLANDODODOOoooo
gooo

Console (config)#vlan database 175
Console (config-vlan)#vlan 2 name Finance media ethernet state activel76
Console (config-vlan)exit#

Console (config) #interface ethernet 1/1 144

Console (config-if) #switchport allowed vlan add 2 tagged 180

Console (config-if) #exit

Console (config) #interface ethernet 1/2

Console (config-if)#switchport allowed vlan add 2 untagged

Console (config-if) #exit

Console (config) #interface ethernet 1/13

Console (config-if)#switchport allowed vlan add 2 tagged

Console#show vlan 182
VLAN Type Name Status Ports/Channel groups
1 Static DefaultVlan Active Ethl/ 1 Ethl/ 2 Ethl/ 3 Ethl/ 4

Ethl/ 5 Ethl/ 6 Ethl/ 7 Ethl/ 8
Ethl/ 9 Ethl1/10 Ethl/11 Ethil/12
Ethl/13
2 Static Active Ethl/ 1 Ethl/ 2 Ethl/13
Consolet

O
O
O
O
O
O
O
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gboboooobobobobobdob VLAN DOobobobobobdooboo
O@MVLANIDOOOODOOOOOAdOOOODOOODOOODOOOOODODOO
gbobob0ob0obobobdRrRemovel DO OO OOOOOOOOOOOO
gbobobooboocooooooobob vekANODODOobobooooo
O ApplyOOOOOOODOODO

|Interrace G - f"Trunk|1 '”
Quewl
Member: MNon-tember:
Wlan 1 Ylan 2
((Add
Remove)) |
o CLI

goboboboobo 3b0bgbobobobob0 VLANLIODOOoDooooo 30
VLAN2OOOOOOOOOO

Console (config) #interface ethernet 1/3 144
Console (config-if)#switchport allowed vlan add 1 tagged 180
Console (config-if) #switchport allowed vlan remove 2
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. Trunk Member
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gooooon
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o Mode

o000 VLANOODOOOOooDooooooooocuooooooooo
O0M4213VLANOODODOOOm switchportmodel — 179000000
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e Web

OVLANODO O OODOOOIVLAN Trunk ConfigurationD O O OOVLAN Port
Configurationd 0 0 0000 O0O0O0OO0OOOOO0OOOOOOOOOOOOOOO
OApplyDOCOOQCOOOOO

Trunk| PVID Acceptable Frame Ingress GVRP GARP Join GARP Leave | GARP Leavedll
Type Filtering Status Timer Timer Timer
r GARP | GARP | GARP
L |port| pyip | Acceptable | Ingress | GVRP | Ty o oove | Leaveall |, ™" |Mode
Frame Type | Filtering Status ) . . Member
Timer Timer Timer
1 [l x| | I Enabled | I7 Enabled | [20 [50 [tooo Hybrid
2 [l x| | I Enabled | I7 Enabled | [20 [50 [tooo Hybrid
3 [l x| | I Enabled | I7 Enabled | [20 [50 [tooo Hybrid
4 [l x| | I Enabled | I7 Enabled | [20 [50 [tooo Hybrid
5 [l x| | I Enabled | I7 Enabled | [20 [50 [tooo Hybrid
e CLI

gooooopvib300O0OO010000000O0000O0O0O0ODOOOODOO
gboboboboooooooboon

Console (config) #interface ethernet 1/1000 0000000 144
Console (config-if)#switchport native vlian 3000000 J181
Console (config-if) #switchport acceptable-frame-types tagged 178
Console (config-if) #switchport ingress-filtering 177

E
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gbobooooooboobobobobooboooboobobobobooboooon
gbooooboobobobobooobooobooon

gbooboooooooboodvMRPOODOOOOOOODODO

0000  pgppooooOoOOOOOOO0OO0OO0OO0OO0OO0C0O000

gbooooomwrooooooboboboboboobogonoo

gooooboo

IGMP Status
O0000o000oooo0ooo0ooo0ooooooooooooooon
O000000000o0ooo0oooooooooooooooog
IGMPOOOODO0ODOOOO0ODOOOODDOOO Disabled

Act as IGMP Querier
00000000ooo0oUoooo0ooo0oooDoooooooooooon
00000000ooo0oUoooo0ooo0oooDoooooooooooon
0000000000 O Disabledd

IGMP Query Count
O0000o000oooo0ooo0ooo0ooooooooooooooon
O000000o0oooo0oooo2000020 100

IGMP Query Interval

0000 IiGMPOOO0ODOOO0DOOOOODDOODOOOOOODOOOD
0000000000 1250000600 12517

IGMP Report Delay
IPOO0OOOODODOOOOO IGMPReport 100000 OOO0ODOOODOOOO
gooooooIiGMPQuey DO OO0 ODO0ODOOOODOOODOOODODOOOO
J00Oo0obOooobooboobobOoobogooogoso 3ot

IGMP Query Timeout

gboboooooboobobobobooboooboobobobobooboooon
ooobooOoooooooooOoobbo0oobooooooO0ooDobonsood
0003000 50017

IGMP Version

gbooboooooooboboboboobooooboobobobooboooo
gboobooooboobobo2000010 2™

E

gooogooo
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oooo

oooooooooooooooobooooDoon IGMP
gboboooooooboobobob

* IGMP Report Delay 0 0 O IGMP Query Timeoutd 0O 00O
goooooiieMPv200000000

e Web

OIGMPO OO IGMP ConfigurationD 0D O 00O OO0OO0OO0OOO0ODO IGMPOOO

OO0 AppyOOOCOOOOOOOOOOOOOOOODODOODOODOOOO

IGMP Status " Enable

Act as IGMP Querier " Enable

IGMP Query Count (2-10) f2

IGMP Query Interval (60-125) |125 seconds
IGMP Repart Delay (5-30y 10 seconds
IGMP Query Tirmeout {300-500) |SDD seconds
IGMP Version f2

o CLI

gobobobboboooooboobobobobooooooobobboobooo

gooboooogo

Console (config) #ip
Console (config) #ip
Console (config) #ip
Console (config) #ip
Console (config) #ip
Console (config) #ip
Console (config) #ip

Service status
Querier status
Query count

Query interval

Query time-out

Console#

igmp
igmp
igmp
igmp
igmp
igmp
igmp

Console (config) #exit
Console#fshow ip igmp snooping
Igmp Snooping Configuration

Query max response time :

IGMP snooping version

snooping
snooping
snooping
snooping
snooping
snooping
snooping

querier
query-count 10
query-interval 100

guery-max-response-time 20

query-time-out 300
version 2

: Enabled
: Enabled

: 10

: 100 sec

20 sec

: 300 sec
: Version 2

184
187
187
187
188
189
189

190
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3122 JU0O0Ooooobbobbboooooooboboboboog

goobooooooboobooobvvrPOODOOOOOODODOODODOOOOOO
gooIGMPQuery DO D OD0DOD0OODOOOOOOOOODOODOODOODIPDODO
gbobooooooboobobobobooboooobobobobobooboooon

gboboooooobooboboboobobobobooboooobooboobobobo
oo

m (J00000Oooooooooobooboobooboobobobbobobboon

gogooooo
e VLANID
00000 VLAND IDO 10 4094011

. Multicast Router List

gboboooooboobobobobooboooboobobobobooboooon
gboboooooboobobobobooboooboobobobobooooo
gooo

e Web

0 IGMPO O O Multicast Router Port InformationD O O 000000000 OOO0O
0000000000 VLANIDOOOOODOOoooooooooooooag
ooooo

vLaN 10:[1 =]

Multicast Router List:

Unit! Port11, Static
Unit! Part13, Dynamic

o CLI

gobobobobob0 noooooobobobooooooboobobobooobooo
gboboooooboobooboboooo

Consolefishow ip igmp snooping mrouter vlan 1 190
VLAN M'cast Router Port Type

1 Eth 1/11 Static

E

gooogooo
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m JO00000oboooobobooobobooooboboooboo

oooboooooooooobbooooooooooOo i ieMPOOODOOO IGMP
gooooooooooooboooobooooboooooooilieMPOOOOOD
gbooboooooobooboboboboboooooobobobobooboooo
gbooboooooobooboboboboboooooobobobobooboooo
gboboooooboobobobobooboooboobobobobooboooon
gboboooooobooboobobobobooboboooboooooboobOobon
gboboooooboboboboooobooooobooboobobob
goooooooooooobobooobooooooOooIieMPOOOODOOOOD
oooooooooooooooobboo 20000

goooood

. Interface
0000o00o0ooododpPot00O00OCTnkOOOOOOODO

. VLAN ID

0000000000000 00o0DO00o0o0o0oOo0oDoooDoOooo
0000000000000 000D0000 VLANOODODOOOO

. Port or Trunk
000000O000000b00o0o0bOO0o0obOoOo0oOOoOoooooog

e Web

O IGMPO O O Static Multicast Router Port ConfigurationD0 0 0 0 000000000
goooooboobooooboobobooboobooooboooooooo
0000000000000 000 VLANOODODODmApplyDOoooQo
gooo

Current: Mewy:
Ylanl, Unitl Port11

InterfacelPort j
«add | [vLan [T =]

Femove |P0r‘t |1 j
Trunk I_;,

o CLI

gobobobobob0 b VLAN1IDOODOoOooooooobobobooooo
gooooo

Console (config) #ip igmp snooping vlan 1 mrouter ethernet 1/11 185
Console (config) #exit

Console#fshow ip igmp snooping mrouter vlan 1 190
VLAN M'cast Router Port Type

1 Eth 1/11 Static
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3.12.3 VIANDOOOUOOOoooooooobooo

gslziicMPOOO0O0ODDOOM - 72000000000000000O00IGMP
Snooping 0 IGMPQuery OO OO D0OOOODODOOOOOOOOOOOODOOOOO
gbobooooooboobobobobooboooobobobobobooboooon
gboobooooooobooboboboooboooooobobobobooooo
gbobooooooboboboboboboooobooboobOoboboOon VLEAN
gbooboooooboo vVLANOOOOoooooooobobobobooooooo
oo

gooooooobog

gbooboooooooboboboboobooooboobobobooboooo
gooooo

gbooooooooboobobob vVLANODOOOoooooooobo
gbooooobovLANOOODOOoDoOooobooooo

gooooboo

Interface
00000000000 odpPort00000OTNkO OOOO0O0OGO4
VLAN ID

gbooboooooooboboboboobooooboobobobooboooo
gboobooooooobOob0obOobobobo VLANDODOOobooo

Multicast IP
gboboooooooobobobirboobooo

Port or Trunk
O0o0ooo0ooooooooooooooooooooooooooo

Web

OIGMPO O OIGMPMember Port TableD OO0 0000000 O0O0OOOOOOO

goooieMPOOOODOOOOOOOODODOOODOOODOOOODOO
gbobobooobooobobooooooboobobobobob vVLANDDO OO
0000000 mwPOO0OOOCOOO0OOd™ApplyDOOODOOODO

IGMP Member Port List: MNew Static IGMP Member Port:
WLAN 1, 224135, Unit 1, Port1 Interface |P0rt j

<<Add| VAND IE,

Multicast IP|[224.1.3.6
Femaowe |
Port 1 =]

Trunk I_;,

E

gooogooo
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o CLI

gbobobooooboobob0obO0 VLANLIODODOODOOOVLANLO
gbobobooboobooboboboboboooooboobobobo

Console (config) #ip igmp snooping vlan 1 static 224.0.0.12

ethernet 1/12 186
Console (config) #exit
Console#fshow bridge 1 multicast vlan 1 191

VLAN M'cast IP addr. Member ports Type

1 224.0.0.12 Ethl/12 USER
1 224.1.2.3 Ethl/12 IGMP
Console#
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3124 ODU00O0O0OoobbooOobboooooooboon

gboob0 VLANODOODOODOOooO PO Oooooooooboboboboobooo
gooo

gooooboo

VLAN ID
gboobo0ooooooboOo VvVLANOOOODoOo

Multicast |P Address
O0o0ooO0oooooooooowroooboono

Multicast Group Port List

gbooboooooboobOobobobobooboobobOob0obOo VLANDOD
gbooooooobaon

Web

O IGMPO O O IP Multicast Registration TableD OO O OOOOO0OVLANIDOOO
gboborobooobooboobo@mbooooooobooboboboooo
gbobobooboooboooo

VLAN ID: |1 vl
Multicast IP Address: I 224135 'l

Multicast Group Port List:
Unit! Partl, User

CLI

gbobobovLANIOODOODOOoDboboboooooooboboobooooo
gbobobooobooooboboboboobooooooobobobooo
gbobobooooooooboboboboobooooboooobobbooooo
gboboboboooboooooboon

Console#fshow bridge 1 multicast vlan 1 191
VLAN M'cast IP addr. Member ports Type

1 224.0.0.12 Ethl/12 USER
1 224.1.2.3 Ethl/12 IGMP
Console#

E
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3131 OO0O0ooon

Port Information 0 O O Trunk Infformation0 0 0000000000 OOOOOOO

gbooboooooobooboboboboboooooobobobobooboooo
gooooon

ogooooon

* Name
dodoooooooooo

e Type

0000000000 D0ODD1000Base-SX OO 0O 1000Base-TX[J
*  Admin Status
gooooOoOoOooOoOoOoOOOOOOOOOODOODOODOOO
. Oper Status
goooOoOoOoOoOoOoOoOoOOOOOOOOOOOoOODOO
*  Speed/Duplex Status
goooOoOoOoOoOoOoOoooooooooo
. Flow Control Status
gdoo0ooOoOoOoOoOoOODOODOODODODODODOD
e Autonegotiation
gooooOoOoOoOoOoOOOOOOOODOODOODODODODOD
*  Trunk Member
go0oO0OoOoOoOOoOoOoOoOOOOOOOOOOOOOOPortInformation O O

oo0on

o Creation
0000000000000 0o0ooOooOoOOoDbODDDO Trunk Information
oooood

e Web

O PortD O O Trunk Informationd O O O O Port InformationD OO0 00000 00O

80
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Trunk Name Type ‘ g:'artr::rs' S?Et?:s ‘ Spe;:la?ﬁsplex Flogt;zgtrol ‘nutonegotiation Creation
o] e | [ Qo [ Sestomn | Pep o meountr]
1 1“”?3?{359' Enabled | Down 1000ull None Enabled
2 1“”?3?{359' Enabled | Down 1000ull None Enabled
3 1“”?3?{359' Enabled | Down 1000ull None Enabled
4 1“”?3?{359' Enabled | Down 1000ull None Enabled
5 1“”?3?{359' Enabled Up 1000ull None Enabled
e CLI
go0o000000 1B00000o00oo00ooooaoan
Console#show interfaces status ethernet 1/13 150

Information of Eth 1/13
Basic information:
Port type: 1000t

Mac address: 22-22-22-22-22-2e

Configuration:

Name :

Port admin status: Up
Speed-duplex: Auto
Capabilities: 10half,

Broadcast storm status: Disabled

Broadcast storm limit
Flow control status:
Lacp status: Disabled
Current status:

Link status: Up

Port operation status:
Operation speed-duplex: 100full
Flow control type: None

Console#

Disabled

10full, 100half, 100full, 1000full,

0 counts/frame

Up

O
O
O
O
O
O
O
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3132 J0UOooobooobood

Trunk Configuration 0 O O Port Configuration0 0 0 0000000000 OCO0ODO
gdooooOoOoOoOoO0oO0OOOOO0OO0OO0O0OO0O0O0OOO0OOUOOUODOOODODODODODO
gooooOoOoOoOoOoOoOoOoOoOOOOOOOOOOOOODOOODODOODODODOO
gooooooooooo

oooobogn

* Name
gboobooooobOoboboboboooboonbD1ioe40nn

e Admin

gboboooooboobobobobooboooboobobobobooboooon
gboboooooboobobobobooboooboobobobobooboooon
gbooboooooooboboboboobooooboobobobooboooo
gboobooooooobooobon

. Speed/Duplex
dddddoooooooooooooooooooooboooooooon
dodooooo

. Flow Control
djddoooooooooooooobobobobbboo

0 O000000000000000000D0000O00000O0O0O0
oo boobobboboboobo
oo boobobboboboobo
godbdddddoooooooooooooooooooon

gbobobobobooobooboboboboooooooboobobo
00 IEEE823x 0D ODOODOO

0 0000000000000000000000000000000
gbobobobobooobooboboboboooooooboobobo
oo

0000000000000 000000000000000

uidl ppopoooomOo000000000000 0 flowcontrold
000000000000000000symmetricd00000
00000000
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*  Autonegotiation/Port Capabilities
gobooboooobuoobooboboobuoobobuooboobbooo
gobodoboobooobooboooboobboobuoobboooboobo
0000000000D0O0DO0OD0O010 1000 1000MbpsO OO OOOOOO

gboobooooooooboooobobo
0hdf0i0Mbps D 00000 O0OO0OOOOOOOOOO
10fullD IOMbpsD 00D O OO0DOOODOOOOODODOO
100half0 100MbpsC 000 O0O0O0O0DOOCOO0DOOOOODOD
100fulld 100Mbps 0 0 0000 OOOOOOOOOODOOO
1000fulld 1000Mbps 0 0 0 0 0000000000000 00
SymbO0OoOO0OOooOoooboboooooooonog
FCOOODOOooooooooood

Oooogoood

o Trunk

gbooboooooooboboboboobooooboobobobooboooo
gboobooooobooboboboooomsessgoobobooom - 86

gbooboooooooboobo

—_ [Speed/Duplex Mode] 0 O O [Flow Controll] D 0D OO0 OO0 O OO
gogbobooooobboooobobuooooobboooobo
gogbobooooobboooobobuooooobboooobo
gooood

e Web

O Portd O O Trunk ConfigurationD O O O O Port ConfigurationD0 D 0000 0O 00O
0000000000000 000D000™ AppyD 00O DOOOOOO

Speed

‘Trunk| Mame | Admin | Mo |Flow Control | Autonegotiation
Port Mame Admin  |Speed Duplex | Flow Control Autonegotiation Trunk
- |E bled v[l'mh [T 100n 710000 W 5
1 ¥ Enahle| | 10001l 7| || Disabled =] nane v

[ 1o0f T 1o0f W ioo0f T Fo

- v
W Enable| [10001ul 2] [Disabled <] [Enabied =] ::12: ::122: :;1223: ::f;m

- v
W Enable| [10001ul 2] [Disabled <] [Enabied =] ::12: ::122: :;1223: ::f;m

- v
W Enable| [10001ul 2] [Disabled <] [Enabied =] ::12: ::122: :;1223: ::f;m

- v
W Enable| [10001ul 2] [Disabled <] [Enabied =] ::12: ::122: :;1223: ::f;m

T

E

gooogooo
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CLI
goboboboboobooooobooboboboobooboooooboobobo

Console (config) #interface ethernet 1/13 144
Console (config-if)#description RD SW#13 146
Console (config-if) #shutdown 145

Console (config-if) #no shutdown

(
Console (config-if)#no negotiation 147
Console (config-if) #speed-duplex 100half 146
Console (config-if)#flowcontrol 149

Console (config-if)#negotiation

Console (config-if)#capabilities 100half 148
Console (config-if) #capabilities 100full

Console (config-if) #icapabilities flowcontrol

3133 Ud0ooobooobobbooooooboon

gbooboooooobooboboboboboooooobobobobooboooo
gboobooooooobooboboboooboooooobobobobooooo
gboobooooooobooboboboooboooooobobobobooooo
gbobooooooboobobobobooboooobobobobobooboooon
gboboooooboobobobobooooobooon

gboboooooobooboboboobobobobooobooooboboobobobo
gbobooooooboobobobobooboooobobobobobooboooon
oboboooooobooboboboboboboobooooboooboobobobo

gogooooood

gbobooooobobobobooooooboobobobobooon

gboobooooooobomwprboooooboobobobobooboooonDoo
oo

gboobooooooboobobobobooooboonog
gbooboooooooboboboboobooooboobobobooboooo
gboboooooboobobobobooboooboobobobobooboooon

gboboooooboobobobobooboooboobobobobooboooon
gboooooo

Web

O PortD OO Broadcast Control D0 0 0 0 0 0 0 0 00 0O O 00O 160640 1280 256pps]
ODO0O0O0O0OmAppyoOOoOOoOOODOOO

Broadcast Contral Status |Disab|edj
Threshold (frames count) |16 j

84
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o CLI
gbobobe4000ooboob0oboboboboobooboboboooon

Console (config) #broadcast frame-count 64 192
Console (config) #

314 OJUbO0oooooobod

gbobooooobooboboboboboboboobobooobooboobobobo
gboboooooobooboboboobobobobooobooooboboobobobo
oo RrRMONOOOOOOOOOOOOODOODOODODOOOOOODOD
gboboooooooboooobooboboboboobobooboooboobobOoDbo
gooo

gooooooobog

. gbooboooooooboboboboobooooboobobobooboooo
gboboooooboobobobobooboooboobobobobooooo
oo

e Web

OMirorDOCOOCOCOCOOCOOOOOOOOOUOOOO0OOOOOOOOoOoOO™
0000000000000 o0DmAddOOOoooooog

Mirror Sessions: Mew:

(none)

<<Add| SourcePorT|1 j
Femowve |Type IRX j

Target Port |11 j

e CLI

Ointerfacel0 00 0000000000000 0@Mportmonitord0 000000
goooooobooooclooooooooooooboooobooooooog
gbobobooooobooboobobobooooo

Console (config) #interface ethernet 1/10 144
Console (config-if) #port monitor ethernet 1/13 162
Console (config-if)#

E

gooogooo
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315 OOooogoood

gbooboooooobooboboboboboooooobobobobooboooo
gboboooooobooboboboboboooobooboboboboboaobo
ooobooo 2000000000000 00DOO0OODOOOO0ODOOODOO
oo0obo0o0o0 10120 1000000000000 O0OO00O0DOOODDOO
000 4GhpsO0000O00OCOODOOODO

gbobooooooboobobobobobooooboobobo1ob0obOobo
oooboooooooo200bobo00bo0ooooooooboooooooooD
OO000O0O000ooO0oO00DbOO0o0OoOoO0OobObOOooooOowebODOooooono
gbOcligoboboboobooooboobobobobooooooobobobo
gbobooooobooboboboboooobooobogon

° gboboooooboobobobobooboooboobobobobooboooon
gboobooooooboobobobobooooboonog

. gboobooooooobobobobooooooobobobo o200
oon

° gboboooooboobobobobooboooboobobobobooboooon

. gbooboooooooboboboboobooooboobobobooboooo
O00o0O0OMOVLANODOOOOCeSOODOOOOOoOoooooooboooDo

e VLANOOOOOOOOODODOOOOOODOODOODOOoDOobOooOooo
gboobooooooooboooobobo

i STPOVLANO O OO iIGMPOOOOOOODOODODOOOOOOODOOD

3.151 OO0O0Oogooon

e Web

O TrunkO O O Trunk ConfigurationD O 0000000 MM TrunkO OO OO DO OO 10
gooooboooooobbobuooooobbbuooooobbobUuooog
JAdDODOODODOOOOD0ODO0O0O0O0OO0ODO0O0O00O0D0OO00DOO0O D ApplyD
goooooooa

Member List:
Current: Mewy:

Trunkl, Unit! Part11
Trunkl, Unitl Port12

<«<Add | Trunk (1)1
Femove | Port |11j

o CLI

gbobobboobonnb1200b00b0bo0ob0100000b00DbOo

86 300000



gobobobooooboobooboboboboooooboo 20b0bO0boOO
gboboooogo

Console (config) #interface ethernet 1/11 144
Console (config-if) #channel-group 1 183
Console (config-if) #exit
Console (config) #interface ethernet 1/12
Console (config-if) #channel-group 1
Console (config-if) #end
Console#tshow interfaces status port-channel 1 150
Information of Trunk 1
Basic information:

Port type: 1000t

Mac address: 22-22-22-22-22-2cC

Configuration:

Name :

Port admin status: Up

Speed-duplex: Auto

Capabilities: 10half, 10full, 100half, 100full, 1000full,

Flow control status: Disabled

Current status:

Created by: User

Link status: Up

Port operation status: Up

Operation speed-duplex: 1000full

Flow control type: None

Member Ports: Ethl/11, Ethl/12,
Console#

316 LUUOOOUgoooooon

Interfaces Group MIB O Ethernet-likeMIBO O OO OO0O0OOOO0ODOOOOODOOO
oooboo0oooooooooOoobDORrRMONMIBOODOOOODOOOODOO
OO0O0OO0OOOOO InterfacesMIB O Ethernet-likeMIBOO OO OOOOOOOOO
gbobooooooboobobobobooboooboobobobobobooboooon
gboobooooooobooboboboboboooooobobobobooobooo

gbooboooooboobobOorRMONDODOOOODOODOODODODOOOOO
gbobooooooboobobobobooboooboobobobobobooboooon
gbooooooboboboboooboooboobobobobobobo1oboOonoo
oooboo0ooooooooooobbooUuecbbOOOOOOOODOOODO

RMONOOOOD 2030000 9000000SNMP 000
0000  pgpppoooooOoO0OOOO0OOO0O0O0O0O00

E

gooogooo
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e Web

OSeistics 0000000000 DO00DO0O0O0000000@M Queyd OO
O00000O0000O000OO0RereshD 000 0OO0OO0ODOODOODOOOOOOOO
gbobooogo

|Interrace

Cuery |

Interface Statistics:

[ P0n|13j| & TrunklE”

Received Octets 1925892 |Received Unicast Packets 16943

Received Mulicast Packets Recelved Broadeast 138
Fackets

Received Discardad 0|Received Unknown Packets 1]

Fackets

Etherlike Statistics:

Alignment Errars 0|Late Collisions 1]

FCS Errors 0|Excessive Collisions 0

Single Collision Frames Internal MAC Transmit 1]
Errors

Multiple Collision Frames 0|Carrier Sense Errars 1]

S0QE Test Errars O|Frames Too Long 1]

Deferred Transmissions 0|Internal MAC Receive Errors 0

RMON Statistics:

Drop Events 0lJabhers 1]

Received Bytes 100458208|Collisions 1]

Received Frames 0|64 Bytes Frames 25400

Broadcast Frames 144|65-127 Bytes Frames 3004

Multicast Frames BO0T|128-255 Bytes Frames 154

CRCIAlignment Errors 0|256-511 Bytes Frames 4748

Undersize Frames 0(5812-1023 Bytes Frames 12248

Owersize Frames 0[1024-1518 Bytes Frames 3886

Fragments 1]

Fefresh |
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o CLI

gbobobobob0 wBobooooooooobobo

Console#show interfaces counters ethernet 1/13
Ethernet 1/13
Iftable stats:
Octets input: 868453, Octets output: 3492122
Unicast input: 7315, Unitcast output: 6658
Discard input: 0, Discard output: 0
Error input: 0, Error output: 0
Unknown protos input: 0, QLen output: 0
Extended iftable stats:
Multi-cast input: 0, Multi-cast output: 17027
Broadcast input: 231, Broadcast output: 7
Ether-like stats:
Alignment errors: 0, FCS errors: 0
Single Collision frames: 0, Multiple collision frames: 0
SQE Test errors: 0, Deferred transmissions: 0
Late collisions: 0, Excessive collisions: 0
Internal mac transmit errors: 0, Internal mac receive errors: 0
Frame too longs: 0, Carrier sense errors: 0
Symbol errors: 0
RMON stats:
Drop events: 0, Octets: 4422579, Packets: 31552
Broadcast pkts: 238, Multi-cast pkts: 17033
Undersize pkts: 0, Oversize pkts: 0
Fragments: 0, Jabbers: 0
CRC align errors: 0, Collisions: 0

Packet size <= 64 octets: 25568, Packet size 65 to 127 octets: 1616

Packet size 128 to 255 octets: 1249, Packet size 256 to 511 octets:
Packet size 512 to 1023 octets: 802, Packet size 1024 to 1518 octets:
Console#

151

1449
871

O
O
O
O
O
O
O
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411 cCLO0OOOOO

gbooboooooooooooboobobobobooboboooooboobobOobo
OO00OO0OOoOoOoO Tdnet DO OOOOOOOO0OOOOOOOOOOOOOOOO
gbobooooooboobobobobooboooobobobobobooboooon
gooboooooooooobo0oobooooooooobooooocLooog
gboobOouNXODbOobobooooooooooboboboooboooo

m JO00o0oon

gbobooooooboobobobobooboooobobobobobooboooon

gboobooooooobobobobooboonoo

1l oooooooOoOOOCLUOODOOOOOO
gboobooooooobooboboboboooooooonoo

2 00000O000O00000O000000000000000000
gogobobobooooogbobboogd
O Console MenuO O O O Console Redirectiond D 0 000000000000
ogooooooooooooo

3 OConsole>0 0000000000000 O0O00OOOOOO
ONormalExecUODOODOOOOODOOOOODODOOOODOOO
Uo0000o0obo0ooobOob0ooodbdUenabledO0OoOon

goooboooogogad
OConsoletD O OO DODODOODOODOODOODOODODOODODDO Privileged ExecO O
gooo

goooboobooboobobobooboo

000000 quitD0000exitDOOO0OOODOODOOOOODOOO
goooboobobboobooboobogooooboobooobo
gooobooobooboo

gboboooooobooboboboboobooooboobobobobooooo
O00O00OO0OO0OO0O0OO0O0OO00O0O0@Menbel D000 DOOOODOODODODO

O Privileged ExecModeD 0 00000000

(O F

User Access Verification

CLI session with the Switch Blade is opened.
To end the CLI session, enter [Exit].

Console>enable
Console#
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m Telnetd O

TdnetODOIPOOOO0O0O000O00O000000000000O00OOOOOOO
gbooooooboboboboobooooboobobiwrboboboboOoOon
gbooboooooooboimroobooooobbo 250004000000 000O0O

gbooooooooooboon

gbobooooooboboboboobooooobooooooomwrobOoOoO
gloio010000ooooooobOb0icmoooooo1boooooogon

gooooon

gboobooooooboobob PO ODODOOLOOOOODODODOODOOOOO

000000000000 TenetOOOOOODODOOODOOOOODOOOODO
gooomwprbobooooooobobobobooooboomrPobobOobo
gbobooooobooboboboboboboooooboobobobo
goooo

O

Console (config) #interface vlan 1

Console (config-if) #ip address 10.1.0.1 255.255.255.0
Console (config-if) #exit

Console (config) #ip default-gateway 10.1.0.254

gboobooooooboobooboboboboboooooboobobobobooboooo
gboooooobobowrobobobobbooboobobobobooboooon
gboboooooobooboobobobooboooboobobobobobooboooon

gbooooiiroboooooooboobobob

goOoOoCO I POCOOOOOOOOOOOOOOOOOOCOCO TNt OOOOOQ@

gboooooooon

1l OoooooOOOO0OOTelnetDOOOOOODOOOOOOOOOIPO

gooobooboobgn

2 00000O00000O000000000000000000000
D00o0DOob000O0dfadminDO0Oguest0 D00 OO00ODODOO

O0admind O OguestD OO0

cLiDOOOOoOoOoOoOoOoOoOoOoOoOCPrivilegedexecD OO D OOODOODODO

gbO0Oviy-cs)U OO0 0OO00O00OOoooooboboboooooonoo

ONorma ExecDOOOOOOOOCOOOOOVwy-0>OO00O0O0O0O0O0O0O0O0OO

3 00000000000 00000000000000

4 DoODO0MquitDOD0D00ext0D00000000000D0000O0

gogogo

Tenet OO O0O0D0O0OO0DOOOOODODOOODOOOOO

Username: admin
Password:

CLI session with the Switch Blade is opened.
To end the CLI session, enter [Exit].

Vty-0#

E

oooboooooog
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TelnetOOOOD0 40000000000000O

oooo

412 (0O0OO0O00O0OO0OO0

0000000000000000000 0 usernameld 0 O
0000 pgpppoooooOoO0O0O0O0O0O0OO0O0O0O000000000
00000000000000

ooobooooospgiuopoboooooooooboooooooobbooooboo

gboboooooobooboboboboobooooboobobobobooooo

oo

1l oooooOoOoOODOODOOOOODOOOOODOOOODOOODO
O000O0OOenableD 0 O0O0O0O0ODOOOOODOOOO

2 OconfigureD OO OO Enter0 0 00O0O0OOOO

3 Privileged Exec 0 O O O O O O O O username admin password 0
passwordD OO OOOO0OO0OOOOpasswordd OO O0OODOOOOO
O0D0D0O00MEnter0 0000000OO0ONormalExecO00O00O0O0
oooooooooooooooooooooog

4 "copy running-config startup-config" 0 0O 0 00000000 OO0OO
O0@MEnterD00000DOO0OO

cCLiobOoobobbobooobooobooobobboooo

0000 pgpppoooO0O0OOOO0O0D0OO0000O0O000000
0000000000000000copy 0000000000
0000000000000000000000000000

oo
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4.1.3

iPOODOOLOO0

gboooooobobob  iphObODbDOOOOOODOODODOODOOOOOn
gboboooooobooboboboobobobobooboooobooboobobobo
gbobooooooboobobobobooboooobobobobobooboooon
gboobooooboroO00oOooOobO0obO0obOoboBeoOTPO DHCPO OO OO

gboboooooobobobobooboooooboobIroOobobOonO
25000400 100000000000 0DO0O00OOOOOOcCLIDODODOD
gboooooobobobooobooboon

0000000 POO0O0DOO0OO0ODOO0O0O0OO0O0O00000
0000 gpoppopooo0000O00000VIANLIOOO

ObootpO0OO00OOdnepl DO O OOOOOOOOOIPODODODOODOODODO BOOTP
o00bHCPOUOODOOOODOOODOOODOODOOOOIPODOOODODDOO
gbooboooooobooboboboboooomeooTPO DHCPOODOIPO O
gboobooooooobobobobooooooobobobobooon

Console#fconfig

Console (config) #interface vlan 1

Console (config-if) #ip address 192.168.1.5 255.255.255.0
Console (config-if) #exit

Console (config) #ip default-gateway 192.168.1.254
Console (config) #

gboooproboobooooboboboboboobooboboboboobooon
gooooo

° gooooimrrooog
. gboobooooooooboooobobo
° gbobooooooobobaobo

iPOO00OO0O0OO0ODOOOOOOOOOO0OOOOObOODbOOOOOODOn

1 PrivilegedExecOOOO00O0O0OOO0OOODODOO O M interface vlian
1000000000000 000C0C000DOO000@mENnterd 0O
oooo

2 O ip address ip-address netmask0 0 0 0 0000 OO O O ip-addressd
000000 WPOD0OO0Mnetmask0 00000000 OODOOO
ooooooogoo

3 0extDOODOOOO0OO0OODOD0O00O00O000OD M EnterdO
oooon

E

oooboooooog
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4 DOO0OO0O0O0O0DO00OO0O0O0O00D0O00000O0000IPOOOO
0000000 ip default-gateway gateway O O O O [ Enterd O
OCO000C0CO0OO0OD0gatewayDOOOOOOOOOOOOOWPOOO
oooo

50 copy running-config startup-config0 OO OO OEnter0D 000 OO0
oooooooooooooo

gbooooooboobobobooboobobob0obobb0 R¥0000DO
gbooooooooobo

414 [0OO0O0O00O00

ooooooooboocugoobooobboooooooooooo

m (0000000

cLiobobobooooboobobobobooooobooboboboboooo
OoOoOOOOOOOOOOOOOOOODDOOD O show interfaces status ethernet
/50000000007 showID interfaces T status] O O O O O O O I ethernetd
goooOoOoOoOoOoOoOoOoOoOOOOOOmYysObooooooo/oooooo
gooooo

00000000000000000000000000
0000 pppooooo0000000010000000000050
00Ys0O0000000

gboobooooooobooboobob
. lgodbooboooobooooooboboboboboooooon

. gbooboooooooboboboboobooooboobobobooboooo
OO0O0OOOOOPrvilegedExXecOOOOOOOOOOOOOOOODODOODO
gbobooooooooboobobob

Console>enable

Console#fshow startup-config

. gbooboooooooboboboboobooooboobobobooboooo
gbooboooooooboboboboobooooboobobobooboooo
gooooooooboon

Console (config) #username admin password smith
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gooobooon

cLiboogoooogooboooooooooooooboooboooooo

Oconfigued D000 OOconfigl OO0 0OODOODODODOODODODOODOODOOOODOO

goobooooooboobobobobooboooobooboboboobooo

ggoogoo

ooooooooooooobboooooooooboboocecLooooooooooo

0000000000 0D0O0OO0OOconfigueDl 0000 config0O00OOOODO

OO00000O@econfigueD 0 O0O00OO0O0O0ODOOOODO

gooooooboobood

OChdp0 OO0O0O0O0O0O0O000O00000000O00O000000000O0O0OOO
om2wooooooobooooooooooooooo0ooooooooooooD
gboobooooobooboobo

gooobog

oooooooooooXwoooooooooooboboooboooooDooo

0 Normal Exec 0 O O Privileged Execd O O 0O O 0O O O O O GlobalOInterfacelILine

VLANDatdbasel D 0000000000 DOOODOOODODODOODOOODDOOOO
000000000 oOO00oOo00oDbOOo0D0dDoodoDo@m@mshow?2d 0000
doddddoooooooooooooooo

Console#show ?
bridge
bridge-ext
gvrp
history
interfaces
ip
line
logging
queue
port
queue
radius-server
running-config
snmp
startup-config
system
users
version
vlan

Console#fshow

Bridge information

Bridge extend information

Show gvrp information of interface
Information of history

Information of interfaces

Ip

TTY line information

Show the contents of logging buffers
Information of priority queue

Monitor port

Strict queue of priority

Radius server information

The system configuration of running
SNMP statistics

The system configuration of starting up
Information of system

Display information about terminal lines
System hardware and software status
Switch VLAN Virtual Interface

E

oooboooooog

4100000goooobbooooooo
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Oshowinterfaces?0 000 0000000000000

Console>show interfaces ?
counters Information of interfaces counters
status Information of interfaces status
switchport Information of interfaces switchport

m J00000ooooooog

gbobooooooboobobobobooboooobobobobobooboooon
gboboooooobooboboboboboboobobooboooboobobOobOobo
gbobooooooobobobooboms2oosooooooooooDo

gooooo

Console#fshow s?
snmp startup-config system

m Jggood

gboboooooboobobobobobodonbOobobOOobOObOOOOOO

0000000000000000000000000000000000
Ologgingd 000 0000000000000 000000000000logging D

000000000 Onologging0 OO OO0DOOODOOOOODODOOODOOOO
gbooboooooooboo

m (00000000

cLiobobobooooboobobobobooooobooboboboboooo
goobooooooooboboboboobooooobooboboboobooboooo
gboobooooooboobobobobooooboonog

OsShowhisoryDOOOOOOOOODODOOODOOOOODOOODOOOODDOO
gooooon

m JO0O00o0gno

O0OO0OOOQO ExecO ConfigurationD D OO OOO0OOOOOOODODO M ExecO O
gbooboooooooboobobobobooboooooboobobobobooooo
D000 ConfigurationD OO0 O00OO0O0DOOOO0ODOOOOODOOOODOOOO
oboboooooobooboboboboobooooboboboboboboooon
oboboooooobooboboboboobooooboboboboboboooon
gooo2oo0ooboooooooooboboooooooooooooooooon
gbobooooooboboboboboooooboobooboobobobo
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ooo ooo
Exec Normal

Privileged

Configuration(*) Global
Interface
Line
VLAN

*) Configuration0 0 000 O0O0O0OCOODOOPrivilegedExeceOOOOODOOOO
oo

m ExecOODOO

0000000000000 0DO0DO00D000O0D00000000000 Norma
ExeeOOOODOOODOODOOOOOODOODOODOODODOODOOOOOOODOOO
000000000000 DOPrivleggdExecOOODODODOODOODOOODOODOODOO
O000000000000000D00000FPrivlegeExecOOOODOOOOOO
D0 @Menable0 00000000000 O0 privlegedDO0O0DO00OD0OOOODODO
00000000000 0000000000 Norma ExecOOOOO

0 Console>[T] Privileged Exec 0 0 OO0 OO Console0 O OO0 OO DO OO

PrivilegedExec 0 0 0 000 0000000000000 O0O0O0OOOO

User Access Verification

CLI session with the Switch Blade is opened.
To end the CLI session, enter [Exit].

Console>enable
Console#

m Configuration O O 0O O

Configuration0 0 00 0000000000000 O0ODOOOOO privileged OO
Joobo0obooooboobooob0ooboooDbooboooDbooboon
0000000000000 boobooo0boobooOoobd copy
running-configlT [ startup-configD 00 0 00000000000

Configuration0 0000 30 000000000000

. Global Configuration
0000000000000 00000 D OO hostname I snmp-server
communityd OO0 O O0OO0O0O

. Interface Configuration

0000000000000 O0OO O speed-duplex negotiationD O O O O
gooo

. Line Configuration

E

oooboooooog
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0000000000 00DO0O000D0DO0O0 M paritydD databitsD 0 0 0O O
gooo

Globa Configuration0 0 0000 OO O Privileged Exec 0 O O O configured O O O
OO00O0OO0OO0OOO0OOOOOOOOOO0OOO0OO Console(econfig DO OOODOOO
O Glova Configuration0 0 0 00000000000

Console#fconfigure
Console (config) #

InterfacellLine Configuration 0 0 0 VLANO OO O 0O 0O 0O O O Globa Configuration
0000 interface...000 line...0D vlandatebaseD OO O OO OOOOOCOOOO
00000000 Console(config-ify#1I1J Console(config-line)#1 1] Console(config-
vien#0 0000 000000000000000000000000 M Endd O
0000000 PrivilegedExeceO OO OO OO QOQd

Console (config) #interface ethernet 1/5
Console (config-if) #fexit

(
(
Console (config) #line console
Console (config-1line)#

m 00000000

gboobooooooobooboboboooboooooobobobobooooo
gboobooooooobooboboboooboooooobobobobooooo
goooooooooooobbooobooooooboboo™mooooooooooon
gbobooooooboobobobobooboooobobobobobooboooon
gbooooooobo

oo oo

0 Ctrlo +0 AO goooOoboOo0oboobooboooboooooo
0 CtrlD0 +0 BO goooboi1booobooooboo

0 Ctrl0 +0 EO goooobooobobooboooboooooo
O Ctrld +0 FO gooob01000b0oooooo

O Ctrlo +0 PO gooooooOoboooooag

0 Ctrl0 +0 uO 1000ooog

0 Ctrld +0 wQd gooooboooooboboobo
ODeleteCO0O0ODO0O gooooboooooboboboboboo
0 Back Space] 00 O
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4.2

gooooboga

gbooboooooooboboboboboooogoooon

0ooooooo oo oono

General privieged 0 000 0000000000000 0OOOO 102
00000 CLO0O00000000ooooon

Flash/File 000000000000 00D000O000O00o0oOooaO | 102

System Management 0000000000000 000000000o0oo 103
0000000000000 00000000oon

SNMP 0000000000000 000000000o0oo 104
00o0000000000000oooooooa

Line 0000000000000 000000000o0oo 104
00000000 000ooooo

Interface 00000000000000000000VLANOODO 105
gooooooooooo

Address Table 0000000000000 D0000O000000nono 105
0000000000000 0000000000000
gooo

IP 0000000000 PO0ODOOOOOOOOOOOO 106
0000000000000 D0000O000000000
oooooo

Mirror Port 0000000000000 0000000000000 106
00000000000000000000000000
goooo

Spanning Tree 0000000000000000000000000 106

Bridge Extension 00000000 00000D0D0ODO0O00O0 107

Priority 0000000000000 D000000000000n 107
0000000000000 00000000000000

VLAN VLANOOOOODODOOVLANOOOOOOOOoOooooo | 107
goooooooooo

Port Trunking 00000001000000000000000 108

IGMP Snoopig IGMPOOOO0ODDOOOOOOOOODOOOODOOOO 109
0000000000000 0000000000000
0000000000000

Broadcast Storm 000000000000000000000 109

Control

Iiil

oooboooooog
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oobodobooboooooobooboboobooooboo
NE(Normal Exec)OPE(Privileged Exec)JGC(Globa Configuration)OI C(Interface
Configuration)JLC(Line Configuration)dVC(VLAN Database Configuration)

421 GeneralOOO0O
oooo oo ooQd | 0DOO
enable privieged 0 00 0000DO00ODO NE 110
disable privleged D 0000 normal 000000000 PE 1
configure global configuraton D0 OO0 0 OO00OO PE 11
show history oooooDoo00oo0ooooog NE, PE | 112
reload 0oO000O00000O0O0 PE 113
end Privleged Exec 000000000 GC, 113
IC, LC,
vC
exit 00 configuraton 0 0000 O0OOOCLIOOOOOOO ooog | 113
quit cLDO0DO0DO0O0O0OO0O NE, PE | 114
help 0ooooooDoooooon ooog NA
O 00000000000000000000000(™ ooog | NA
4,22 Flash/FileOOOO
oooo oo ooo | 000
copy 000D00000000000000000000000 PE 115
0000 TFTPOO0O0OOODOOOOOOOOOO0O0
oooooo
delete 0000000000000 00000000 PE 116
dir 00000000000000000000000 PE 17
whichboot 000000000000000 PE 118
boot system 000D00000000000000000000000 GC 118

oooo

102
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4.2.3 System Management [ 0 0

oooo oo oo | ooo

enable 0000000000000 0000000000000 GC 119

password ooooooo

logging on 0000000000000 DD0DO0OOoOoooo GC 120

logging history | SNMPOOOOOO0OODOOOOOOOOOOOOOOO GC 121
0000000000000 0000000oon

clear logging 00000000000o0o0ooooooo PE 122

username 0000000000000 D000000000OoDooO | GC 122

hostname 0ooOooOoO0O0OD0D000OOoOooooOo GC 123

Jumbo Frame 00000000000 00D0ooooon GC 124

ip http port 0000000000000 0000000000000 GC 125
oooo

ip http server 0000000000000 0000000000000 GC 125 4
oo

show startup- 000000000000 configuration0 0000000 PE 126

config 000000000000000ooooon S

show running- 000000 configuration 0 000000000 PE 127 O

config O

showlogging | 0DDODODOOOOOO PE 128 S

show system 0000000000 o0oon NE, PE | 129 O

O

show users Telnet0 00000000000 DDODOOOOOOIPOO NE, PE | 129 O
0000000000000 00000000ooo O
Telnet0 0O 0OO0ODOOOOOODO

show version 000000000000oooooooo NE, PE | 130
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424 SNMPOODOO

oooo oo ooo ooo

show snmp SNMPOOOOODDDOODODOO NE, PE | 131

snmp-server SNMPOOODODOOOOOOOOOODDOOODOOO GC 132

community 0000000000000o0oooo

snmp-server 0000000000000 0oooo GC 133

contact

snmp-server SNMPOOOOODOOOOOOOOOO GC 134

host

snmp-server 0000000000000ooo GC 133

location

snmp-server OO0 SNMPOOOODOOOOOOOOOOOOOOO GC 135

enable traps OOSNMPOODODOOOOODOOOOOO

425 LineOOODO

oooo oo ooo ooo

line 00000000000000000000000000 GC 136
ooo

login 0000000000000000000000O0 LC 137

password 000D000000000O0o0o LC 137

exec-timeout 00000000000000000000000000 LC 138
0oooooooog

password- 00000000000000000000000000 LC 139

thresh 00000000000 00o0oo

silent-time 00000000 000OpasswordthreshOOOOooOooQ | LC 140
00000000000000000000000000
0ooo00oO00oOooon

databits 0000000000000001000000000 LC 140
0oooooooooon

parity 0000000000000 D000000 LC 141

speed 00000000000 O0O0o0n LC 142

stopbits 10000000000000000000000000 LC 142
oono

snow line 0000000000000 000O0O0 NE, PE | 143
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Interface 0 00O 0O

oooo oo ooo | ooo
interface 0000000000000 0DO000000ooonon GC 144
ooooooo
shutdown 00000o0oDO0O00O0oooDon IC 145
clearcounters | DOOOO0OOODOOOOOOOOOOO PE 145
description 00000000000000oooooo IC 146
speed-duplex 0000000000000 00000000000 IC 146
000O0oO0O0OO00000000DoOO0ODO0O0oon
negotiation 0000000000000 0D0O00000000D0On IC 147
oooo
capabilities 0000000000000 O0D0O000000000O0 IC 148
oooooooog
flowcontrol 0000000000000 00000000D00n IC 149
show 0000000000000000ooogag NE, PE | 150
interfaces
status O
showinterface | OO OOOOOOOOOOOOOOOOOOO NE, PE | 151 O
counters O
O
show 000000000000 00000o0ooooooon NE, PE | 152 O
interfaces ]
switchport 0
O
O
427 AddressTableO OO O =
oooo oo ooo | Doo
bridge address | VLANO OO OODODDOOOOOOODDOOOOO GC 153
clear bridge 0000000000000 O0OD0DO0OO0000OoOoooDO PE 154
0000000000000 ODD0OO0O0OOOoooon
ooooooo
show bridge 00000000000000000000000000 PE 154
og
bridge-group 000000000000o0o0ooooooo GC 155
aging-time
show bridge 0oo0oOoO0O0DO0O000O0OOoOoDOoooQ PE 156
group aging-
time
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428 1POUOO0O
oooo oo ooo | ooo
ip address 0000 POO0O0O0OO0ODOODO IC 157
ipdhcprestart | BOOTPO OO DHCPOODODOOODOOOOOOODODOD PE 158
ip default- 00000000000000000000000o0o0n GC 159
gateway 0000oooDO0OO0000DoOoooDo
show ip 0000 IPODOODOOOCO PE 159
interface
show ip 0000000000000 ODDOO0OO0OOOoOooon PE 160
redirects
ping ICPMOOO0O0O000ODODODOOOOOOODODOOOOOO | NE PE | 160

ooooo

4.2.9 MirrorPortO0 OO0
oooo oo ooo | ooo
port monitor 0oDo0000O0oooonoo IC 162
show port 0000o0oo0O0OD00000oOoon PE 163
monitor

4.2.10 Spanning Tree 0 0 00
oooo oo ooo | ooo
bridge 000000000000 00000000n GC 164
spanning-tree
bridge forward- | OO ODOODOOODOOOOODOO GC 165
time
bridge hello- 00000000000o00o0oooo0 GC 165
time
bridge max- 00000 max-age 0000000 GC 166
age
bridge priority 0000000000000o0ooooo GC 167
bridge-group 0000000000000 D000oooo IC 167
path-cost
bridge-group 0000000000000 D000O0000O0n IC 168
priority
bridge-group 0000D0D0D00 Fast FowardngO OO OO 00 IC 169
portfast
show bridge 0000000000000 O0OD0ODO0OO0000OoOoDoOn PE 170
group 0oooo0o0o0ooooog
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4.2.11 Bridge Extension 0 0 O O

oooo oo ooo ooo

show bridge- 000000000 0O00000 PE 171

ext

4.2.12 Priority 0000

oooo oo ooo ooo

switchport 0000000000000 000000000ooon IC 172

priority default | DO 0D ODO0DO0OO0OO0O00O0O0DOODOOOOO0OOOOOOOO

0000000000000 o0oooon

queue cos 00000000000000000000000000 IC 173

map oad

show queue 0000000000O000O0ooOon PE 174 4

cos-map

show 00000000000000000o0ooooon PE 152

interfaces S

switchport -
O
O

4.2.13 VLANOODODO O

O
O
O

oooo oo ooo ooo -

vlan database VIANOOODOOODOOODOOOO VLANOOODOOO GC 175

0ooooooooo

vlan VIDOOOOOOOOOVLANOOODOOOD vC 176

interface vlan 0000 VLANOOOOODODOOOOOOOO0Oooooo GC 177

switchport 00000000000000000000000000 IC 177

ingress- oo

filtering

switchport 0000000000000 0D0D0000000000Dn IC 178

acceptable- ooooog

frame-types

switchport 00000000 VILANODODODOODOOOOOOOOo0D IC 179

mode Oog

switchport 000000000000000VLANOOOODOOO IC 180

allowed vilan

switchport 00000000 PVIDOOOOOO VLANOODOODO IC 181

native vlan oo

switchport 0000000000000 VLANODOOOOOO IC 181

forbidden vlan

4200000000 107



oooo oo ooo ooo
show vlans VLANODOOOOOODOO NE, PE | 181
show O000VLANDODOOODOOOODOOODOOoOOoooo NE, PE | 150
interfaces
status vlan

4.2.14 Port Trunking 0 0 00O
oooo oo ooo ooo
interface port- 0000000000000000000000000 GC 144
channel Jgoooooogo
channel-group | DOOOOOOOOOOOOOO IC 183
show 0000000000 o0oon NE, PE | 150
interfaces
status port-
channel

108
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4.2.15 IGMP Snooping O O OO

switchport

oooo oo ooo ooo
ip igmp IGMPOOOOOOOODODOOODOO GC 184
snooping
ip igmp 0000000000000 D000oooo GC 185
snooping vlan
mrouter
ip igmp 00000000000000000000000000 GC 186
snooping vlan goooooo
static
ip igmp 0000 IGMPOOOOODOOOOOOOOOOOOOO GC 186
snooping ooooo
querier
ip igmp 000o00o0o0o0ooooooo GC 187
snooping
query-count
ip igmp 00000000000 00nooo GC 187
snooping
query-interval
ip igmp 0ooooooo0ooooon GC 188
snhooping
query-max-
response-time
ip igmp 00000000000 00nooo GC 189
snooping
query-time-out
ip igmp IGMPOOOODOOODOOODOO GC 189
snhooping
version
show ip igmp IGMPOOO0O0OO0O0O0DOODOOOO PE 190
snooping
show ip igmp 0000000000000 00o0oooo PE 190
snooping
mrouter
show bridge IGMPOOOOOO MACODOOODOOOODOOOODOOO PE 191
multicast oo

4.2.16 Broadcast Storm Control O O O O
oooo oo ooo ooo
broadcast 0000000000000 D00000000000Dn GC 192
showinterface | DO OO0OO0O0O0OO0OO0OO0OOOO0OOOOOOOO NE, PE | 152

E

oooboooooog

4200000000
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43 [O0O0OOOOQoon

43.1 GeneralOOO0O

m enable

0000000 PrivileggedExeceO D000 00000000000 0OOOO
privilegegdmode 0 0 0 000000000000 OOOOOOOOOOOOOOO
gboobooom41400000000M -9e00000000O0O0ODOODO

. oo

enable[levell]

OleelD000000000DOOOOOODOOO
gooooooobobooobooo20b0000o0ooOo0oooDboOooboOoogon
Normal Exec O O 150 Privileged Exec 0 O O Privileged Exec OO OO OO OO
gboboboooboisooooooooobo

. gooooon
ooo 15

o oonooooo
Normal Exec
o oooooooo

0 00000 privileged 00O 0000000000000 0DOMM#0000
gbobobooooogoo

[0 Normal ExecO 0O OO PrivilegedExec 000000000000 OOOO
gbobobomswpebdbOobOOoOO0OOODOODOODOOOOO

° u

Console#enable
Console#

. goooono
disable
enable password
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m disable

00000000000 OprivilegdOOOODO NormaOExeeOOOOOOOOOd
goooo

nomad 0000000000000 000000000000000000000
OOo0oO0OOoOOoOoOoOOoOoOOOOOOOOOOOOOOOOOOOprivilegdD O
gboobooooobom41400000000M 060000000 0ODOODOO

oo

e [0JOODODOOO
None

e [OOOOOOO
Privileged Exec

. gooooooon
gboboooooboobobobobooboooboobobobobooboooon
ooo>000000000

. 0

Console#fdisable
Console>

. oooooo
enable

m configure

0000000000 0dGloba ConfigurationD OO0 OO0 O0O0O0OO0OOODO0O
000000000000 oDooo0ooooooooooooDooag Interface
ConfigurationdLine ConfigurationdVLAN Database Configuration 0 0 0 OO0 OO0 oo O
000000000000 Globa Configuration0 00 0000000004140
Jdddddooodde DOODOODOODMM 9800000000 000000

. gooooon

None
° gboooooo
Privileged Exec
i O
Console#fconfigure

Console (config) #

. ogooooo
end

E

oooboooooog
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m show history

gboboooooobooboboboboobooooboobobobobooooo

oo

ooDooooo
None

goboooo
Normal Execl] Privileged Exec

gooooooon
gbooooooobooboboboobowooooooboob1o00obO0oDbOo
oo

O
OO0000showhisoryD OO O OOO0O0O0OO0O0ODOOOODOOOODOO
gooon

Console#fshow history
Execution command history:

2
1

Configuration command history:

4

3
2
1

Console#

config
show history

interface vlan 1
exit
interface vlan 1
end

0!'D0000D0DONorma ExecO OO PrivilegeExecDO DO OOOOOO
Execwion0 00O OOOOO0OOOOOQOOOOOOOOOOODOODOOO
OOo0OO0OOoOoOoOoOoOoOoOOConfiguation 00000000 OOOOOO
OO00OO0OOOoOoOOoOoOOoOmi2000000 ExecutionODOOOOOO
20000000O0config000D0OCO0DOO

Console#!2
Console#tconfig
Console (config) #
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m reload

gbobooooobooboboboooboobooonog

0000000000 O00D0OOd Power-On Self-Test 0 00O
oooo 0O O M Copy running-config startup-configC 000000000
goo0oo0ooU0oUOooUOoOoOoUoUOoUOOoUoOoDOo

0d
. ooooooo
None
. ooooooo
Privileged Exec

. gooooooon
gbooboooooboobobobooooobooboobobobooo
° O
gboobooooooobobobobooooogo

Consolef#freload
System will be restarted, continue <y/n>? y

m end

0000000000 O0OPrivilegedExecOODOOOOOODO

. gooooon
None

° goboooo
Globa ConfigurationdInterface ConfigurationCILine Configuration
VLAN Database Configuration
. O
00000 O Interface Configuration 0 0 O 0O O PrivilegedExeceO OO OO OO
goobogooo

Console (config-if) #end
Console#

m exit

gboboooooobooboboboboboooooboobooboboobobobo

gooo

. gooooon
None

° gboooooo
oon
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e O
0000 DO OGloba Configuration 0 0 0 O O PrivilegedExecO O OO0 O OCLI
gdo0oOoOoOoOoOoOoOooOooooOoo

Console (config) #exit
Consoleffexit

Press ENTER to start session
User Access Verification

Console>

m quit

O00oo0o0oooooooooooooooooon
. ooooooo
None
. ooooooo
Normal Execl] Privileged Exec
. ooooooooo
DquitlexitC 0000000000000 00O0O0ODO0OOOOOO
. O
goo0O00oOocLobDobOobobooooooonog

Console#quit
Press ENTER to start session

User Access Verification

Console>
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4.3.2 Flash/FileOO OO

gboboooooobooboobobobobobobooooooooboobobon

m copy

00000000000 0DOCO0O0DOHeshOOOO TRTIPOODOOOOODODOO
gboboooooooboooboobooboboboobooboboooooobobOoDbo
gooooooooTrIPOOODOODOODOOOOOODOODODODOOOOO
oboboooooobooboboboboobooooboboboboboboooon
gboboooooboboboboooooooboobooboTrTPODODOOOO
gbobooooooobobobobooboonoo

. oo

copy file {file | running-config | startup-config | tftp}
copy running-config {file | startup-config | tftp}
copy startup-config {file | running-config | tftp}
copy tftp {file | running-config | startup-config}

|

fleOOOOOOOOOOOO0O0O0Oooooooooooooooooo

[ running-configD 0 0000000000000 D0O0OO0O0OOOOOOOO
good

O sartup-config0 00 000000000000O0O0O0O0O0OOO

O tpD TFTPOOO0O0O0O0OO0OO0OOO0OOOODOOOOOOOOOOOO0

. gooooon
None

e [OOOOOOO
Privileged Exec
e [0J0OODODODOOOO
0 0000000000000000000000000000000000
ooooooooog
0 00000000000000000000/000\W000000000
0000000000000 U.OD0DUDoDoDoDoDoDooDooooon
00000103 000000000000 AO ZOaO zOooO o .40
O-00_ 0000
0 0000000000000000000000000000O00O00a0
[0 Factory_Default_ Config.cfg0 0 0000000000000 O0O0OOOOO0
goooo0oQoOoOoOoOoOoQoOoOoOoOoOoUoOoUOODOoOoOoODDODDOO
0 00000000000000000000sartup-configD 0000000
oo
0 000 ROM(diagnostic) 000 OO TFTPOOOOOOODOOOOOOOO
ooooooooog

E

oooboooooog
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. O
gooboooTrTPOODOD0O0ODOOOOOOOOOOODOODODOD

Console#fcopy file tftp
Choose file type:

1. config: 2. opcode: <1-2>: 1
Source file name: startup
TFTP server ip address: 10.1.0.99
Destination file name: startup.01l
/

Console#

gboboooooboobobobobooboooboobobobobooboooon
oon

Consolef#fcopy running-config file

Destination configuration file name: startup
Write to FLASH Programming.

\Write to FLASH finish.

Success.

Console#

gboobooooooobooboboboboooooooonoo

Consolef#fcopy tftp startup-config

TFTP server ip address: 10.1.0.99

Source configuration file name: startup.O0l
Startup configuration file name [startup]:
/

Console#

m delete

gbooooooboboboboooboobooboboboobooo

. oo
delete filename

O filename0 D0 0000000 O00DOOO
. ooooooo
None
. ooooooo
Privileged Exec
. ooooooooo

0 oo00000o0O0o0o0oROMOOOOOOOOOOOOOOOOOODOO
gboboboooobooboobobobobobooooo

[0 O Factory_Default_Config.cfgd 0 00000000
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. O
00000000000 0DO000D00 test2cfg0000O0O0O0ODOOODOO
gooo

Consoleffdelete test2.cfg
Console#

dir
0000000000000 0000D0D0O0O000DOO0OOoOooooooOo

. ad
dir [boot-rom | config | opcode [:filename]]

[ boot-romd 000 ROM
O confign 000000

[0 opcode 000000000 O0O0O0DOODOOODOODOOO
goooboobooboboobooboooboobooboboooobooo

ooooo
e [OOOOOOO
None
e [0JOODODOOO
Privileged Exec

° gboooooooon

0 000000000dr0000000000000000000O00000
gbobooboob

0 00o0o0ooooooooooooa

IiI

oooboooooog

ooooooao oad

file name goooooo

file type 0000000 O Boot-RomO Operation Code [0 00 O
Config file

startup goooobooooobobooooboooooog
gooooooooobogo

size goooooooooog

. 0
gboooooobobobooboobooo

Console#dir
file name file type startup size (byte)
diagl075 Boot-Rom image Y 73344
v02014 Operation Code Y 1025024
Factory Default Config.cfg Config File Y 1613
Total free space: 1851392
Console#fdelete diagl075
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m whichboot

gbobooooooboobooboboboobooobooobooooboobobon
° gboooooo

None
. ooooooo
Privileged Exec
. O

OO000Owhichhoot 0O O0OD0OOOO0DOOOODOOOOODODOOODOOOO
O000CO000oOo0oO00DoO00bOOo0de drf - 11700000C0O0OO
gooooooo

Console#whichboot
file name file type startup size (byte)
diagl075 Boot-Rom image Y 73344
v02014 Operation Code Y 1025024
Factory Default Config.cfg Config File Y 1613
Console#

m boot-system

gbobooooooboobobobobooboooobobobobobooboooon
oooooooo

. oo

goobooooooobobobobooboooobooboboboobooo
oo

boot system {boot-rom | config | opcode}: filename

[0 boot-romd O OO ROM
O configd 000000

U opcoded 00O OOOODO
gbooooooooobo

flemlameJ 0O OOOODOOOODOOCOOO

° gboooooo
None

. goooooo
Global Configuration

° gboooooooon
0 00o00000000000o00oo0ooooooon

0 00000000000000000000000000000000D0
oo
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. u

Console (config) #boot system config: startup
Console (config) #

. oooooo
dir
whichboot

4.3.3 System Management [ [ [0 [J

gboobooooooobooboboboooboooooobobobobooooo
gboboooooboobobobobooboooboobobobobooboooon

m enable password

0000000000 O00DOCO0DOOPrvilegedExecOOOOOODOOOODOO
0000000000 00DOC00DO0OO000DODO00D0COOOmenadle
passwordd OO0 O0O000OO0O0DOOOO0ODOOOOODOOOODOOOODOOOOO
gbobooooobobobo@mereoboobDOO

° oo

d

O
O

enable password [level levell {0 | 7} password
no enable password [level Ievell]

level levelO Privileged Exec OO OO0 150000 00 14000000000
{o|70o000O0OOOODO7ODODOOODODOOO

passwordd O O privileged DO OO0 000000 OO00OO0O0OOOOOO
gbobosgoooooooboobob 32000

. gooooon

O
O

gboboooobisoon

0000000000000 00D00O0000O000D0D Tenetd O superD
good

. goooooo
Global Configuration

. gooooooon

O
O

gb.00o0gobooboboboooobobo

gobobobooo TrrPOO0O0OOOOODOODODODOODOOOOOO
gbobobobobooooobooboboboobooboooooboobobo

gboboboobooobooboobobobobooooooobobobon
gboboboobooobooboobobobobooooooobobobon
gboboboooobooboobobobobobooooo

E

oooboooooog
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. u

Console (config) #enable password level 15 0 super
Console (config) #

. oooooo
enable

m logging on

gboobooooooobooboobooboboboboobobooboooobobOoDbo
gbooboooomre 0000000 OD0OO0ODOODODODOOOOODODO
gbooooooooooboon

gbobooooobooooboboboboobooooboob
ADD goboooooboooobbooobbooobobooooboDbo
gboobooooooobOobosNMPOOOOODOODO SNMP
gbooooooboobobon

oo

logging on

no logging on

e [0OODODOOO
Disabled

° goboooo
Globa Configuration
. goooooogn

gboboooooboobobobobooboooboobobobobooboooon
OO0 logginghisoryD 00O O0O0O00D0OOCOOOOOODODOOOOOOOO
goooooooobon

. 0

Console (config) #logging on

Console (config) #

e [QOOODOODO
logging history
clear logging

gbooboooooobobobobobooooooobobobobooboooo
gbooboooooboobobobobo0o0 rRAMODOOOODOOODOODOODOD
gboob04e0000000000RAMOODOO 2480000000000
gboboooooooboobobobobooooobooboooDoo
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m logging history

000000000000 Simple Network Management Protocol D 00000000
goobodboooobooboboobbooobuoobbooboboobbooboo
O@po0 0000000 OOO0ODOODODOODOOODODOOODOOODODOOOOn
oad

. oo

logging history {flash | ram} level
no logging history {flash | ram}

O flsh00000000000000D0O000DOO0O0OO0ODOOOOOOOO
ao

Oram000000 RAMODOOOOOOOODOOOOOOOOOOOOOOO

OleelD000000000O0O0OO00DOOOODOOOOOODOOOOOD
gbobobooobooobogon

E

oooboooooog

goooo ogo oo gooooo
ogodoo 0 gooooooao LOG_EMERG
(emergencies)
00 (alerts) 1 gooooooooood LOG_ALERT
00O (critical) 2 ooooo LOG_CRIT
Ooag (errors) 3 ooooo LOG_ERR
00 (warnings) 4 0oooo LOG_WARNING
00O (notifications) 5 00o00ooooooooa LOG_NOTICE
oo
00 (informational) | 6 00o0o0ooooo LOG_INFO
gogdo 7 gooobooooo LOG_DEBUG
(debugging)

. goooooo
Flash: errors (level 30 0)
RAM: debugging (level 70 0)

. goooooo
Global Configuration

. doooooooo
doddddoooooooooooooooooooobooborAMOOOOO
dddddoooooooooooooooooooooboooooooon
agooad

° u

Console (config) #logging history ram 0
Console (config) #

43000000000 121



. goodod
snmp-server enable traps
snmp-server host

m clear logging

gbobooooobobobobooooooboboboboooo

° oo

clear logging [flash | ram]

O flashDOOOOODO0O0O00O00O000O0O0O0O00O0O0O0OO0O0O00O000
oo

Oramd0 00000 RAMOOOODOOOODDOOOODOOOOOODOOOOO
° gboooooo

None
. ooooooo
Privileged Exec
. O

Consolef#ficlear logging
Console#

. gooooa
show logging

B username

gbooboooooobooboboboboboooooobobobobooboooo
gboob0omreOOOooOonO

. oo

username name {access-level level | nopassword | password
{o | 7} password}

no username name

O named 00000000080 0000000O00O00OB0

access-leve—leve DO D OO0 00000
0000000000 2000000000000000000o00 Norma
Exec O 150 PrivilegedExec OO0 OO 00O 10 40000000 MM

[ nopasswordd 00 0000000000000 OOO0OOOOO
{0|7} DoOCOCOCOOOCOCOOO7UOOUOUODOODOOOOOOOO

[ password passwordd D0 000000000000 O008000000O00OO
gooooooo

|

|
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° goboooo
0 0000000000000O0 Normal ExeecDOOOOODO
0 00000000000000000000000000000D00000
000D000TdnetDO WebODODODOOOOOODODODOODOODOODODO
0 0O Normal Exec 0 0 O O O O guestt] Privileged Exec 0 0 0 0O O O adminO O

ao
gboboobooobooboobobobobooooooboobobo

oooo goooooo ooooo
guest 0 guest
admin 15 admin

° goboooo
Global Configuration

. gooooooon
gboooooooo TrrPOOO0O0D0OO0DOO0OOOOOOOOOODOODOODO
gbobooooooboobobobobooboooboobobobobooboooon
gboobooooooobobobobobobooooboobobobooboooo
gboobooooooobobobobobobooooboobobobooboooo
gbooooboobobobobooobooobooon

° O
goobooooooobobobobooboooobooboboboobooo

Console (config) #username bob access-level 15
Console (config) #username bob password 0 smith
Console (config) #

m hostname
0000000000000 00000000000000000000o0ooOog
000000000 mMnO0O0O0O00O0O
e 0O

hostname name
no hostname

U namel 000000000255000

. gooooon
None

° goboooo
Global Configuration

° u

Console (config) #hostname Server Chassis 35
Console (config) #

E

oooboooooog
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m Jumbo Frame

gbobooooooboobobobobooboooobobobobobooboooon
gbobooooboobobobobooboobooncdbobOoboboboOob0OonDO

oo

jumbo frame
no jumbo frame

gboooooo
Disabled

goooooo
Globa Configuration

gboooooooon
0 0ooo0o0oOo0oooecood00n0nooooooooooooooon

gboboboboooboooboobobobobooobooouoobooOoD 15180
gboboboobooobooboobobobobooooooobobobon
gboboboobooboobooboboboboooooboobobOobo

gbobobooooogoo

0 00000000000000000000000000000000

gboboboooboobooboobobobobobooooboooboobobobo
gbobobooooboobooboboboob200b0b0obooobooobogoon
goboboboobooogooobobobobooooooobooobobon
goboboboobooogooobobobobooooooobooobobon
gbobobooobooboobobobobobooooo
gboboboobooboobooboboboboooooboobobOobo
O000O0O0O0OO0OesO00000OOOOOOO (T 4316 Broadcast Storm
Contro 0000 - 1920 000000000000 )

Console (config) #jumbo frame
Console (config) #
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ip http port

gOo0OOoOoOoOoOoOoOoOowehOOOOOoOooooooooooo TePOOOOO
gbooooooboobobobobobooboobmrobO0OOO

. oo

ip http port port-number
no ip http port

O port-number0 0000000000000 O0DOO TCPODOO

O0o0o0omOoDO10 655350

° gboooooo
80

. goooooo
Global Configuration

° u

Console (config) #ip http port 769
Console (config) #

. goooono
ip http server

ip http server

gbooboooooobooboboboboboooooobobobobooboooo
gboboooooooboom@™e000OooOobDODO

. oo

ip http server
no ip http server

. ogoooood
Enabled

. goooooo
Global Configuration

° u

Console (config) #ip http server
Console (config) #

. goooono
ip http port

E

oooboooooog

43000000000
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m show startup-config

gbobooooooboobobobobooboooobobobobobooboooon
gbooooooobaonb

° gboooooo

None
. ooooooo
Privileged Exec
. O

Console#fshow startup-config
building startup-config, please wait.....

|

!

snmp-server community private rw

snmp-server community public ro

|
username admin access-level 15
username admin password 7 21232f297a57a5a743894a0e4a801fc3
username guest access-level 0
username guest password 7 084e0343a0486ff05530df6c705c8bb4
enable password level 15 7 1b3231655cebb7alf783eddf27d254ca
|
no broadcast

!
vlan database

vlan 1 name DefaultVlan media ethernet state active

|

!

interface ethernet 1/1

switchport allowed vlan add 1 untagged

switchport native vlan 1

bridge-group 1 portfast.

interface vlan 1
ip address 0.0.0.0 255.0.0.0

line console
no login

!

line vty

|

!

end

Console#
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° gooooo
show running-config

m show running-config

gboboooooobooboobobobobooooobooboooboo

o oonooooo
None

. goooooo
Privileged Exec

° gboooooooon
OO00D0C0OOOshow startup-configd DO 000000 O00D0OOOOODOOO
gbooboooooboobobobobooogoon

. 0

Console#show running-config

building running-config, please wait.....

!

!

snmp-server community private rw

snmp-server community public ro

!

username admin access-level 15

username admin password 7 21232f297a57a5a743894a0e4a801fc3
username guest access-level 0

username guest password 7 084e0343a0486f£05530df6c705c8bb4

enable password level 15 7 1b3231655cebb7alf783eddf27d254ca
!

O
O
O
O
O
O
O
O
O
O

vlan database

vlan 1 name DefaultVlan media ethernet state active
1

!

interface ethernet 1/1

capabilities symmetric

no switchport broadcast

switchport allowed vlan add 1 untagged

switchport native vlan 1
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interface vlan 1
ip address 10.1.0.1 255.0.0.0

ine console

ine vty

— e e e e e e e e e

end
Console#

. gooooo

show startup-config

show logging

gboobooooooobooboboboooboooooobobobobooooo
oo

. oo

show logging {flash | ram}

O flsh00000000000000D0O000DOO0O0OO0ODOOOOOOOO
ao
Oram000000 RAMODOOOOOOOODOOOOOOOOOOOOOOO

. gooooon

None
e [OOOOOOO
Privileged Exec
e O

Console#fshow logging flash

Syslog logging: Disable

History logging in FLASH: level errors
Console#
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m show system

gbobooooobooboboboboooboooonbo

o oonooooo
None

. Ooo0oooooo
Normal Exec, Privileged Exec

° u

Console#tshow system

System description: Unicorn Intelligent Switch

System OID string: 1.3.6.1.4.1.259.6.10.39

System information

System Up time: 0 days, 0 hours, 55 minutes, and 54.91 seconds

System Name : Switch

System Location : Boston

System Contact : Charles

MAC address : 00-00-e8-00-00-01

Web server : enable

Web server port : 80 O
POST result ]
--- Performing Power-On Self Tests (POST) --- O
UART Loopback Test........cuuiuuuunnenn. PASS O
Flash Memory Checksum Test.............. PASS O
CPU SeLf TeSt. ..t PASS ]
MPC850 clock Timer and Interrupt Test...PASS O
WatchDog Timer and Interrupt Test....... PASS t
DRAM TeSE. ..o voreee et e e e PASS -
PLX9054 Access Test.......... ... ... PASS o
BCM Chip Test.......ciiiiiinin.. PASS

Switch Driver Initialization............ PASS

Switch Internal Loopback Test............ PASS

7777777777777777777 DONE ---------coceceeeee——

Console#

m show users

go0oOoOoOoOoOoOoOoOoOTenetDOOOOOO IPOOCOOCODOOODODODODODOO
OO00oO0OoOoOoOoOoO0 TenetOOOOQOOoooooQg

o oonooooo
None

. goooooo
Normal ExeclIPrivileged Exec
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Console#tshow users
Username accounts:
Username Privilege

Online users:
Line Username

console

1 vty 0 admin

Console#

Idle time

(h:m:s)

Remote IP addr.

m show version

gbooboooooobooboboboboboooooobobobobooboooo

oooooooo

. gooooon
None

° gboooooo

Normal ExeclIPrivileged Exec

. 0

Consolef#fshow version
Unitl

Serial number
Hardware version
Number of ports
Main power status
Agent (master)

Unit id

Loader version

Boot rom version
Operation code version
Console#

:2
:2
:13
:up

:1

:V0.0.5.0
:1.0.0.75
:0.2.0.14
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434 SNMPOOOO

ooobooooooooooooobboOoobooosNnvPOOOODOOODODO
gbobooooooobobaobo

m show snmp

gbooboooooooosNn\vPOODOODODOOOOOOOO

gooooon
None

ooooooo
Normal Exec[IPrivileged Exec

gboooooooon

ooobooooooooosNn\vPOODOOOOODOOODOOODODOO

O

Consolef#tshow snmp

SNMP traps:
Authentication: enable
Link-up-down: enable

SNMP communities:

1.
2.

private, and the privilege is read-write
public, and the privilege is read-only

0 SNMP packets input

0

o O O O O O O

0

Bad SNMP version errors

Unknown community name

Illegal operation for community name supplied
Encoding errors

Number of requested variables

Number of altered variables

Get-request PDUs

Get-next PDUs

Set-request PDUs

0 SNMP packets output

0

o O O O O

Too big errors

No such name errors
Bad values errors
General errors
Response PDUs

Trap PDUs

SNMP logging: disabled
Console#

E

oooboooooog
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B snmp-server community

000000000000 Simple Network Management Protocol D 00000000

gboboooooobooboboboboobooooboobobobobooooo
OMnpe0 000000000

. oo

snmp-server community string [ro]|rw]
no snmp-server community string

O sring000000000000000O0SNMPOOOOOOOOOOOO
ooooooobobooobooooobob0ooobo 200oDoooooOoo
gboboooogo

O ro00000000O0O00O0O0DOOODOOO
gooobooobobooobo MBODOODODOODOODODOODOOOO
ao

0 wOOOOOOOO0DOO00000000000
gbobobooooooooMBUObDOOOOOOODOOODODODO
goooo

° gboooooo

O puwlicOO0OO0O0OO0O0O0O0OO
gooobooobobooobo MBODOODODOODOODODOODOOOO
ao

O privaled 000000000000
gbobobooooooooMBUODOOOOOOODOOODODODO
goooo

. goooooo
Global Configuration

e [0J0OODODODOOOO
0 snmp-server communityD D 00000000 O000O00O SNMP(SNMPv1) O OO
gooooo
0 no snmp-server communityD OO0 00 O00OSNMPOOOOOOOO

° u

Console (config) #snmp-server community alpha rw
Console (config) #
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snmp-server contact

gbobooooooboobooboboboobooobooobooooboobobon
gboboooobooboboboboooobomroboboobooon

° oo

snmp-server contact string
no snmp-server contact

O string00000000000000000000000255000

° gboooooo
oo

. goooooo
Global Configuration

° u

Console (config) #snmp-server contact Paul
Console (config) #

. gooooa
snmp-server location

snmp-server location

gboboooooobooboboboboboboobobooboooboobobOobOobo
gbooooo@™nO0O0OoOoOoOOoDO

. oo

snmp-server location text
no snmp-server location

UtextO0OO000D0OO0O00O0O0DO(OOOO25500)

° gboooooo
oo

. goooooo
Global Configuration

° u

Console (config) #snmp-server location WC-19
Console (config) #

. gooooo
snmp-server contact

E

oooboooooog
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m snmp-server host

000000000000 Simple Network Management Protocol D 00000000
gobodobooobuooboobbooboob™ncbobbooboo

. oo

snmp-server host host-addr community-string
no snmp-server host host-addr

0 host-addr0 00000000000 DOOO0 IPOODOOOOOOOOOO
gbobobooooboosgoboobooboooo

O community-string0 0 000 00000000000000DOO0O0O0OOO
0000000000 0DO0OO0Osmp-serverhostOD OO ODOOOOODOOO
000 0 simp-server hostO 0 0 0 00 0O 0O O O I snmp-server community
g000000DOOo00bOo000ooObO00oomoooo32000

° gboooooo
oo

. goooooo
Global Configuration

e [0OOOOOOOO
Osmp-serve0 0 0000000000000 000O0O0O0O0O0OOSNMPOO
O0000O0O0O00O0O0O0O0O0OO0ODOODODOOOOOD 1000 snmp-server
hostDOOOOOOOOOOOOOOOOOOOOOODOODOODODODODODOO
OO00O0OOOoOOoOoOO0Osmp-serverhostD D0 000000000000
O snmp-server hostd 0O 0 O 0 0 [1J snmp-server enabletraps] D 0 0000000
gOo0oOOoOO sSsNMPOOOOOOOOOOOOOOOOOOOOsnmp-
serverenabletraps 0 0 0 0 0000000000000 OOOOOOOOOO
0000000 100 0smmp-serverenabletrapsD D0 000000 O O shmp-
serverhost0 00 0000000000000 OO0O
000 MM simp-serverenabletraps0 0 0 000000000000 OOOOO
oooo
goooOoOoOoOoOoOoOoOoOoOoOoOOOOOOOOoOObDOO

° u

Console (config) #snmp-server host 10.1.19.23 batman
Console (config) #

. goooono
snmp-server enable traps
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® snmp-server enable traps

0000000000000 00 SmpleNetwork Management Protocol 00 0 0 0O O
gooosSNvPOOOOOODOODODODOOOSNMPOODOOOOODODO
Opo0 0O0O00OO0OOO0O

. oo

snmp-server enable traps [authentication | link-up-down]
no snmp-server enable traps [authentication | link-up-

down]

0 authenticationd 0 000000000000 O000OOO
O link-up-downD 00O 000000000000 OO0DOOOOOOOOO

good

gooooooboooooooooboooooboobooboobooo

uidl pgpooooo00000000000000O00O00000

gboooooo
Link-up-downOD OO0 O00O0OOO0OOOO 1000000000DOOCO0ODOAO

goooooo
Global Configuration

ooooooooo

O Snmp-serverenabletraps0 0 0 00000000000 OODOOOOOCOOO
gdo0o0oOoO0oO0OoOoOoO0O0OO0 SN\MPOOODOODODODODUOODODODOODOOO
O0000 1000 smp-serverenabletraps0 0 00000000000 OOO
gooooOoOoOoOoOoOoOoOOOOOOOOOOOOOODOOOODOODOOO
gooooOoOoOoOoOoOoOoOOOOOOOOOOOOOODOOOODOODOOO
gdoooOoOoOoOoOoOooooooo

0 snmp-server enabletraps] 0 0 0 0 0O M snmp-serverhostO 000000000
O0000mMsmp-serverhostD 000 0000000000000 SNMPO
gooooOooOoOoOoOoOoOOOOOOOOOOOOOOOODOODOODODO?
OO0O0Osmmp-serverhost0 OO0 000000000 OOOOOO
gooooOoOooOoOoOoOoOoOoOoOOOOOOOOoOooMBOOOODOOO
goooooooMBOOOOOOOOOOOOOOOOOOODOODOOO
gdooo0oO0OOoOoOoOOoOOOOOOOOOOOOOOMIBOODODOO
go0o0o0oO0oO0OO0OoOO0OOOOOOOOOOOOOOOOOODOOsNmp-
serverenabletraps 0 0 0 0 0 0000000000000

O

Console (config) #snmp-server enable traps link-up-down
Console (config) #

gooooa
snmp-server host

oooboooooog
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4.3.5

LneO O OO

ooooooooooOoobboooooooooOooOooDbbooobo cuooon
gboboooooobooboboboboboooobooboboboobobobo
go0oOoOoOoOoOoOoOoOOOOOOCOOOOOOOOCOCOOTedNetDOoooQ@
OOOOCOCOOOOTenetD 000000000 O exec-timeoutd O O password-
threshO OO OOO

gboboooboobooboooboboobobobbooban
ADD gboooobooboobobobooboobooobobooban
gbooooooboobobobooboooobooooboon
gooooo

m line

gbobooooooboobobobobobobobobooboooboobobOobobo
gooooooon

. oo

line {console | vty}

O consoleD 000000000
O viydOOOooooooooooooooooo

° gboooooo
oo

. goooooo
Global Configuration

. gooooooon
TenetOOOO0O0O0O0O0O0O0O0O0O0O0O0@Mshowusersd 0000000 VtyOO
gbobooooooboobobobobooboooboobobobobooboooon
TenetOOOOOOOOOO

° O
consoleline0 00000000 OO0ODOOCOODOOOOODOOOODO

Console (config) #line console
Console (config-line) #

. oooooo
show line
show users
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m |ogin

gbobooooooboobobobobooboooobobobobobooboooon
gboboooooboobobobobooooooboobobobOobMnod
oooooooo

. oo

login [locall
no login

O locd0 00000000000 DOOOOOODODOO
bd0MMusenmamed DO DO OOOO0OO0OOOOODOODOOOOO

. ooooooo
O0000o000oooo0ooo0ooo0ooooooooooooooon
O0000000ooo0oooo0oDooooooooooooooooon
oo0oooooooooo

. ooooooo
Line Configuration

. doooooooo
locd DOOOOOODO lognOOOOOOOODOODOO Lineconfigurationd O O
O00O0Opasswordd0 00000000000 OO0ODOO

° u

Console (config-1line)#login local
Console (config-line) #

. goooono
username
password

m password

gboobooooooobooboboboboooooobobobobobOobo
go0mre00O0O0O0OoOOOO

. oo

password {0|7}password
no password

0 {0|730000000000000000007000000000000
gooooo

0 passwordd Line0 00000000000 O0OOOODO
goooooobbooobooOoo spooooboooobbooonD 2000

E

oooboooooog
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. gboooooo
gooooooon

. goooooo
Line Configuration

. gboooooooon

0 000000000000000000000000000D000000O0
goboboooogo
goboboboobooogooobobobobooooooobooobobon
0000000000000 password-threshO OO OOOOOOOODOO
gboboboobooobooboobobobobooooooobobobon
goano

0 000000000 T TRPOOOOOOOODOODOOOOOOOOOOOO
gbobobobobooooobooboboboobooboooooboobobo
gboboboobooobooboobobobobooooooobobobon
gboboboobooobooboobobobobooooooobobobon
gboboboooooboooboobooboboboobooooo

Console (config-1line) #password 0 secret
Console (config-line) #

° gooooo
login
password-thresh

m exec-timeout

gboobooooooobooboboboboooooobobobobOobOoDbo
gbobooooobooboboboboooboomMmnbooonoonOO

° oo

exec-timeout seconds
no exec-timeout

[0 secondsD00000000000000O 65535000000000000£0
. ooooooo

CL.O0OOoOoooDo

Telnet: 10 O
. ooooooo

Line Configuration
. ooooooooo

0 0000000000000000000000000000000000
gboboboobooboboboboboooboooobooboobobo

138 A000o0obobooga



0 00000000000000000 TednetOOODOOOOOODODOOO
0 TednetDO0O0O0O0O0O0O0O0O00O0O0O0OO0DOOODOOO

. 0
oo0oboo0o0oz200000000DOO00bDOO0OODObOOODObOOO

Console (config-1line) #exec-timeout 120
Console (config-line) #

m password-thresh

gbobooooooboobobobobobooooboboobooobooboobOobobo
gbobooooobobobobobobobomMnobooonoonOO

° oo

password-thresh threshold
no password-thresh

0 threshold0 OO OOOOD0O0OO0O0O0O00O0O0O0O0O0O10 1200000000
god
. goooooo
dooooo3000o
. goooooo
Line Configuration
. doooooooo
0 0000000000000 0000000000O0000O000000O0
godbdddddddoooooooooooooooooooooon
Jooo0dooOOo0ooooDoOo0mM™slenttime0 000000 OOODOO
0 000000000000000000 TdnetOOOOOODOOOO
. g
dddddooooo sOo0oooooooooooooooooooon
aad

Console (config-1line) #password-thresh 5
Console (config-line) #

. oooooo
silent-time

E

oooboooooog
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m silent-time

gO00OCOOOOOOOOOOOOOOOOOOOpassword-threshD DO OO OO
gbobooooooboobooboobooboboboboooooobooboobobobo
OO00Osdlent-time0 0000000000 Mne000D0000O0OODO

. oo

silent-time seconds
no silent-time

0 seconds0 0000000000000 000OO0O 655350000000000

° gboooooo
OO00D00OO0 slent-time00000O0OOO0OODOOO

. goooooo
Line Configuration

° gboooooooon
Opassword-threshO OO OO0 O000OO0OO0OOCOOODOOOODOOOODODOO
gbooboooooo3bobobobobobooooooonDo

° O
ooobooboeolDOOUOODOOODDOOOODOOOODOOODO

Console (config-line)#silent-time 60
Console (config-line)#

. goodod
password-thresh

m databitsOD OO OO0 00D0O0OO0O0O0O0ODOOOO

gbobooooooboobobobobooobooobooboobobo1obO0obon
gbooboooooobobobobobooooooo™noooooonDO

. oo

databits {7 | 8}
no databits

00 701000007000
00 801000008000

. gooooon
1000008000

. ooooooo
Line Configuration
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« 000000000
Odatabits0 0 00 0000000000000 70000000000000
00000000000000000000000000000000100
00070000000000000000000000100000 800
00000000

e 0
7000000000000000000000000000

Console (config-1line) #databits 7
Console (config-1line)#

. goooono
parity

mparityD 00 000000DO0OOOOOODOO

gboobooooooobooboboboboooooobobobobOobOoDbo
gbooboooodm@™nU00OO0OoOODO

. oo

parity {none | even | odd}
no parity

O noneD0OOOOOO
U eend0 000000
O odddO0OOOOO

° gboooooo
gooooo

. goooooo
Line Configuration

° gboooooooon
gbooboooooooboboboboobooooboobobobooboooo
gboobooooooobooobon

° O
gbooooooboboboboooboobooboboboobooo

Console (config-1line) #parity none
Console (config-line)#

E

oooboooooog
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m speed 00000 0ODOOOOOOODODOO

gbobooooooboobobobobooboooobobobobobooboooon
boboooooobooboobobobooobooooobooboooboooboobobob
gbooboooooooboobobMmno00OobOOobOOoDOD

. oo

speed bps
no speed

Obps01000000000000DOOOO0
00000000900, 57600, 38400, 19200, 115200bpsC]

. goooooo
9600bps

. goooooo
Line Configuration

e 000000000
0000000000000000000000000000000000
00000000000000000000000000000000000
00000000000000000000000000000000000
000000000000000

e 0
57600bps 1 00 000000000000000000000

Console (config-1line) #speed 57600
Console (config-line) #

m stopbitsU 0000000000 0O0OOO0OOO

gbooboooooboobOoi1oobooooooooboobobobobobooonDo
gboboooobooboboboboooobomroboboobooon

° gad
stopbits {1 | 2}

0 1010000000
0 2020000000

° gboooooo
i1gb0o0oooon

. ooooooo
Line Configuration
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. O
200000000000DO0DO0ODOOOOODODODOODbDObOOO

Console (config-1line) #stopbits 2
Console (config-line)#

m show-line

gboobooooooboobobobobobooooooboooDo

. oo

show line [console | vty]

O consoleD 000000000
O viylOOOooooooooooooooooooo

. gooooon
consoled ViyOOOOOOOODOOOOODODOO

. goooooo
Normal Execl] Privileged Exec

. a
dddddooooooooooooooooooboobooooooooo

Console#show line

Console configuration:
Password threshold: 3 times
Interactive timeout: Disabled
Silent time: Disabled
Baudrate: 9600
Databits: 8
Parity: none
Stopbits: 1

Vty configuration:
Password threshold: 3 times
Interactive timeout: 65535
Console#

E
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43.6 interffacelO0O0O

gboboooooboobobobooboboboboobooobovVLANDODODO
gboboooooooboobaobo

m Interface

gbobooooooobobobobobooboobooooooobobobo
gboobooooooobooobon

. oo
interface interface

interface
[ ethernet unit/port
e uNtJOO0OOO0ODOO0ODOOODDOOO 1000
e port00D0OO0
[ port-channel channel-id0 00 : 10 60
O vianvian-idO O O : 10 40940

. goooooo
gad

° goboooo
Global Configuration

. O
gobodbodo1ggbooboboobboobobuoobboobboon

Console (config) #interface ethernet 1/1
Console (config-if) #
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m shutdown

gboboooooobooboobobobobooboboooboooooboobOobon

gbobooooobobmno0O0O0OO0ODODO

° oo

shutdown
no shutdown

. gooooon
gboboooooooboobobob

. goooooo
Interface Configuration (Ethernet, Port Channel)

. gooooooon

gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooboooon

gbooboooooooboboboboboooogoooon
. 0
gbobooooooobobobobsooooooboon

Console (config) #interface ethernet 1/5
Console (config-if) #shutdown
Console (config-if) #

m clear counters

gboobooooobooboboboobooooooooboobobo

. oo
clear counters interface

interface - ethernet unit/port
OuwitDDO0OO0OO0O0OO000000000 1000
O port00O0O0O0O

. goooooo

aad
. goooooo
Privileged Exec
. a

gbooboooooooboobobosobooooooobogon

Console#fclear counters ethernet 1/5
Console#

E

oooboooooog
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m description

gbobooooooboobobobobobobooboboobooobooboobobobo
gbotomre0obOoooooon

° oo

description string
no description

0 sring0 00 000000000000000000O0000000O00A0
odooooboOolide4n00Oad
. goooooo
aad
. goooooo
Interface Configuration (Ethernet, Port Channel)
. g
dddddooooooooooo sooooooooon

Console (config) #interface ethernet 1/5
Console (config-if) #description RD-SW#3
Console (config-if)#

m speed-duplex

gboboooooobooboboboobobobobooobooooboboobobobo
gboboooooboobobobobooooooboobobomno OO0
OO0C0OO0OCOOCODO 10 100 1000RUIODOOODO 110 130 100flCDODOOCOO

oo

. oo

speed-duplex {1000full | 100full | 100half | 10full |
10half}
no speed-duplex

1000fulld 1000Mbps 0 00 0O OO OO0 OO
100fulld 100Mbps 0 0 0000000000
100hafO 100MbpsC OO OO OOCOOCCOCOO
10fulld 10Mbps 0 D 0 0O O OOOOOO
10half0 10MbpsD 00000000000
. gooooon

0 00o00000000000o00oo0ooooooon

0 00000000000000000Ospeed-duplexO0OODOOOOOOO
00010 100 1000RUIDOOOO 110 130 100fUlDOOOOOOO

I I I o O |
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e QOOOOOO
Interface Configuration (Ethernet, Port Channel)

. doooooooo
Ospeed-duplex0 000000000000 DOOO0ODOOODOOOOODODOO
O@Mnonegotigtiond OO0 0000000000000 DOOOOOOOOOOO
doddoooooooooooooo

. a
000000000 110 100MbpsO OO0 O0O0OCOODOO

Console (config) #interface ethernet 1/11
Console (config-if) #speed-duplex 100half
Console (config-if) #

. goodod
negotiation

m negotiation

gbobooooobooboboboboboboboobobooobooboobobobo
gboobooooooobooboboboboooooo@merobo0ooooon

. oo

negotiation
no negotiation

° gboooooo
oo

. ooooooo
Interface Configuration (Ethernet, Port Channel)

° gboooooooon
OO000o0OO00ooOoOoOoOoDooOoOoDooMb/MDI-XOODODOOODOOOO
gboobooooooboobobobobooooboonog

. 0
gboboooboobnoooboobobobobooooooboooboobobon

Console (config) #interface ethernet 1/11
Console (config-if) #negotiation
Console (config-if) #

E
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m capabilities

gboboooooobooboboboobobobobooobooooboboobobobo
gboboooooobooboboboboboooooboooboooboobobobobo
Ond0 000000 OOODOODOODOODOOOOOOOODOOOOn0DOODOO
gooooo

. oo

Oooogooogodd

capabilities {1000full | 100full | 100half | 10full |
10half | flowcontrol | symmetric}

no capabilities [1000full | 100full | 100half | 10full |
10half | flowcontrol | symmetric]

1000fullD 1000Mbps OO O OO OO0 OO
100fullDd 100Mbps O OO0 OO OO OOO
100haf0 100MbpsCO 00O OO OODOO
10fulld 10Mbps 0 00 OO OO0 OO
10halfd0 1I0MbpsO OO0 OO OO OODO
flowcontrolD OO OOO0ODOOODO

symmetric—0 000000000 O00DOQCOO0DOOOOODOOO0ODOOOO
O000000DoO0eymmetric000000O0OO0OODODOOODOOOO
O00000OQ00OQ0OoO0DOODoOoOoOOOoOoOOOO symmetricO OO
gboboooobooboboboon

° gboooooo
OO0 10 10: 1000full
OO0 110 13: 10half, 10full, 200half, 100full, 1000full

. goooooo
Interface Configuration (Ethernet, Port Channel)

. 0

0000000000 00D000 10000 100ndfO1o0fulDOCOODOO
gooooo

Console (config) #interface ethernet 1/11
Console (config-if) #icapabilities 100half
Console (config-if) #capabilities 100full
Console (config-if) #capabilities flowcontrol
Console (config-if)#
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m flowcontrol

gbobooooooboobobobobooboooobobobobobooboooon
UMn0 000000000

° oo

flowcontrol
no flowcontrol

. gooooon
oo

. goooooo
Interface Configuration (Ethernet, Port Channel)

. gooooooon

0 0000000000000000000000000000000000
gboboboobooboobooboboboboooooboobobOobo
gboboboobooobooboobobobobooooooobobobon
goboboboobooogooobobobobooooooobooobobon
gbob0obobooooonboobIeEees23x0 000000

0 00000000000000000000000000000000D0
goooo0o0o0oOoO0oOoOoO0OOoU0OODUOO0DUOODUODOODODODO
[ flowcontrol 0000000000000 ODOOODO MM no negotiationd O

gboboboobooobooboobobobobooooooobobobon
gboboooogo

0 0000000000000000000000000000000
OflowcontrolD 000000 cgpabilitielisO 00000000 OOOOOOO
° O
gbobooooobonnooooooooboobooooo

Console
Console
Console
Console

config) #interface ethernet 1/11
config-if)#flowcontrol
config-if)#no negotiation
config-if)#

e [QOOODOODO
capabilities (flowcontrol, symmetric)
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m show interfaces status

gboboooooboobobobooooooooooobobo

. oo
show interfaces status interface

interface
[ ethernet unit/port
e uNtDODOOODDOO0ODOOODODOO 1000
e port00O000O0
[ port-channel channel-id0 10000000
[ vlanvian-id0 00010 40940

° gboooooo
oo

. goooooo
Normal ExeclIPrivileged Exec

° u

Console#fshow interfaces status ethernet 1/11
Information of Eth 1/11
Basic information:
Port type: 1000t
Mac address: 00-00-e8-00-00-0a
Configuration:
Name :
Port admin status: Up
Speed-duplex: Auto
Capabilities: 10half, 10full, 100half, 100full, 1000full
Broadcast storm status: Enabled
Broadcast storm limit: 256 packets/second
Flow control status: Disabled
Lacp status: Disabled
Current status:
Link status: Up
Operation speed-duplex: 1000full
Flow control type: None
Console#
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show interface counters

gboboooooboboboboooboooooooboobobob

. oo
show interfaces counters interface

interface

[ ethernet unit/port
e uNtJOO0OOO0ODOO0ODOOODDOOO 1000
e portd0O0O000O

[ port-channel channel-id0 00010000000

. gooooon
oo

. ooooooo
Normal Exec[IPrivileged Exec

. 0

Console#fishow interfaces counters ethernet 1/11
Ethernet 1/11
Iftable stats:
Octets input: 19648, Octets output: 714944
Unitcast input: 0, Unitcast output: 0
Discard input: 0, Discard output: 0
Error input: 0, Error output: 0
Unknown protos input: 0, QLen output: 0
Extended iftable stats:
Multi-cast input: 0, Multi-cast output: 10524
Broadcast input: 136, Broadcast output: 0
Ether-1like stats:
Alignment errors: 0, FCS errors: 0O
Single Collision frames: 0, Multiple collision frames: 0
SQE Test errors: 0, Deferred transmissions: 0
Late collisions: 0, Excessive collisions: 0
Internal mac transmit errors: 0, Internal mac receive errors:
Frame too longs: 0, Carrier sense errors: 0
RMON stats:
Drop events: 0, Octets: 734720, Packets: 10661
Broadcast pkts: 136, Multi-cast pkts: 10525
Undersize pkts: 0, Oversize pkts: 0
Fragments: 0, Jabbers: 0
CRC align errors: 0, Collisions: 0
Packet size <= 64 octets: 9877, Packet size 65 to 127 octets:

Console#

Packet size 128 to 255 octets: 691, Packet size 256 to 511 octets: 0
Packet size 512 to 1023 octets: 0, Packet size 1024 to 1518 octets: 0

93

O
O
O
O
O
O
O
O
O
O
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m show interfaces switchport

gboboooooboboboboooboooooooboobobob

° gad
show interfaces switchport interface

interface
[ ethernet unit/port
e UNtJOOO0ODO0OO0OODDOOO 1000
e port00O0O0DO
[ port-channel channel-id0 10000000
e Q0000000
djdddooooooooooooo
. goooooo
Normal Exec[IPrivileged Exec
. a
oo nnoooooooooo

Console#show interfaces switchport ethernet 1/11
Information of Eth 1/11

Broadcast threshold: Enabled, 256 packets/second
Lacp status: Enabled

VLAN membership mode: Hybrid

Ingress rule: Disabled

Acceptable frame type: All frames

Native VLAN: 1

Priority for untagged traffic: 0

Gvrp status: Disabled

Allowed Vlan: 1(u),

Forbidden Vlan:

Console#
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4.3.7 AddressTableO O OO

m Dbridge address

gboboooooboobobobobod VLANOD1OOoboboooooooo
gboboooooboobobom@mnO0Oo0OOobOODO

° oo

[ B R |

bridge bridge-group address mac-address
vlan vlan-id forward interface [action]
no bridge bridge-group address address vlan vlan-id

bridge-group0 OO0 000000000 OOODO 10

mac-addressd MACO O 0O O

vian-idO VLAN IDO OO0 010 40940

interface

* ethernet unit/port
OuwitDD00D00000000000 1000
O port000O00O0O

e port-channel channel-id0 10000000

action

e deeteonresst 0 000000000000 OOOOOOODOODO

e pemanent 0O OODOO0OOOOO

. gooooon
gboobooooobooboboboboboooboobobd ™ permanentd O
oo

. goooooo
Global Configuration

° gboooooooon
gbobooooobooboboboob VLANOOoOoooooooobaob
oooooooo
gboobooooooobooMACOOOOOODOODOODOODOObOOOOOO
gbooooooobooboboobooogoon

O

O

. 0

gboboboobooboobooboboboboooooboobobOobo
gbobobooooogoo
gboboboobooobooboobobobobooooooobobobon

goboboboobooogooobobobobooooooobooobobon
gbobobooooooboobobobooooon

Console (config) #bridge 1 address 00-e0-29-94-34-de vlan 1 forward
ethernet 1/1 delete-on-reset
Console (config) #

E
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m clear bridge

gbobooooooboobobobooboboboobooooooboobooboboDbo
gbobooooobobobobooooooboboboboooo

° oo

clear bridge [bridge-group]

bridgegroupd 00 0000000000000 10
e Q0OOOOOOO

aad
. goooooo
Privileged Exec
. a

Consolef#ficlear bridge 1
Console#

m show bridge

gbooboooooooobooboboboboboobooobooooboobobob

oo
° oo
show bridge bridge-group [interface] [address [mask]]
[vlan vlan-id] [sort {address | vlan | interface}]
[ bridgegroup0 OO0 O O00O0O00O0O0DOOO0DOO 10
U interface
¢ ethernet unit/port
OuwitDD0000000000000 1000
O port00CO000
* port-channel channd-id0 10000000
[l addressO MACO O OO
0 mskOMACOOOOODOOOOOOO
[l vian-idd VLANIDO OO 010 40940
U sortO address, vlan, interface 0 0 000000
° gboooooo
oo
. gooooon
Privileged Exec
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. gboooooooon
MACOUODOOOOOOOOOOOOOoDOOobOOobOobooooooDg MACO
gbooooooooobo
TypeOODODOODOODOOOOOOODOODO

O LeanedD 0O OO0OO0OOOOO
U Permanent0 000000
[l Deleteonreset0 0000 000000000000 O0O0DOO0O0DOOOO

° u
Console#fshow bridge 1
Interface Mac Address Vlian Type
Eth 1/11 00-10-b5-62-03-74 1 Learned
Console#

m bridge-group aging-time

gbobooooobooboboboboboboobooboobooobooboobOobobo
gboobooooooobOoboboboooo@™n0booooonDO

. oo

bridge-group bridge-group aging-time seconds
no bridge-group bridge-group aging-time

O bridgegroup0000000000000DO0OO 10
0 seconds0 000000000000 O000OMM180 21840

. goooooo
3000

° goboooo
Global Configuration

. gooooooon

gboboooooboobobobobooboooboobobobobooboooon
oo

° u

Console (config) #bridge-group 1 aging-time 300
Console (config) #

E
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m show bridge group aging-time
oo oooobobbobbobobbobboboboboooo
. ad
show bridge group bridge-group aging-time

bridge-groupd 0 0 0000000000000 10
° gboooooo

aad
. goooooo
Privileged Exec
. g

Console#fshow bridge group 1 aging-time
Aging time: 300 sec.
Console#
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4.3.8

iPOODOO

gboooooborrooboooobobobobboobooboboboboobooon
gbobooooobooboboboboboboboobobooobooboobobobo
gboboooooobooboboboboboooobooboboboboboooo
gooooooon

m ip address

gbobooooobobobobowrobobobobooboobobobobrh
gbobooootdom@™nO0OO0OOODOO

° oo

d

O
O

ip address {ip-address netmask | bootp | dhcp}
no ip address

ip-addressO IPO O O O

nemaskD OO OO IPO0O0OOOOOOOOOOOOOOOOOOODOOO

gboboboobooobooboobobobobooooooobobobon
good

bootp BOOTPO O IPOOOOOOO
dhepO DHCPO O IPOOOOOOO

° gboooooo
IPOOODO0OO0.0.0.0
netmask[] 255.0.0.0

. goooooo
Interface Configuration (VLAN)

. gooooooon

O

gboboboooboobooboobobobobooooowroobono
gboboboooooboobobimwooboboboboboboobooboo
BOOTPU DO DHCPOUOOOOODOOODOODOODODOOOOOODOD
goorObooboooobO 25000 4000000000000000
goboboboobooogooobobobobooooooobooobobon
ao

bootp 000 dhepOOOOOOOOOOOOIPOOOOOOOOOO
BOOTPU OO DHCPOOOOOOODOODOODOODOOOIIPOOODOODO
gboboboboboooooboobobobobooboooooooBoOOTPO
DHCPO IPOODOOODOOOOOOOODDOOODOOOOODOOOOD
gboboooooon

BOOTPO OO DHCPOOODOOOODOOOOODODOOODOOODOMIp
dheprestart0 OO0 0000000 OOO0O0OOOO0ODOOOODOOOOODOO

E
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oooo

gbooboooooooooobobob

0
obooboooobo veLAN1IDOOOOOoooooobooo

Console (config) #interface vlan 1
Console (config-if)#ip address 192.168.1.5 255.255.255.0
Console (config-if) #

oooood
ip dhep restart

m ip dhcp restart

oooooooooogooesoOoTPO OO DHCPOUOODOOOODOOODDOOO

gboooooo
oo

goooooo
Privileged Exec

gboooooooon

00 bpHCPOODODOOOODOOOOOOODDOOOOODOOOODOOOOO
0 BOOTPO OO DHCPOOOOOOOODOOOODODOOOODOOOOOODO

gbobobooobooobooboboboooooooooobobo

0
gbobooooobooboboboboooboooonbo

Consolef#fshow ip interface
IP address and netmask: 10.1.0.54 255.255.255.0 on VLAN 1,
and address mode: Dhcp.
Consolef#fconfigure
Console (config) #interface vlan 1
Console (config-if) #ip address dhcp
Console (config-if) #exit
Console#ip dhcp restart
Console#fshow ip interface
IP address and netmask: 10.1.0.54 255.255.255.0 on VLAN 1,
and address mode: Dhcp.
Console#

goooono
ip address
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m ip default-gateway

gboooooooboobobo
gboooooooboobobo
gooooo

. oo

gbobooooobooboboboooboobooonog
gboboooooboobobobomeneobd

ip default-gateway gateway
no ip default-gateway

gatewayl DO OO DOODOODOODOOIPODODO

. gooooon

gbobooooobooboboboooboobooonog

° goboooo
Global Configuration

. gooooooon

gboboooooooboboboboooomwroboboobobobo
gbooboooooooooobobob

. 0

gboboooooobooboobobobobooooboobooon

Console (config) #ip defaul
Console (config) #

t-gateway 10.1.0.254

. goodod
show ip redirects

m show ip interface

gboooooooobalirh

° gboooooo

gboboboboooboooooboon

gbooooooboboboooboooboon

e [0OODODOOO
Privileged Exec

° gboooooooon

gboobooooi1i00 I PObOO0OOOODOODOODODODOOOODOD
gbooboooooooboobo

. 0

Consolef#fshow ip interface
IP address and netmask:

Console#

and address mode: User specified.

10.1.0.54 255.255.255.0 on VLAN 1,

E
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. goodod
show ip redirects

m show ip redirects

gboboooooobooboboboboobooooboobobobobooooo
oo

° gboooooo
gooboimwproocoboobooboobobooooo

. goooooo
Privileged Exec

° u

Console#fshow ip redirects
ip default gateway 10.1.0.254
Console#

. goodod
ip default-gateway

m ping

goooooooooooiicMpPOODOOOODOOODOOOODODOOOODO
gooooooo

° oo

ping host [count count] [size size]

0 hetODOOOOIPOOODO
O coutD0000000000D0O0010 16000000050

0 sz01000000000000000320 512000000 0 32bytesd
goboboboobooogooobobobobooooooobooobobon
gboobosgbooooooooon

. gooooon
gbobooooobooboo i pPobOobobooobooboobobobo

. ooooooo
Normal Exec, Privileged Exec
. ooooooooo

0 ig0 0000000000000 000D000000000000000
gooooo

0 O000mpingd 0000000000

* Normalresponsed D OO0 O0O0O0D0OO0OO0OOOCOOOOOO100 1000
gbobobooooogoo
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* Destinationdoesnotrespondd OO0 00000000 O O timeoutd O O
gogoodgn

* Dedtinationunreachable 0 0 0 0000000000 0OO0O0ODOOOODOO
gbobobooooogoo

e Networkorhostunreachable D 0 0 0D 0000000000000 DOOOO
gOoooO0ooOO0ooOo0oooboooooo

O0Oping0 00000000000 O0EscOO0O0OOOOOOO
O

Console#fping 10.1.0.19

Type ESC to abort.

PING to 10.1.0.19, by 5 32-byte payload ICMP packets,
seconds

timeout is 5

response time: 0 ms
response time: 0 ms
response time: 10 ms
response time: 10 ms
response time: 10 ms

Ping statistics for 10.1.0.109:

5 packets transmitted, 5 packets received (100%), 0 packets lost (0%)
Approximate round trip times:

Minimum = 0 ms, Maximum = 10 ms, Average = 6 ms

Console#

oooooo
interface

E
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4.3.9 MirrorPortdd 00

gbobooooooboobooboboboboboboooboooooboobobob
gboooooobobobooboobooo

® port monitor

gboobooooooobooboboboboboboobobooboooboobobOobo
OMne0 000000000

. oo

port monitor interface [rx | tx | both]
no port monitor interface

[ interfaced ethernet unit/port0 00 00 00O
e uNtDODOOODDOO0ODOOODODOO 1000
e port00O0000

0 xOOODOOOOO0OOD00000

0 x00O0OO0OO0O00Oo0oooooo

O bothOOOOOOOOOOOOOOO0

. ooooooo
O0000o000oooo0ooo0ooo0ooooooooooooooon
00000o0o0oooooooooooooooo

. ooooooo
Interface Configurationd EthernetD O D0 000000 OD0O0O0O

. gooooooon

0 000000000000000000000000000000000
000000000000000000000000000000000
0000000000000000RMONOOODOOOODOOOOOOO
0000000000000000000000000000000000
00000000

0 0000000000000000000000000000000000
ooooo

0 0000000001000000000000000000000000
00000000000000000

e 0
000000000 60000000000000 110000000000
00000000000000

Console (config) #interface ethernet 1/11
Console (config-if)#port monitor ethernet 1/6 both
Console (config-if)#

° gooooo
show port monitor
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m show port monitor

gboooooobobobobooooooooooboobobo

° oo
show port monitor [interfacel

interface
[ ethernet unit/port
e uNtJODOOD0DOO0ODOOODDOO 1000
e port0O0OOO0O

. goooooo
dodddoooooooooooo

. goooooo
Privileged Exec

. g
doddooooooooooooooooooon

Console (config) #interface ethernet 1/11
Console (config-if) #port monitor ethernet 1/6
Console (config-if) #end

Console#fshow port monitor

Port Mirroring

Destination port(listen port) :Ethl/11

Source port (monitored port) :Ethl/ 6
Mode :RX/TX
Console#

IiI

oooboooooog
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4.3.10 Spanning Tree 0 O OO

ooobooooooooooboooob sTPOOO0OO0OODOOOODDOOODOOOO
ooooo srpPOO00O00O0O0DOOODOOOODOO

Global Configuration

Interface Configuration

Privileged Exec

bridge spanning-tree
bridge forward-time
bridge hello-time

bridge-group path-cost
bridge-group priority
bridge-group portfast

show bridge group

bridge max-age
bridge priority

m bridge spanning-tree

gbobooooooboobobobobooboooobobobobobooboooon
gboobooooooobobobneO0O0oooogon

. oo

bridge bridge-group spanning-tree
no bridge bridge-group spanning-tree

bridgegroup 0 000000000 ODOODOO 10

. gooooon
oo

. goooooo
Globa Configuration

° gboooooooon
gboboooooboobobobobooboooboobobobobooboooon
goobooooooobobobobooboooobooboboboobooo
goobooooooobobobobooboooobooboboboobooo
gostAl000ooooooboobooboboobooooooobooboobon
ooobooooooo 2000000000 O0D 10000000 OO0O0OD
gboboooooboobobobobooboooboobobobobooboooon
gboobooooobooboobo

. 0
gboboooooboobobobobooboooboobobobobooboooon
goooo

Console (config) #bridge 1 spanning-tree
Console (config) #
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m Dbridge forward-time

obobooooooboobobobobooobooooboboboboboooo
foroward-time0 0000 000000000000 o0 000oooooQ

° oo

bridge bridge-group forward-time seconds
no bridge bridge-group forward-time

[ bridgegroup0 OO0 O O00O0O00O0O0DOOO0DOO 10
0 seconds0 0000040 3000
O000040000(max-age/2)+10000000C0OQCOCOCOCOO

° gboooooo
150

. goooooo
Global Configuration

. gooooooon
0000000000 O00DOOO00DbOOO0OO0O0DOO0Onlistening — learning
- forwardingD O OO OOOOOODOOOOOOOOOOOOOOOOOOO
gboboooooboobobobobooboooboobobobobooboooon
gboboooooboobobobobooboooboobobobobooboooon
gbooboooooooboboboboobooooboobobobooboooo
gboobooooooobobobooooobooon

. 0

Console (config) #bridge 1 forward-time 20
Console (config) #

m Dbridge hello-time

gbobooooooboobobobobobooooboobobobobobobo
gbobooooobooboboboooobomroboboooooon

° oo

bridge bridge-group hello-time time
no bridge bridge-group hello-time

O bridgegroup0 000 000000000000 10
O tme0 00000010 1000
D000 100000(max-age/2)-10 0000000000000
. gooooon
20

. goooooo
Global Configuration

E
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. gboooooooon

gbooboooooooboboboboobooooboobobobooboooo
gbooooooooobo

° u

Console (config) #bridge 1 hello-time 5
Console (config) #

m bridge max-age

gboboooooboboboboooobooboobobobod max-aged O
gbooboooooooboboboboobooo@mereboboooooon

. oo

bridge bridge-group max-age seconds
no bridge bridge-group max-age

|

bridge-group 00 0000000000000 10

secondsd 0000000000 :60 4000
00000O00DCboedDbDOOO2x (hellotime+)DOOOOOCOOO
O0000O00DOb040000002x%x (forward-time-1)0 00000000

. gooooon
200

° goboooo
Globa Configuration

° gboooooooon
gboboooooboobobobobooboooboobobobobooboooon
goobooooooobobobobooboooobooboboboobooo
gbooboooooooboboboboobooooboobobobooboooo
gboomoboooooboobooboobOoboostADOn ageoutDO0 O OO
gboboooooboobd LANOOODOOoDbOobobooooooobooo
bOO0OO0Orootport 00O OOOOOOOOOODOODODOOOOOODOO
gooo

. 0

|

Console (config) #bridge 1 max-age 40
Console (config) #
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m Dbridge priority

bobooooooboobooboboboooboooooboobobobooboooon
gbobooooobooboboboboobooomroboboooooon

° oo

bridge bridge-group priority priority
no bridge bridge-group priority

[ bridgeegroupD 00000000000 O00DOO 10
O prioityD 000 00000000000 OO00DO 655350

° gboooooo
32768

. goooooo
Global Configuration

° gboooooooon
gbooboooooooboboboboobooooboobobobooboooo
ooobooooooooooooobboOoobooooooostA00nDoOon
o00oboo0ooooo0oobbo0ooooooobobo0oooooOooDoMAC
gboboooooobooboboboboooooboooboon

. 0

Console (config) #bridge 1 priority 40000
Console (config) #

m bridge-group path-cost

gbooboooooooboobobobobooooobobooboooboobobOobo
gbooooooboboboboboomMnodbobobooonOOg

° oo

bridge-group bridge-group path-cost cost
no bridge-group bridge-group path-cost

[ bridgeegroupD 00000000000 O00DO0O 10

Uecot00DDO00ODOOOODODOL0O 655350
goooo

e JO0OOOOO10Mbps 500 600
e 00000O0O0O00O0OOI100MbpsI100 60
e DOOODDOOODOOOO30 10
° gboooooo
U 00000o000o0ooo1o0000009%000001090
0 00000000000100Mbps D 000019000001800000015

E
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0 000000000000000040000003

. goooooo
Interface Configuration (Ethernet, Port Channel)
. doooooooo

0 000000000000000000000000000000000
gboboboobooobooboobobobobooooooobobobon
gboboboobooobooboobobobobooooooobobobon
goboboooogo

0 00000000000000000000000000
° O

Console (config) #interface ethernet 1/5
Console (config-if) #bridge-group 1 path-cost 50
Console (config-if)#

m bridge-group priority

gboboooooobooboobobobooobooboooooboooooboobobon
gboboooooboobdomenoO0OoOOoOODO

° oo

bridge-group bridge-group priority priority
no bridge-group bridge-group priority

0 bridgeegroupD 00000000000 O00DO0O 10
O pricityD 00 000000000000 O0OOODO0O 2550

° gboooooo
128

. goooooo
Interface Configuration (Ethernet, Port Channel)
. doooooooo

0 000000000000000000000000000D000000O0
goboboboobooogooobobobobooooooobooobobon
goboboboobooogooobobobobooooooobooobobon
gbobobobobooooobooboboboobooboooooboobobo

0 00000000000 20000000000000000000000
gbobobooooobooboobobobooooo

. 0

Console (config) #interface ethernet 1/5
Console (config-if) #bridge-group 1 priority 0
Console (config-if) #
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m bridge-group portfast

0000000000000 DOO0OD0OD0DOD festfooward O O 0 O O O O fast forward
gbobooootdom@™nO0OO0OOODOO

. oo

bridge-group bridge-group portfast
no bridge-group bridge-group portfast

bridge-group0 OO OO0 OOOOODOCOODOO 10
e [0JOODODOOO
ooC0 101000
OO0 110 13000
e [OOOOOOO
Interface Configuration (Ethernet, Port Channel)
e [0J0OODODODOOOO
0 000000000000000000000000 FastForwardO OO 0O
0000000000000 000DODOO00D0DOOOBlockedd Listeningd
LeerningD OO0 O0OO0OOOForwardingD OOODOOOOO
0 000000000000000000000000000D000000O0
0000000000 0DO0O0000000kastfowardD OO OOOODODO
000000000 000OOoO00DOOO0OoOooOoOoOostADOOOnooD
000000000000 ™Pastfooward D 0000000000000
ooooOoOoOoOoQoOoOooOooooOoooooooom

[0 00010 1000EnableD 00000O0O0OO0O
. 0

Console (config) #interface ethernet 1/5
Console (config-if) #bridge-group 1 portfast
Console (config-if)#

E
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m show bridge group

gbooooooboboboboooboobooboboboobooo

° oo

show bridge group bridge-group [interface]

[ bridgegroup0 0000000000 DOO0O0DOO 10
[l interface
¢ ethernet unit/port
OuwitDD0000000000000 1000
O portDO00O0O0O
¢ port-channel channel-id0 10000000
e [OOOOOOO

aad
. goooooo
Privileged Exec
. a

Console#show bridge group 1 ethernet 1/11
Bridge-group information

Spanning tree protocol :ieee8021d
Spanning tree enable/disable :enable
Priority :32768
Hello Time (sec.) :2

Max Age (sec.) :20
Forward Delay (sec.) :15
Designated Root :32768.0000e9000066
Curent root port :13

Curent root cost 14

Number of topology changes :469

Last topology changes time (sec.):2167

Hold times (sec.) :1

Admin status :enable

STA state :broken

Path cost <4

Priority :128

Designated cost <4

Designated port :128.11

Designated root :32768.0000e9000066
Designated bridge :32768.0000e9000066
Fast forwarding :disable

Forward transitions :0
Console#
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4.3.11 Bridge Extension 0 0 O O

gboooooobobooboobooMBOobooooobOoboobooboooboooo
ooo

m show bridge-ext

gbooboooooboobobobooooobooboboboboooo

. gooooon

oo
e [OOOOOOO
Privileged Exec
e O

Console#fshow bridge-ext

Max support vlan numbers: 32

Max support vlan ID: 4094
Extended multicast filtering services: No
Static entry individual port: Yes
VLAN learning: IVL

Configurable PVID tagging: Yes
Local VLAN capable: No

Traffic classes: Enabled

Global GVRP status: Disabled
GMRP: Disabled
Console#
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4.3.12 Priority 0 OO0

bobooooooboobobobobooobooboobooooboooboobobobo

gbobooooooboobobobobooboooobobobobobooboooon
gboboooooobooboboboboobbo40b00b00bDO0ObObObOOOn
o0 cecsUOODbObUObObOOobOOobObOOoOOobDOobObObOUbObOODOn
gbooboooooooboobobobobooboooooboobobobobooooo
gbooboooooooboobobobobooboooooboobobobobooooo
oboboooooobooboboboboobooooboboboboboboooon

m switchport priority default

gbooboooooobooboboboboboooooobobobobooboooo
gbooboooooooooooboobobobobooboboooooboobobOobo
gboboooooboobobobmno0obOobOOobDOD

° oo

switchport priority default default-priority-id
no switchport priority default

default-priority-id0 0 0 00 0000000000000 O0O0O0OOOOOOO
ooopooobOyODLOOv7DOOOODOOODODOOOOD

. gooooon
gbooboooooooboboboboobooooboobobobooboooo
goooboooooooooobbobbOOooobObOOoobDbOoUooooOboOooD
gboooooo

. goooooo
Interface Configuration (Ethernet, Port Channel)

° gboooooooon

0 0000000 VLANODOOOOOOOOOOOOOOoOoooooooo
goboboboobooogooobobobobooooooobooobobon
000000000000 0O0IEEES2IQVLANDODOODOOODODOO
O0oo00o00o0DbO0o0D IEEES021QVLANDOOIDODOOOODOOO
OOIEEE821pO0 000D O0OO0DOO0OODOOOODOOOOOn

0 000000000000 400000000000000000000
gbobobooboooboobobobobobooboo000OO0OvVLAND
gboboboobooobooboobobobobooooooobobobon
gboboboobooobooboobobobobooooooobobobon
gobobobooboooooobobobobooooooobooonbOoDb
gbobobooooobooboobobobooooooooboobobob
gooooboooogon
gbobobooboobobob VLANOOOoOoooobobobooooo
gboboobooooboobobobdo VLANDODODOOoboboooooooo
goooo
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. O
gbooboooooo3b0boboboboboooobosbobobooooon
oon

Console (config) #interface ethernet 1/3
Console (config-if)#switchport priority default 5

m gueue cos-map

gbobo0oooobobOdcesUbobobOobooooobDOobOobOobcestO
gbooboooOdcesOOioonooboboboboobo0o@mreb0oboon
oo

° oo

queue cos-map queue_id [cosl ... cosn]
no gueue cos-map

U queue iddCoSsO 0D O000DOOOOOODOO ID
goobob0 3am300b ccSOOOOODOOOOO

0 cosl.cosnO0 000 IDOOOOOOOOO CoSO
oooo0oooboooboooobcestog oo 7vOobO7OOO
gbobooooobooo

. gooooon
0000000000 O00D0OO00O0 WeightedFairQueuingO0 OO0 040000
O0O0OO0O0OO0O0OO0OO0OOOOOdesofserviceDODOOODOODOODODO 8000
O00o0o0ooo0oOooD IeEs21p0 000000 OOOODOOOODO
OOIEEE821p0 0D 00O ODOODOODOODLOOOOOOOOOOODbOD
gooooooon

Queue
0 1 2 3
Priority 0

. goooooo
Interface Configuration (Ethernet, Port Channel)

. gooooooon
O0000O00ooo0oOooD cocSOOOOODOO CosUODDOOOODOO
gbooooooooboobd

E
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. u

O00000CoSO 001020 CoSOODOOODOOOODO OODOCOSO 30
CoSOOUOO0ODOOOOODO 100CoSO 4050 CoSOOOOOOOOOO 2
OOCoSO 6070 CoSOOOOOODOOOO3IOOOODOOOOOOOOO

ooo

Console
Console
Console
Console
Console
Console

config-if) #queue
config-if) #queue
config-if) #queue
config-if) #queue
config-if)#

config) #interface ethernet 1/1

cos-map 0 0 1 2
cos-map 1 3
cos-map 2 4 5
cos-map 3 6 7

. gooooa
show queue cos-map

m show queue cos-map

gbooboooooobooboboboboboooooobobobobooboooo

oo

. oo

show queue cos-map

interface
[ ethernet unit/port

[interface]

e uwitDO0OOODODODODODODODODODO 1000

e portd0O0O0O0O

[ port-channel channel-id 010000000

° gboooooo

aad
. goooooo
Privileged Exec
. g

Information of Eth 1/11
Queue ID Traffic class

Console#

Console#show queue cos-map ethernet 1/11
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4.3.13 VLANO DO OO

VLANOOOOOOooOooooooooooboobobobobooooooooo
gbobooooooboobobobobooboooobobobobobooboooon
gbooovLANOOOOoOoooooboboboboooovLANOODOOooOonoo
gbooooooooboboobooboonoo

ADO

m vlan database

o0oooo0ooob0 VvVLANDODOOoDboOooboooo 20
ooooooooboooooooobbooyloogoooo
gbooboooooboobobobobobosbogooooon

gboboooooboobdvLANOOODOOOOoboboboooooooboonoo
gbooooooobooboboobooogoon

. gooooon

oo

. goooooo
Global Configuration

. gooooooon

OOvlendatehaseD 000000000000 OVLANOOODOOOOOOOO
O000000DoO00@msowvienDOOODODO VLANOOOOODDOO

gooo

OOinterfacevian0 00 000000000000 000DOOOOO0ODOOOO
VLIANOOOOOOoooooboobobooooooboobobobooooo
O00000OO0OO0OOoOoOoOoOoomshow running-configd 000000000
gbobooogooo

. 0

Console (config) #vlan database
Console (config-vlan)#

° gooooo

show vlan

E

oooboooooog

43000000000 175



m vian

gboboooooboobodgvLANOOODOODbOoboboooooooooo
VLANOOOOOOOMnoOOOOOOOOOO

. u

|

. 0
O
° O

d

vlan vlan-id [name vlan-name] media ethernet [state
{active | suspend}]
no vlan vlan-id [name | state]

vianrnameD OO OO VLANDO IDOOO0O10 400400000000000
gbobobob

namell VLANO O ODOOOOOOODOO

e vian-name 100 32000 AsCllOOO
mediaethernet0 0 000000000000
sate] VLANO O OOOOOOOODOODOODO
e ativeDdVLANOODOOOOODDO

e suspendd VLANDODODODODODODODO VLANOOOOOOOOOOOOO
oo

gooooo
gbobobOovVLAN1IOOOOOODOOOOobOOobooooooo

gooobaob

VLAN Database Configuration

. 0
O
U
O

. 0
0

obooboooboob
novlenvian-idO O OO O0OO0OO0OOVLANOOOOOOOO
novlanvian-idname O O OO0 O0O00O0O0OO0OVLANOOOOOOOOD

novlenvian-idstate D 0000 0O0O0O0O0OVLANOOOOOOOOOOO
gboboooooo

O0O00OVLANO vlen-id1050 VLANDO RDSO00O00D0OOCOODOO

VLANOOOOOOobDooooooooooooobo

Console (config) #vlan database
Console (config-vlan)#vlan 105 name RD5 media ethernet
Console (config-vlan) #

° u

goooad

show vlan

AO O

VLAN 1(DefaultVLAN) OO OO0 O0OOOO0ODOCOODO
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interface vlan

gboboooooboobdvLANOOODOOOOobobobooooooobooo
gbooooooooboobd

oo

interface vlan vlan-id

vianidd 0000 VLANDO IDOO00010 40040 0000000000000
oooo)

goooooo
gad
goboooo
Global Configuration
O

gboobooOvLAN1IOOODOODOODOOoDboOoooOooOOvVLANDO IPODO
gbobooooooobobaobo

Console (config) #interface vlan 1
Console (config-if) #ip address 192.168.1.254 255.255.255.0
Console (config-if) #

oooooo
shutdown

m switchport ingress-filtering

gbooboooooboobOoi1oobooooooooboobobobobobooonDo
gboobooooooobobom@™ee000ooOobOODO

oo

switchport ingress-filtering
no switchport ingress-filtering

gboooooo
oo

goooooo
Interface Configuration (Ethernet, Port Channel)

E
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gboooooooon

0 000000000000000000000000000000

0 0000000000000000000000000000000000
O VLANOODOOOOoOoobooooooooooboboDb VLANDODO
O0O0000OQ00oQ0OoO0DoOO0OoOoDoOoOoOoOoOoOOO (forbiddemO oo
VLAN O OO M

0 0000000000000000000000000000000000
gbd VvVLANOODOOoDOoooooooooooobo

0 0000000000000O0VLANOOOOOO STPOOO BPDUDO
gboboboboooogonog

O
gbobooooooobobobobi1obooobooboobobobooboooon
gbooooooooobo

Console (config) #interface ethernet 1/1
Console (config-if) #switchport ingress-filtering
Console (config-if)#

m switchport acceptable-frame-types

gboobooooooobooboboboooboooooobobobobooooo
gboooooobomenob0O0O0OO0O0ODOD

oo

switchport acceptable-frame-types {all | tagged}
no switchport acceptable-frame-types

U a00000000000000o0oo0o0ooooooooooooon
0 tgged0 0000000000 OO0O0DOOOOOODOO

gboooooo
al

goooooo
Interface Configuration (Ethernet, Port Channel)
doooooooo

[0 0000 VLANOODOOOOOOOO VLANOOOOOODOOOOOOO
gboboboobooobooboobobobobooooooobobobon
gboboboobooobooboobobobobooooooobobobon
gboboooooo

U 00000000switchportmode 0 OO OO00O0OOO0O0O0OOOO
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. u

gboobooooooboi1ib0b0oboboboooooboobobobooboooo

goooooogoobo

Console (config) #interface ethernet 1/1
Console (config-if) #switchport acceptable-frame-types tagged
Console (config-if)#

° gooooo
switchport mode

m switchport mode

gboboooooboobobobo VLANDOODOObOoboboboooooooo

gboooooobomenob0O0O0OoOODOOD

° oo

switchport mode {trunk | hybrid}
no switchport mode

O twunkDOOODOO VLANOOOOOOOOOOOOOOOOOOOOO 20
gboboobooooboobooboboboboob VLANODOOooooooo

gbobobooobooobogn

O hbridd0O0OO000 VLANOOOOOOOODOOOOOOOOOOOO
goboboboobooogooobobobobooooooobooobobon

gobobobooboobogvVvLANODOOOoOoooDoo
° gboooooo

gboboooooboboboboooboopviDO VLAN1IOOOOODOODO

oo

. goooooo
Interface Configuration (Ethernet, Port Channel)

° gboooooooon

0000000 O3 switchport acceptable-frame-typesD O 0 0O O0OO0O0OCOOO

oon
° O

gbobooboil1goobobobobooboobooboobobobooboooon

gbooooooooooboon

Console (config) #interface ethernet 1/1
Console (config-if) #switchport mode hybrid
Console (config-if)#

° gooooo
switchport acceptable-frame-types

E

oooboooooog
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m switchport allowed vian

gbobooooobooboboboboooboobob VLANDODOOoooooo

gboboooooboobdm@meoO0OoOOoOODO

. oo

switchport allowed vlan {add vlan-id [tagged | untagged]

remove vlan-id}

no switchport allowed vlan

Ood

addvian-idD OO OO VLANO OO
removevian-id0 O OO0 VLANO OO

VLANOOOOOOO10 4094
goobooogoboobobooooon

. gooooon

gbooooooboobdobob VLAN1IODOoDboooooooo

gboooooobobobooooboonog

. gooooon

Interface Configuration (Ethernet, Port Channel)

° gboooooooon

[l switchportmode 00 0000000000000 DOOO0DOOO VLANDO

gobobobobooooboobooboobobobooooo

0 00000000000000000000000/{tagged | untagged} 0 [
000000000000000000VLANOOOOOOOOOOOOO
0000000000000000000000000000000

0 0000000000 VLANOOOOOODOODOO00000000000
00000000 VLANOOOOOOOOOOOOOOOOO000000O
00000000000000000VLANOODO 10000000000
00000000 VLANDOOOOOODOODOOODOO nativeVLANDO OOO

gboboooooo

0 00000000 forbiddenD 000000000 VLANOOOOODOOO
O00000O0OO0oO0oOoOoOoOOoOVvVLANDODODODODOOO forbiddenD OO O

gbobobooooboobooo

. 0

O00000OVLAN1IDO205000 600000 100000 VLANODODO

dlowedd 0000000000 OOOOOOOOO

(
Console (config-if) #switchport
Console (config-if) #switchport
Console (config-if) #switchport
Console (config-if) #switchport
Console (config-if)#

Console (config) #interface ethernet 1/1

allowed
allowed
allowed
allowed

vlan
vlan
vlan
vlan

add 1
add 2
add 5
add 6

tagged
tagged
tagged
tagged
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m switchport native vlan

gbooooooboobobobopviDbOoOoOoOoOvIDDbOOOODOODO
gboooooobomenob0O00OoO0O0ODOD

. oo

switchport native vlan vlan-id
no switchport native vlan

vianidDOOOOOODOOO VLANIDOOOO10 4040000000000
oooooooon

. gooooon
VLAN 1

. ooooooo
Interface Configuration (Ethernet, Port Channel)

. ooooooooo
0 00000000 VLAN1OOOOOODOOOOOOO0OO0OO0ooOoo0O
PVIDO VLAN1OOOOOOOODODOOODOOOOOOOOOOOOO
000 VLAN1OOOODODODOODODDODOOODOOoOOO0O VLANODDOOOD
PVIDOODODODOOOODOODOOOD VLANODOOODOODOOODOODO
ooooooooooo
] O acceptable frame typesD 0 O alld O O O O O O switchport moded O O hybridO
00oooooooopviDOOOODOOODOOOOODOOOOOOOO
00oooooooooooo
. O
000000000 10 PVIDO VLAN3ODOODOODOODOOOOODO

Console (config) #interface ethernet 1/1
Console (config-if) #switchport native vlan 3
Console (config-if)#

m switchport forbidden vlan
000000000000 forbiddend000OVLANODODODOOOODODO
forbidden VLANO OO DO OOO0DDOOO0OMMno0 000000000
e 00O

switchport forbidden vlan {add vlan-id | remove vlan-id}
no switchport forbidden vlan

0 addvian-idO00OO0OO0O VLANOODO

O removevian-idd DO OO VLANO OO
00010 4040 0000000000000 O00O0O0OMm

E
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. goooooo
forbidden0DO OO OO VLANODOOOODOOODOOO
. goooooo
Interface Configuration (Ethernet, Port Channel)
. doooooooo
0 0000000000000 000000000000 GVvRPOOOO
VLANOOODOODODOODODOODOOoOOooGevRPOOOODOOODOOO
0
[0 O0OVLANOOOOOOODOOOOODdlowedVLANOOOODOODOOO
0000000 VLANOODOOODOOODOO forbiddenVLANOOODOO
goodddogoooooo
. g
JdddddoooOo 10 VLAN3OOOOoooooooooooooo

Console (config) #interface ethernet 1/1
Console (config-if) #switchport forbidden vlan add 3
Console (config-if)#

m show vlan

goobooooooobOovLANOOODODoD

. oo

show vlan [id vlan-id | name vlan-name]

0 idOVLANIDOOOOOOODOOO

e vian-idOOOODO VLANDO IDOOO010 4040 0000000000
obooboooboob

O named VLANO OO OOOODODOOO
e viannamed 100 32000 AsClIOOO

. gooooon
oboO0VLANOOOODOOO

. ooooooo
Normal Exec, Privileged Exec

. O
O0O0O0O0OOVLAN1IOOODOOOOoODoDOoooooo

Console#tshow vlan id 1
VLAN Type Name Status Ports/Channel groups
1 Static DefaultVlan Active Ethl/ 1 Ethl/ 2 Ethl/ 3 Ethl/ 4
Ethl/ 5 Ethl/ 6 Ethl/ 7 Ethl/ 8
Ethl/ 9 Ethl/10 Ethl/11 Ethl/12
Eth1/13
Console#
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4.3.14 Port TrunkingO O OO

gboboooooobooboboboobobobobooobooooboboobobobo
gbobooooooboobobobobooboooobobobobobooboooon
oooboooooooooobbooooooooboonno 120100000000
0000000000 O00DOO 4GhpsO00O0O0O0O0ODOOOODOOOO

m channel-group

gbobooooooboobobobobooboooobobobobobooboooon
gboboomre0oboboooooOon

° oo

channel-group channel-id
no channel-group

channel-id0d 00000000 OO0ODOOCOOODOCOOODO

. gooooon
gboooooobobobobooboobooboboboboooon

. goooooo
Interface Configuration (Ethernet)

. gooooooon

O

O

d

gboboboobooboobooboboboboooooboobobOobo
gobobobooooob booboboboboboobooboobobooooo

goooooobbno 120000 10000bOO000DbO0OObOn
oo

goboboboobooogooobobobobooooooobooobobon
gboboooooo

gobobob20000000000000000
gboboboobooboobooboboboboooooboobobOobo

goboboboobooogooobobobobooooooobooobobon
00000 mMVLANDDOOODCeSOOODOOOOooooooDoooo
god
VLANOOOOOOOooooooboboboooooooboobooooooo
gboboobooobooboobobobooboooo

STPOVLANOODO IGMPOOOOOOOOOOOOODOOODO

E

oooboooooog
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. O
gboobooooobnnoobgo 1200000 1g00ob0ob0obooooon
gboobooooooobobobobobob 200b00ob0obDO0bOOobOOOon
gooo

Console (config) #interface ethernet 1/11
Console (config-if)#channel-group 1
Console (config-if) #exit

Console (config) #interface ethernet 1/12
Console (config-if)#channel-group 1
Console (config-if) #exit

4.3.15 IGMP Snooping 0 00O

oooboooooboooooooobbooobooooooboOooonb IGMP
O Internet Group Management ProtocolC D 0 0000 0000000000000

gboboooooobooboobobobobooooboobobobobobOobo
gbobooooooooboobobobobooooooobobobobooooD
gbooboooooooboobobobobooboooooboobobobobooooo

m ip igmp snooping

ooooooooooooobboooooo  IieMPOOOODOODOODOOODDOO
boboobbonCO0OO0ODODO

° oo

ip igmp snooping
no ip igmp snooping

° goboooo
gad

. goooooo
Global Configuration

° u
ooooooiMPOODODOOOOOODOO

Console (config) #ip igmp snooping
Console (config) #
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m ip igmp snooping vlan mrouter

gbobooooooboobobobobooboooobobobobobooboooon
boooobomnenob0O0O0OoO0OoDOODO

° oo

ip igmp snooping vlan vlan-id mrouter interface
no ip igmp snooping vlan vlan-id mrouter interface

0 wvan-idd VLAN ID O 10 40940
interface

|

¢ ethernet unit/port
OuwitDDO0OO0OO00OO000000000 1000
O port00O0O00O0O

e port-channel channel-id0 10000000

. gooooon
gboboooooobooboboboboooooboooboon

° goboooo
Global Configuration

. gooooooon
ooobooOooooooooooobiievMPOOODOOODOOOO IGMP
ooobooooooooooooobboooboooooooooooieMPO
gbooboooooooboboboboobooooboobobobooboooo
gbooboooooooboboboboobooooboobobobooboooo
gboobooooooobobobobooooooboobobobobooon
gboooooooboobobo
goobooooooooooooobboooboooooiievPOOoooOO
oooooooooooobbooobooOono 20000

. 0
OO0O0OVLAN1OOOODODODOODOOoboooooooooOnnoooooboob
gooooo

Console (config) #ip igmp snooping vlan 1 mrouter ethernet 1/11
Console (config) #

E
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Ood

m ip igmp snooping vian static

gbobooooooboobobobobooboooobobobobobooboooon
boooobomnenob0O0O0OoO0OoDOODO

oo

ip igmp snooping vlan vlan-id static ip-address interface
no ip igmp snooping vlan vlan-id static ip-address inter-
face

vian-idd VLAN ID O 00010 4094)
ipaddress 000000000000 IPOOOO

O interface

¢ ethernet unit/port
O uwitDDO00000000000001000
O portDO00OO0O

¢ port-channel channel-id0 10000000

goooooo
aad
goooooo
Global Configuration

O
goobooooooobobobobooboooobooboboboobooo

Console (config)#ip igmp snooping vlan 1 static 224.0.0.12 ethernet 1/5
Console (config) #

® ip igmp snooping querier

gbooboooooooboobobob  ieMPOOODOODODODOOOOOOOO
gboobooooooobobobOobonO0OOOoOoOoOoOO

oo

ip igmp snooping querier
no ip igmp snooping querier

gboooooo
oo

goooooo
Global Configuration

gooooooon
gbooboooooooboboboboobooooboobobobooboooo
gboboooooboobobobobooboooboobobobobooboooon
gboboooooooboobobob
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. u

Console (config) #ip igmp snooping querier
Console (config) #

® ip igmp snooping query-count

gboobooooooobooboboboboboboobobooboooboobobOobo
OMne0 000000000

. oo

ip igmp snooping query-count count
no ip igmp snooping query-count

countD 00000 D0O0OO0OO0OOODOODOODOOOOOOOOOOODOODbOD
oooooooo20 100

° gboooooo
20

. goooooo
Global Configuration

. g
doddddoooooo10ooo0dddoooooooo

Console (config) #ip igmp snooping query-count 10
Console (config) #

m ip igmp snooping query-interval

gbooboooooooboobobobobooobooboboobooboobobOobo
gbooboooooomeno00O00CO0OO0ODODO

. oo

ip igmp snooping query-interval seconds
no ip igmp snooping query-interval

scondsd D0 000 IGMPOOOOOOOOOOOOOOOOOOOOGOO
ooooeoD 1250

. gooooon
1250

. goooooo
Global Configuration

E
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. O
gboobooooooooboboboboooogooon

Console (config) #ip igmp snooping query-interval 100
Console (config) #

® ip igmp snooping query-max-response-time

gbooboooooobooboboboboboooooobobobobooboooo
oboobo0omre000OOooOoOoOoOO

. oo

ip igmp snooping query-max-response-time seconds
no ip igmp snooping query-max-response-time

secondsd IGMPOOOOOOOOOOOOOOOOOMOOOS0 300

. goooooo
100
. goooooo
Global Configuration
. doooooooo
0 O0000000000000000000 IeMP20000000O00O0O0
goood
0 00000000000 000O00o0oooooroo0ooooonoon
goiGMPOOOOOOO0OOOOOOIGMPOOOOOOOOOOOOOOO
goddddoooooooooooooooooooooon
. g
00DOO000ODOO00bO 2200000000000000

Console (config) #ip igmp snooping query-max-response-time 20
Console (config) #

° gooooo
ip igmp snooping version
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m ip igmp snooping query-time-out

gbobooooooboobobobobooboooobobobobobooboooon
gboooooobomnenob0O00OoO0ODOD

° oo

ip igmp snooping query-time-out seconds
no ip igmp snooping query-time-out

seconds0 0000000000000 O0DOCOO0O0OOOO00ODOOO0O0OOD
gboboooooobobobobobobooobomboosoeod 5000

. goooooo
3000

° goboooo
Global Configuration

. goooooogn
oboob00o0ooooOobDOobOoboboobo i iieMPv2000D00OD0ODOOOO
goog

. O
ob00o000o0O0obOOobOobOobOopoogooobooboobobooo

Console (config) #ip igmp snooping query-time-out 300
Console (config) #

° gooooo
ip igmp snooping version

®m ip igmp snooping version

goooooooooooieMPOOUODOOOODOOODOOODODOOOOD
boooobomnenob0O0O0OoOOoDOOD

° oo

ip igmp snooping version {1|2}
no ip igmp snooping version

O 10 IGMP Version 1
[0 20 IGMP Version 2

o oonooooo
IGMP Version 2

. goooooo
Global Configuration

E
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° goobooboodgn
0 0000000000000000000000000000000000
gogbobooobuooboobobooboo1booboobbooboon
gooooobooboooboobo1loooobooboobobooboon
googd
[ O ip igmp query-max-response-time] O O ip igmp query-timeoutd D000 00O
goivMpv200000000
. O
IGMPVerson1 0000000000000 OOOOO

Console (config) #ip igmp snooping version 1
Console (config) #

m show ip igmp snooping

gooboooooooboiieMPOOOOOOOOODOODODOD

. gooooon

oo
e [OOOOOOO
Privileged Exec
e O

ooooooiieMPOOODOOODOOOODOO

Console#fshow ip igmp snooping
Service status: Enabled

Querier status: Enabled

Query count: 2

Query interval: 125 sec

Query max response time: 10 sec
Query time-out: 300 sec

IGMP snooping version: Version 2
Console#

m show ip igmp snooping mrouter

gbobooooooboobobobobooboooobobobobobooboooon
gboobooooobooboobo

. oo

show ip igmp snooping mrouter [vlan vlan-id]

vian-idd VLAN IDO OO0 010 4094)

. gooooon
gboooobodoVvVLANODODOODOOobOobooooooooooobo

e [OOOOOOO
Privileged Exec
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. O
gbooboooooobobOobobobobo0VvVLANIODOOOoooDoDo

Console#fshow ip igmp snooping mrouter vlan 1
VLAN M'cast Router Ports Type

1 Eth 1/11 Static
Console#

m show bridge multicast

gbobooooobooboboboooooobobobobobooo

. oo

show bridge bridge-group multicast [vlan vlan-id] [user |
igmp-snooping]

bridge-group0 OO 000000000
vian-idd VLAN IDO 1 0 O 40940
userD OO0 O0O0O0OO0OO0OoOoOoOoO0oO0o0o000000ooooooo

igmp-snoopingd IGMPO OO 000000 0O0DOOOODODOOOOOOO
oo
. goooooo
aad
. goooooo
Privileged Exec
. a
dddddoooddd 1OvVLANL1DO IMPOOOOOOOOOOOOOO
ddddoooooooooooo

OooOooad

Console#fshow bridge 1 multicast vlan 1 igmp-snooping
VLAN M'cast IP addr. Member ports Type

1 224.1.2.3 Ethl/11 IGMP
Console#

E
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4.3.16 Broadcast Storm Control O O O O

gbobooooooboobobobobooboooobobobobobooboooon
gbobooooooboobobobobooboooobobobobobooboooon
gboboooooboobobobobooooooboobmoooooboooboon
gbooboooooooooobobo

m broadcast

gbobooooooboobobobobooboooobobobobobooboooon
gbobooooobobobobouobo@merobobooboooon

oo

broadcast frame-count rate
no broadcast

ralel 00 00000D00O0O0OO(ODO0OO0O00ODOOOODOOO/O)DOOOO
0000 0 160 640 1280 2560

gooooon
Disabled

goboooo
Global Configuration

gooooooon

0 000000000000000000000o00
O Broadcast Storm Control 0 O IPO 000000000000 O0O0OOOOO

gooo

0 000000000000000000000000000000000

gboboboobooobooboobobobobooooooobobobon
gbobobooooobooboobobobooooooooboobobob
gobobobooooogo
0
goobooO0oooooooobo0dbb0oooboooooooobbooDo

Console (config) #broadcast frame-count 64
Console (config) #
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52000000 MIB
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540000000000

i
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51 SNMPUODOOOOO

SNMP(Simple Network Management Protocol) 0 0 0 O 000000 O00DOCO0ODOO
o0o00o0ooOooOobOOobOobOoboUooooooDooobOosNn\vPOODOD
goboobooobuoobooboboobuooobuooboobbooboon
SNMPOOOODOOOOOOOOODOODOODOODODODOOOOOODODO
Joobo0obooooboobooob0ooboooDbooboooDbooboon
Jo0oboobooooboobooobobooboooboooboooo

SNMPOUOODOOOOODOOOOOOOODOOO0ODOOOOODOOOODOOO
gbooooooooooboon

1 ocooooOooOOOSNMPOOOOOOOOOOOOOOOOOO
goo

2 0000000D0O0000D0O0000IPOOOOOOOOOOOON
goooboobobms23iPO0b0O00ODOm -3000000
ggooooood

3 SNMPOOOOOOOOOOOOOOOOOOOOOOODOOO
ooooboooboboboboboom3s3ilgonoooooboooboo
obooobo -380000b000oboooboon

4 DOO0OO0O0O0O0DOO0OO0O0O0O00DO0000DO00000000
goomwrPO0ObOOo0ob0obooobo0oboobobooobooooboon
goooboobobbooboobooboooomsesz2bogood
ooooboo0om -3 000ooooboooboooo

5 SNMPO OO O0OOD OO DO O Management Information Base (MIB)
cOo0o0oooO00ooOOoOoO0UooOooOOopDoooOoOobooOoooDoo
cOo0o0oooO00ooOOoOoO0UooOooOOopDoooOoOobooOoooDoo
cOo0oooooOoooooooMBOOOODOOOOOMmMS2000
000 MBI - 1950000000000000O00

gbobooooooboobobobobooboooobobobobobooboooon
ooobooooooooooooobboooosaNn\vPOODOOODOOODODO
ooooMBOOOODOODODOODOOOOOOmMS3IMIBOOOODOOOOO
obo0m-100000000000000
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5.2 0O0O0OO00Od MiB

gooooooooMiBOOODOOOOO

RFC O O

oooo

oooo

1213

MIB-II

system group
interfaces group
ip group

icmp group

tcp group

udp group
snmp group

1493

Bridge MIB

dotldBase group
dot1dStp group
dot1dTp group
dotldStatic group

2863

Interfaces Evolution
MIB

ifXTable group
ifStackTable group

2819

RMON MIB

statistics group
history group
alarm group
event group

2665

Etherlike MIB

dot3StatsTable group

2737

Entity MIB

entityPhysical group

2674

P-bridge

dotldExtBase group
dot1dPriority group
dotldGarp group

2674

Q-bridge

dotlgBase group
dotlgTp group
dotlgStatic group
dotlgVian

goooooooobooboboMBOOODOODOODO

oooo

ooooo

unicorn.MIB

01.00.00

E

0 00OdNANS
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53 MBUOUOUOUOOODOOOOOO

MIBOOOOOOOOSNMPOOOOOOODODOODODODOOOOOODOODO
gbobooooooboobobobobooboooobobobobobooboooon
gbobooooobobdpPotMogtD ODOOODOODOODOOOOOOO MIBOO

gboooooooMBOODOODOOOODODOOOODODOODODOOOOODOODO
gbooboooooooboobobOoPetMotD DO ODOOOOODOODOOOOOO

gooooooo

MIB OO oooo oo ooooo
UNICORN.
portMgt.
portTable.
portEntry.
- portindex No Access | Port List (1-13) 1
- portName Read/Write | String (0-64) NA
- portType Read Only |4 (1000BASE-SX) Ports 1-10: 100BASE-SX
6 (1000BASE-T) Ports 11-13: 1000BASE-T
- portSpeedDpxCfg Read/Write |2 (halfDuplex10) 1000full
3 (fullDuplex10)
4 (halfDuplex100)
5 (fullDuplex100)
7 (fullDuplex1000)
- portFlowCtrICfg Read/Write |1 (enabled) Disabled
2 (disabled)
3 (backPressure)
4 (dot3xFlowControl)
- portCapabilities Read/Write | 0 (portCapl0half) OO0 10 10: 1000full
1 (portCap10full), 000 110 13: 10halfd
2 (portCap100half) 10fulld100halfC1100full O
3 (portCap100full) 1000full
5 (portCap1000full)
14 (portCapSym)
- portAutonegotiation | Read/Write |1 (enabled) enabled
2 (disabled)
- portSpeedDpxStatus | Read Only |1 (error) 1000full

2 (halfDuplex10)
3 (fullDuplex10)

4 (halfDuplex100)
5 (fullDuplex100)
7 (fullDuplex1000)
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- portFlowCtrlStatus

Read Only

1 (error)

2 (backPressure)

3 (dot3xFlowControl)
4 (none)

none

- portTrunkindex

Read Only

0 (none)
1 (trunk 1)

none

i

0 00OdNANS
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RFC No. Title

RFC 1215 coldStart

warmStart

linkDown

linkUp
authenticationFailure

RFC 1493 newRoot
topologyChange

RFC 2819 risingAlarm
fallingAlarm
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System 27
System Name none string hostname 123
(00 255)
Object ID 1.3.6.1.4.1. Read Only show system 129
259.6.10.39
Location None string snmp-server location | 133
(00 255)
System Up Time None Read Only snmp-server contact | 133
Switch 29
Serial Number NA Read Only show version 130
Number of Ports 13 Read Only
Hardware Version NA Read Only
Internal Power Status | Active Read Only
Loader Version NA Read Only
Boot-ROM Version NA Read Only
Operation Code NA Read Only
Version
Role Master Read Only
IP 30
Management VLAN 1 10 4094 interface, 144
ip address 157
IP Address Mode Static Static, ip address 157
BOOTP,
DHCP
IP Address 0.0.0.0 X.X.X.X (0 0 255)
Subnet Mask 255.0.0.0 X.X.X.X (0 O 255)
Gateway IP Address 0.0.0.0 x.x.x.x (00 255) ip default-gateway 159
MAC Address NA Read Only show system 129
SNMP 33
0 SNMP Community 33
Community String public: RO string (1 0 32) snmp-server 132
private: RW community
Access Mode Read Only Read Only
Read/Write
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0 Trap Managers 34
Trap Manager IP None x.x.x.x (00 255) snmp-server host 134
Address
Trap Manager None string (1 0 32)
Community String
Enable Authentication | Enabled Enabled, snmp-server enable 135
Traps Disabled traps
Security 35
Password admin string (0 0 8) username 122
(D0o0Oouos)
Flash/File 37
0 Firmware 37
0 O Transfer Operation Code Image File to Server
TFTP Server IP 0.0.0.0 x.x.x.x (0 0 255) copy file tftp 115
Address
Source File Name file name of string (1 0 31)
current code
Destination File Name | None string (1 0 31)
0 O Transfer Operation Code Image File from Server 37
Current Operation NA string (1 O 20) show version 130
Code Version
TFTP Server IP 0.0.0.0 x.x.x.x (0 0 255) copy tftp file 115
Address
Source File Name None string (1 O 31)
Destination File Name | current code | string (1 O 31)
file O
0 O Remove Operation Code Image File g
File Name current string (1 0 31) delete 116 o
opcode file ]
O
0 O Start-Up Operation Code Image File 37 O
File Name current code string (1 0 31) boot system opcode 118 =
file
0 Configuration 38
0 O Transfer Configuration File to Server
TFTP Server IP 0.0.0.0 x.x.x.x (0 0 255) copy file tftp 115
Address
Source File Name Factory_ string (1 O 31)
Default_
Config.cfg
Destination File Name | None string (1 O 31)
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0 O Transfer Configuration File from Server 39
TFTP Server IP 0.0.0.0 x.x.x.x (0 0 255) copy tftp file 115
Address
Source File Name None string (1 O 31)
Destination File Name | None string (1 O 31)
0 00 Remove Configuration File
File Name None string (1 0 31) delete 116
0 O Start-Up Configuration File 39
File Name current config | string (1 O 31) boot system config 118
file
0 O Copy Running Config to File 40
File Name None string (1 0 31) copy running-config 115
file
Reset
None None NA reload 113
Address Table 41
0 Dynamic Addresses 41
Query by All All, show bridge 154
Interface, MAC
Address, VLAN
Address Table Sort Key | Address Interface, Address,
VLAN
Dynamic Address 0 Read Only NA
Counts
Current Dynamic NA Read Only show bridge 154
Address Table
0 Static Addresses 43
Static Address Counts |0 Read Only NA
Current Static Address | NA NA show bridge 154
Table
Interface Port 1 Oo00o 10 13, bridge address 153
Trunk 1
MAC Address NA Xx.X.X.X (0 0 255)
VLAN 1 10 4094
0 Address Aging 44
Aging Time 300 seconds |18 [ 2184 bridge-group aging-
seconds time
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STA 45
0 STA Information 45
Spanning Tree State enabled Read Only show bridge group 170
Bridge ID NA Read Only
Max Age 20 seconds Read Only
Hello Time 2 seconds Read Only
Forward Delay 15 seconds Read Only
Designated Root NA Read Only
Root Port NA Read Only
Root Path Cost NA Read Only
Configuration Changes | NA Read Only
Last Topology Change | NA Read Only
0 STA Configuration 45
0 O Switch 48
Spanning Tree State enabled enabled, bridge spanning-tree | 164
disabled
Priority 32768 00 65535 bridge priority 167
0 O When the Switch Becomes Root 48
Hello Time 2 seconds 10 10 seconds bridge hello-time 165
Maximum Age 20 seconds 6 [ 40 seconds bridge max-age 166
Forward Delay 15 seconds 4 0 30 seconds bridge forward-time 165
0 O STA Port Information 49 m
Port Status NA Read Only show bridge group 170
Forward Transitions NA Read Only ]
Designated Cost NA Read Only g
Designated Bridge NA Read Only g
Designated Port NA Read Only O
Trunk Member NA Read Only show interfaces 152 S
switchport port-
channel
0 O STA Trunk Information (See STA Port Information) 49
[0 STA Port Configuration 52
Type NA Read Only show interfaces status | 150
Priority 128 00 255 bridge-group priority 168
Path Cost 4 10 65535 bridge-group path-cost | 167
Fast Forwarding Port 1-10: enabled, bridge-group portfast | 169
enabled; disabled0 0 0 O
Port 11-13: 11013000
disabled
Trunk NA Read Only show interfaces status | 150
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0 STA Trunk Configuration (See STA Port Configuration) 52
Bridge Extension 53
0 Bridge Capability 54
Extended Multicast No Read Only show bridge-ext 171
Filtering Services
Traffic Classes Enabled Read Only
Static Entry Individual | Yes Read Only
Port
VLAN Learning VL Read Only
Configurable PVID Yes Read Only
Tagging
Local VLAN Capable No Read Only
O (Bridge Global Settings) 54
Traffic Classes enabled Read Only show bridge-ext 171
GMRP disabled Read Only
GVRP disabled Read Only
Priority 55
O Port Priority Configuration 56
Default Priority 0 0-7 switchport priority 172
default
Number of Egress 4 Read Only show queue cos-map | 174
Traffic Classes
Trunk NA Read Only show interfaces 152
switchport port-
channel
O Trunk Priority Configuration (See Port Priority Configuration) 56
0 Traffic Class 57
Priority NA oo 7 queue cos-map 173
Traffic Class NA o0 3
VLAN 59
0 VLAN Basic Information 61
VLAN Version Number |1 Read Only NA
Maximum VLAN ID 4094 Read Only show bridge-ext 171
Maximum Number of |32 Read Only
Supported VLANs
0 VLAN Current Table 62
Up Time at Creation NA Read Only show vlan 182
Status Permanent Read Only
Egress Ports 10 13 Read Only
Untagged Ports 10 13 Read Only NA
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0 VLAN Static List 64
Current 1 Read Only show vlan 182
VLAN ID none 10 4094 vlan 176
VLAN Name none string (1 O 32)
Status disabled enabled,
disabled
O VLAN Static Table 65
VLAN 1 10 4094 vlan 176
Name DefaultVlan string (1 O 32)
Status enabled enabled,
disabled
(Membership Type) untagged tagged, untagged, | switchport allowed 180
none vian,
forbidden, switchport forbidden 181
vlan
[ VLAN Static Membership by Port
Interface Port 1 Port1 0 13, interface
Trunk 1
Query NA Read Only show vlan 182
Member NA Read Only switchport allowed 180
Non-Member NA Read Only vian
0 VLAN Port Configuration 69
PVID 1 10 4094 switchport native vlan | 181
Acceptable Frame all all, switchport acceptable- | 178
Type tagged frame-types
Ingress Filtering disabled enabled, switchport ingress- 177
disabled filtering
GVRP Status disabled Read Only NA
GARP Join Timer 20 Read Only NA
centiseconds
GARP Leave Timer 60 Read Only NA
centiseconds
GARP LeaveAll Timer |1000 Read Only NA
centiseconds
Trunk Member NA Read Only show interfaces 152
switchport port-
channel
0 VLAN Trunk Configuration (See VLAN Port Configuration) 69
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IGMP 72
IGMP Configuration 74
IGMP Status disabled enabled, ip igmp snooping 184
disabled
Act as IGMP Querier disabled enabled, ip igmp snooping 186
disabled querier
IGMP Query Count 2 20 10 ip igmp snooping 187
query-count
IGMP Query Interval | 125 60 O 125 seconds | ip igmp snooping 187
guery-interval
IGMP Report Delay 100 5[0 30 seconds ip igmp snooping 188
query-max-response-
time
IGMP Query Timeout | 300 [J 300 O 500 igmp snooping query- | 189
seconds time-out
IGMP Version 2 10 2 ip igmp snooping 189
version
Multicast Router Port Information
VLAN ID 1 10 4094 show ip igmp snooping | 75
Multicast Router List NA Read Only mrouter
Static Multicast Router Port Configuration 76
Current NA Read Only show ip igmp snooping | 190
mrouter
Interface oood1 OooO 10 13, ip igmp snooping vlan | 185
oooo 1 mrouter
VLAN ID 1 1-4094
IP Multicast Registration Table 77
VLAN ID 1 10 4094 show bridge multicast | 191
Multicast IP Address none Read Only
Multicast Group Port none Read Only
List
IGMP Member Port Table 77
IGMP Member Port List | none Read Only show bridge multicast | 191
Interface Port 1 Port1 0 13, ip igmp snooping vlan | 186
00001 static
VLAN ID 1 10 4094
Multicast IP NA x.X.X.X (0 0 255)

206

el ouogn




gooooo (0o ooooo oo CLI oogd
Port 80
Port Information 80
Name none Read Only show interfaces status | 150
Type NA Read Only
Admin Status enabled Read Only
Oper Status NA Read Only
Speed Duplex Status 1000full Read Only
Flow Control Status none Read Only
Autonegotiation enabled Read Only NA
Trunk Member NA Read Only show interfaces 152
switchport port-
channel
Trunk Information (See Port Information) 80
Port Configuration 82
Name none string (1 0 64) description 146
Admin Status enabled enabled, shutdown 145
disabled
Speed Duplex NA 0ooo 10 10; speed-duplex 146
1000f
o00d 110 13:
10h/f, 100h/f
Flow Control disabled enabled, flowcontrol 149
disabled m
Autonegotiation enabled enabled, negotiation 147
disabled
(Capabilities) 00010 000 10 10 capabilities 148 S
10: 1000f 1000f O
oo00 110 o00d 110 13: o
13: 10h/f, 10h/f, 100h/f, 1000f -
100h/f, 1000f g
Trunk Member NA Read Only show interfaces 152 O
switchport port-
channel
Trunk Configuration (See Port Configuration) 82
Broadcast Control 84
Broadcast Control disabled enabled, broadcast 192
Status disabled
Threshold 16 frames 16, 64, 128, 256
pps
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Mirror 85
Mirror Sessions none Read Only show port monitor 163
Source Port 1 10 13 port monitor 162
Target Port 1 10 13
Type Rx Rx, Tx, Both
Trunk 86
Member List none Read Only show interfaces status | 150
port-channel
Trunk 1 Read Only interface port-channel, | 144
Port 11 11, 12 channel-group 183
Statistics 87
Interface o001 OooO 10 13, show interfaces 151
oooo 1 counters
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