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# delete map 1
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# config save
Saving configuration to flash...
Configuration saved to flash
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# list map
Map Net Ser Cipher Re- Client
ID KeylD 0O ServerlP Port Port Suites direct Auth
1 default Any 443 80 all(v2+v3) n n

2 myserver 10.1.1.30 443 80 med(v2+v3) n n

3 myserver2 10.1.1.31 443 80 med(v2+v3) n n
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# delete map 1

# list map
Map Net Ser Cipher Re- Client
ID KeylD 0O ServerlIP Port Port Suites direct Auth
1 myserver 10.1.1.30 443 80 med(v2+v3) n n

2 myserver2 10.1.1.31 443 80 med(v2+v3) n On
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# config save
Saving configuration to flash...
Configuration saved to flash
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# set onearm enable
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# show onearm
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# show map_visible
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# set map_visible enable
map_visible is enabled.

# show map_visible
map_visible: enabled
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O00000000000000000O0hwg_hiwat_spilD 000000
SSLAccelerator O spil 0 DO OO000OO000O0O SSLOOODOOOOODOOO
SSLAccelerator U D OO O0OO0O0O0O00OO SSLOOOOOOOODOODOO

Ohwq lowat_spill0 000000000 spilO00000O0OOOO

dddddoooooooOoOo IDLECPUOOOOOOOOO 520000000
0000000000000 bO0o0obO0o0bobOo0nOddDo set hwg_hiwat_spill O
sethwq_lowat_spill OO0 0000000 0OOOOOODO IDLECPUD 50000
00DO000O0o00obO0oooDbOOoooOo 10000 bOo0bOoooDbOoooDooOon
oad
IDLECPULOO0ODOOO0ODOOOOOODODOOODODODOODOOO0ODOOOODOOOnDO
000000000000 DO0ODObO0O0OO0O0ODODODOD set hwg_hiwat_spill O
sethwq_lowat_spill OO0 D00 000000 DO0O0OOOO0OOOOODOOOOOOO
spil 000 0000000000000 0000O0000O0
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0000000o0ooooo0ooooooooooooooo
8 cooo gooooooooooo

hwq_hiwat_spill OO0 hwq_lowat_spill D OO ODO0O

SSLAccelerator DO OO OO0 spilDO0OO0O0OOOOOOO0O

gooooooooo

m [0 00O Availability [

U00ob000o0o0o0O0bO0b0ob0obOob0b0O0O0OSSLAccelerator OO DO OO0
gbobooobooboobobobobO0oboOobdSSLAccelerator DO OO OOOO
gbobooobooboobobobobo200R450000000000000D0
gbooboooooobooboboboboboooooobobobobooboooo
O00000000 SSLAccelerator U OO0 DO OO OO0OOOOODOOOODOOOOO
gbooboooooobooboboboboboooooobobobobooboooo
000000 SSLAccelerator D O OO DO O0DOOO0OOO0OOCOOOOOOOOOOOO
gbobooooobobobobooooooboobobobobooon
SSLAccelerator U D O OO0 O0OO0O0OOODOOOOOOOOODOOOOOOOOO
gbooboooomA3fdbOoooobDobDom™ - 1920000000000000O
oo

OOO0OO0OO00OO SSLAccelerator DO OO OOOOOOODOOOOOOOOOOOO

ooooooooooooOooOooOooo

oo

e 20000 SSLAccelerator 0 O0OO0O0O0O0O0DOOONODODO O SSLAccelerator
Oo0b0O0o00ob0ooooooObo0ob0obO0o0o0oboO0O0O000 SSLAccelerator
O0000000000 SSLAccelerator 1O OO O0OO0OO0O0OO0OO0OCOOO
OoOOOOOOOOOOOOOOOOO0OOO0O0 SSLAccelerator OO OODOO
ocoooooooooooOoOboOoboObOOObOObOODOO20000O00O
o -70000000000O0O0O00O

° 000 SSLAccelerator 0 O O setspillenable D OO0 OO0 0000 spill 0000
0000000000000 SSLAccelerator 0 OO0 O0O0DODOOOOOOOO
00O SSLAccelerator U 0 00O OOODOO SSLAccelerator DO O OO OOOO
spill D0 000000000000 SSLAccelerator 0O MOO00O0O0OODO
O00000000O000DbO0O000DO0O00D0O0OO SSLAccelerator O [ set
spillenable 00O O0O00OO00OO0O

* 00 SSLAccelerator 0 0 00000000000 DOODOOOOOOODOODO
gb0ob00o0ooooob0ob0obobobobooboOoboOobgDn SSLAccelerator
UbOob0o00o0oO00Ooo0dn SSLAccelerator U OO DO OOOOOODOODO
SSLAccelerator U D 0 OO 000000000 OOOOODOO
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HEN

1 D0DODO SSLAccelerator 000000000 OOODOO
JO0000ooOoOoog SSLAccelerator 1 DD OO ODOO0DODO0OOOOOOOO
ad

2 O000000D0DO0OD0OOsetspillenable0 000000 O0ODOOOO
dooooooooooooooo

3 oDooooooon

# config save
Saving configuration to flash...
Configuration saved to flash

4 poooOoOoOODOOOO0
exportconfig 00O OO0OOOXMODEMOOOOOOOOOOO

# export config

Garble or encrypt all keys: (garble, encrypt) [encrypt]: <Enter>
Enter a pass phrase to encrypt all keys []: pass

Enter the pass phrase again to confirm []: pass

Export protocol: (xmodem, ascii) [ascii]: xmodem

Press Ctrl-X multiple times to kill transmission

Beginning export...

gogobbbooooobbobooooobbbuooooobbn

gooobooboboobooboooooboobooboooDon
oooobooobooobobbobobooboobooo

COo0oO0oOooOoOooooXxMobEMOOODOOOOO
gbooboobooooboon

OO0000o0oO00DOOo0o00oDoOoOoOomoKobooooooooo
gboboooooboobobobobooooobooon

O 00 o O

Export successful!
#

10 2000 SSLAccelerator 000 0000000000000 OOOO
0000000000000 00DDO0O0D0O00000Q

11 2000 SSLAccelerator 000 OO0 OO0O0ODO Bypass0 OO OO
O002000 SSLAccelerator 0 D OO0 O O0QOOQOOOoOO

oo
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12 0ooooooooooo
importconfig 0 O UOUODODOOOUOOOOOODLOODDOM XMODEMO
O0000000Enterd OO0 OO0 OO OSSLAccelerator 1 OO0 OO0 O0OO
O0o00o0O0ooooo

# import config

Import protocol: (paste, xmodem) [paste]: xmodem
Start xmodem upload now

Press Ctl-X multiple times to cancel upload

13000000000 000000000000000000000

14 0000000000000 00O00O00000000000000
gogobobooooooon

15 00000000000XMODEMOOOOOOOO

160000000000000000000000000000000
oooobooobobobobobobobooboobooog

Do you want to install this config? [y]: <Enter>

17 00000000000000000000000000

Enter a pass phrase to decrypt all encrypted keys []: pass
/keys/1/key.pem is encrypted and decrypted with the pass phrase.
/keys/default’key.pem is encrypted and decrypted with the pass phrase.
#

0000000000000 O0oooooDoooooooooo
000U ppopooooooooooooOoO0
Imported configuration is invalid. Rollback to existing config...

18 ocooooooono

# config save
Saving configuration to flash...
Configuration saved to flash

19 200 O SSLAccelerator 00000000000 Bypass 00000
0002000 SSLAccelerator 1 0000000000000

2000000100200 3000000000 SSLAccelerator 0 0 [
0ooooooo0

21 00000000000 SSLAccelerator O set spill disable 0 O O O
cOo0ooooOo0ooooOoUooOooOoooooOoOoDooooooooo
Uo0DbO00bo0Oobodbnecconfigsave O OOOOODOOODODOOO
oad
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AD O

O0o0oO00o00oo0o0ooooooboooooo0ooooo
SSlLAccelerator0 IPO 0000 O0OO0ODOOOOOIPOOODO

gooooooooboon

O
O

3400000000000
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3.5

gobtoobogobbbooboobbgo

SSLAccelerator 0 0 OO O000O0O00DO0O SSLAccelerator O OO OO0OO0OOO
gboboooooboboboboooooobobobobobob

oo

ooooooood

aog
1

2

3

gboobooooooooboooobobo

10000 SSLAccelerator 1 O OO OO0 DO OO SSLAccelerator 0 O 0O OO0
Joooooooom

1ogo0oboboboboboboooooobooboboboboboooboonDo
gbooooooooobo

lbdbobooobooobooooboobobobobobooobooobooobooon
gbooooooobaonb

goooooo

— () ==) == :

ooooo SSLAccelerator

goooooo

SSLAccelerator 000D O00OOODOOO0ODOODOODOOOODOOO
gogoono
OO000O0O000OOO00o0ooOooOoO0oDo0oOobooOoooo

SSLAccelerator 000D O0O0O0ODOO0ODOODOODOOOOODOOO
OCOoooOMACOOOOOODODOOO

goooboobobboobooboobogooooboobooobo
gooobogooo

# set egress_mac 00:11:22:33:44:55
Egress MAC set to 00:11:22:33:44:55
# config save

Saving configuration to flash...
Configuration saved to flash

gboobooooooobobobobooooogo

# set egress_mac none

gboobooooooobooboboboboboobooooobogoon

AD D J00000000arp-ad0 000000000000 OO0

go0oOoOoOoOoOoOoOoOoMACOOOOOOOOOOoOooood
ooMACOOOOOOOOOOOOOO

38
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4.1 HEN

SSLAccelerator U D OO0 00000000 DOOOOOOOOODOOOODOOOOO
gbobooooooboobobobobooboooobobobobobooboooon
gboboooooobooboboboboobooooboobobobobooooo

gboboooooobooboboboboooooboooboon

ooooooooooos3spooooooooobooooo
e VeriSignOOOOOOOOODOOODOOOODOO
. OO00oooOoooooooon

° UbooO0oo0o0O0D0dn SSLAccelerator U 0O O

SSLAccelerator 0000000000000 O0OOOOOOO
ADD gbooooobooobobobooboboboobobooooo
gboboboooooboooboon

m JO0000O000DO0ODOOOO &O00O0O

gbobooooobobobob &0000000DOODODOOOOODOODOO

gbobooooobooboboboboob &00D00DODOODOOOODOODO
gbooboooooobooboboboboboooooobobobobooboooo
gboobooooooooboooobobo

gbooboooooobooboboboboboooooobobobobooboooo
gbooooooooobo

1 DooooOoOOO0OO0O00O000000000

2 000000000MO000000000MMO00000000
cOooocio+0cCcH

3 000000000000 0000000000000000000
googo

4 0000000 00000000000000000CHO+0VMm
oboobooooooi10coboobobo

gbobooooooboobobobobooboooobobobobobooboooon
gboobooooooobobobobooobooogoo

1 0DDOoDODOOOOOOOOOOO0O00O00O0000000000
ggobobobobooooobooboboooobboo

2 000000000O00O000000000000MDO000000
ooOoOgcrio+0OcCcm

3 000000000 00000000000000000000000
gooon

4 000000000 O00O0000000D00000000O0CHD+
ERVEN
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42 (00O0OOODOOOOOOOO

createkey OO DOODO0O0OO0O00O00OO0ODOOcreatesignJ 000000000
ooopoocsRODOOOooOoOoOoooboOooooOooooboooboOoooooDoOo
OO00b0O0OO0O0O0VvedSignDOODOOODOOODOOO1OSOO0O0O0ODOOO
O00000000O000D0O0o0bO0O0o0O0DDbOO0 SSLAccelerator D OO0 O
O0000Oimportcert 00D OO0OOOOODOO
ooooboooooooooooobbooobooooooboOooobooo

O DNO Distinguished Name 0 0 0 0[O0 000O000O0O0O00O0000O0O00O0O0O0O
gbooooobpNOOOOOOODOODOODbObOOOOObOOobDOobOOobOobOon
OO00oooOoOoooooooo

OO000oOoO00oooooooooooDo

1 oooooo createkey D OO O OOOODOODO

# create key

Key strength (512/1024) [512]: <Enter>
New keylD [001]: 001

Keypair was created for keylD: 001.

0000000000000000000000000000
Z&[][] OODOOconfigsave 00000000000

OO exportkey 000 000000000000 ODODON
0000000000000 000000000000000
0o

0000000000000000000000000

2 000DOOOO0OO0OO0OOO

# create sign 001

You are about to be asked to enter information

that will be incorporated into your certificate request.
The "common name" must be unique.

For other fields, you could use default values.

gooooO0oO0oOoOoOO0OO0O0OOO0OOOOOODODOOODODOO
OO00OO0O0OOOOOoOOOOOOOOOOOOSSLAccelerator 10O OO0 OO0 OO
go0oo0oO0oOoOoOoOoOOOOOOOODOODOODODODODOOODOODOODODOD
O O CSRO Certificate Signing Request 1 U 0 0000000000000 0O0O0OO0O
gooOoOoOoOoOoOoOoOoOoOOOOOOOOOOOOCsSROODOODOODODOOO
gooOoOoOoOoOoOoOooooooooooo

e CountryNameO OO OOO20000001SO000000O00O00IPOOOO
oon

¢ Stateor ProvinceName 0O OO 0000000000 OOCOOOOODOOO
gbooboooooooboobobobobooooooom

Iil

gooogooo
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Locality Name DO OO OO QOO OQ

Organizationname 0 0 0 0000000000000 OOCOOOOOOODO
gbooboooooooboboboboobooooboobobobooboooo
goobooooooobobobobooboooobooboboboobooo

oo

O<>~1@#$%"*/\()?

Organization UnitName 0 0 0000000000000 O0O0OOOOOO
oo

CommonNameO OO OO DNSOODOODODODOOOOOOOOOOOOODOO
OO0OFQDNMI OODOOURLOOOODOOD O www.mycompany.xyz [ O [T]
gboobo0oooooobOobOo webOOOOooooooooooOOoDOD
O0000O00ooO0o0o0oDbObO00bO0dn CommonName DO OO OO0
O0000O00ooO0o0oo0oOo00obOo00b00O0CommonName DO O OO
O00boO0oOOntp/0000000O00DOOOODOOOODOOOODDOOO
0OO+*OD?2o00000000000rPODOO0O0O0ODOOO0DOOOO

Email AddressD 0 0 000000000000 DO0OOOOOOOOO

csrROOOOOODOOOOO

O00O0O0OConsole 000D 0ODO0ODO0OOOO0OO0O O0XmodemOOODOO
gbooooccsrRobogoooooooo

# export sign 001

Export protocol: (xmodem, ascii) [ascii]: xmodem
Press Ctrl-X multiple times to kill transmission
Beginning export...

Export successful!

csrRObgbooboobooooooobooboobobobobooooboobono
gooooooooboobobobooooobooboboboboom ----- BEGIN
CERTIFICATE REQUEST ----- gobooboobg--—-- END CERTIFICATE REQUEST
----- gboobobobobooooboobobobooboooocesrRbooboooono
gbooooooobaonb

----- BEGIN CERTIFICATE REQUEST-----
MIIBhDCCAQUACQAwWX]ELMAKGA1UEBhMCQOEXEDOABgNVBAgQT
B0O9udGFayW8xEDAOBgNVBAcTB01vbnRyYWwxDDAKBgNVBAoOT
A0tGQzEdMBsGA1UEAXMUd3d3LmIsb3ZIY2hpY 2tIbi5jb20w
gZ0wDQYJKoZlhveNAQEBBQADgYsAMIGHA0GBALmMJA2FLSGJ9
iICF8uwfPW2AKkyyKoe9aHnnwLLwW8WWijhI[ww9pLietwX3bp6
Do87mwV3jrgQ10Iwarj9ikKMLT6cSdeZ0OTNNn7vvJaNv1iCBW
GNypQv3kVMMzzjEtOI2uGI8VOyeE7jimYj4HIMa+R168AMXT
82ubDR2ivqgQwI7AgEDoAAWDQYJKoZIhveNAQEEBQADgYEAN8
BTcPg40OwohGIMU2m39FVvhOM86ZBKANQCEHxMzzrnydXnvRM
KPSE208x3Bgh5cGBC47YghGZzdvxYJAT 1vbkfCSBVRIGBxef
6ytkud9YnK84Q8x+pS2bEBDNnwOD2MwdOSF1sBb1bcFfkmbpj
N2N-+hqgrrvAOmcNpAgk8nU=

----- END CERTIFICATE REQUEST-----
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4 DOoODODO0OO0OO0DOO0DO0O0OO0O0D0OO0DOOOO SSLAccelerator O
goooooooaad
importcert OO OO KeylDOODOUOUOUOOOOexport O OOOOOODOO
ooobooooooooooooobbooobooooooboboOoooobooo
Opastel 000000000 O0DOOODOOOODOOO30DO0O0O0O0O0O0OO
oooooooooo

# import cert 001
import protocol (paste, xmodem) [paste]: <Enter>
Type or paste in data, end with ... alone on a line.

MIIDKDCCAtKgAwIBAgIBADANBgkqhkiGOWOBAQQFADCBNDEL
MAKGA1UEBhMCVVMxCzAJBgNVBAgTAKNBMQ4wDAYDVQQHEWVQ
b3dheTEaMBgGA1UEChMRQ29tbWVyY2Ug

----- END CERTIFICATE----- <Enter>
... <Enter>
Import successful!

5 0DDoooooOoOoDOOOD0OO0
crratemap U0 000000000000 IPODOODOOOOOCOKeyIDOOO
gooooon

# create map

Server IP [0.0.0.0]: 10.1.1.30

SSL (network) port [443]: <Enter>
Cleartext (server) port [80]: <Enter>
KeyID to use for mapping: 001

6 00DOo0oOoOoOoO0oO0O00O000000

# config save
Saving configuration to flash...
Configuration saved to flash

H

gooogooo
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43 (J000O0OOOODOOOOODO

m JO0000000WebOODOOOOooooO

gbobooooobobobobooooooboobobobobooon
gboobooood webOOOOoOoOOooOoOOOOODOODOODODOOOODOOD
gbobooooooboobobobobooboooboobobobobooboooon
importkey UOUODOO importcert 1 0 0O DOOOOO0OOOOOOOOO
SSLAccelerator DO O O0OO0O0O00OO

OO0Apache WebServer U OO UODOOO0OOOOOOOOOOODOOOOOO
gboboooooboobobobobooboooboobobobobobooboooon
OOOOCOSAPACHEROOTU O OO OODOOOOOOOOOOOOOOOOOOO
O Apache DO 0OODOODO SSLODOODOOOOOOOOODOODOODOOOOOO
gbooooooooobo

00000 OMicrosoft ISOO O Netscape DO OO OODOODO

ADD gbobooooooooboobobob

m OpenSSL O 0O 0O O Apachel mod_ssIiD O OO

oo

1 $SAPACHEROOT/conf/httpd.conf 0 000000000 *keyO O OO
oooooocOoooooooooog

2 00000000 &ODOOOOOOO

gooooo

1 $APACHEROOT/conf/httpd.conf 0 0 000 OO0 OO et OO OO
goooooooooooooodoogao

2 0000000000000 &OOOOOOO0

m Apache SSLO O 0O

oo

1 $SAPACHESSLROOT/conf/nttpd.conf 0 0 0 0000 OO0 *key OO
oOo0ooooOoopoooooooooo

2 00000000 &ODOOOOOOO

gooooo

1 $APACHESSLROOT/conf/httpd.conf 00000000 OO *.cert OO
goooooooooooboooooooooo

2 0000000000000 &OOOOOOO0
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m stronghold O [0 [J

g

1 $STRONGHOLDROOT/cont/httpd.conf 0 000 D000 OO DO *.key
pgoooooooooooooooooog

2 00000000&OOOOOOOO

googooo

1 $STRONGHOLDROOT/conf/httpd.conf 00 00D OO OO0 *.cert
goddo0ooooooooooooooooooon

2 0000000000000 &OOOO0O00

H

gooogooo
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4.4 SSLAccelerator O D OO0 O OO

importkey OO OUODO KeylDOOOOOOOOOOOOOOOOODO
gogoobooboooooaon
00000000000 Opasted 0000000

gbobooooooboobobobobooobosooboobobobooooon
goooo

# import key 001

import protocol (paste, xmodem) [paste]: <Enter>

Type or paste in data, end with ... alone on a line.

----- BEGIN RSA PRIVATE KEY-----
MIIBOgIBAAJBALGOIBH14vidtfuA+UnyRloKya13ey8mj3GD
QakdwoDJALu+jtcC

S9dPdwp6zctsZeztn/ewPeNamz3q8QoEhY8CawEA
----- END RSA PRIVATE KEY-----<Enter>

... <Enter>

The key is encrypted.

Enter a pass phrase to decrypt the key []: sesame
Import successful!

importcert DO OO0 KeyiDOOOOOOOOOOOOOOODODO
ooooooooooogoo
ooooodoobooodOpasteD 0000000

gbobooooooboobobobobooobosooboobobobooooon
goooo

# import cert 001
import protocol (paste, xmodem) [paste]: <Enter>
Type or paste in data, end with ... alone on a line.

MIIDKDCCAtKgAwIBAgIBADANBgkqhkiGOWOBAQQFADCBNDEL
MAKGA1UEBhMCVVMxCzAJBgNVBAgTAKNBMQ4wDAYDVQQHEwWVQ
b3dheTEaMBgGA1UEChMRQ29tbWVyY2Ug

----- END CERTIFICATE----- <Enter>
... <Enter>
Import successful!
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3 000DO0DO0DOO0OO0OOO0OO0ODOO
crratemap U0 000000000000 IPODOODOOOOOCOKeyIDOOO
goooooo

# create map

Server IP [0.0.0.0]: 10.1.1.30

SSL (network) port [443]: <Enter>
Cleartext (server) port [80]: <Enter>
KeylD to use for mapping: 001

4 QoOoOO0OO0D0O0O0O00O000O0000

# config save
Saving configuration to flash...
Configuration saved to flash

H

gooogooo
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4.5 SSlLAccelerator U D D00 O0OO0OOOOOOOO

create key 0 0 0 0O O create cert 0 0 U 00O OOOOOSSLAccelerator U 0 00O OO
oooobooooooooooboboooooooooboooooOooOooDbbOooboO
oooobooooooooooboboooooooooboooooOooOooDbbOooboO
OO000O0O000OO0o0o0ooOoOo0obDoOO0oOobooOoooo
oooooooooooooboo0oobOo0o0obOo00oDbO00o0bOUO0U0DODN
U Distinguished Name D 0 00 MO0 00000

SSLAccelerator D 0000000000000 OOOOOOO
&DD gbooooobooobobobooboboboobobooooo
gboboboooooboooboon

1 ODoooDoDOOOOOOOOO

# create key

Key strength (512/1024) [512]: <Enter>
New keylID [001]: 001

Keypair was created for keylD: 001.

2 createcert0 0000 KeyDOOOOODOODOOOO

# create cert 001
You are about to be asked to enter information...

gbobooooobooboboboboobooboobobobobooboooon
gooooon

Country Code 0 0O OO

State or Provincell U 00 OO O O

Locality D O O 0O 0O
Organization0 00 000000 OOOOOOOO
Organization Unitd O 0O 0O 0O O

Common namel] 0 [0 www.mycompany.xyz[]

Email address0 D OO OO0 O00O0OO

3 00O00DO00O0O0O0O00O00O000

crratemap U0 000000000000 IPODOODOOOOOCOKeyIDOOO
goooooo

Oooooood

# create map

Server IP [0.0.0.0]: 10.1.1.30

SSL (network) port [443]: <Enter>
Cleartext (server) port [80]: <Enter>
KeylD to use for mapping: 001
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4 QoOoOO0OO0D0O0O0O00O000O0000

# config save
Saving configuration to flash...
Configuration saved to flash

H

gooogooo
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46 (JU0U0O0OOOODOOOOODO

gboobooooo4000000D00DOOOOOODODO

° oo cAdbooon
VeriSign U O O0OO0OO0O0OO0OOOCAOOODOODOODO

° gooooooo
obobooooooobOobOobobobobooboonbDOon0g VerdSignOOO0O
gbooboooooobooboboboboobooooobooobDobOoDb cAD
gboobooooooobobobobooooooboobobobobooon

° gboooooooooban
gbooboooooooboboboboobooooboobobobooboooo
gboob 128000000000 00O0O0O00OO00ODOO

° gbooboooogcADonoonog
b0 cAUD0ODODObOO cADODOO0OO0OO0OOOVeriSignDOOOOOODO

gboboooooboobobobobooboooboobobobobooboooon
gbobooooobomoo cAoboooooooboobo

SSlLAccelerator 0010000000000 100000 CA
AD []| ooooooo1000000000000000 CAOOD
O0ooooooood

Internet Explorer 0 [J [0 Netscape Communicator 0 0 00000040 0000000
goooSsSSsLO0oooooooossLooboooboooobooooooooa
goob00oO0ooooOobOO0bOobOobOobooUooOUgbDOobDobOoboboboooo
goo0o0oooooooobOoboboooUooooDOoboDoboOoboboobooo

gossLOdboo0ooOooboob4o000b00DbO0ObOOOOObOODODODO
gooboooooobooossLobgobooooboobooooooboooo
000000 oooboobooob0o0obooobooboooDbO 128000
oooooooooad

oo0o0o0oboooobooboooboobOooob cAbooobooooo

cAUDOO0O0O0OO0OD0OO0ODOOobOcAOOO0OUODOUODODODODbDODbObDOObOODOn
000DbO0ODbO0o0O0O00O0ODO0@bOO cAODODOODOOMicrosoft SGC Root [
VeriSignClass 3CA O O0O0O0OO0ODOOOOOODOOOOOOODOODOODOODO
000000000000 DO0DO0DO0DO00000O0ODO0oDOooDOooDOOoDOon

cCAO000000ODbOOoOobDOooobooboobDboo cAObooobooono
Jo0bodbOcAOO00OU0DDbOoOobDbOoobDbooboobDbooboooooboo
oo0o0o0ooooOOobOobobooboobOobDooOooocAObOgoOoDboo
goo00o0ooooOobOO0obOobOoboboboUooOOobDOobDOobOoboboboooo
ob0o0o0o0ob0rsOooboobooboobooooooobOoDbo
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m J0000gooboooobbooooboo

gbobooooooboobobobobooboooobobobobobooboooon
gboboooboocAbobooooboooooooooboobobo20b0000
goob0i1ocgboobobobooboooooooobobon

SSLAccelerator 0010000000000 100000 CA
AD []| ooooooo10000D0O0DO0O0OOO0OO0O0O CADOO
00000000000

importcert 10O UODOOOO0OOOOODOOO0ODOOOOOOOOOOOOODOO
gboobooooobo2b00b0b0000000ob00oboboboobooboono
gbobooooobooboboboobooboobob cAODboooooboD
gboobcAbDObDODbObOoOoOoOooOobDoDOos3gbobooon

gboobooooob 2000000000000 0b0000

AD []| oooooooooo

O00"Begin..."O "End..." 00 0000000O0O0DOOODOO
gbooooooboobd

g

# import cert 001
import protocol (paste, xmodem) [paste]: <Enter>
Type or paste in data, end with ... alone on a line.

MIIFZTCCBM6gAwIBAgIQCTN2wvQH2CK+rgZKcTrNBzANBgkq
hkiGO9wOBAQQFADCBUJEfMBOGAT1UEChMWVmVyaVNpZ24gVHJ1

OTEXxMTEwMDAwMDBaFwOwMDExMTAyMzU5NTIaMIHHMQswCQYD
VQQGEwJVUzZETMBEG

MIEMTCCA5qgAwIBAgIQI2yXHivGDQv5dGDe8QjDwzANBgkq
hkiG9wOBAQIFADBfMQswCQYDVQQGEwJVUzEXMBUGA1UEChMO

NIVBp4xZkZ9G3hg9FXUbFXlaWJwfE22iQYFm8hDjswMKNXR;j
M1GUOMxImaSESQeSItLZI5IVR5fN5qu

----- END CERTIFICATE-----<Enter>

...<Enter>

Import successful!

H
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4.7

gooooboga

O0000000OSSLAccelerator DO 000000 IDOOOODOODODOODOOID
o0o0oboo0ooooooooo0oobbOooooOo0ooDoOboOoo MapIDODOO
O0000O0000O000DOoO00obO0o0b0DbOO0O00DDSSLAccelerator 0 OO

ooobcAdU0DOOOOoooOoOoOoooOoOooooooooooobboOooooo

O000OOimportclient cal 00D ODOOO0OOOOODOODO

RN

O00O0Lstmap 0000000000000 MaplDOOOODOOOODODOOODO
oooboooooooooobobooooooooyooooboooooOOnDOO
oooooooooo

# list map

Map Net Ser Cipher Re- Client
ID KeylD  ServerIP Port Port Suites direct Auth
1 default  Any 443 80 all(v2+v3) n n
2 sample 10.1.2.57 443 80 med(v2+v3) n n

O0OMaplD20 000000000 CAOODOODOODOOOODOODOODO

# import client_ca 2
import protocol (paste, xmodem) [paste]: <Enter>
Type or paste in data, end with ... alone on a line.

MIIDxzCCAzCgAwIBAgIBADANBgkqhkiGOWOBAQQFADCBpDEL
MAKGA1UEBhMCVVMXEzARBgNVBAgTCkNhbGImb3JuaWEXEjAQ
BgNVBACTCVNhbiBEaWVnbzEUMBIGA1UE

XcCabZcfBRuYcZeUoNrGUI8tD80jp2YNG1vidgLEaD1YCIi5
19/mNrcB25mSfdAR/08ROTMxm4VKOSA=

----- END CERTIFICATE-----<Enter>

...<Enter>

Import successful!
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listmap U OO 0000000000 0O0O0O0O0O0O0OOCOOODODOClientAuth
boO0OO0OMaplD20000000C0OO0OOODOOOOOOOOOOOOODOOD
gooo

# list map

Map Net Ser Cipher Re- Client
ID KeylD 0O ServerlIP Port Port Suites direct  Auth
1 default Any 443 80 all(v2+v3) n n

2 sample 10.1.257 443 80 med(v2+v3) n y

MaplD20O00ODOOO0OOO0OO0OOO0OODOODOODOOOOOOOOOOODOODOODOD
gbobooooobobocaAboboboooooooocAooooooonbon

gboboooooobooboboboboboooobooboboboobobobo
gboboooooboobobobooboooboonog

m OpenSSLOOOODOOOOOOOODOOOOODO

gbooboooooobooboboboboboooooobobobobooboooo
gbooboooobodopenSSLOOODOODOOOOOOODOODO

& 0000000 OpenSSLOODODOOODODOOOONOOpenSSL
oooo 0O WebOODO (www.openssl.org) DOOOOOOOO

1 OO000DO0O00O0CAODUODOOOca_keypemdODOOOODOO

openssl genrsa -out ca_key.pem 1024
2 0ODOOO0OOOOO CAODOOODOOOca_certpemd 0O O0O0OOO

openssl req -new -x509 -key ca_key.pem -days 365 -out ca_cert.pem

3 importclient ca0 000000000000 ODOOODOO CAODOO
ooooooooooooon

H
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gboobooooooobobobobobooboooo

1

OO00O0OcHkeypemOOOOOOOO

openssl genrsa -out key.pem 1024

gogoboboooodogo

openssl req -new -days 365 -key key.pem -out csr.pem

oo0o0d0O0bo0o0 cAbO0DbOoUObOUObOOoboobgbDOobooo
god

openssl x509 -req -CAcreateserial -CAkey ca_key.pem -CA
ca_cert.pem -days 365 -in csr.pem -out cert.pem

o0o00d0O000o0obOOoboooOooOob0o PEMODOODO PKCS12
gooobooog

openssl pkcs12 -export -in cert.pem -inkey key.pem -name
"<Client ID>" -out cert.p12

O0400000000000000D00ecertp1i20000000
ooooooobobobobDon
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48 (U0OOOOOOO

m J00D000g0oobooobooobboooboon

obobooooobobobobooboobobogn SSLAccelerator U OO OO

oooobooooooooooboboooooooooboooooOooOooDbboOoooDoO
U00ob00oo00oo0o0obO0b0obOobOoboboO0oogDOSSLAccelerator 00O 0
o000oOoO000oOooO00DOOO000oOOoO00obDOoO0OoooOoOOoOoDboOoOoooD
O00000oO0oOob0O0bDOdDOsetcipher redr U0 O0O00O0000O0OOO MapIDO
O00000000 webOODOOODODOOOODOshow cipher_redir 00O 0O O
oooboooooooooobooobooooobooOoooboo

00000000000 URLOOODOOOOURLOOODOO

ADD gboooooooboobobonb

gboboooooboobooboboboboooooboooboon
oo

00000000000000URLOOO0O000000
ZX[][] 000000000 SSLAccelerator 10000000000
0000000000000000000000000000
000000 URLO HTITPOOODOOOOOO0OO0O0DO

goood
# list map
Map Net Ser Cipher Re- Client
ID KeylD ServerIP  Port Port Suites direct  Auth
1 default  Any 443 80 all(v2+v3) n n
2 sample 10.1.25 443 80 med(v2+v3) n n

# set cipher_redir 2
Enter a weak cipher redirect URL at the following prompt
e.g. http://www.mycompany.xyz/weakbrowser.htmi

Enter a weak cipher redirect URL []: http://www.myco.xyz/cipher_info.html

# list map

Map Net Ser Cipher Re- Client
ID KeylD  ServerIP  Port Port Suites direct  Auth
1 default  Any 443 80 all(v2+v3) n n

2 sample 10.1.25 443 80 med(v2+v3) ci n

# show cipher_redir 2
cipher_redir for mapping 2 is set: http://www.myco.xyz/cipher_info.htmi

4800000000 55

Iil

gooogooo



gbooboooooooboobOob uvrRLOO0OoOOobOO0ObDO0obOobOOoOooOooDon
gooooo

# set cipher_redir 2 none
# show cipher_redir 2
cipher_redir for mapping 2 is not set

m J00000oobooooboboooboooobbooooobooooboD
ooo

gboobooooooobooboboboooboooooobobobobooooo
goob00ooooo0ob0bOob0oboboboO0oOgoOobODOSSLAccelerator U
gbobooooboobobobobobooooobobOndsetcert redir 00O
00O showeertredr OO0 ODOODOOO0OOOOOOOOODOODOOOOOOOO
gbobooooobooboboboboobobdbDnustmap 00 O00OOODOODO
oooooooo

# list map

Map Net Ser Cipher Re- Client
ID KeylD Server IP Port Port Suites direct  Auth
1 default Any 443 80 all(v2+v3) n n
2 sample 10.1.2.5 443 80 med(v2+v3) n v

# set cert_redir 2
Enter a none/bad client cert redirect URL at the following prompt
e.g. http://www.mycompany.xyz/clientcert.html

Enter a none/bad client cert redirect URL []: http://www.myco.xyz/
cert_info.html

# list map

Map Net Ser Cipher Re- Client
ID KeylD ServerlP  Port Port Suites direct Auth
1 default Any 443 80 all(v2+v3) n n

2 sample 10.1.2.5 443 80 med(v2+v3) ce y

# show cert_redir 2

cert_redir for mapping 2 is set: http://www.myco.xyz/cert_info.html

gbobooooooboobobobobobooooooboobobo uurLOObDODO
gbooboooooooboobobo

# set cert_redir 2 none
# show cert_redir 2
cert_redir for mapping 2 is not set
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gooooood

gboobooooooobooboboobobobobooboboobooooboobOoDbo
gbobooocAboboboooooboboboboooooboooooboobann
UbobooooobOobOobOobO0bOOSSLAccelerator OO OOOODOODO
gcrRLOOOOOoOooooOooOobOobo

CRLOOOOOO0OOO0ODOOOO0OO0OO0O0  cCcRLOOOOOOODODOOOOOOn
gbooooooboboboboboboobooooboobodDb SSLAccelerator U O
gboobo0oocrRLOOObOOOODOOOOOOOOODOODbOODODbOOOODOn
gbooboooooooboobobobobooooobooboobooboobobOoDbo
gbooboooooooobooboboboooooooobobobobOobob

SSLAccelerator U D O OO OOOD0OOOODOODOOOOCRLOODOOOOOOOO
ooo

d FTP
d HTTP
d LDAP

e PEMUOOODOODOOOASCOHOOOOOOOOOOOOOOOOO

* Xmodem

CRLOOOODOO0OOO0ODOODOO0 SSLAccelerator 1O OO CRLODOOOOOODO
gbooboooSsSsLgbobooboobobobobo cRLObDOOOOOOCRL
gbobooooobooboboobooboboboboooooobooboobobobo
gbooboooooobooboboboboooooooboboboboooboooo
U00b00oo0oo0obO0obO0bOobOocRLOODOOODOODOODOD SSLAccelerator
gbooooooooobon
CRLOOOODOO0ODOODOOOOOOODOODbOO0O0bOO0O CcRLO 100KBOOOODOO
gboocRLOOOOOOO0OOOOOOOOOOOOOObOODbObOObOObOOn
gbobooooobocrRLObDOobOOobOOoOo0oOooOooOO cRLOOODOO crRLODO
gboooooooon

CRLOOOOOOOOO cCcLiobooooboobaobo

b show crl <mapID>
U000 maplDOODODOOODOOOO URLOOOOOOOCRLOOOOO
O0maplDOOOO0OOOOOOOOOOCRLOOOODOODOO

d set crl_mode <mapID>
U000 maplDO CRLODOODOOOOOOOOODOODOODODOOOOOO

gboboooooboobobobobooboooboobobobobooooo
gorooboobobooooooooobom

* set crl_refresh [now] | <0-1440 >
CRLOOODOODOOODODOOODOOODOOOODOOODODOOoOobOOoOoooa
dddddoooooooooooooooooobo cRLOOOOOOOO
ooo
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import crl <mapID>
O000Oo0ooo0ocRLOOOOOOO0OO0OO00DOOXmodemOO0ODO
ooooo0oooooooboooobOo0oooooOo crRLODOOOODOO
gbooboooooboobobobooboooobooboobobOo crLOOO
OO000oOo0oOoOoDooOooooo

export crl <mapID>

ASCIOO0 Xmodem OO OOOOOOODOOODOOOOD CRLO
SSLAccelerator U 0 0 OO OO0OOO0OOOOOO

delete crl <mapID>

ooobooooooooooboboooocrRLOOooooo

delete crl_mode <mapID>

D000 maplDOODOOODOOODOOODOOOODOOODODODOODOOODOOO
ooo

status crl [all | last]
CRLOOODOODOOODODOOODOOODOOOODOOODODOOoOobOOoOooDoao
0o0bOodoOoOOoooOoobOooobooobOooo

delete crl_status

000 CRLOODODODOODOOODODDOODOOODOOO

000 CRLOUOODUOODOODO0ODODODUODODODODODODOOOoOooo

AD []| coooooooocRLOOOOOOOOOOOOOOOOO

OO00O0OC0O0O0O0 XmodemOOOOO CRLOOOOODOCOO
gboboobooobooboboboobobooobobooban
Xmodem OO OOOOOOOODOOOOD

m OpenSSLO OO CRLODODO

gboobooOopenSSLOOODOODOOOOOOODOOCRLOOOOOOOODOODO
goooo

gboooooobobocaAobogoooooogooonao

000000000 CAODOUODOOCca keypemO OOODOOODO

openssl genrsa -out ca_key.pem 1024

OO000OC0CO0O0ODOCcCAOOUODOOOca certpemOO0dO0O0OOO

openssl req -new -x509 -key ca_key.pem -out ca_cert.pem

importclient ca0 00D D00 0O0OD0OOODOOODOOODOO CAODOO
0000 SSLAccelerator0O0 OO O OOOOGA4
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gbooboooooboobobobobooogoon

1

OO00O0OcHkeypemOOOOOOOO

openssl genrsa -out clikey.pem 1024

OO0O00O0OcHesrpemOO00O000ODO0O

openssl req -new -key cl1key.pem -out clicsr.pem

oo0o0doO0obo0o0 cAbO0ODbUOUObOUObObODODUOoDOboUoboOg
god

openssl ca -keyfile ca_key.pem -cert ca_cert.pem -in cl1icsr.pem -out
clicert.pem

clikey.pem O clicertpem OO 00O 10000000O0O0O0OO

cat cl1key.pem clicert.pem > cliall.pem

CO000O0O0OO00DOO0O0O0oOPEMOODOO PKCS1200000
gooo

openssl pkcs12 -export -in cl1all.pem -out clicert.p12 -name "cl1"

O050000000D00000D00DOO0OCcHcertpi2000000
gooobooooboobooo

O000D0OD0OO0D0OOCO0O0ODODOODODOO openssl.enfOO

AD []| oooooooooooo

godoooooooooooooboooooobooobooboobooo
gboooobooboobobooobobobobobooban
0000 CRLODODDODOODODODODODOD

.DDDD OpenSSLOODODOOOOOODOOOOO OpenSSL O Web O

OO0 0Owww.openssl.orgd OO0 OO0O0O00D0OOO

H
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gboobooooooobooboboboboboobooooobogoon
1 O000O0oo0obDOoboO0OcHcert.pemO OO OO0O0OOO

openssl ca -revoke clicert.pem

2 00000000O0O0O0O0O0DOO0OOO0DOOO0OO0O0O0O0D0O0O0 CARL
OcrlpemO 0000000

openssl ca -gencrl -out crl.pem

3 importcrl D0 0000000 CRLO SSLAccelerator0 00000
oooo
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410 SSLOODO

m J00o0ooooooooog

gboboooooboobobobobouoboboobobob KeylDOOODOODO
goob0oooomrO0O0O0Od0NetworkOOOODOOO0OODOODOOOOOOODOO
000000000 KeylDOOODOOOODOO IPODOODOOOOODOODOO
gbooboooooboobobobobooooobooboboboboooo
SSLAccelerator U OO0 200000000000000000O00O0O0

° gboooooo
° gooooon

SSLAccelerator 01 0 00 100000 000000000000
0000  Sgg

m (000000

gbooboooooooboboboborwrobobooobogooooobonoO
oo
OO0000000000SSLAccelerator OO OO00OOOOO0DOOOOOOOOO
gboboboooooooboobooboboboboobobooboooooboooboobo
gbooooooboboborrobobobobooboobobobobobooon
gboboooooobooboboboboooooboooboon

0000000000000000000000000000
AD D O000000OOconfigsave 00000000000

SSLAccelerator U D 0O 00000000000 ODOODOO44300000000
gooubobobooooboobobooboboboobooobooboobOobon

gboboooooboobobobobobobobobdbdKeylD OO default[T1 O
oboooooobobobobooboOobon SSLAccelerator U OO OO OOO
gbobooooooboobobo43pobbooogboobobobobobooon
oooooooo

gbobooooooboobobobooboboboboooooobooboobobOobo
goooooogoobo

° gbooboo1ocooobobobobobobooooboobobobooboooo
oo0obooooobooooon.0o0m443/s000000O00O0ODOO

° gbooooooboboboboooboooboon

° gboobooooooobobobobobobooooboob1boboboooon
gboobooooobooboobo

H
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° gboboooooboobobobobooboooboobobobobooboooon
goobooooooobobobobooboooobooboboboobooo
oo

1 ooooooooooo1ooooooOOOO

2 0000000O0000000000 KeyDOOOOOOOOODO
gbobobooooogonog

3 00000000 00000000000000000000000
gboboboooobooobooboobobobooboom
gboboboooboobobi1boboboooooboobobob

gboboboobooboboboboboooboooobooboobobo
oo

m J0000gooboooobbooooboo

gboboooooboobobobobobooooboobobobobOobobo
gbobooooboobOoboboboboboooboobo430b000oog o
gbooboooooooboobob soioobooboobOob sobobobobooon
OO0O0O0ONetworkODOOD 4430 Server U0 OO0 810000000000 ODOODO
gboboooooboobobobob0obO0obobO00n Network OO OO 4430
gbooooooobobabo

m (000000

createmap 0000000000 0O0O0DO1000000000000O000O0O0O
bobooooobobOobobb KeylDOOOOooooooooooboo

gboboooooobooboboboboboooobooboboboboboaobo
gbooboooooooboboboooooboobobobooboooo

m 00000 o0obooobboooobooboo

gboboooooboboboboooooboobooboobobooboooog 1000
gboooooobooboboboooooboobobobo roboboobooo
gbooboooooobooboboboboboooooobobobobooboooo
gboobomos3s0 0@ -230000000000000O0

0000000000000 0000000D0O0O0O00OO0O
AD D SSLAccelerator 0 D0 00000000 OOOOODO
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411 0JO00OOOO

SSLAccelerator U D OO OO0 O0O0O0O0O IPOODOOOOOOOOOOODOODOODO
gbooormrobooooooobobobobobooboobobobobobooon
boooooobobOobOdBlockD OOOOpermitd O OTCPO OO UDP OO
gboboooooooboobaobo

SSLAccelerator 1 0 0 000000000000 OO0OOOO

AD []| oooooooo

gboboooooboobobobobooooooooborbobobobooon
gbooooogborroooobobobobobooboobobobobooboooon
gboooooooooorobobobooboobooboobobobobooooo
gbooboooooboobobobobobooooon

° goomwroooooooooon
° gooooomwroooooboobooon
° goobormrooooooooonDo

m JO0000o0ooo0

gbooboooo20000000000Server000000DO0OOOOOODOODO
gbooboooooooboboobobobooxfff 000000000 00oon
gboooo Secver00o0obOobobOobO0ObOObOOOOOOODOODODO
gb1oo0o0ooo

000000 200000000000000000000
AD []| cooooooooooooooooooOOOOOOOO

O :
Server 0 0 O O :1023 (0x03ff)
ServerJ OO0 00O :0xfcO0
0010240 00000000000 000O0O0Oad
0

Server 0 0 0 0O :127 (0x007f)
Server0 0 00O 00O :0xff80
obAH2800000000DO0ODO0ODOOOOO

Server HOOO0O Server 000000000000 OOOODOODOODOODOOOOO
gbooboooooboobobobobobooooooooboobob

H
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m JO00IPOO0ODOODOOOOODOOOODODOO

gbooooorroooooobobobobooobooboobobobooboooon
gooo

g

# create block

Client IP to block [0.0.0.0]: 10.1.2.1

Client IP mask [255.255.255.255]: 255.255.255.255
Server IP to block [0.0.0.0]: 20.1.2.1

Server IP mask [255.255.255.255]: 255.255.255.255
Server Port to block (0-65535): 80

Server Port mask [0xffff]: <Enter>

gO0000OshowblockDODOODOODOOOOO

# show block

(1) block 10.1.2.1 255.255.255.255 20.1.2.1 255.255.255.255 80 Oxffff

m J00o0gooobogoboobooooboooooon

gbooooogborroooobobobobooobooboobobobooboooon
gbooboooooobooboboboboboooooobobobobooboooo
gbooooooboobobooboooom

go

# create block

Client IP to block [0.0.0.0]: 10.1.2.0

Client IP mask [255.255.255.0]: 255.255.255.0
Server IP to block [0.0.0.0]: 20.1.2.0

Server IP mask [255.255.255.255]: 255.255.255.0
Server Port to block (0-65535): 80

Server Port mask [0xffff]: <Enter>

gbOO00O0showblockDOOOOODOOOOO

# show block

64 40000000



m |PO0O0O0ODOOOCOODOOOOOOODOOOOOOn

gooorroboobooooooobobobooooboobooboboboooo
oo

g

# create block

Client IP to block [0.0.0.0]: <Enter>
Client IP mask [0.0.0.0]: <Enter>
Server IP to block [0.0.0.0]: <Enter>
Server IP mask [0.0.0.0]: <Enter>
Server Port to block (0-65535): 80
Server Port mask [0xffff]: <Enter>

gO0000OshowblockDODOOOODOOOOO

# show block

m (000000

gboob00oooobob0obobobobooboob0obobobOob0OO delete
blockUODOOOOOOO IDOOOOOOODOODOODOOLOOOOODOODOO ID
o1000

1 showblock D0 ODOODOOOOOOOOOOOOOOOOOOO

# show block

2 deleteblock 00000000000 OOD IDODODODOOOO
oo

# delete block 1
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m Jggoo

OO0 I1mrO0bOOob0OoOn SSLAcecelerator U OO DO OOOOOOOOOOOODOODO

gbobooooooboobobobooboboboobooooooboobooboboDbo
gooooon

# create permit

Client IP to permit [0.0.0.0]: 10.1.2.1

Client IP mask [0.0.0.0]: 255.255.255.255
Server IP to permit [0.0.0.0]: 20.1.2.2
Server IP mask [0.0.0.0]: 255.255.255.255

Server Port to permit (0-65535): 80
Server Port mask [0xffff]: <Enter>

gboo0O0O0showpermitU DO OO OOOOOOO

# show permit
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412 SSLOOO0OOOO0ODOOOOO

SSLAccelerator U D OO O OOD0O ODODOODOOOOOOOOOOOOOOOOOO
gboooooogbooobosSsLoooob bpoooooboobobobo mbbab
boboooooboboboboboboobo2b0b0bobooon

gboboboobobooboobbobObOOobOObOObOOobOD

AD []| ooooooooooo

O oo

oooooooo gbooooooobooSsSsLogoab mboooog
gboooooood 200000000000 IDODOO
oooboooooooOo woeoobooooonooOO
gbooboooooboobobobobooogoon

oooooo gbobooooobooboboboooboobooonog
oo0obooooooo 3080000000000

obo0o ooooo

gbobooooooboobobobobobobobooboobooobobobOobOoDbo
gbooboobobooboboboo2000000b00b0obobooboooboon
gbobooooooboobooboboboobobooboooboooboobobobon

° gboobobowooooooobobob

¢ SSLAccelerator 00000000000 DOODOOOOOOODOODOO

goobooowoboboboboboboboooooobobobobooboooo
OO00O00OSSLAccelerator 00O O000D0O0OO0O0OO0O0OOOOOOOODOODOO
gbooboooooooboobobobobooobooboboobooboobobOobo
gboboooooobooboboboboboboooboooboooboobobOobOobo
gooooooo
SSLOO0000b00b0o0o0oooobdbOdDbDsetcache0DO0OOOOOOOODO
obob0oooobodg showcache DOOOOOOOODOO

H
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413 0U0O0OOOOOO0O0OO0O0OO0OO0

O0000OoOodSSLAccelerator 00 00O OOOOOOOODO SSLOOOOO0O
00D0O000000D0O00D0DOO00D00O0D0DbOO0O0DbO0O00DDOOn SSLAccelerator
00bOO0o0doOo0o00obO0o0ooDbOo0ooOO0oobOoobOoOooDbOoOooDoOooooa
0000000000000 000000OOSSLAccelerator O 00 O ser_loc_trust [
0do0oO0d0doOodooOO0dobO00ooOoobOOodooOoooDooooo

# set ser_loc_trust enable
Server locations will not be validated before accepting connections.
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414 HITPOOOOOOOO

Ubo000000b00Dbd SSLAccelerator OO OO O0OOOO0OOO0OOOOO
U HTTPOOOOOOOODOODODOOOOOOOOOOO0OO0bO0bO00O000n

gbobooooooboobobobobooboooobobobobobooboooon
gboboooooboobobobooboorboobooboobobo0oboobooon

U00o0000o00o0bO0b0obOobOob0boOOSSLAccelerator DO O OOODOO
gbobooooobooboboboooooooooooobobob

° ooo

° goobooormwroogo
° gooo

° goooo b

000000000000 SSLAccelerator 0 0O 00000
ADD 0000000000000 0D00D00000000
SSLAccelerator 100 0000000000000000

sethdr fields U0 O O0O0O0000O0 maplDOOOOODOODOOOOOOODOODO

gboooooogobaonb

O00ob00o0oo0obO0ob0b0obobobooob0ob0OoOonbOODboODbSSLAccelerator

gboboooooobooboobobobobobobooooboooboobobobobo

goooooo

° gbooooooboobd
gbooboooooooboboboboooooboobobobobo pboo
goobormroooboobooboobobobooboboooooooobobon
goooo

° gboboooooboobobobobooooobooon
gbobooooobooboboboooooobobobobobooo

O000D0O00o00O0oooDO0oO00oOoO HTTP keepalive O

ADD gbooooooboobobon

H
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415 VLANOODOO

Ub0000000000 SSLAccelerator U O VLANOODOODOOOODOOOOOO
U0 VLANO OO LANODODODODOOOOO0O00D0O0D00SSLAccelerator U 0 O
VLANOOOOOOOoOooooooaoobao

e 8021QUODOOOOO
° gbooboooooooboboboboboooogoooon

SSlLAccelerator 0D OO O0O0OOOOOOOOVLANODOOODO

AD []| oooooooo

gboobob0 vLcANODOOoOoooooboooo

. 00000 QoS
gboobooooobO700b00DbO0ODLOO0OoOOODODODODODOOOOOO
gboobooooooobobobooooobooon

° gboobd VLANID
gboooooobi1b404000000001000000000000
VLANOOOOOOOOO VLANOOOOOO VLANO IDOOogooanod
OOVLANOOOOOOOOO VLANIDOOOOooOooooooooboo
gboooooooobo

setvan 0000000000000 0O0O0O0ODOOO0ODO

A[] []| oooooo

gd

# set vlan
Enter the management port VLAN QoS (0-7) [0]: <Enter>
Enter the management port VLAN ID (1-4094) [1]: <Enter>

# show vian
The management port VLAN QoS is setto 0
The management port VLAN ID is set to 1

VLANOOOOOOOOOOODOOsetvlannone DO OOOO00O000O0OO0OOO
O00Ononel0D 00O OO0O0O0OOOOODOODOODO
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4.16 NTPO Network Time Protocoll] 0 O J

NTpOOOOODOODOOOOOOOOOOOOOOOOOOOOOO0O0bOODO
gboboooooobooboboobooboboboboooooobooboobobobo
gboboooooobooboboobooboboboboooooobooboobobobo
O00000000SSLAccelerator O ONTPO OO ODOOOOOOODOODOODOO
gb00ob00oooOgs3goNTPOOOOOOOOOODOODOODODOOOOODOOD

uppO000000DOO0ODOOOOOOODOO

ADO

gooooooon

oooooooDbooobOooOooNTPOOOODOOODO

gbooooooboboboobooboon

gboooONTPOOOOOOODODO

1

SSLAccelerator 0 IPOOOO0OOO
# setip

Enter IP Address ('none’ to delete) [none]: 192.168.1.105
Enter Netmask ('none’ to delete) [255.255.255.0]: <Enter>

NTPOOOODOOODOOO
# set ntp_servers
Enter IP address of NTP server (q to quit) [q]: 192.168.1.2
Enter IP address of NTP server (q to quit) [q]: 192.168.1.21

Enter IP address of NTP server (q to quit) [q]: 192.168.1.22
Only three NTP servers are allowed. Saving entered servers.

NTPOOODOODOODOO

# show ntp_servers
NTP servers: 192.168.1.2 192.168.1.21 192.168.1.22

NTPOOOOODOO

# set ntp enable

An optional default route may be entered before starting the NTP service.

Enter a default route ('none’ to delete) [none]: <Enter>
NTP Service started.

OSSLAccelerator O NTPOOOODOOOOOODOOOOOO
000000000000 D0D0O0O SSLAccelerator OO0 OO OO

H
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5 NTPOOODOOOOOOOOOOOOO
# show ntp

NTP: enabled

6 NTPOOODOOOOOOOOOOOOO

# show ntp_status
remote local st poll reach delay offset disp

=192.168.1.2 192.168.1.105 3 64 1
=192.168.1.21 192.168.1.105 3 64 1
=192.168.1.22 192.168.1.105 3 64 1

0.00024 -0.000416 7.93752
0.00026 -0.000096 7.93750
0.00031 -0.000102 7.93750
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417 00O0OOODOOO-OD0000000U0U0UUoDObDbD

SSLAccelerator U D O OO0 O0OO0OOOODOOOOOOOOODOOOODOOOOO
gbobooooooboobobobobooboooobobobobobooboooon
gboboooooobooboboboboobooooboobobobobooooo

gboobooooooobooboboboooboooooobobobobooooo

0000 SSLAccelerator H D O OO O000O0O00O0O0O0O0MMA3000000O

oo -19200000000000000

H

gooogooo
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Joogoouo

Contents

SSLAccelerator D 0000000000000 OOOOOOOOOCLIOO
O00000CLIOOO0OO0OO0OOOOOd Console dO0OOMOO Aux console
OgooorsS23200000000

LS I 76
5200000000000 000D e i eeeeeaee - 77
LS TR 28 79
G 80
LS 85

H
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5.1 gooooboga

SSLAccelerator U0 OO0 00000000 DO0ODOOO0OOOOODOODOODOO0OOOO
e helpdOOO0OO0O0OO0OO0OOODOO

b help <command>U OO0 00 O<command>0 00000000000 0OOO0OO
ooooooooooooobbooooooooobobooooooooon

* helpusagel 000000000000 OOOOOOODOODO
e wychatlOODOODOODOOOOOOODOODOO
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52 [U0O0OOOOOOOOOO0OOOO

]
0000 Console d Auxconsole 1 0 0000000000 OO0OO0OOOOOOOO
00D0000000oCcLID 0000000 oD0o0onooonooooooooooo20
0000000000000 0000000O00oo0o
m JOoo0gd

gboobcudbooooboooooobobobooooooooobobob
bobooooobooboboboboobobooooboobobobo

m (00000000000

SSLAccelerator 7117 000 00000000000 0O0O0O0O0OOOOOOOODOO
gooo

#

U00o00o0ooboobDOb0setprompt 000000 O0OODO

gboboooooboboboboooobobobcubooboooooonoo
gbooboooooooboboboboboooooooonoo

m JO0O00o0gno

gbobooooooboobobobobooboooobobobobobooboooon
gboboooocubooogboobooboooooobobobobooooonoo
U00b0000oob00b0bO0obO0ObOdelete 00000000 OOODODOO
gb00dlOOOD0OODOODOOOODOODO

# del

Usage: delete item [arg]
alarms - delete all previous alarms
block blocklD - delete a block filter
cert keylD - delete a cert
client_ca maplD - delete a client CA
crl maplD - delete a CRL for a mapping
crl_mode maplID - delete a CRL automatic upload
crl_status - delete all previous CRL upload status
key keylD - delete a key
logs logIDlall - delete a log or all logs
map maplD - delete a mapping
patch - delete the installed patch
permit permitlD - delete a permit filter
sign keylD - delete a sign request
snmp_community - delete a SNMP community
trap_community - delete a SNMP trap community

H
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gb0ob0oooibi@exOOO0OODOODODOOOOODOODODODOOOOO
OexODOOOOMexport DO OexitU O ODOOOOOOOOODO

# ex

O000000M@Mssh000000000O000Oe0 O M setsshenabled OO OO
oo

# set ssh e
SSH Service started.
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53 0UO0OO0OO

531 0O0OO0OOOO

oogoo oo

ctrl-b 10000000

ctrl-f 10000000

ctrl-a ooooooooo
ctrl-e 00ooo0o0ooo

ctrl-l gooooooooooo

532 [0O0OOOODOOO

gbobooooobooboboboboboboobooboobooobooboobOobobo

gbooooooboboboooboooboon

oooo oo

ctrl-p goboooooooboooooboo

ctrl-n goboooooooobooooooboo

ctrl-r goboooooOoooooOo0ooOooooOooOooooooo
gobooooooooooooooooo

ctrl-s goboooooOoooooOo0ooOooooOooOooooooo

goboboooooooooooooo

533 00O0O&OOOO

oooo od

ctrl-d pooooooooooooooo

ctrl-k 00000 0oo00o0oooOOoo0oooObOOoooooooon
ogd

ctrl-u 00000 0oo00o0oooOOoo0oooObOOoooooooon
ogd

ctrl-w 00000 0oo00o0oooOOoo0oooObOOoooooooon
goooooooooooooooo

ctrl-y 004000000000000000O0O0000O0OOO0
goooooooooo

backspace/del Jo0o0o0ooooo0o1000000000

H

obooboooboo
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54 [0O0O0ODODOO

OO00O000OSSLAccelerator 00O O0000O0O0O0OO0O0OO0OOOOOOODOODOO
oMmssOoooooobobom -8s00oooooobooboooo

oooo ooooooDooo

bypass

config default
compare
reset
save

create block
cert <keylD>
key <keylD>
map
permit
sign <keylD>

delete alarms
block <blockID>
cert <keylD>
client_ca <maplD>
crl <mapID>
crl_mode <maplD>
crl_status

key <keylD>

logs <logID >| [all]
map <maplID>
patch

permit <permitlD>
sign <keylD>
snmp_community
trap_community

exit

export cert <keylD>
config
crl <mapID>
key <keylD>
log <loglD>
sign <keylD>

factory_default

help
<command>
usage

import cert <keylD>
client_ca <maplD>
config
crl <mapID>
key <keylD>
patch
upgrade
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oooo

ooooooDooo

inline
list blocks
filters
keys
logs
map
monitoring
permits
procs
snmp_community
system
trap_community
timezone[continent]
nic
password
ping <ip>
quit
reboot
set alarms [all | esc | nls | none | ovl | rsc | utl]

cache

cert_redir <mapID> [none]
cipher_redir <mapID> [none]
ciphers <maplD> [default]

client_tmo <5-36000>
crl_mode <mapID>

crl_refresh [now | <0-1440>]

date
defcert

egress_mac [<mac> | none]

ether

hdr_cert <mapID> [none]

hdr_cert_def
hdr_cip <mapID> [none]
hdr_cip_def

hdr_cipher <maplD> [none]

hdr_cipher_def
hdr_fields <mapID>
hdr_sid <mapID> [none]
hdr_sid_def

hdr_user <maplID> [none]
hwq_hiwat_spill <1-256>
hwq_lowat_spill <1-256>

idleto <0-525600>
ip <ip> <netmask>
kstrength [ 5121 1024 ]

H
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oooo

ooooooDooo

set

map_visible [enable | disable]

max_remote_sessions<0-5>

mgmt_if [network | server]

monitoring [enable | disable]

monitoring_interval <5-65000>

monitoring_fields [all | cps | cpu | dec | enc | failmode | link
| mode | ovrld]

more

ntp [enable | disable]

ntp_servers

onearm [enable | disable]

ovl_window <5-65000>

prompt

route <ip>

redir_change <maplD> [enable | disable | all]

rsc_window <5-65000>

serial

ser_loc_trust [enable | disable]

server_tmo <5-36000>

snmp [enable | disable]

snmp_community

snmp_info

snmp_port <port>

spill [enable | disable]

ssh [enable | disable]

ssh_port <10-65535>

sys_contact <contact name>

sys_location <location information>

sys_name <system name>

telnet [enable | disable]

telnet_port <10-65535>

timezone [<tz> | none]

trap_authen [enable | disable]

trap community

trap_port <port>

utl_highwater <2-100>

utl_lowwater <1-99>

utl_window <5-65000>

vlan [none]
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oooo

ooooooDooo

show

alarms

blocks

cache

cert <keylD>
cert_redir <mapID>
cipher_redir <maplD>
ciphers <maplD>
client_ca <mapID>
client_tmo

config

config default
config saved

crl <maplD>
crl_mode <mapID>
crl_refresh

date

defcert
egress_mac

ether

filters

hdr_cert <mapID>
hdr_cert_def
hdr_cipher <maplD>
hdr_cipher_def
hdr_fields <mapID>
hdr_cip <mapID>
hdr_cip_def
hdr_sid <maplID>
hdr_sid_def
hdr_user <maplD>
idleto

info

ip

hwq_hiwat_spill
hwq_lowat_spill
key <keylD>
kstrength

logs

map

map_visible
max_remote_sessions
mgmt_if

monitoring
monitoring_interval
monitoring_fields
more

ntp

ntp_servers
ntp_status
redir_change <maplD>
onearm
ovl_window

patch

permits
rsc_window

route

H
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oooo ooooooDooo

show serial
ser_loc_trust
server_tmo
snmp
snmp_community
snmp_info
snmp_port
ssh
ssh_port
sign <keylD>
spill
status <arg>
sys_contact
sys_location
sys_name
telnet
telnet_port
timezone
trap_authen
trap_community
trap_port
utl_highwater
utl_lowwater
utl_window
vlan

status alarms
crl [all | last]
line
<log>
realtime

tty_char
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55 U0O0OOOooooog

551 0O0OO0OOOO

oooo oo

help 0000000000000 000000

help <command> 0000 <command>000000000000

help usage 0000000000000000000000

tty_char 00000000000000000000000000
oooooo

55.2 [0OOO0OO

oooo oo

status goooooooooooooooooobooOooooo
00000000000000000 realtimeO 00O

oo

# status [alarms | crl [all | last] | line | <logID> | realtime]

Dalarms000000000000000000000O0

Ocrlal0D 0000000000000 CRLODDOOODO O
oonoo -
Ocrlast0 000000000000 CRLOODOOOOO S
oono O
Oline0 000000000000 OO0OOOOOOOOO g
oooo

Orealtime0 0000000 DODOODDOODODODDO

OlogDOOO0O0O0O0O0O0O0OOOOOOOOOO0OOOO
oooooooogoo

show status 0000000000 Ostatus 00O 0O I
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553 SSLOOODO

oooo 00
create key 000000000 0DOoOKeyDOOOOOOOO
O :

# create key

Key strength (512/1024) [512]: <Enter>
New keyID [001]:001

Keypair was created for keyID: 001.

delete key 0000 KeyDOOOOOOOOOOOOOO

oo:
# delete key <keyID>

OkeylDOOOOOOODOOODOOODOODO KeylDO OO

import key 0000 KeyDOOOOOOOOOOOOOooOooooo
000000000000000OimportkeyDOO0O0O
gobobooooooooooooooooooooboooo
oooooooo

oo :
# import key <keylD>

OkeylDOOODOOODOOODDOODODOD KeyiDO OO

000000 0O04.4 SSLAccelerator 0 D0 OO0 OO0
6000000000 0000OO

86 sguoooon



oooo

oo

export key

0000 KeyDOOODOOODOOOOOooooooog
OasciOxmodem OO OO0 MOO0OOOOOOODOOO
jooooooooooooooooooooooooon
joo0ooooooooooooooooooooooon
goooo

O0:00000000 importkey 0000000000
gobobooooooooboooooooooooooboooo
oooo

oo:
# export key <keylD>

O:

# export key 001

Enter a pass phrase to encrypt the key []: sesame
Enter the pass phrase again to confirm []: sesame
Export protocol: (xmodem, ascii) [ascii]: <Enter>
Press any key to start, then again when done...
----- BEGIN RSA PRIVATE KEY-----

Proc-Type: 4, ENCRYPTED

DEK-Info: DES-EDE3-CBC,E7D86BD9EB1C9DEEcbV/
GpxBZZjBal5tkjh11SMzMpD4NI/kTf891DzcVdy/
YKehgmLXvoTrPVy4pIMm

7FiciZrZh3ab4Yl/CkGsBCIAvyMEHvVU4cuNSOfE6NUW=
----- END RSA PRIVATE KEY----

OkeylDOOODOODOODODOODOODODOD KeylDO OO

show key

0000 KeyDOOOOOOOOOOOODOOODOPEMO
00000000000 O0KeyDOOODODODODODDO
goooooooooooo

oo:
# show key <keylD>

OkeylDOOOOODOOODOOODOOODOODO KeylDO OO

list keys

00000 KeyDOOOOOOOOO

0

# list keys
001
default

H
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oooo

oo

create cert

0000 KeyDOOOOOOOOOOOO0OO0O0O0O0O

oo :
# create cert <keylD>

OkeylDOOOOOOODOOODOOD KeylDO OO

O000000MO04.5SSLAccelerator D 0000000 Od
Joo000m-4800000000000000

delete cert

0000 KeyDOOOOOOOOOOOOoOooooo

oo:
# delete cert <keylD>

OkeylDOOODOOODOOODOOODOOODODODO KeylDODODO

import cert

0000 KeyDOOOOOOOOOOOOOoOoooooog

oo :
# import cert <keylD>

OkeylDOOODOOODOODOOODDODDDODDO
KeylDO OO

export cert

0000 KeyDOOOOOOOOOOOOOO0OO0OO0O0OOO
oo

oo:
# export cert <keylD>

OkeylDDOOOOOOOOOOOODOODOO0OOO
KeylD 0 O O

show cert

0000 KeyDOOOOOOOOOOOOOOOOOPEM
000000000000 0OKeyDOODDOODODOODOO
gooboooooooooooooo

oo:
# show cert <keyID>

OkeylDOOODOOOOOODOOODOOODODODO KeylDODODO

88
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oooo

oo

set ciphers

0000 MaplDOOODOOOODODOOODDOOOO SSLO
goboooooooobooooooooo

oo :
# set ciphers <maplD> [default]

O

# set ciphers 1

1-all

2 - high

3 - medium

4 - low

5 - export only

6 - Customized Ciphers
Select cipher strength [1]: 1
1-SSLv2

2-SSLv3

3-S8SLv2 and SSLv3
Select ciphers from SSL version [3]: 2

OmaplDOOOOOOOOOOOO MaplDO OO
0000000000defautD 0000000000
MaplDOOOOOODOOOOODOSSLOOOOODOOODO
gooooooooooooooboo
00oooooobooooobooomA4D0ODODOD
gobobom-1940000000000000O

show ciphers

0000 MeplDOOCODOCODOODOO SSLOOO
goboboooooooooooooooooon

oo:
# show ciphers <maplD>

OmaplDOO0 00000000000 MapiDO OO

H
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oooo

oo

set cert_redir

gobooooooooooooooooooobooboooo
gooooooooooooooooooooooooon
gooooooo

oo
set cert_redir <mapID> [none]

O :

set cert_redir 1

Enter a none/bad client cert redirect URL at the following
prompt

e.g. http://www.mycompany.xyz/clientcert.html

Enter a none/bad client cert redirect URL []:
http://www.yourcompany.xyz/clientcert.html

OmaplDOO0 00000000000 O0O0O0O0O0O0O0O0O0O0
0000000000 maplD OOO

00000000 00O0noneD000O0OCOODDOOODO
0Ib00000o00ooooooooooooooooo
goboooooooooobooooooo

show cert_redir

gobobooooooooooooooooooooboooo
goobooooooobDoOoO0ooOoOoooOoooooon
000 (D000 MaplDOOOOOOOODDOOODOODOO
0o0ooooooooo)o

oo:
# show cert_redir <mapID>

OmaplDOO0 0000000000000 00000000
goooooo

O :

# show cert_redir 1

cert_redir for mapping 1 is set: http:// www.yourcompany.xyz/
clientcert.html

90
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oooo

oo

set cipher_redir

0000 MepiDOOOOOOOOODOOODOODODO
gobooooooooooooooooooobooboooo
gooooooooooooo

00O :set cipher_redir <maplD> [none]

O:

set cipher_redir1

Enter a weak cipher redirect URL at the following prompt
e.g. http://www.mycompany.xyz/weakbrowser.html

Enter a weak cipher redirect URL []: hitp://
www.yourco.xyz/weakbrowser.html

OmaplDOOOOOOOOODOOOOOOOOODOOODOO
00o0oo0oooooooboOo MaplDO OO
go0ooooboodOOnonel0DOO0O0OOOOOO

MapiDOOOOOOOOOO0O0O0O0O0O0O0O0O0O0OO0OO0
goboboooooooooooooooo

show cipher_redir

0000 MeplD OO0O00O0O0O0O0O0OOOOOOOOO
goobooooooooooooooooooooooo
goobooooooooooooooooooooooo
ooooo

oo:
# show cipher_redir <mapID>

OmaplDODO0OOOOOOOOOURLOOOOOOODOO
oooo

O :

# show cipher_redir 1

cipher_redir for mapping 1 is set: http://
www.yourcompany.xyz/weakbrowser.html

H
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oooo

oo

set redir_change

0000 mapiDOOOOOOOOOOOOOO HTTPOO
HTTPSOOODOOOOOOODODOOOOD

oo:
# set redir_change <maplD>[enable | disable | all]

O

# set redir_change 1 enable

Enter the URL domain name key word [all]: www
Http redirection has www will be changed https.

Oenable0 000000000 URLOOODOOOODODOO
gobooooooooboOooobooooooooooo
URLO HTTPOO HTTPSOOOOOOOOOOOOO

DalDJ000000000000000000 URLO
HTTPSOOODOOODO

Odisable0 0000000000000 URLO HTTPOO
HTTPSOOOOOOOO

Dal00O0O0OO0OO00O0O0O0000OO URLO HTTPSOOOO
ooo

show redir_change

0000 maplDOOOOOHTTPOO HTTPSOOOOO
goooooooooooooobooooooooooo
gooooooooooo

oo:
# show redir_change <maplD>

O :
# show redir_change 1
Http redirection that has www will be changed https.

show client_ca

0000 MaplDOOOOOOODODOOODODOOO CAODO
ooooooooPEMOOOO0O0OOOOOOOOOOO
oooooocA0OOoOooooooooobooboo
goobooooooooooooooooooooooo
0000000000 OMaplDOCOOOOOOOODOOO
0oo0oooOoooo cAODO0OooooOoooooooo

oo:
show client_ca <mapID>

OmaplDOOOOOOCOOODOOOOOOOOODOOODOO
OO0 cAOOOOOOOOODOOO MapiDOOO
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oooo oo

import client_ca 0000000000000000000000000o0n
000000000 CcCAOODDODOOOOOOoDOOOO
0000000000000 0000000000000
0000000000000 0000000000000
000000000000 000000

oo:
import client_ca <mapID>

O

# import client_ca 1

Import protocol (paste, xmodem) [paste]: <Enter>
Type or paste in data, end with ... alone on a line.

00o00oooooooooo CAO
goooooooooooo

...<Enter>

OmaplDOOOOOOOOOOOOOOOOOOOO CAO
0000000000000 MapiDODOO

delete client_ca 0000 MapiDOOOOOODOOOODOOOO CAOODO
oooooooooo

oo:
delete client_ca <maplD>

OmaplDOOOOOOOOODOOOOOODOO CAOOOO
0000000 MaplDODOO

create sign 0000 KeyDOOOOOOOOOODO

oo:
# create sign <keylD>

OkeylDOOOOOODOODOODDOD KeyDODOO

ooboodom42000000000000000@m -
4100000000000000

delete sign 0000 KeyDOOOOOOOOOOOO

oo:
# delete sign <keylD>

OkeylDOOOOOODOOODOOODODOODO KeylDODODO

H
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oooo

oo

export sign

0000 KeyDOOOOOOPEMOOOOOOOOOOO
ooo

oo:
# export sign <keylD>

OkeylDOOOOOODOOOODOOOOOOOOOO KeylD
ooo

show sign

0000 KeyDOOOOOOOOOOOOOOOOPEMO
goooooooo
KeyDOOOOOOOOOOOOOOOOOOO0OOOOO
ooo

oo:
# show sign <keylD>

OkeylDOOOOOOOOODOOODODODO KeylDODODO

set defcert

goobooooooooooooooooooooooo
goboooooooocoobooooooooooomao
gobooooooooboooooooooooobooboooo
goobooooooooooooooooooooooo
gobobooooooooooooooooooooboooo
0000000000000 000 Enter0 00000
gobooooooooooooooooooobooboooo
oo

O:

# set defcert

Country name [XX]: <Enter>

State [MyState]: <Enter>

City [MyCity]: <Enter>

Organization [MyCompany]: <Enter>
Organization unit [MyCompany Division]: <Enter>
Issuer name [www.MyCompany.xyz]: <Enter>
Issuer email address [support@MyCompany.xyz]: <Enter>
Make changes [y]: <Enter>

Changes applied

show defcert

goobooooooooooooooooooooooon
goooooooo

O:

# show defcert

Country 1 XX

State : MyState

City : MyCity

Organization : MyCompany

Unit : MyCompany Division
Name : www.MyCompany.xyz
Email : support@MyCompany.xyz

94

sguoooon



oooo

oo

set kstrength

gobooooooooboooooboooooobooooo
oooOO0o00s12000 1024000000000 5120
oo

oo:
# set kstrength [512 | 1024]

051200000000 LowOOOOOOO
gt10240 0000000 Highooooooo

show kstrength

gooboooooooooooboobooooooon

O:
# show kstrength
Default key strength: 512

set client_tmo

goobooooooooooooooooooooooo
goobooooooooooooooooooooooo
goboooooooboooooomoboooooooo
goooooooooooogseooooon

oo
# set client_tmo <secs>

OsecsOO0O50 360000 0000000000

H

show client_tmo

goobooooooooooooooooooooooon
ooo

0
# show client_tmo
Client timeout [secs]: 30

set server_tmo

obooboooboo

goobooooooooooooooooooooooo
goobooooooooooooooooooooooo
000000000000 SYNODDOOODODOO SYN+ACK
gobooooooobooooO

g0O:00000000D0000O000O0O000DODO0O0OO
gooooooooooooooooooooobooooo
gobooooooooooooooooooooboooo
oooooo

oo
# set server_tmo <secs>

OsecsOO0O50 360000 0000000000
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oooo

oo

show server_tmo

goboooooooooboOoooooooobooooooo

0
# show server_tmo
Server timeout [secs]: 5

set cache

SSLsession0 00 0000000000000 OOOOO
gooooooopoooopooopom442ssLoooo
gooboooooom -e7r000O000D0OOODOOOO
gooooooooooooob2KOODOODODDO
00180KOODO0O0000000000 00000000
gobooooooooooooooooooooboooo
goso0se4000 00 O0OOOOOOOO18OODOODO
oo

O :

# set cache

Enter SSL session cache size (0-20K) [18]: 18
Enter SSL session timeout (30-864000) [180]: 3600

show cache

SSLsession00000000000O0O0OO0O0OOOOO
oooocooo

0 :
# show cache

SSL Session Cache Size : 18K
SSL Session Timeout : 3600 seconds
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554 CRLOOODO

oooo

oo

show crl

0000 MaplDOODOOOOOOCRLOOOOOOO
MaplDOOOOOOOOOOOOOOCRLOOOOOO
oo

oo:
# show crl <maplD>

0
# show crl 1
========== /keys/0.0.0.0_443_80_crl.pem===========
Certificate Revocation List (CRL):
000 Version 1 (0x0)
0 0O Signature Algorithm: md5WithRSAEncryption
000 Issuer: /C=XX/ST=CA/L=City/O=Company/OU=Unit
0 00O QA/CN=broker/Email=broker@MyCompany.xyz
000 Last Update: Mar 2 09:10:30 2001 GMT

Next Update: Apr 1 09:10:30 2001 GMT
Revoked Certificates:
0 O Serial Number: 1004
000 Revocation Date: Mar 2 09:10:29 2001 GMT
[0 O Serial Number: 100E

Revocation Date: Mar 2 09:10:29 2001 GMT
00O Signature Algorithm: md5WithRSAEncryption
32:ed:12:5b:e4:fd:34:d2:86:68:08:€2:08:22:56:62:14:¢c0:9a:
b2:83:f0:bf:d8:a1:aa:11:25:d0:15:a4:cf:d1:d1:6d:39:ad:6f:3f:
6d:d3:1a:05:41:4f:89:74:63:1e:58:¢d:67:9d:04:51:eb:d2:93:
fc:23:ed:ea:65:13:dc:9¢:d1:90:¢7:48:53:50:02:ad:5f:93:5d:
1e:a3:d8:b4:37:51:¢0:€0:35:bf:bc:d1:42:66:83:99:0a:d1:¢8:

ff:02:a6:f4:28:90:ba:29:58:59:28:8e:8f:€9:86:1b:4¢:70:0d:c6:

47:4d:71:6e:02:e1:¢7:29:6b:92:83:04

delete crl

goooooooooooooooo CrRLObObObOOO

oo:
delete crl <maplID>

O:
# delete crl 1
The CRL for mapping 1 is deleted.

H

obooboooboo
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oooo

oo

set crl_mode

0000000000000 0000000OftpONttpO O
OO0 dep00 CRLOODOOOODOOOODODOODOODOO
gobooooooooooooooooooobooboooo
0oboooooooooomwroooooooooooo
oobooooood

oo:
# set crl_mode <mapID>

0

# set crl_mode 1

Enter the CRL upload mode, (ftp | http | Idap) [ftp]:http
Enter CRL server IP address []: 10.8.50.5

Enter CRL filename []: directory\path\crl.pem

Enter username []: username

Enter password []: password

crld started.

show crl_mode

ooooooOooooOoooocRrRLOO0DOOOOODO
gmoooobooooooooooooboooboooooo
ooooooooooooboo

oo:
# show crl_mode <mapID>

O:

# show crl_mode 1

The crl auto upload mode is ftp.

The crl auto upload location is 10.8.50.16.

The crl auto upload filename is /usr/var/tmp/certs/crl.pem.
The crl auto upload username is username.

The crl auto upload password is password.

delete crl_mode

o000 MeplDOODOOOOOODOOOOOODOOOOO
oooooo

goo:
delete crl_mode <mapID>

set crl_refresh

CRLOOODOOOODOOOODODOOODOOOOODOOD
0o0o0ooooopOo0oooOooocrRLOOOOOOO
oooo

oo:
set crl_refresh [now | <0-1440>]
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oooo

oo

show crl_refresh

00000000 oo0o0oo0o0ooOo CRLODOODO
ooooood

oo
show crl_refresh

0
# show crl_refresh
CRL refresh period is set to 60 minutes.

import crl

goooooooboooogocRrLOOoOoOooDooDoDOD
O00OXmodemOOOOOOODODOODOODDOODOO
goocRLODOODOOOOOOOOODODODDOD
goocRLOOOODOOO0O0O0O0ODO0O0O0DO0O0OO0O00O0
00o00oo0o0oooooooooooD cADOOOoOoo
gbooooooooooboo

oo:
import crl <mapID>

O:

# import crl 1

Import protocol (paste, xmodem) [paste]: <Enter>
Type or paste in data, end with ... alone on a line.

(000 CRLOOOOOOO)

... <Enter>
Import successful!

H

obooboooboo
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oooo

oo

export crl

J0000000000000000 CRLO
SSLAccelerator 0 00O 0000 ASCII O OO Xmodem
Ogooooooooooon

oo:
export crl <maplD>

O:

export crl 1

Export protocol: (xmodem, ascii) [ascii]: <Enter>
Press any key to start, then again when done...

MIIBczCB3TANBgkghkiGOWOBAQQFADCBgTELMAKGA1U
EBhMCVVMxCzAJBgNVBAgTAKNBMRIWEAYDVQQHEWIT

P8I+39qZRPcnNGQx0hTUAKtX5NdHgPYtDdRwWOA1v7zRQ
maDmQrRyP8CpvSokLopWFkojo/
phhtMcA3GR01xbgLhxylrkoME

----- END X509 CRL-----

delete crl_status

000 CRLOODOOOOODOOODOODDOODDO

oo
delete crl_status
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55,5 00O0O0O0OO0OOOO

gboobooooobob0 4000 DOOOODOODODODOOOD - 61
gboom4nooobodbd -e30000000000DO0ODOOOODOOOO

ooo
oooo oo
create block gooiPO0OOOOOOODOOODOOODOOODOOODOO

00ooboo0ooo0oooooooomwrooooooooon
00oobo0o0oo0o0o000000000000000001
goobooooooooboooOooboOoooooooooo
createblock 1 00 0000000000000 O0O0O0O0O

00 :255.255.255256 0 0 0 0000000000000
oooo

00 :SSLAccelerator D0 D0 OO0 ODO0O0DODOOOOOO
goooooooog

O:

# create block

Client IP to block [0.0.0.0]: 10.1.2.1

Client IP mask [0.0.0.0]: 255.255.255.255
Server IP to block [0.0.0.0]: 20.1.2.1
Server IP mask [0.0.0.0]: 255.255.255.255
Server Port to block (0-65535): 80

Server Port mask [0xffff]: <Enter>

H

delete block gooooooooooooooooooooooooon
0000000000000000OshowblocksO OO0
gobooooocooobooboooooo

oo
# delete block <blockID>

o :
# delete block 1

obooboooboo

show blocks jod0o0oooooooOoooooooooo

0
# show blocks

(1) block 10.1.2.1 255.255.255.255 20.1.2.1
255.255.255.255 80 Oxffff

list blocks 000000000000000000000show blocks
oooom
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oooo

oo

create permit

goboooooooobooooooobooooobooooo
gooboooooooboooobooooooo

00 :255.255.255256 0 0 0 0000000000000
oo

00 :SSLAccelerator DD D000 ODO0O0OO0OOOOO0O
goooooo

O

# create permit

Client IP to permit [0.0.0.0]:10.1.2.1
Client IP mask [0.0.0.0]:255.255.255.255
Server IP to permit [0.0.0.0]:20.1.2.1
Server IP mask [0.0.0.0]:255.255.255.255
Server Port to permit (0-65535): 443
Server Port mask [0xffff]: <Enter>

delete permit

gooooooooooooooooooooooooon
000000000Oshowpermits 10000000000
gooooooogo

oo:
# delete permit <permitiD>

0
# delete permit 1

show permits

oooooooooooooon

O :
# show permits

(1) permit 10.1.2.1 255.255.255.255 20.1.2.1
255.255.0.0 443 Oxffff

list permits

000000000000 Od0Oshow permits 00O 0O

102

sguoooon



oooo oo

show filters goboooooooobooooocooboooooo

0
# show filters

(1) block 10.1.2.1 255.255.255.255 20.1.2.1
255.255.255.255 80 Oxffff

(1) permit 10.1.2.1 255.255.255.255 20.1.2.1
255.255.0.0 443 Oxffff

list filters 000000000000 0000000000 0 show
filters 0 O 0O [T
create map goooIiPOODODOODOODOOOOOOOOOOOO

Inbound 0 Outbound O IPOOO0O0MMSSLOOOOOO
00000000 OKeyDOOODOODODODODDO
oooooo

00 :255.255.255255 0 000 IPOOOOOOOOODOO -

oooo

oooooooooooo:

# create map

Server IP [0.0.0.0]: 1.1.1.1

SSL (network) port [443]: 443
Cleartext (server) port [80]: 8080
KeyID to use for mapping: 001

obooboooboo

ooooooooooooo:

# create map

Inbound IP [0.0.0.0]: 1.1.1.1
Outbound IP [1.1.1.1]: 1.1.1.2
SSL (network) port [443]: 443
Cleartext (server) port [80]: 8080
KeylID to use for mapping: 001

00 createmap0 0000000 OO0OOOOOCOOOO
0000000 KeyDOOOOOOOO0OO0OO0O0O0O0O0O0O0O0
createkey 1000000000000 KeylDOOODOO
0000000000000 00000000KeylDODO
goobooooooooooooooooooooooon
00b0mo40 00000000 -39000000
om
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oooo

oo

delete map jooooooooooo
00:0000000000oo0o0ooUoooUooooooo
MaplDOOOOO MaplDOOODOO1000O000OOOO
oooo
oo:
# delete map <maplD>
OmaplDOD0OOOO0OOOOOOOO MapiDOOO
list map ooooooooooOo0ooooooooooooooo
0 Oshowmap O OO [
oooooooooooo:
# list map
Map Net Ser Cipher Re- Client
ID KeylD ServerIP Port Port Suites direct Auth
1 default Any 443 80 all (v2+v3) n n
2 sample 1.1.2.5 443 80 med (v2+v3) n n
ooooooooooooo:
# list map
Map Net Ser Cipher Re- Client
ID KeylD ServerIP Port Port Suites direct Auth
1 default Any 443 80 all (v2+v3) n n
Any
2 sample 1.1.2.5 443 80 med (v2+v3) n n
1.1.2.6
show map 0000000000000 O00Olstmap 000

set map_visible

mapvisble 000000000000 OOOOO0OOOO
0000 pingd 000 SSLAccelerator 00 00O OO0
goooobooobobobOoboooooooooobo
goooboboooboboboobobogoooooooobo

oo
# set map_visible [enable | disable]

show map_visible

mapvisible 0 0000000000000 0000O000O00O

O :
# show map_visible
map_visible : disable
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55.6 00O OOO

oooo oo

bypass gobooooooooboooooooooooobooboooo
0A30000000D0DOODmM 192000000000
goooooooooooooooooooooobooooo
goo0oOd0inineb0C00OCOCODOOODODODDODODO

oo

JO00000o0ooooOTenetO OO SSHOOO OO
bypass 00000000000 OO0OOOOOOOOOO
SSLAccelerator 1 0 000000000 OODOOO

oo:
# bypass

0000000000000 O00OSSLAccelerator0 0 OO
JoO0oOoo minelLEDOCOOOOO

oo

Bypass 0000 CLIO bypass 000 OO O0O0OOOOOO
SSlLAccelerator 1 DD OO0 O0O000OO0O0OO0OOOOOOO

O0O0000OSSLAcceleratorD 000000 OOoooooOO
Bypass 0 OO0 CLIO inine0 00000000 OOO0O

goooooo

H

inline goooooooobooooooooooooooooon
SSLAccelerator I D 0000000000 UOOoOoOooooOGQ

oo

jo0o00d00o00oooOoO0oDoOoU0oOooOooooon

gooooooDooooomA3000OODOOODOOO
0-19200000000000000

0
# inline

0000000000000 O00OOdSSLAccelerator 000
Jo0ooooo mnlinelLEDOODOOOCOO

obooboooboo
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oooo

oo

set onearm

goooooooooooooooooooog
SSLAccelerator 0 Network 0 000 OO0 OO0 OOOOO
O000OServer0000000O0O0OO0OODOOOOO
Oenabled 00 O0O0OOOMOSSLAccelerator 0 OO0 OO0
000d0o0o0o0ooooooooooooomo 20 0
JodooDo0Dm -70000000 30 0000 - 23
gooooooooooooog

J0:00000000000o0o00ooOoUooDoooOon
0000000 SSLAcceleratorD D OO0 OO OOoOO
Preserveclient PO OO0 000000 O0OOO0OOOOOOO
ooo

gbO:00b00b0obob0obO0bO0createmaptd 0
0000 listmapO0 000 (OO0 showmapO O QOO )0O
goooooogo

O:

# set onearm enable

Preserve client IP (y/n)? [n]y

One-arm mode enabled with client IP preservation.

show onearm

goboooooooooooooboooooooooooo

o0:00000o00o0ooo0oUooUoUoooUooo
000000000 Running Inpath Operation.” 000 0O
oooo

[
# show onearm
Running One-arm Operation (with client IP preserved)

00 :Preserve ClientIPOOOO0OOOOOC Running
One-arm Operation” 0 000000000

set route

SSLAccelerator 00 000000000000 O0OOOO
goooooooooooooooooobooooooo

go:pO0OO0Oo00O0O0O0O0O0OOODOO

oo:
# set route <ip address>

o :
# set route 51.1.34.1
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oooo

oo

show route

SSLAccelerator DO DD 0000000 OO0OOOO0OOOO
goooooooooooooooooooooooon
OoooOoOooooon

oo
# show route
Default Route: 51.1.34.1

set ser_loc_trust

Ogoo0ooooooooooooooooooooooo
O0O0000OSSLAccelerator 0 SSLO OO OOOOOOOO
Ogooooooooooooooooooono
SSLAccelerator 1 DD 000000000 OOOOOOO
Jo0oO000Ooooobboooooooboooooo
Jo0oO000Ooooobboooooooboooooo
goooooooooooooooooooooa

00 :SSLAccelerator 0 D OO0 OO0 OOO0OOOOOO
goooooooooboboooa

oo
# set ser_loc_trust [enable | disable]

O:
# set ser_loc_trust enable
Server locations will not be validated before accepting

H

connections.
show ser_loc_trust joo0ooooooooooooooooooooooo O
ooo |
O
O
0 ]
# show ser_loc_trust |
O

ser_loc_trust: enabled

set spill

OspilD 0000000000000 00O0 M spill0OOO0O
OO00OSSLAccelerator DD D D00 ODO0O0OOOOoOoOO
joood0o0oU0O0oooO0oOooooOoOooDoooon
Jo00000000o0ooOooon server0doonoog
O0O0000SSLAccelerator0 000000 OOoOooooO

oo
# set spill [enable | disable]

O:
# set spill enable
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oooo

oo

show spill

OspilD 0000000000000 O0O0O0O0O0O0O0O0DO0O0

gooooo

O :
# show spill
Spill on overload: disabled

set hwq_hiwat_spill

0ooooooDoooo spillD0D0O00O0ODOOO0OO0O0OOO0
gooo0ooOO0o0bO0ooOobOoboOobOOooooooboo
0000000000000 OSSLAccelerator O spill O O
gooo0oo00o0bo0obOobOoboboOoooobooo
SSLAccelerator 0 0 000000000 Ospill 00000
0 SSLAccelerator 0 0 0 000000000 OOOOO
000000000 Osethwg_lowat spillDO0COOOOO
goooO0oo0o0ooobOobOobOoooboo10bOo

oo:
set hwq_hiwat_spill <1-256>

show hwq_hiwat_spill

0000000000000 0spilOCOOOOODOODODOO

O:
# show hwq_hiwat_spill
HW spill high water mark: 1

set hwq_lowat_spill

0o0oDooooDoooo spillD0D0O00DODOOOOOO
0O00O00O0SSLAccelerator0O 00 O0OO0OdOooooon
goooboooooobooobbooooo
SSLAcceleratorJ spil D0 OO0 O0O0O0O0OOODODOOO
O000sethwg_hiwat_spill 000000000010
od

oo:
set hwq_lowat_spill <1-256>
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oooo oo

show hwq_lowat_spill 000000000000 o0dspllD000000O00oon

O :
# show hwq_lowat_spill
HW spill low water mark: 1

reboot SSLAccelerator0 D OO0 O OO0

go:0ooooooooocUloooooooooobo
goooooooooooooooobooooooooon
O000O0OconfigsaveOD OO OOOOOOOODOO

O

# reboot

Are you sure you want to reboot (y/n) ? [n]: y

System rebooting...done
jo0oo0oo0oooooooooooooooooooog

ooooooooom

H
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55.7 00O0OUOOOOOO

AOO

UbOob0O00000000 SSLAccelerator 1O OO OO0 MO
0000000000b0bO0bOommOng SSLAccelerator [
gboobooooooooboooobobo

O00000D0 keepalive OO OO0 O00O0OO0ODOODOODO

oooo

oo

set hdr_fields

goboboooooooobooobooooooooooo
HTTPODOOOOOOOODOODOODODODODODO
gooooooooooo

oo :

# set hdr_fields <mapID>

Enter the header insertion fields (cert cipher ip user all
none) [all]: [cert | cipher | ip | user | all | none]

OcetD 000000 maplDOOOOOODOODOOODO
OcipherD 000000 maplDOOOOOOOOOO
Opo0b00oO0OOOODOOOOOIPOODOODODOD
Ouser0000000000000O0O0HWHTTPOOOOO
goooooo
Jal0OODOOODOODOODODODOODODDODDO
OnonelJ 000000000 OOODOOOCOOODODOOO
oo

show hdr_fields

gobooooooooboooooooooooobooboooo
gooooooo

O :
# show hdr_fields 1
The hdr_fields for mapping 1 is set : cert

set hdr_cert

goboboooooooooOoooooooooooooo
oobooooooooooo

oo
# set hdr_cert <maplID> [none]

0

# set hdr_cert 1

Enter the cert string ID [SSL_CLIENT_CERTIFICATE]:
HEADER_CERT

000000000 0nonel 0000000000 MaplD
goobooooooooooooooooooooooon
oobobooooooooobod
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oooo

oo

show hdr_cert

gobooooooooooooooooooobooboooo
goobooooooooooooooooooo

O
# show hdr_cert 1
hdr_cert for mapping 1 is set: HEADER_CERT

set hdr_cipher

gobobooooooooooooooooooooooo
oooooo

oo
# set hdr_cipher <maplD> [none]

O :

# set hdr_cipher 1

Enter the cipher string ID [SSL_CIPHER_USED]: HEADER
CIPHER_IP

000000000O0noned 0000000000 MaplD
gobobooooooooooooooooooobooboooao
gooooo

show hdr_cipher

gobobooooooooooooooooooooooo
goboboooooooooboooo

O:
# show hdr_cipher 1
hdr_cipher for mapping 1 is set: HEADER_CIPHER_IP

set hdr_cip

ooobooooooooooooooooo IrPoobDOO
goooooooooooo

oo
# set hdr_cip <mapID> [none]

O :

# set hdr_cip 1

Enter the client IP string ID [SSL_SOURCE_IP]:HEADER
CLIENT_IP

000000000O0noned 0000000000 MaplD
ooobooooooomwroooooooooooooon
gobooooooooooo

show hdr_cip

goobooooooooooooooooooooooon
ooowPOO000000000000000O00

O :
# show hdr_cip 1
hdr_cip for mapping 1 is set: HEADER_CLIENT_IP

H

obooboooboo
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oooo

oo

set hdr_sid

ooooooopooopOoooossLo0ooo Iboooo
goboboooooooooboooo

oo
# set hdr_sid <mapID> [none]

O :

# set hdr_sid 1

Enter the SSL session ID string ID
[SSL_SSL_SESSION_ID:HEADER SESSION_ID

000000000 0nonel 0000000000 MaplD
gooossLogooombooooooooooooo
goooooooooo

show hdr_sid

00o0oooo0ooooOo0oooOooooOooooOo ssL
gobooomboooooooooooooo

O :
# show hdr_sid 1
hdr_sid for mapping 1 is set: HEADER_SESSION_ID

set hdr_user

0000000000000000000000 HTTP
oooooooooo

oag:
# set hdr_user <maplD> [none]

0
# set hdr_user 1
Enter the user defined HTTP header []: U-D Header

show hdr_user

00ob00b0000000b0o0000o0000n0 HTTP
goboooooogoo

oo:
# show hdr_user <mapID>

O :
# show hdr_user 1
hdr_user for mapping 1 is set: U-D Header

set hdr_cert_def

gobobooooooooboooooooooooobooboooo
ooooo

O :

set hdr_cert_def

Enter the default cert string ID
[SSL_CLIENT_CERTIFICATE]: CLIENT_CERT_DEF

112

sguoooon



oooo

oo

show hdr_cert_def

gobooooooooooooooooooobooboooo
gooooooooooooo

O
# show hdr_cert_def
The default cert ID string is: CLIENT_CERT_DEF

set hdr_cipher_def

gobooooooooooooooooooooo

O :

set hdr_cipher_def

Enter the default SSL cipher string ID
[SSL_CIPHER_USED]: CIPHER_DEF

show hdr_cipher_def

gobobooooooooooooooooooooooo
ooooooo

O:
# show hdr_cipher_def
The default cipher ID string is: CIPHER_DEF

set hdr_cip_def

0o0obooooooooo IPOOOOOOOODOODODOO

0

# set hdr_cip_def

Enter the default client IP string ID [SSL_SOURCE_IP]:
IP_DEF

H

show hdr_cip_def

ooobooooooooooooooooooIrPobDOO
goooooooo

# show hdr_cip_def
The default SSL cipher ID string is: IP_DEF

set hdr_sid_def

obooboooboo

oooooossLooooo ibooooooooooo
ooo

O :

# set hdr_sid_def

Enter the default SSL session ID string ID
[SSL_SSL_SESSION_ID]: SESSION_ID_DEF

show hdr_sid_def

ooo0ooooOoooOooooo ssLoooooibo
ooooooooooooo

# show hdr_sid_def
The default SSL session ID string is: SESSION_ID_DEF
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55.8 U0OOOOOOOOO

oooo

oo

list procs

cCLiDDO0OO0O00O0OO0OO0OoDoOoO0O0oOOderlddinetdd
telnetd0 sshd20 000 snmpdD OO0 O OO0O00OOODOO
ooooooooooo

o0:000000000o0O000 (eridO00 )0 ntpd 0 O
goobooooooooooooooooooooooo

0

# list procs

PID: 0 040 00 OPROG: O Ocli
PID: 0 041 00 OPROG: OOcli

set max_remote_sessions

0000000 TenetO O O0OO0O0O0OSSHOOOOO
gooooooobooooo

oo
# set max_remote_sessions <0-5>

pgo-s000000000000O0O0O0OOOOOOOOO
gooooosogno

show
max_remote_sessions

0000000 TelnetOODOODODOOO SSHOOOOODO
gooooooogo

[
# show max_remote_sessions
Network of remote session(s) allowed: 5
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oo

set telnet

TelnetO OO OO0OO0O0OO0O0OO0OOOOOOOOOOOO
O00OOenableD OO0 OOOOIPOOOOO
SSLAccelerator D 0000000000 OOoOooOoOO
00000000 TelmetoOOOOOOOO
SSLAcceleratorJ CLIDOO0OOOO0OOOO0OOOOOO
0000 Odisabled 0 00O OO OO SSLAccelerator O
Telnet DO 0OO000OO000D0DOCOO0OO0OOOOOOOOOO
jo0o00o0ooUoOooooooOoOoooOoOoDoOooOon
000000 0Odisabled 00O

ogd:
# set telnet [enable | disable]

O:

# set telnet enable

An IP address is required to start Telnet service.

Enter IP Address []: 10.1.2.124

A netmask is required to start Telnet service.

Enter Netmask [255.255.255.0]: <Enter>

An optional default route max to be entered before starting
the Telnet service.

Enter a default route (' none’ to delete) [none]: <Enter>
Telnet Service started.

show telnet

Telnet OO0 0000000000 OOOOOOOO

0
# show telnet
Telnet: enabled

set telnet_port

Telnet 0000000000000 O0OOOOOOOOO
o000 2300Mm

oo:
# set telnet_port <port>

<port>0O00Tenet 00000000000 0O0000O0O0O

show telnet_port

Tenet 00 0000000000000 O0O0O0OOOOO
oo

0
# show telnet_port
Telnet Port Number: 23

H
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oooo oo

set ssh SSHO Secure ShellD OO OOOOOOOO0OODOOOOOOO
J000000O0O0OenableDO00OO0OOOIPOOOOO
SSLAccelerator D 0000000000 OOoooOoOO
00000000 SSHOODODOODODOO SSLAccelerator
OgcCLOoooOOoOOOO0OOO0ODOOOOOOODOODODOO

Odisable0 0 000 O 0O SSLAccelerator 0 SSHO OO O

Jo0000o0oooooooooOoUoooOoUoDoooon
0000000000000 0oodddisabled 000
oo
# set ssh [enable | disable]
0
# set ssh enable
An IP address is required to start SSH service.
Enter IP Address []: 10.1.2.124
A netmask is required to start SSH service.
Enter Netmask [255.255.255.0]: <Enter>
An optional default route max to be entered before starting
the SSH service.
Enter a default route (' none’ to delete) [none]: <Enter>
SSH Service started.

show ssh SSHOOOOODOODOO0O0O0OO0OODOODOO0O000000
0
# show ssh
SSH: disabled

set ssh_port SSHOOODOOOOO0O0OD0O0DDD0O0O000o0o0ooo

oobooo0ogo2200m

oo:
# set ssh_port <port>

Oport000SSHOOOOOODDOOOOODOOODOOOO

show ssh_port

SSHOOOOODOOOOOOoOoooooooooo

O:
# show ssh_port
SSH Port Number: 22

set snmp

SNMPOOOO0OO0OO0O0O0O0O0O0O0OO0OOOODSNMP
0000000000 0setsnmp_info000O000O0ODOO
00000000000 Odisablen0 OO

oo
# set snmp [enableldisable]
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oo

show snmp

SNMPOOOOODDOOODOOOODOOOODOOOODO
ooo

O :
# show snmp
SNMP: enabled

set snmp_info

goooosNvPOOOOOODOOOOOOOOOOO

OSNMP Port D OO O OO 1610
OSNMP Trap Port0 D OO0 OO 1620
O Contact person

0 System location

O System name

O0:0000000000000 0 setsnmp_portld set
trap_portl] set sys_contactl set sys_namell set
sys_locationO0 0 OO0 O000OOOO0OCOODOOOODOO

O:

# set snmp_info

SNMP Port [161]: 161

SNMP Trap Port  [162]: 162

Contact Person []: support

System Location [I: MyCity

System Name [I: SSL Accelerator v2.5

show snmp_info

ooooooooosNVvPOOOOOO0OO0O0OO0O0OO
ooo

O :

# show snmp_info

SNMP Port Number 1161
SNMP Trap Port Number : 162
SNMP System Contact :*“ support”

SNMP System Name :“ SSL Accelerator v2.5”
SNMP System Location :*“ MyCity”

System |IP Address :10.1.2.124

System Netmask : 255.255.255.0

Default Route : None

set snmp_port

SNMPOOODOOOODOOO

oo :
# set snmp_port <port#>

show snmp_port

oooooooOoo SNMPOOOODDOOOODO

0
# show snmp_port
SNMP Port Number: 161

H
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oooo oo

set trap_port SNMPOODOODODOOOOOOOO

oo:
# set trap_port <porti#>

show trap_port 000000000 SNMPOOOOOOOOOODOO
oo

[
# show trap_port
SNMP Trap Port Number: 162

set sys_contact oooooooooog
oo:
# set sys_contact

show sys_contact 0ooooooooooooooooon
O :

# show sys_contact
SNMP System Contact: support

set sys_name gooooooooooo
oo:
# set sys_name

show sys_name 0ooDooooooooooooooooon
O:

# show sys_name
SNMP System Name: SSLAccelerator v2.5

set sys_location J0o0oOoOoooooooo
oo:
# set sys_location <system location>

show sys_location 0000000000000000000000
O:

# show sys_name
SNMP System Name: MyCity
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oo

set snmp_community

SNMPOOOOODOOODODO SNMPOODOOO IPOO
0o0oo0ooooo0wpP00oooooooooooonoog
Ooo0oooOoOo sSNMPOOOOODOOOOODOOODOO
oooooIrPOO000oOoooooooooooooooo
gooooooooosNvPOOOOOOOOOOO
SSLAccelerator 0 SNMPOOOOOO0O0O0O00O0O0OOO
gooooo+t1oooooooooon

OO0:SNMPOOOOOOOOOOOODOOOODOOODO
goooooooogo

OO0:PO0ODO0O 255.255.255255 0 00000000
O:

# set snmp_community

SNMP Community String(s) Setting.

Enter a SNMP Community IP (g to quit): 1.1.1.1

Enter a SNMP Community String (g to quit): public
Enter a SNMP Community IP (q to quit): q

list snmp_community

ooooooooosNvPOOOOOOOOOOOO0OO
oo

O :
# list snmp_community
SNMP Community String(s) information.

<2> Current SNMP Community String(s):

1.) IP: 1.1.1.1 => String: public => Rights: read
2.) IP: 1.1.1.2 => String: public => Rights: read

show snmp_community

ooooooooosNvPOOOOOOOOOOOOOO
0 O list snmp_community 0 O O [

H
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oo

delete snmp_community

O0o0o0ooOoOoo SNMPOOOOODDOOODODOOODO
oo

O :

# delete snmp_commmunity

SNMP Community String(s) Deletion.

<2> Current Available SNMP Community String(s):

1.) IP: 1.1.1.2 => String: public => Rights: read
2.) IP: 1.1.1.1 => String: public => Rights: read

Enter number (1 to 2) to delete (q to quit) [q]: 2
SNMP Community String(s) Deletion.

<1> Current Available SNMP Community String(s):
1.) IP: 1.1.1.2 => String: public => Rights: read

Enter number (1) to delete (q to quit) [q]: q

set trap_authen

OenableD 00O OOOOSNMPOOOOOOOODODOOO
goooooooooboooooo

oo
# set trap_authen [enableldisable]

show trap_authen

gobobooooooooooooooooooooooo

O :
# show trap_authen
SNMP Authorization Trap: enable

set trap_community

SNMPOOUOOOOOOOOOOOOOOOOOOPPOO
0000000000000 0000SSLAccelerator O O
Jo000000000DoOoDoOo SNMPOOODOODOODOO
joooO0oooo1000000D0O0O0oOoooDoOooOon
oo

O0:PO0O0O0O 255.255.255.255 0 00000000

O :
# set trap_community

SNMP Trap Community String(s) Setting.

Enter a SNMP Trap Community IP (q to quit): 0.0.0.0
Enter a SNMP Trap Community String (q to quit): private
Enter a SNMP Trap Community IP (q to quit): 0.0.0.0
Enter a SNMP Trap Community String (q to quit): public
Enter a SNMP Trap Community IP (q to quit): q
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oo

list trap_community

SNMPOOOOODODOOODODOOOODOOOOOD
O :

# list trap_community

SNMP Trap Community String(s) information.

<2> Current SNMP Trap Community String(s):
1.)IP: 0 00.0.0.0 => String:  private
2.) IP: 0 0 0.0.0.0 => String:0 public

show trap_community

SNMPOOOOODDOOODODOOODOOOOOOO0Ist
trap_community 0 O O [0

delete trap_community

SNMPOOOODOOODOOODODOOOOO

OO0:SNMPOOOOOOOOOOOOOOODODOODODO
gooooobooooooo

O :
# delete trap_community
SNMP Trap Community String(s) Deletion.

<2> Current Available SNMP Trap Community String(s):

H

1.)IP: 0 0 0 0.0.0.0 => String: O private
2.) IP: 0 O 00.0.0.0 => String: O public

Enter number (1 to 2) to delete (q to quit) [q]: 2

<1> Current Available SNMP Trap Community String(s):

obooboooboo

1.)IP: 0 0 0 0.0.0.0 => String: O private

Enter number (1to 2) to delete (q to quit) [q]: q
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oo

set vlan

000000 VvVLANODOOOOOOOOOOOOOOOOO

O0wsetvan 0000000000000 O0O0O0OOOO
gooooooooooo
go0:000o000O0O0OOO0O0O0OVLANDODODOODDODO
gooo

oo:
# set vlan [none]

O :

# set vlan

Enter the management port VLAN QoS (0-7) [0]: 1
Enter the management port VLAN ID (1-4094) [1]: 2

000000000 0noneJ00O00OOOVLANDODODDO
gooooooooooooon

show vlan

oooooOo VLANOODODOODOOOOODOOODODO
ooo

[

# show vian

The management port VLAN QoS is set to 1
The management port VLAN ID is set to 2
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559 00O0O0O00OUOOUOObDbObDDbOOOOd

oooao oad

set alarms SSLAccelerator D 0000000 OO0OoOoooOoon
ogo
oo
# set alarms [all | esc | nls | none | ovl | rsc | utl]
Oall0 OO SSLAccelerator0 5000 0000000000
oooo
DescUO0DD0O0O0O0ODOOODODOOOOODODODOOODO
ogo
OnsO0000000O000DODOODOODOOOOOOOOO
ooooood
Onone0 0000000 ODOOODODOOOO
DoviDOOODOOOODDOODODODODOODOODOOOOO
goooo
OrscOO0O0SSLOOO0O0ODOOOOOOODOODOODOO
oooooooo
JulD 00000000000 000000Doooogon
opooooog

show alarms 0000000000000 0Oesc,rsc, utl,ovl,nsiIDO0 00

oooo

00:000001000000000000setalarms O
Ononed 0000000 OO0MIAlarmsset: 0O OO0
OnoneJ 00O 0OOOODO

o :
# show alarms
Alarms set: none

delete alarms

gooooooooooboooo

set monitoring

gooboooooooooooooboooooo

oo
# set monitoring [enable | disable]

show monitoring

gobooooboooooooooboooooboooooooo

[
# show monitoring
Monitoring for this terminal: enabled

H
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oooo oo

list monitoring goooooooooooogoon

O :
# list monitoring

1.) /dev/ttyp0

Total of 1 device(s) with monitoring enabled.

set monitoring_fields 00000000o00ooooooooooooooog
goodoooooooo

oo
# set monitoring_fields [all | cps | cpu | dec | enc |
failmode | link | mode | ovrid]

DalDJ 0000000000000 O0O0O0O0O0O0O0O00O0
oo

OcpsO 00100000 SSLOOODOOO
OcpuDOOCPUDOOODODOO

Odec0 0000000000 OOOOOOOO
Oenc0O000O00O0OOCOOOOODOOOO
Ofailmode0 000 O0O00OO0O0OO0OOOOOOOOOO
goooooooo
Olink000000000000000000000000
ooooo

Omode0 0000000000000000000O0O00O0
OovridspilOOOspill 00000000001 0000O0
spil0 OO0O0OOspillOO0O0OOOOOOO10000O
goooooobooooo

show monitoring_fields goobooooooooooooooooooooooon
oooooo

[
# show monitoring_fields
Monitoring report fields: mode failmode cpu cps ovrld

set monitoring_interval 00000000000000000000O000000
ooooooooooo

oo :
# set monitoring_interval <5-65000>
show monitoring_interval 0000000000000 0000000000000
ooooooo
o :

# show monitoring_interval
Monitoring report interval [secs]: 15
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oooo oo

set rsc_window ooooo ssSLOoooOooooooooooooooo
ooooooOoOooooopooooooossLonoon
ooooooOoRrsCOOOOOOODOOOOOOOOOS
gesooo 0000000015000

oo
# set rsc_window <sec>

OsecOO0O00D0OO0O0O0DOOOODOOO

show rsc_window Jo0o0oosSsSLO0000oo0oooooooooon
oooooo

0
# show rsc_window
Check for refused SSL connections [secs]: 15

set utl_window goooooocpPUuOOO1IO0O0OOOOOOOOOO
gobobooooooooooooooooooobooboooo
goooooooooooooooobooooooooo
goobooooooooboooooooooooooboooo
gooooooooooosoesco0o00OOOooOn 15
oo

O0:000000000cb00oo0o0oooooobooo
gobobooooooooooooooooooobooboooo
gobobooooooooooooooooooobooboooo
goobooooooooooooooooooobooooo
gobobooooooooooooooooooobooboooo
goboooooooooboooooOoooboOooooo
goobooooooooooooooooooooooon
goooooooooboooo

00:00000000 setutl_highwater 0000000
setutl_lowwater 0000000000 O0OO0O0O

oo
# set utl_window <secs>

OsecsDO0O00OO0O0O0DOOODODOO

show utl_window jodo0ooo0o0doooOoDooooooooooonoo

0
# show utl_window
Utilization Window set [secs]: 10

H
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oooo

oo

set utl_highwater

0000000000000000000000000%0
gocpPUOOOOIDO0OO0DOOODOOOOODOOOOO
goboboooooooobooooooooobooobooooo
uTLoOOO0OO0OO0O0OO0O0O0O0O0000000 20 100%00
ooooogoeonnom

O0:00000000 setut_windowO OGO O 0oOd
setutl_lowwater0 000000000 0O0OOO

oo:
# set utl_highwater <%>

O%0oocrPUODOOO1IODOOOOODOOODODOOOOO
gobooooooooooooooooooobooboooo
gobooooogoooooooooooooooo

show utl_highwater

goboooooooobooooooooooooo

O :
# show utl_highwater
Utilization High water mark [%]: 90

set utl_lowwater

000000000000 0oObO00ooOoO0o0oDO000%0b
gocpPUODOOIO0O0O0O0O0O0O0O0OO0O0OO0O0O0O0O0
gooboooooooooooooooooooobooooo
uTLooOoOoOOoOOoOo0O0oO0O0O0000000 10 99%00
ooboogdeonn

00:00000000 setutl_windowOOOOOO0O
setutl_highwater 0000 OO0OOOOOODOO

oo
set utl_lowwater <%>

0%0bp0ocPUOODOIOO0O0O0OOOOOOOOOOO
gooboooooooooooooobooooooooo
goboboooooooobooobooooooooooo

show utl_lowwater

gobobooooogooooooooooboooooood

0
# show utl_lowwater
Utilization Low water mark [%]: 60
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oo

set ovl_window

000000 spillOthrottle DO OO0O0OOOOOODOOO
0000000000000000000000OspillO
throttle 000000000 00000000000000O0
goooooosoesoo0odnnoonoOoOs00m

oo
# set ovl_window <secs>

0
# set ovl_window 10

show ovl_window

gobobooooooooboobooooooooooo

0
# show ovl_window
Check for overload conditions [secs]: 10

H
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55.10 OO OOOd

oooao oad
show config Jooooooooooooo
0

# show config

gobooooooooobooooon

show config saved 0o00oo00oOooooooooooo

o0:000000000C000000O0O00000 50
io0oooogo

O:
# show config saved
Saved configuration

gobOooooocooobooboooo

128 sguoooon



oooo

oo

show config default

goboboooooooobooooooooooo

factory default OO0 00000 O0OCOOOOOOOOOO

O :
# show config default
Default configuration

conlog Oxffffffcf

ilog Oxffffffff

trace Oxfffff3dd

media auto

logport tty01

cache 18 180

server_tmo 5

client_tmo 30

mgmt_if network

map 0.0.0.0 443 80 default
kpanic reboot
monitoring_interval 15
monitoring_fields Ox1f
alarm_mask 0x00000000
ovl_window 15

rsc_window 15

utl_window 15

utl_high 90

utl_low 60

idle 300

kstrength 512

con_speed 9600

con_bits 8

con_stop 1

con_parity n
max_remote_sessions 5
trap_authen 1

crl_refresh 5

hdr_cert_def SSL_CLIENT_CERTIFICATE
hdr_cip_def SSL_SOURCE_IP
hdr_sid_def SSL_SSL_SESSION_ID
hdr_cipher_def SSL_CIPHER_USED

defcert_cname XX

defcert_state MyState

defcert_city MyCity

defcert_orgname MyCompany
defcert_orgunit MyCompany Division
defcert_name www.MyCompany.xyz
defcert_email support@MyCompany.xyz

prompt #
hwq_hiwat_spill 3
hwq_lowat_spill 1
#

H
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oooo oo

config compare 00obo00b00000000000000000000
0000000000000000SSLAccelerator O (11 0
0o@oo0o0ooo0o0oUooo0oooo0omWoooooo
000000000000 Oconfigecompare0 00000
dooU0ooo0ooo0oU0ooooooooUooOooo

O
# config compare
Only in /keys: 4

config reset 0000000000000000000ooooon

gb0:00000000C0000000bOb0oO0oobobOooaon
oo

o0:000000000000O000O0DO00000 50
io0oooogo

[

# config reset

Reverting to saved configuration, and unit will reboot auto-
matically.

Reset (y/n) [n]: y

Reset to saved configuration

System rebooting...

config default 00000000000000000000000000
oooooooo

g0:00000000C0000000O0000D0000aO0
oo

O0:000000000C0000000O00000 50
io00ooggo

O:

# config default

Reset to factory default configuration (y/n) ? [n]: y
Reset to factory defaults

System rebooting...

config save goooo0oooooooooooboooooOooooooon

oo0:000o000o0oobooboo 5010000000
oo

O:

# config save

Saving configuration to flash...
Configuration saved to flash
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oo

export config

0000oo0o0ooooooooooooO AsSCclIoOn
XmodemOOOOOOOOOOODencryptOOOOOOOO
0oooooooooo0oooo0oooooooooo
0000000000000 000000Garbled 00O
ooooooopoooOo0oooOoooooooooooo
000000000 xxxxxx...JOOOODOOO

go0O:00000000D0000O0O00O0O000DOO00O00O0
oo

O:

# export config

Garble or encrypt all keys: (garble, encrypt) [encrypt]:
<Enter>

Enter a pass phrase to encrypt all keys []: sesame
Enter the pass phrase again to confirm []: sesame
Export protocol: (xmodem, ascii) [ascii]: <Enter>
Press any key to start, then again when done...

gobooooooooobood

import config

paste 1 00O XmodemO OO OOOOOOOOOOOOO
000000000000 00000000import config
doo0ooo0ooo0oU0oooUoooooUooOooo
ooooooooooooo

H

O:

# import config

Import protocol (paste, xmodem) [paste]: <Enter>
Type or paste in data, end with ... alone on line

goboooooooooooooooo

obooboooboo

...<Enter>

Do you want to install this config? [y]: y

Enter a pass phrase to decrypt all encrypted keys []: sesame
/keys/001/key.pem is encrypted and decrypted with the pass
phrase.

/keys/default/key.pem is encrypted and decrypted with the
pass phrase.
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oo

import upgrade

gobooooooooooooooooooobooooo
goobooooopoooooopDoomA2p00D0DOO

goboooom 1800000000000 0ODOO

O :

# import upgrade

import protocol (xmodem) [xmodem]: <Enter>
Start xmodem upload now

Use Ctl-X multiple times to cancel upload
Verifying upgrade image...

upgrade image valid

version x.x, build xxx
Continue with the upgrade? [n].y

goO:000000000000000O0O000DODO0O0O0
gobooooooooboooobooboobooooo

import patch 00oo0ooo0oooooooo0oooooooooo
oo
O :
# import patch
import protocol (xmodem) [xmodem]: <Enter>
Start xmodem upload now
Press Ctrl-X multiple times to cancel upload
Patch: Imported.
show patch oooooooooOo0oooo0oooooooooooo

o0

0
# show patch
Patch is not installed.

delete patch

goo0oooooooboooooooobooooo

O :
# delete patch
Patch: Deleted.

list system

cPuOOODOOOOODOODOODDOODODODO

0
# list system

[000000000S8SYSTEMINFOOOOOOOOOO |

*CPU O O0OO: Intel Processor 852 MHz
* Real MEM O : 469762048 (448.00 MB)
*CryptoO0 O 0O: 1
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oo

factory_default

gooooooooooboo

O :

# factory_default

Reset to default configuration [n]: y
Reset to factory defaults

System rebooting...done

T944 v2.31 DXC.

868242+3611880/S running

Generating 512 bit default key

Generating default certificate

Saving default key/cert to flash

Restricted Rights Legend
(DO0OooDooOooooOooooOooooon)

Serial 0:a0:a5:11:4:9d
password:

H
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5511 OOOOOO

oooo oo

password SSLAccelerator 0 D 0000000000 O0OOOOOO
oooooooooooom
oo:
# password
Old password: <old p/w>
Enter new admin password (5 characters min.): <new p/w>
Retype new password: <new p/w>

ping ooo0oIPOO0O0OO0ODOOU0ODOOOUDOOOOODOOO
oooooooooooooo
oo:o0000000000000O
O
# ping 1.1.1.2
PING 1.1.2.5 (1.1.2.5): 56 data bytes
64 bytes from 1.1.2.5: icmp_seqg=1 ttI=255 time=0.355 ms
64 bytes from 1.1.2.5: icmp_seq=2 ttI=255 time=0.178 ms
64 bytes from 1.1.2.5: icmp_seq=3 ttl=255 time=0.173 ms
64 bytes from 1.1.2.5: icmp_seq=4 ttl=255 time=0.174 ms
--- 1.1.2.5 ping statistics ---
5 packets transmitted, 4 packets received, 20% packet loss
round-trip min/avg/max = 0.173/0.219/0.355 ms

show info 0000ooO0o0o0oo0oUooooooooo

0
# show info

=== 8SL Accelerator
=== (c) Copyright 2001. All rights reserved.

=== Version 2.5, Build xxx
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oo

set date

gooooooooooboo

O00:0000000000000SSLAccelerator 00 0
000000000000 00D00000D000 config save
jooooooooooooooo

O00:0000000 NTPOODOOOOOOOOOO
SSLAccelerator 0O 0O OOO NTPOOOODOOOOO
goooooooooooooooooooog

O :

# set date

Year [2001]: <Enter>

Month [6]: <Enter>

Day [7]: <Enter>

Hour (24 hour clock) [19]: <Enter>

Minute [55]: <Enter>

The system must reboot immediately for new time to be set.
Reboot? [y]: y

show date

gobobooooocooooboooo

0
# show date
2001 06/07 19:57:07

list timezone

SSLAccelerator 1 D000 O0000O0000O0O0OOOO
goooooooooooooobooooooooooo
gooooooooooooon

H

0
# list timezone

obooboooboo

Time zones of following continents are supported.
Use command "list timezone <continent>" for detail.

Africa/ Asia/ Etc/ us/
America/ Canada/ Europe/

set timezone

gobobooooooooooooooooooooboooo
goobooooooooooooooooooobooooon
ooooooobooo

00 :settimezone D0 00O OOOOODOOOset date O
Jo0oooooooooooooooooooo

oo:
set timezone [none]l<tz>

O:
# set timezone Asia/Tokyo
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oo

show timezone

goboooobooooboobooooooooo

0
# show timezone
Timezone is set to "Asia/Tokyo".

set egress_mac

J0O0O0000oOooobbooooooobooooooo
0 SSLAccelerator 00D OO0 00035000000
00000o000oooDodm -3800000000MM

O :
# set egress_mac aa:bb:cc:dd:ee:ff
Egress MAC set to aa:bb:cc:dd:ee:ff

show egress_mac

goooooooooooooooooooooooon
0 SSLAccelerator 0 00O OO0 Q0O0O

O :
# show egress_mac
Egress MAC is aa:bb:cc:dd:ee:ff

set ether

0000 0O10baseT/100baseTXO OO OO OO OODO
O half duplex/full duplex0 0 0 0 0 00O

O :

# set ether

1 -auto

2 - 10basetT, half duplex

3 - 10baseT, full duplex

4 - 100baseTX, half duplex

5 - 100baseTX, full duplex
Select media type [1]: <Enter>
Media set to auto

show ether

0000 O10baseT/100baseTXO OO O OO OOODO
O half duplex/full duplex0 0 0 0 0 0 0 O

0 :
# show ether
Ethernet media set to auto

set idleto

gobobooooooooooooooooooooo
OmnD000000000000000000000000
gooOooooo

oo
# set idleto <min>

OmnD0000000000000000 525600010000
gobobooooooooooooooooooooboooo
oo
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oooo

oo

show idleto

gobooobooooooooobooooo

0
# show idleto
Idle timeout is 5 minutes

set ip

TenetO OO O0OOOO SSHOODOODOOOOOOOO
OOSSLAccelerator 000000000 OOoOoOoOoO IP
jo0o00o0oo0o0oo0oooOooooOooOooooo
00 IPO000OO0O0OOOOOOOsetipd00O0O0OnNoned
goooooo

oo:!pPOOOOOODOOOOOODOODOOODDOODODO
oooo

oo

00.0.0.00 255.255.255.255 0 00000000
Osetip000000000O0ODOOOOOOOODODOODOO
gooooooodg

O:

# set ip

Enter IP Address (' none’ to delete) [none]
10.1.2.124 : <Enter>

Enter Netmask [255.255.255.0]: <Enter>

show ip

H

SSLAcceleratorJ IPO O O00OD0OOOOOO

O:

# show ip

System IP Address :10.1.2.124
System Netmask : 255.255.255.0

set mgmt_if

SSLAccelerator DO 000000000 OOOOOOO
gooooooooobooooooooooooooon
Jo0o0000doooobboooooooboooooo
0000000000000 ooooooSSLAccelerator
000000 POO0OOO0ODOOOOODOOOOOODOOOO
Jo0o000ddOoooobboooooooboooooo
goooooooooooooooooooooooon
00000000oo0@mnetworklDOOOOOOO0O
ooooooooon

obooboooboo

O0:000000000C0c00o0o0c0ooOoboO0oooboo
goboboooooooooboooo

oo:
# set mgmt_if [network | server]
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oooo

oo

show mgmt_if

gobooooooooooobooooooooobooboooo
gooooooooooboooooooo

O
# show mgmt_if
The remote management interface is set to: network

set more

gobooooooooobooooooooobooooooo
gooooooooooooooOoooooooooo

oo
# set more <n>

Ond 00000000000 O0O0O0O000o0O00O0DO 2300
gobooooOOoOOOOOOOOOOOOOOOOOOn
gooboooooooooooo

show more

goboboooooooooooobooooooooooo
oooooooooo

O:
# show more
Paging set [lines per page]: 23

nic

00000 10baseT/100baseTXO D OO OO DOOOO
O half duplex/full duplex0 0 00 0000

O:

# nic

1 - auto

2 - 10basetT, half duplex

3 - 10basetT, full duplex

4 - 100baseTX, half duplex

5 - 100baseTX, full duplex
Select media type [1]: <Enter>
Media set tu auto

set ntp

00000000000000O0NTPOOOO0DO0O00O00O0
ooooo
NTPOOOOOOOONTPOOOOOOOODOODDOO
OO0setntp0 000 OOOOONTPOODOOODOODODOO
OO0OO0ONTPOOOOOODOOODODOODODOODODOONTP
00000000000000000O0ONTPOOOODOO
000000000000000OOdisableD 000

O:

# set ntp enable

An optional default route may be entered before starting the
NTP service.

Enter a default route (' none’ to delete) [none]: <Enter>
NTP Service started.
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oo

show ntp

NTPOOOOOOOOOOOOOOODOOODO

0
# show ntp
NTP : Disabled

show ntp_status

NTPOOOODOOODOOOO0O0O0O000O0

00 showntp_status 00 OO O ONTPOOOOOODOO
010000000000

0
# show ntp_status
remote  local st poll reach delay offset disp

=1.1.1.2 10.1.8.34 2 64 77 0.0026 -0.1442 0.004
*1.1.23 10.1.8.34 2 64 77 0.0024 -0.1396 0.004
=1.1.34 10.1.8.34 2 64 77 0.0024 -0.1309 0.005

set ntp_servers

SSLAccelerator 1 0000000000000 NTPOODO
OIiPO0O0OO0OO0OOOODODOOOO 30000000000
ooo

00 :0.0.0.00 255.255.255.255 0 0 000 OOOO

O

# set ntp_servers

Enter IP address of NTP server (q to quit) [q]: 10.12.30.1
Enter IP address of NTP server (q to quit) [q]: 10.12.30.2
Enter IP address of NTP server (q to quit) [g]: q

show ntp_servers

O0o0ooooogoNTPOOOO IPOOOOOOOOO
oo

0
# show ntp_servers
NTP servers: 10.12.30.1 10.12.30.2

set prompt

gobooooOoooobo0oobO Oo#x0OO0O0OooboOoooo
gooooooo

0

# set prompt

Prompt [#]: Acclerator>
Acclerator>

H

obooboooboo
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oo

set serial

Console 0000000 DOO0OODODOOOODOOODOOO
000000000000000000Auxconsol0d00
goboboooooooobooobooOooooooooo

00b000o0oNns20008010NOOOOOOOODOO

OO0OConsole 000 O00O0O0OOODODOOODOOOODO
oooooooog

O:

# set serial

Baud rate (9600/115200) [9600]: <Enter>
Data bits (7/8) [8]: <Enter>

Stop bits (1/2) [1]: <Enter>

Parity (n/e/o) [n]: <Enter>

Set serial parameters (y/n) ? [y]: <Enter>

show serial

Console 000 O0OOOOOOODODOODODO

O:

# show serial
Speed: 9600
Bits: 8

Stop Bits: 1
Parity: n

exit

cLioooopoooOooooOooooOooooooooo
goboooooooooboOoooooooobooooooo

0
# exi
Exiting CLI...

password:

quit

CLIDODDODDO0O0O0ODODexitO DD
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55.12 DO 0OUOOo4oon

oooo

oo

export log

gobobooooooooooobobooooooooooo
000000000000 Olstlogs0 00000000
oo

gb0:000000000000000b0b00oobo

oo:
# export log <logID>

OlogiDODOOOO0O0O0O0O0O0OOOOOIDOOO

O

# export log 20010814_110951

Export protocol: (xmodem) [xmodem]: <Enter>
Use Ctrl-X multiple times to kill transmission
Beginning export...

delete log

000000000000 00 flash/logsOOOOOODO
goooooo

oo:
# delete log <logID> | [all]

OlogiDOOOOO0O0O0O0O0O0OIDOOO
DalD000000000000000000000

list logs

gobooobooooobooooooo

[

# list logs
20010605_070027
20010605_070324

show logs

0000000000000 00OOlstlogsO OO

H

obooboooboo
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goobobooboooboobooboboboooooo

620000 Telnet DO O O O - oineee e i e e e e e eeaeeeeaaaaan
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6.1 0d

SSLAccelerator U D OO0 00000000 DOOOOOOOOODOOOODOOOOO
gboooooooon

* Telnet
* Secure Shelll] SSHOI
b SNMP

gbobooooobobobobooboobobobobon TemetOOOOOO
gbOSsSHOOOOooOobobobooboooboobobobobooooocLng
gbob00oooooobobOobobobobobooOTelmetd 0o ooonQ
SSHOOOOOOOOOoOOooO sobooooooooobooboooboooo smo
gboboooooobooboobobobooboooooboobobobobooobooo
gbobooooobooboboboboobooobobobobobooboooon
gboooooobobobobooobooooooooborrboobobobooon
gooboooosSNnvPOOOO0OODOODOODOOOOOMIB-IOOOOOOOOO
gbooooooooooobon

gbooooboobobooboobooboobooboban

AD D 0000000000 0OOoooooO
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6.1.1

gooobggaad

gbooboooooobobob cutboboboboooooooobobobo
gbooboooooboobobobooooobooboobobobooo

¢ SSLAccelerator 1O OO UOD0OOOODOODOOOOOOOOIPOOOOOODOO
O

e TelnetOSSHOOOO SNMPOOOOOOODOODOO
e TelnetOSSHOODOO SNMPOOODOODOO

e TemetODODOOOOOOOSSHOOOOODOODOD
° gooooo

° gboboooooooboobobob

e VLANOOOOOOOOOOOoOOoDbOoD

gbooboooocuooooogooobobobobooooooooboobobo
gboboooooboobobobobooboobooboobobobobooboooon
boboooboobOocLgodbd configsaveD OO0 UDOODOOOOOOODO

gbobooooooboobobobobooboooobobobobobooboooon
oo

gooogo
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6.1.2

ooooooocuooon

gboboooooooboboboboooboooboobobobo cuaboobaoobo
gbobooooooboobobobobooboooobobobobobooboooon
gbobooooooboobobobobobobobooobooboooboobobobOobo
gbooboooooboobOobobobooomssobobobooooom - 8

gbooboooooooobgonog

oo :

o set ip <ip> <netmask> [1 [ SSLAccelerator U0 0 0000000 OOODOO0O TP
00000000DOO0bOO0bOoooooonog

* set max_remote_sessions <0-5>0 000000000 TelnetOO O OO OOO
SSHOOOOOODOOOOooooooao

Telnet O :
* set telnet [enable | disable | U O Telnet D D 0 000000 O0O0OOOOOOOO

e showtelnetOOTelnet OO OOOO0OOO00OO0O0OOOO0OOOOOOODOO
oon

¢ settelnet_port<port>O O Telnet U0 OO0 00000 0ODO0O0O0O0O0OO 23000
b show telnet_port U O Telnet D DO OO OOOOOOOOO

SSH O :
® set ssh [enable Idisable | O SSHO O OOOOOOOODOOOOOOOOO

e showsshOUOSSHOOOOOODODOOOOOODOOODODOOODOOOOOO
oo

* setssh_port<port>0 0 SSHOOOOOOOOOOOOODOOOO 22000
* showssh port UOSSHO O OOOOODODOOOOOO

SNMP O :
* set snmp [enable | disable | UOSNMP U O OO OOOOOOODODOOOOOO

e showsnmpUOOSNMPUOOOOOOOOOODOODODOOOOOOOOODOO
oon

o setsnmp_info 0 000000 SNMPOOOOOODODOOOOOODOOOO
0 SNMPportD 0O O OO0 1610
[0 SNMP trapport0 000000 1620
[] Contact person
[l System name
[1 System location

d show snmp_info O OSNMPO OO OOOO0OO0O00OO0OODOODOODO
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set snmp_community U 0 00000000000 0O0OOO0O

list snmp_community J 0 OO0 0000000000000

delete snmp_community 1 D 0 000000000 0O0O0OOO0O

set trap_community D0 0 0000000000000 00O0O0OOO
list trap_community O 0 00 0000000000000 0O0OO0ODO
delete trap_community 1 0 000000000000 0OOOOOO0OO

Telnet 0 SSHOSNMP O OO 00 IP/00000000000
AD []| pooooooooOOOODOODOOMOONOO0OOOO0 SSL

goooOoOoOoOoOoOoQooIiPOCOOCOOOCOODOOOODODOO

gboooobooboobobboobobooobobooban
O00000Otelnetd SSHOSNMPO OO O 44300000
gbooboooooooboobo

gooogo
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6.2 U000 TelnetO OO0 gd

Uboo0ooooobOobOoDbO TelneeODO OO ODOODOODO SSLAccelerator [ CLI
gbobooooooboobobaobo

621 [0O0O0O0OOOODOOODOOOD

O000000SSLAccelerator DO OO0 000000000000 IPOOOODOO
gbooooooboobobon

1 PoODODDODOOOOOO
# setip

Enter IP [10.1.2.56]: 10.1.1.254
Enter Netmask [255.255.255.0]: <Enter>

2 0ODOOOODOIPODOOODODOOODDOOODOOOOODO
# show ip

System IP Address : 10.1.1.254
System Netmask : 255.255.255.0

3 0000 TelnetODOOOOOOOOOOO

# set telnet enable

4 QoOoODODOODOOOODOOOOO

# set route
Enter Default Route (' none’ to delete) [10.1.1.1] : 10.1.1.253

5 DoooooOoOoOoOoOOO0D0O00000

# show route
Default Route : 10.1.1.253

gbooboooooboobobobobooogoon

# set route none

OO0 SSLAccelerator 1 D OO0 Telnet 0 OO0 O0O0O0OOOO0OOOO Telnet OO
00000 cCcLlObOO0Oooboooobooooboo
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0000000000000000000000000000
ZX[]D 00000000 DOconfigsave 10000000000

6.2.2 Telnetd OO

0000 Telnet O SSLAccelerator 0 D 0000 O00O0O0OOO0OOO0O
SSLAccelerator 0 CLIO O OOOOOOO

Client-prompt> telnet 10.1.1.1
Trying 10.1.1.1...

Connected to 10.1.1.1.
Escape characteris’ /] .

Serial 0:a0:a5:11:4:2e
password: <password>

000000000000 TelnetO OO DODODOOSSLAccelerator 0 CLIO O O OO
00bOO0o00O0o00obOOo0bOo0oooDbObOo0obOO0o0oobOooboDoOooDbOoOooDoOon
000000000 bOO0o0bOo0OoDoDbOo0bOO0el1100dDDbOODOOO - 145
0o0o00oOO0odooOoooooooOooom

0000000000000 0D000000000000onon
A (][] 00000000000D0D0D0D0DD setmax_remote_sessions
0000000000000 D00DODODOM Max Remote
Sesion Limit of (5)exceeded!0 0 00 00O O0DOOOOOOO
0000000000000 000000000O0oooooo
00000000000000000O00O0oooon

gooogo
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6.2.3 TelnetOOOQOOO

Temet U0 O OOOOO0ODOOODODOOCLIDOODOO settelnet_port <port> 1 I
UO0000 showtelnet port 1 D OO DOOOOOOMO

gboboooooooboobobobooboooooboobobobobooobooo
gboooooobOdTemetdDOOOO 23000

Telnet 0000000000000 DOOOOOOO
# set telnet_port 230
Telnet 000 0000D0ODOOO0OOOOODOOOO

# show telnet_port
Telnet Port Number: 230

6.2.4 TelnetO OO

Telnet J 00 SSLAccelerator 0 0 000000000000 OO0OOOOOOODOO
UbOO0O0OTelmet DOO0OODOODODOOOOODOODOO

# set telnet disable
Temet 0000000000000 OOOOOOOOOOOO

# show telnet
Telnet: disable

Ob0ob00ooooboobdTemet DO OO0O0O0O0OOD0OODOODOODOOOOO
configsave 1 DO DOOODOOOMO
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6.3 0000 SSHOOOOO

Ubob0ooooobOobOdDbog SSHO Secure Shell DO OODOOOOOO
SSLAccelerator  CLID OO UOO0OO0OO0OO0O0OO0OOODOODOODOOOOOOOOO
gboboooobooA4b0000D000O0O0O0M - 194000000000000
oo

631 0OUO00O0OOOODOOOOOOODOO

UbOO00000SSLAccelerator DO OO O0OO00O0OOOOOOOIPOOOODOO

gooooo

1

000 SSLAccelerator 1 DO OO SSHODODOOOOOOOODOODOO SSHOO

iPOOODOOOOOOOO

# set ip
Enter IP [10.1.2.56]: 10.1.1.254
Enter Netmask [255.255.255.0]: <Enter>

goooooorPbOOobOOoO0oOOoDOOobOOoOobOOoboobooo

# show ip
System IP Address: 10.1.1.254
System Netmask: 255.255.255.0

ooogsSsSHOOOOODOOoOoooooo

# set ssh enable

gooobooboboboboon

# set route
Enter Default Route (' none’ to delete) [10.1.1.1]: 10.1.1.253

gooobooooboboobooobgooo

# show route
Default Route : 10.1.1.253

gbooooooboboboooboooboon

# set route none

gboobooocLooooobooboobooooon

gooogo
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AD O

6.3.2 SSHOODO

0000000000000 0oooooooooooooo
OO0000OO0OOOOconfigsave DO OOOOOOOODO

0000 SSH O SSLAccelerator 0 D 0O O0O0O0O0O0O0OOO0OO SSLAccelerator [
cLiO0ooOoooooao

Unix-prompt> ssh - | admin 10.1.1.1

Serial 0:a0:a5:11:4:2e

password: <password>

U000000oO00ooobogsSSsHOOOODOOOSSLAccelerator I CLIDODOODOODO

gbobooooooboobobobobooboooobobobobobooboooon
gboobo0oooooobOobobobbUbel10booo0oooOm - 14500

gbooooooobooboboobooom

AOO

SSHOOOOOOOadminOO OO

goooOoOoOoOoOoOoOoOoOoOoOoOoOoOoOoOoOooOoooo
go0o0oO0oOoOoOoOoOoDOODOODOODOD
setmax_remote_sessions 1 0 0000000000000
000 00O 00 Max Remote Sesion Limit of (5) exceeded![
goooOoOoOoOoOoOoOoOoOOoOOOOOoOOoOoOoOoOoO
goooOoOoOoOoOoOoOoOoOOoOOOOOoOOoOoOoOoOoO
goo0ooOoooDoOoDOoODOO
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6.3.3 SSHOOOOOO

SSHOOODOOOOODODOOODOOOOcLooogO setssh_port<port>0000
OO0 showssh port U DO OOODOOOOO

gboboooooobooboobobobooobooooboobobobobooobooo
gboboooooogssHooboooo 22000

SSHOOOODOOOoOooooooooooooo
# set ssh_port 220
SSHOOODOOOODODODOODOOoooooooo

# show ssh_port
SSH Port Number : 220

6.34 SSHOOD

SSLAccelerator U O OO OO0O0OOO0ODOODOODOOSSHOOOOOOOOOO
gbooossHoOoooobooooooooooobao

1 sSsHooOODoDOoOoOoOo

# set ssh disable

2 SSHOOODOOOOOOOOOOOOOOOOO0OO0O0O0000

# show ssh
SSH: disable

gbooboooooboobossHOooooooooboobobooooooon
configsave U0 O OOOODOOOO

gooogo
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6.4 SNMP

SSLAccelerator U O OO OO0O0OO0O0DOODOOOOOO SNMPOOOODOODO
OOSNMPvIOODO SNMPV2ODOUODOOUOOOOODOOOO0OO0DOO0OO00O000O0
gbooMBOOOOMIB-IOOODODOOOOOOODOOOODOOOOOOO

¢ SSLAccelerator U0 O OOO000O0O00DOO0OO0O0OO0OO0DOOOO
° gboobooooooobooboboboboboobooooobogoon

e cCcpUOOOOOODOODOIOOOODOODOODODOOOONO SSLAccelerator U
gooon

e SSLOOOOOObOOOOOOODOObOObOObOObOObOOnO
° goob010o0b00bD spillD1 00000 throttle 0 0 O

SNMPOOOOOOOOOOOOODOUODOODUODODDODOO

AD []| oooooo

SNMPOOOOODD SNMPOOOODDO00 SETOOOD
AD []| poooooosnsvP 0ODOOOODODOOOOOOOO0OO
00000000000

641 [0O0O0OODOOO

SSLAccelerator 0 SNMPO OOOOOOOSNMPvIOOODOO SNMPv2cOOOO

gb200o0ooooboobobooobooooooobooboboMIBOOOO

OORFC1IO0200000000O0 SMIv2UO0O0OD0O OO OO O SSLAccelerator 0 U 0O O
UMBOOOOOOOOODOOOSETOOODOOOOOOOOOOODOODOCLI
gbooboooooboooMBBOODOOOOOOODOO
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6.4.2 IntelMIBODODO

gboooooMBOODODODODOOOOOODOO

iso.org.dod.internet.private.enterprises (1.3.6.1.4.1)

intel (343)

[ |
sysProducts(5) mib2ext (6)
genDirectors(7) aaxxxxx (101)
aax7117y (5) sslApplianceMib(1)

o0ooooooMBOOOMBOOOOOOOOOOOOODDO mib2ext000
O000000000b0000b0000d sysObjectld 000 ODOODOONO genDirec-
tors O OOO0O0O0OOOOOOO

m JOO0O0O0o0o MiB

aoooogno mdMIB-T
gboobooooooon MIB:

gen-header.my
ssl-appliance-mib.my

gooogo
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m MBOOOOOOODOO

O0000000000 CD-ROM O 0OSSLAccelerator 0 D OO0 MIBOOODOOO
oooooooooooo
SNMPSETOOUOOO0OOODOOOODOOOOMIBOOO SNMPODOOOOD
O0000O00o0ooO0oOOoDOSNMPSETHODOOOOODOOOODOOODODOO
ooooooo

U0 SNMP OO DOOODO O O coldStart U warmStart U authenticationFailure [ linkUp [
00 linkDown OO OO0O000O0OOODO

gen-header.my

gen-headermy U0 00000000000 IDOOOOOOOOOOOOOODOO
Ubob0o0o0IIbObOobod genbirectorss O OUOOOOOO0OO0OOOOOO
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643 0O00O0O0OODODDOOOOOOMBOOO

OO0O00SSLAccelerator U O OO OO MIBOOOOOOOODO

mode
inline(1): Device is configured to accelerate SSL traffic
bypass(2): Device is configured to pass through all SSL traffic

failMode
safe(1): Fail-through switch is up, causing Ethernet segments to
remain open when device fails. It stops traffic from reaching the server
through(2): Fail-through switch is down, causing Ethernet segments to
remain closed when device fails. It allows traffic to reach the server

spillMode
throttle(1): Device will throttle SSL connections when utilization
reaches 100%
spill(2): Device will spill SSL connections when utilization
reaches 100%

sslSessionCache
enabled(1): SSL session caching is turned on
disabled(2): SSL session caching is turned off

restarts
Number of times the system has restarted

applLastRestart
The value of sysUpTime at the time the last restart of the application
process happened

encryptionAlarm
enabled(1): Encryption status change alarm is turned on
disabled(2): Encryption status change alarm is turned off

sslConnectionAlarm
enabled(1): SSL connection alarm is turned on
disabled(2): SSL connection alarm is turned off

thresholdAlarm
enabled(1): Threshold alarm is turned on
disabled(2): Threshold alarm is turned off

overloadAlarm
enabled(1): Overload alarm is turned on
disabled(2): overload alarm is turned off

linkStatusAlarm
enabled(1): Network link status alarm is turned on
disabled(2): Network link status alarm is turned off
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encryptProcessingState
on(1): SSL processing on
off(2):SSL processing halted

encryptProcessingStateReason
normal(1): Normal
hardware(2): Change caused by hardware fault
consoleBypass(3): Bypass mode enabled at console
consolelnline(4): Inline mode enabled at console
frontPanelBypass(5): Bypass mode enabled at front panel
frontPanellnline(6): Inline mode enabled at front panel

serverinterfaceState
State of the server-side interface

networklInterfaceState
State of the network-side interface

utilWindow
Sliding window (in seconds) to calculate average connections,
CPU utilization, and active connnection rates

cpuUtil
CPU utilization percentage (0-100)

cpuUtilNetwork
CPU utilization percentage processing network traffic (0-100)

cpuUtilProxy
CPU proxy utilization percentage (0-100)

cpuUtilHiWater
CPU utilization high water mark (2-100)

cpuUtilLoWater
CPU utilization low water msrk (1-99)

cpuUtilState
When CPU utilization exceeds the high water mark, CPU utilization
state is in alert and is not returned to normal until the low water
threshold is crossed

sslCps
SSL connections per second

sslCpsMaximum
Maximum SSL connection rate in connections per second since

(re)start

sslCpsHiWater
SSL connections per second high water mark
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sslCpsLoWater
SSL connections per second low water mark

sslCpsState
When SSL connections per second exceeds the high water mark,
ssICpsState is in alert and is not returned to normal until the low water
threshold is crossed

sslConnCnt
Current number of concurrent open SSL connections

sslConnCntMaximum
Maximum number of concurrent open SSL connections since (re)start

sslConnTotal
Total number of SSL connections processed

sslConnCntHiWater
Concurrent open SSL connection count high water mark

sslConnCntLoWater
Concurrent open SSL connection count low water mark

sslConnCntState
When concurrent open SSL connection count exceeds the high water
mark, sslConnCntState is in alert and is not returned to normal until the
low water threshold is crossed

encryptedBps
Encryption rate in bytes per second

encryptedBpsMaximum
Maximum encryption rate in bytes per second since (re)start

encryptedBytesTotalMb
Total number of megabytes of data encrypted

decryptedBps
Decryption rate in bytes per second

decryptedBpsMaximum
Maximum decryption rate in bytes per second since (re)start

decryptedBytesTotalMb
Total number of megabytes of data decrypted

sslOverloadinterval
The periodic interval (in seconds) used when counting the number of
spilled or throttled SSL connections. If any SSLconnections were
spilled or throttled in the last sslOverloadinterval, a trap is generated.
If sslOverloadinterval is 0, no trap is generated

gooogo
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throttlesPerSec
Number of throttles per second

throttlesPerSecMaximum
Maximum number of throttles per second since (re)start

throttlesTotal
Total number of throttles since (re)start

throttles
Total number of throttles in the last sslOverloadinterval

spillsPerSec
Number of spills per second

spillsPerSecMaximum
Maximum number of spills per second since (re)start

spillsTotal
Total number of spills since (re)start

spills
Number of spills in the last sslOverloadinterval

refusedSslinterval
The periodic interval (in seconds) used when counting the number
of refused SSL connections.
If any SSL connections were refused in this time interval, a trap is
generated.

cipherSuiteMismatch
Number of refused SSL connections in the last refusedSslinterval
which are due to inability of the client and server to agree upon a cipher
suite

clientCertAuthFail
Number of refused SSL connections in the last refusedSslinterval
which are due to authentication failure of the client certificate

160

eUOOOoOO



644 LU00O0OOOO

OO0O0O0OSSLAccelerator D 00O 00000000000 OOOOOOODOODO
gbooboooooobooboboboMBOOOOOOOoMIBOODODOOOOOO
gboboooooooboboboboosNnsrPOOOOOOO

m 00O SNMPODOODO

coldStart

warmStart
authenticationFailure
linkUp

linkDown

m ssl-appliance-mib.my 0000 00O00OO0O0O

encryptionStopped
Alert issued whenever the device stops processing SSL traffic

encryptionResumed
Resumes processing traffic after having been stopped

serverlnterfaceStateChanged
The server-side interface changed its state

networklinterfaceStateChanged
The network-side interface changed its state

cpuUtilAlert
The device has exceeded the CPU utilization high water threshold

cpuUtilNormal
CPU utilization back to normal levels

sslCpsAlert
The device has exceeded the SSL connections per
second high water threshold

sslCpsNormal
The SSL connections per second processed by the
device is back to normal levels

sslConnCntAlert
The device has exceeded the open SSL connection
count high water threshold

sslConnCntNormal
The open SSL connection count of the device is back to normal levels

gooogo

6.4 SNMP @ 161



sslConnectionRefusedMismatch
SSL connections were refused in the past sslRefusedinterval due to
cipher suite negotiation failure

sslConnectionRefusedAuthFail
SSL connections were refused in the past ssIRefusedinterval due to
authentication failure of the client certificate

sslOverloadSpills
SSL connections were spilled in the past sslOverloadinterval

sslOverloadThrottles
SSL connections were throttled in the past sslOverloadinterval

appRestartAlert
SSL processing application has restarted
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6.45 SNMPODOODOODO

SNMPUOUOUODOOOODOODODOODOCLIOOODOO set snmp [enableldisable] U U

oo
O :

gboboboooboobobobobdshowsnmp O OOOOO0OOOODOO

# set snmp enable
# show snmp
SNMP: enabled

# set snmp disable
# show snmp
SNMP: disabled

m SNMPOODOOO

gbooboosNMPOOODOOOOOODOOOODOsetsnmp_infoO0 0000000
gboboooooooboobobob

# set snmp_info

SNMP Port [161]: 161

SNMP Trap Port [162]: 162
Contact Person []: support
System Location []: MyCity
System Name []: SSL Accelerator

SNMPOOOOOOOOOO0OOO0OOOOshowsnmp_infolODOOOOO0OOOODO
gooooooon

# show snmp_info

SNMP Port Number : 161

SNMP Trap Port Number: 162

SNMP System Contact : “ support”
SNMP System Name : “ SSL Accelerator”
SNMP System Location : “ MyCity”
System IP Address : 10.1.1.254

System Netmask : 255.255.255.0

Default Route : 10.1.1.253

SNMPOOOOOOOOOOOOOOOOOOODOODOObOOOOOOODODO

oo

set snmp_port L SNMP O OO 0O OO
settrap_port USNMP O O OO0 OOQOOOO
setsys_contact J 0 O 0000
setsys_name J 0 0000000
setsys_location D O OO OO OOO

gooogo
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gbooboooooobooboboboboboooooobobobobooboooo
gooooo

b show snmp_portl] SNMP O OO OO0

o show trap_port SNMP O O OO0 OO0 OO
d show sys_contact 1 0 00000

o show sys_ nameJ 0 OO0 00000

b show sys_location0 0 O OO OO OO

m (00000000

POO000O0O0OOO0ODOOOOOOODOODOOOObOOOOSNVMPOOOOODOODO
gboobooooobooborobobobobooooboobobooboobooon
O SNMPOOODOODODOOODOOSSLAccelerator I SNMPO OO DOUOOOOOO
gboboooooboob wboobooboobaobo

SN\MPOUOODOOOOO0DOOOODOOOOO0ODOOOODOOCcLIO0ooO
set snmp_community U O O O O list snmp_community U O O 0O O
delete snmp_community D0 D0 O0000000O0O0

# set snmp_community
SNMP Community String(s) Setting.

Enter a SNMP Community IP (q to quit): 1.1.1.1
Enter a SNMP Community String (q to quit): public
Enter a SNMP Community IP (q to quit): 1.1.1.2
Enter a SNMP Community String (q to quit): private
Enter a SNMP Community IP (g to quit): q

# list snmp_community
SNMP Community String(s) information.
<2> Current SNMP Community String(s):

1) IP:
2.) IP:

.1.2 => String:  private => Rights: read

1.1
1.1.1.1 => String:  public => Rights: read
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# delete snmp_community
SNMP Community String(s) Deletion.
<2> Current Available SNMP Community String(s):

1.)IP: 1.1.1.2=>String:  private => Rights: read
2)IP: 1.1.1.1 =>String:  public => Rights: read

Enter number (1) to delete (g to quit) [q]: 2

SNMP Community String(s) Deletion.

<1> Current Available SNMP Community String(s):
1.)IP: 1.1.1.2=>String:  private => Rights: read

Enter number (1) to delete (q to quit) [q]: q

00000000SNMP 0D0000000000000000
AD []| s\vPoooooOOO SNMP Community String 00 00 O
000000000

m J00o0oooooooon

POO000OO0O0DOODOOOOOOODOOOODOO0OO00OOSSLAccelerator 00 0O O
gboboooooboobo SN\vpOOOOOOODLDOOOOOOOOOODOODO
gbooooobooooon

goooOoOoOoOoOoOoOoOoOoOoOoOOoOOoOOoOOoOOoOoOocCcubDoooo
set trap_community [J 0 O O 0 list trap_community O 0 O O O delete trap_community [
gooooooooo

# set trap_community

SNMP Trap Community String(s) Setting.

Enter a SNMP Trap Community IP (q to quit): 1.1.1.1
Enter a SNMP Trap Community String (g to quit): private
Enter a SNMP Trap Community IP (q to quit): 2.2.2.2
Enter a SNMP Trap Community String (g to quit): public
Enter a SNMP Trap Community IP (q to quit): q

# list trap_community

SNMP Trap Community String(s) information.

<2> Current SNMP Trap Community String(s):

gooogo
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1.)IP:  1.1.1.1 => String:  private
2)IP: 2222=>String: public

# delete trap_community
SNMP Trap Community String(s) Deletion.
<2> Current Available SNMP Trap Community String(s):

1)IP: 1.1.1.1 =>String: private
2)IP: 2.2.2.2=>String: public

Enter number (1 to 2) to delete (q to quit) [q]: 2

SNMP Trap Community String(s) Deletion.

<1> Current Available SNMP Trap Community String(s):
1)IP: 1.1.1.1 =>String: private

Enter number (1) to delete (q to quit) [q]: q

OO00OO0OCOOCOOCOOOODODODOODODODDOODSSLAccelerator

AD []| coooooooooooOOOODODOOOOOOO0O0DO

oMb 7o OooooOooOOobDOobDOobOO0om -1670000
goooooogooo
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Contents
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71 0d

SSLAccelerator ] 00000 000000000000000000000000
0000000000000000000000000000000000000
000D0000000000000000001000000000000000
00ADO0DDOOO0DO0O0ODOOOMOOOO0O0O000O0000O0000O0
000000D0000D0000D0000D0000000000000000000
0000000000000 0Telnet 000 Secure Shell 100000000000
0000000
000000D0000D0000D0000D000000000000000000
e 0ODOODOOO

e SSLOOOOO

e [0D0OO0D0DOOODOO

e 0ODOODOOO

e [0D0OO0D0DOOODOO

gbooboooooobobobobobooooooobobobobooboooo
gboooooooobanb

gbooboooooooboboboboooboonoo

A:yyyymmddhhmmss:ALARM_CODE:MODIFIER:EXTENDED_DATA:
/*message*/

0 AD00DDO0O00D0OO0000D0D0000O00000OOMOO0
oboom

yyyymmddhhmmssO OO0 000000000000
ALARM_CODED OO0ODOOOODO [ESCIRSCIUTLIOVLINLS] O OO

MODIFIERUD O OO0OO0O0O0O0O0O00DOO0DOO0DbOOOOO0b0OooonDOg
goboboooogo

EXTENDED DATAO O OOOOOODOO
MFmessage*/0 0 000000000000 O0O0OOOOODOODO

[

Ood

00000000000 O0ESCOOOEXTENDED_DATA OO

AD []| oooooo

gboboooooboobo cubogoooboobobooooo

ooood oooo ooooog
set alarms none, all, esc, rsc, utl, ovl, nls oog
show alarms
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goobooooooobooobobob

# set alarms
Usage: set alarms [args] | none
all => All alarms turned on.

esc => Encryption status change alarm.

nls => Network link status alarm.

none => All alarms turned off (disabled).

ovl => Overload alarm.

rsc => Refused SSL connections alarm.

utl => Utilization threshold alarm.
# set alarms all

# show alarms

Alarms set: esc rsc utl ovl nls

# set alarms none

# show alarms

Alarms set: none

H

go0obooooboobobo
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72 0O00O0OOOOO

|
gbooboooooooboboboboboooogoooon

721 ESCOODOODOOOODOODOO

gboobooooooobooboboboboboboobobooboooboobobOobo
gbooboooooobooboboboboboooooobobobobooboooo
O0mline 0000000 bypassUOO0OO CLIDODOOOOOO

0000000 BypassUOODODOOOOOOOOOOOODOODOODO
goo

A:yyyymmddhhmmss: ESC:HDWRICONBICONIIFNTBI FNTIIAPPR:/
*message*/

0 AD0DD0DD0O00000000000
0 yyyymmddhhmmss0 00 000000000000
0 EsSc0000000000000000000

m J000o0gooobogoobogon

gboboooooooboobooboobo

e HDWROOOOOOOOOOOOOODOOOOOO

e CoONBUOOOOOOOODODODODOOOODOD

e CoNlDOOOoOOoOooOobobOoboboobooboon

e FNTBOOOOOOOOOOOOOOODOOOOOODOO

e FNTIOOOOOOOOOOOOOODOODbOobOoobooooo
e APPROOOOOOOODOOOODOOOOOO
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722 RSCOSSLOOOOO

gboboooooboboboboobooboobobgoobsgescoobonbd
b 1sbooboobobobooooooboobobobobooooboobon sSL
bobooooobobobobooobooboobobobooo ssLoaoban
gboboooooboobobobooooobobobobcuaboooooonoo
gbooooooooobo

god

A:yyyymmddhhmmss:RSC:CSMMICCAF:XXX:/*message*/

0 AD000D000D000000000
[ yyyymmddhhmmss D OO0 00000000000
0 RSCOSSLOOOOOOODOOOOOOOOO

m (0000000000 0O00000

gboobooooooooboooobobo
e CcsSMMOOooOOoooooOooOobobonb
e CCAFUOO0OOODODOOOOOOOOO

m 0000
XXX0Oooooooooboobooobooboooooboo
m RSCOOOOODOCLDOODOO
ssLOb0dodoooobodboboobooboboobooboboobboooboon
set rsc_window <secs>

sSLobogbodoboobooooooobobobobooboooboobooboboooo

show rsc_window

googo

# set rsc_window 10
# show rsc_window
Check for refused SSL connections [secs]: 10

go0obooooboobobo

7200000000 171



723 UTLOODOOODOOOODOO

gboboooooboobo3boboboooooooonoog
e CPU
° 1oooooogon

° gbooooooooooboon

gbobobooooooobooboboboboooooboboobooboobobOoDbo
gbooboooooooboobobobobooobooboboobooboobobOobo
gbobooooooboobobobobobobobooboooobooboobOobOoDbo
gbooouboboonoeoonon

gboobooboobooobobooobobooboboboon
ADD gboooobooboboobooboooboboobooban
gboooboboobooboboboboobobobooob
gboooobobooboooboboooboboboooboan
gboooobooboboobobooboobooboboon
gboooobooboboboooboboobooboboon
gboobooooobooobooboboboboooobobobo
506500000 000000000DOO0O0OODO0OOODOO 15
oo

god

Aryyyymmddhhmmss: UTL:ALRTINRML:CPUICONISSLCS:/*message*/

0 AD000D000D000000000
[ yyyymmddhhmmss D OO0 00000000000
0 uTLO00000000000000o00n

m (000000 O00OOOoOoOoOoO0n

gbooboooooboobobobooooobooboboboboooo

e AILRTOODOOOOOOODOODOODOODOODOODO
Message: [CPUIOpen connectionsISSLCS] exceed high water mark

e NRMLOOOOOOOODOOOOOOOODOOO
Message: [CPUIOpen connectionsISSLCS] drop below low water mark

m 000

e cCcpuLcCcpPUOODOODOO
e cCcoNOUOOOOoOoOoobDobOobOobOoboboobogon
e SSLCsO1oOoOooOOoOoOoooOooboOobon
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m UTLOOOOOD CLOOOD

gbobooooooboobobobobooboooobobobobobooboooon

ooo

set utl_window <secs>

gboboooooobooboboboboboboboooboooooboobobon

set utl_highwater <%>

gboobooooooooboobobooboboboobooobooooooboboD

set utl_lowwater <%>

gbobooooobooboboboboooooboooboooboo

show utl_window
show utl_highwater
show utl_lowwater

oo

# set utl_window 10
# show utl_window

Utilization Window set [secs]: 10

# set utl_highwater 80
# show utl_highwater

Utilization High water mark [%]: 80

# set utl_lowwater 60
# show utl_lowwater

Utilization Low water mark [%]: 60

H
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724 OovLOOODODODO

gbobooooooboobobobobooboooobobobobobooboooon
gosoesooondbDOOnODnD 1500000 spillD throtle 10O OOOODOODO
gbooooooooboobd

gboobooooooobooboboboboboobooooobogoon
ADD gooOoooooossLoooooooooooooooon
gbobooooooobooboobo

god

A:yyyymmddhhmmss: OVL:SPILITHRT:XXX: /*message*/

0 AD0DD0DD0O00000000000
0 yyyymmddhhmmss0 0 0000000000000
0 ovLOOOOOOOOOOOOODOO0D0000

m J000o0gooobogoobogon

gboooooobobobobooboobooboboboboooon

e SPILOO0OOO0OO0OOOO0ODOOOOOOO
Message: Spill mode.

e THRTOOOOOOOOOOODOOOOODOOOODO
Message: Throttle mode.

m 0000
XXX0Oooooooooboooboooboooooo
m OVLOOOODODOCLIODDOOOd
goboobooobuoobooboboobuooobuooboobbooboon
# set ovl_window <secs>
Joobo0obooooboobooob0ooboooDbooboooDbooboon
# show ovl_window
od
# set ovl_window 10

# show ovl_window
Check for overload conditions [secs]: 10
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725 NLSOOOODODODOOOOODOOOOOOO

gboboooooboobobobobooboooboobobobobooboooon
aogo

A:yyyymmddhhmmss:
NLS:NETLISVRL:NCI10HDXI10FDXI|100HDXI100FDX: /*message*/

0 AD0DD0DD0O00000000000
0 yyyymmddhhmmssD0 00 000000000000
0 NLSOOOO0O0000000000000000000000

m J000o0gooobogoobogon

gboooooobobobobooboobooboboboboooon

i NETLO Network OO0 OO0 QOO0 OODODO
Message: [No carrierl I0Mb/s|100Mb/s][half duplexIfull duplex]

® SVRLO Server DO OO OOOOOO
Message: [No carrierl10Mb/s|100Mb/s] [half duplexIfull duplex]

m 000

e NCOOOOoooOooboooo

° 10HDXDO 10Mb/s0 0000 OO0

° 10FDXO 10Mb/s0 DO 0000

* 100HDXO 100Mb/sO0 00000 O
* 100FDX0O 100Mb/sO 00000

d

H

go0obooooboobobo

7200000000

175



73 U000O0OOOO

SSLAccelerator L O OO OO0 O0O0O0OO0OO0O000000O0O0OO0OOOOOOOOOOO
0d0bOo00doOoOO00obO0o0bOooobOo0bObOoobOOoobDoOooDboOooo
Telnet D00 OO0O0O0O0OOSSHO Secure ShellD OO DODOOOOOODOOODOOO
0o0bOO0o0doOo00obOOo0bOoooDbOo0ooOOoOooDbOOooobooobooOooooa
oopooooo
0do0bOO00bO0o0ooOOo0bOo0oooDbOo0obOOo0ooDbOoobOooobOooo

status line O O O OO OO0O0O0OO0OO0OO0OO0OO0000000OO0OO0OOOOOOOOOO0O
dobOo0oDO0odpDoOoobOooooooooa
Jdddd0doooooocLiogogd statwsalarms 0 0000000000000
0do0o000d0o0O0odpooOo0bOo0o0DbOO0o0bDO0dDoOoobOoooDoOoooag
OOCLIODOOOO status<log filename>O0 00000000000 OOOOODOO
O00OuLstlogs D0 O0O0D0O0ODOODOOO0OOODOODOODODODOOOOOODO
0o0DOO00d00O0o00obOOo0bOoooDbOo0obOOoOooDbOOo0oboOoooooOooooa
UO0Db00b0OO0O0b0OdbbOdn D set monitoring [enable | disable] U U O 0O 0O O
00bOO00d0O0o00obO0o0ooDbOo0ooOOo0oobOOo0bOoOooDbOoOooDoOoOoooDoOon
doooooDodooooog

00DoDo0odoOoOOoooOoobooO cLoboooooono

listlogsUO OO0 status OO OOO0OOOOODOODO

# list logs
20000727_145544
# status 20000727_145544

STATE
Boot time: Thu Jul 27 14:54:21 2000
Curr time: Thu Jul 27 14:55:43 2000
Restarts: 3
KTR Mask: OxFFFFF3DD
Total Connections: 0
Active Connections: 0, 0 (cur, max)
Connections/Second: 0, 0 (cur, max)
Util Status:
Secure Bytes Read: 0
Plain Bytes Read: 0
Secure Bytes Written: 0
Plain Bytes Written: 0
Bytes Allocated to dbufs: 0
Bytes Per dbuf: 0
Spill Mode: disable
Transactions Spilled: 0
Times Throttled: 0
Bypass Mode: disable

L&M board status:

(0x00000060)
Network NIC:

RESPEND INLINE

100baseTX
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Half Duplex
(0x00000026
0x00000003
0x0000026)

Server NIC: No carrier
(0x00000023
0x00000001
0x00000023)

Network LED: on

Server LED: off

SSL Caching: Enabled.

------------------ Configuration -----------------
conlog Oxffffffcf

ilog Oxffffffff

trace Oxfffff3dd

media auto

logport tty01

cache 3

server_tmo 5

client_tmo 30

serverif exp1

netif exp0

map 0.0.0.0 443 80 default

kpanic reboot

monitoring_interval 0
monitoring_fields Ox1f

alarm_mask 0x0000001f
ovl_window 15

rsc_window 15

utl_window 15

utl_high 90

utl_low 60

idle 300

kstrength 512

con_speed 9600

con_bits 8

con_stop 1

con_parity n

max_remote_sessions 5
trap_authen 1

crl_refresh 5

hdr_cert_def SSL_CLIENT_CERTIFICATE
hdr_cip_def SSL_SOURCE_IP
hdr_sid_def SSL_SSL_SESSION_ID
hdr_cipher_def SSL_CIPHER_USED
trap_authen

defcert_cname XX

defcert_state MyState

defcert_city MyCity

defcert_orgname MyCompany
defcert_orgunit MyCompany Division
defcert_name www.MyCompany.com

H
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defcert_email support@MyCompany.xyz

prompt #

hwq_hiwat_spill 1

hwq_lowat_spill 1

trap_comO 1.1.1.1:private

snmp_comO 1.1.1.2:private

A:07/27/2000 14:54:47:NLS:SVRL:NC:/* Server port status, No carrier */
A:07/27/2000 14:54:41:NLS:SVRL:100FDX:/* Server port

status, 100Mb/s, full dupl/

A:07/27/2000 14:54:21:NLS:NETL:100HDX:/* Network port

status, 100Mb/s, half dup/

A:07/27/2000 14:54:21:NLS:SVRL:NC:/* Server port status, No carrier */
A:01/01/1970 00:00:00:ESC:APPR:3:/* Application Restarted */

statusalarms 0 0 O 0000000 OOO0O

# status alarms

A:07/27/2000 14:57:05:ESC:CONI: /* Console inline */

A:07/27/2000 14:57:05:NLS:NETL:100HDX: /* Network port

status, 100Mb/s, half dup/

A:07/27/2000 14:57:01:ESC:CONB: /* Console bypass */

A:07/27/2000 14:57:01:NLS:NETL:NC: /* Network port status, No carrier */
A:07/27/2000 14:56:51:NLS:SVRL:NC: /* Server port status, No carrier */
A:07/27/2000 14:56:46:NLS:SVRL:100FDX: /* Server port

status, 100Mb/s, full dupl/

A:07/27/2000 14:56:30:ESC:CONI: /* Console inline */

A:07/27/2000 14:56:30:NLS:NETL:100HDX: /* Network port

status, 100Mb/s, half dup/

A:07/27/2000 14:56:29:NLS:NETL:NC: /* Network port status, No carrier */
A:07/27/2000 14:56:29:NLS:SVRL:NC: /* Server port status, No carrier */
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74 (00O

741 000000

gboobooooobooboboboobooboob1boboboboooobogogs
gesooo 00D ODbODbODOLOOOODODODODODbDO SO0

oo

0do0oO0doOodooOO0doodobO0doDo0oo0bOO00oDoooDoooo

set monitoring [enable I disable] U 0 0D U OO OODO0ODO0OO0OOOOOOODOOOOO
000OO00bO0o00obOOo0bOo0o0ooDbObOo0obOO0o0oo0bOOoobOoOooDbOoOoDooOon
000OO00bO0o00obOOo0bOo0o0ooDbObOo0obOO0o0oo0bOOoobOoOooDbOoOoDooOon
odooooooooogao

742 [0O0O0O0O0O0O

0

gbobooooooboobobobobooboooobobobobobooboooon
goMooOobOoboboooooobobobobooooooboooobobob
gbmoobobooboooboobooboboboboobooooboooooobooon

gboocuogbobobooooobobobobobde OO0OO0OOD0OD CLI
oo - 1iso0oogoooooboooo™oooobooobooooboDbo

SSLCS, CPUUDECOENCOFAILMODEOLINKOMODED O OO ovROOOODOO
gboboooooboobobobobooooobooon
gbobooooobooboboboooboobooonog

god

M:yyyymmddhhmmss: mode:failmode:CPU;i,k,a:SSLCS;c,m,t:OVR;r,c,m,t:
NetlF;s:SvrlF;s:BES;c,m,t;BDS;c,m,t

O

O0Ood

|

MOOOOOODOOOOOoOOoOOoOooOOooOOobOoboboADOOO
goo

yyyymmddhhmmss0 00 0000000000000

moded 0000000000 [INLINE|BYPASS] 0 OO

failmode0 0000000000 [SAFEITHRU] OO O
CPU;ikaDiD00000MkOODOOOOMa0 00000000
oooo

SSLCS;emt0SSLO 100000000000000MMc0000
O0@MmOO0000@MOO00000

OVR;re,mtO0 000000000 M 0000 [SPIL | THRT]D cO O
0000@mOO0000MO000000

NetlF;:s0 00000000000000000000MsO00 [NC|
10HDX | 10FDX | 100HDX | 100FDX] 0 0 O
SwiFsO0O0O0O000000000000000000MMsO00 [NCI
10HDX | 10FDX | 100HDX | 100FDX] 0 O O

H
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O BES,emt0 00000000 MMc0O0 1000000000000
UmOO010000000000000O0wWwO000000000O0O0DOO
gooooo

0 BDS;emt0 00000000 McO0 1000000000000
UmOO010000000000000O0«wWwO000000000O0O0DO
gooobaob

m 0000000 CLODOO

gbooboooooooboobobobobooboobooobooooboobobob
gmssoboobobobooboobobobom - 1200000000000

ooo

1 OooDoooooooooOoo

# set monitoring_interval 15

2 00000O00O00O00O00

# set monitoring_fields all

3 000000000 O000000000000000

# show monitoring_interval

Monitoring report interval [secs]: 15

# show monitoring_fields
Monitoring report fields: mode failmode cpu cps ovrld link enc dec

4 QoOoODODOODOOOODOOOOO

# set monitoring enable

5 DooDoooOoOoOoOoOOO0OO0O00O00

# show monitoring
Monitoring for this terminal: enabled

AD O

O00000ooodddddOexport/import DO OO OO0
gboboobooobooboobobobooboooo
export/import 0 000 O0O0OOOOOOOOOOOOOOOO
gbobobooooobooobooboooo

# set monitoring disable
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SSLAccelerator0 0 000000000000
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m JO0OO00ooa
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Error LEDO OO OO SSLAccelerator 0 O SSLAccelerator D OO0 OO0 OO0OO0OooOOn
ooooooao ogooooa goooooooooooooooo

Power LED OO OO
gooooooo

SSLAccelerator 0 [
goooOoOoooo
SSLAccelerator O O
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5000000000000 0SSLAccelerator
gooooooooooooooooooon
gooooooooo
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m 000

oo ooooooo oo
Server LED 0 O 0O goooooooo SSLAccelerator D OO0 OO0 OO0OO0OooOon
Network LEDO O O O ooooo goooooooooooooooooon

gooooooobooo
ooo

SSLAccelerator 00 O
ooooOoOoooo
goooooooono

SSLAccelerator0 0 00000000 O0OOO
goooooooooooooooo

ooooooobooo
gooooo

SSLAccelerator D D D000 O0OOoooooOg
OO00OO0OONetworkOOODOOServerd 00O
Jdo000Cat-50000000000OO0OO0O

Joo000oooO0oooO0ooooooooo

Network LED O Server LEDO OO O OODOOO
jo000ooooO0ooO0Oooooooooo

gooog

SSLAccelerator 00 O
goooOoOoooo
ogoomooog
goooOoOoooo
gooooooad
ooooooooo
goooOoOoooo

InineLEDO 000000000 OOOOOO
0000oooooooBypassOOOOODO
g00oogcCLOimined00OO0O0OOOO
SSLAccelerator 00 0 O000O0O000O00OOO
gooooooooooo
MA3000000DO0O0OD0mM -~19220000
gooc

oooooom
goboooOoooo SSLAccelerator 0 O SSlLAccelerator D D 000000000000
0000000 LED oooooo 000o000O00O0O0oooooooo

ooooooooo
gooooooo

HTTPOOOOOOO
Oo0o* 0oooobooo
oooboooooo
oooooooo
goboooooogo

SSLAccelerator 0 [
oooOoOoOoooo
ooooooad
SSLAccelerator O O
ooooooooo
oo

Network LED O Server LED O OO O OO DOO
0000000 SSLAccelerator0 00000
joooomA300D00ODODOO0O0mM -
120000000000000000000
joooooooooooooooooo

00000 SSLAccelerator0 DO OO0 GO0
Jo000ooo0o0oo00ooooooooon
Jdo0o00ooooooooooooooooo

goobOOobooooon
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gooooooo

oo

HTTPSOODOOOO
gooo®" oooo
gooooooobooo
o0 oooood

ooooooooo
oono

goooooooo
oooo

04000« OO0O0O000O0O0O0O0O0O0O0OMO
O-6100000000000000

SSLAccelerator 0 O
ogoooooooo
goooOoOoooo
oooo

goodoooooooooooooooooa
ooono
0000000000000 0 SSLAccelerator

gooooooooooooooooooo
od

# set ciphers <maplD>
<maplD>0000000000 MapiDOOO

SSLAccelerator D000 O0O0OdO0O0OCOOnO
JMA4000000000000 - 194
ogoooooooooooono

ooooooobooo
ooooooooo
ooooooobooo

gooooobooooooooooooooon
gooooooooobocoooooooooo
ooo
gooooobooooooooooooooon
ooooooo(esRyUoooooooooo
gooooooooobocoooooooooo

HTTPSOOOOO
WebOOOGooOonO
goooOoooad
ogoooooooo
"Document Contains
NoDataO O OO OO
ogoooooooo
go"o* ogogoo
ogooooood
OO oooooo
ogoooooooo
ooo

gooooooobooo
ooooooooo
oo
gooooooobooo
ooooooooo
gooooooobooo
gooooooogo
ooooooooo
gooboooooo
gooooooobooo
ooooooooo
gooooooobooo
goboomoooo
ooooooooo

gooooobooooooooooooooon
goooooo

[ # set client_tmo <secs>
<secs>U 0000000 (O)DOOO

ooo0ooos300o000ooo0oooooog
000000150000

goooooooo
oooomoooo
goooooooo
ooooooobooo
goooooooo
goooooooo
oooooo

goooooooo
goooooooo
oooooo

00o0oo0ooo0oooom4e600000000
ooooom@-s0000000000000
oo
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oo

gooooooo

oo

ooooooooo

Server/Network media
mismatch

Serverd 0000
Network DO OO OO
goooooooo
gooooooooo

goooooboooooocoooooooobooo
go00oo0ooOoO0o00b0000Ostatusdd0O
gooooooOooooooooooooDo

# status

Network port 100baseTX Full Duplex
Server port 10baseT Half Duplex

O0O0OncO00O0OO0OO0ODOOOOOOOOD
oooooooooooooo

oooo

# nic

1 - auto

2 - 10baseT, half duplex

3 - 10baseT, full duplex

4 - 100baseTX, half duplex

5 - 100baseTX, full duplex

Select media type [1]: 2

do0o0oooOoU200000O000O0DOO0
2000000000000 0O0O0OODOOOO0
0o00oo0o0ooOo0oooOooooooD
goo0ooooOooooooooooooo
gooooooOooooooooooooo
010Mbps O 100 Mbps D OO OO OOOOO
OO0o0O0Oooo 10 Mbps O O half duplex O full
duplexOO OO hafOOODOOMM

Overload LED O O O
ogoooooooo

SsSsLOoooooog
SSLAccelerator O O
goooooooono

O SSLAccelerator D0 OO0 OO0 O0OO0OOoOoO
000 showspilDOOOOOOOOOOOO
Oenabled 0000000 OOOOOOO
enable 0000 OO0 setspillenable 0 00O
dddooooooooooooooooo
00000 SSLAccelerator O 0O O
SSLAccelerator 0 Overload LED OO 00O O
goooooooooooooo
0000 SSLAccelerator 0 Overload LED O
Jddoo0ooooooooooooooo
goooooooo

doo00oo0o00O0oooOooooooossLo
000000 SSLAccelerator0 00O OO0
JddooO0oooooOoooooooooo
000000000 SSLAccelerator 0 0O O O
oooooom
SSsLO0O0uoooooooooo cuoo
status DO OO O00OCO0O0O0OOOO

goobOOobooooon
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Al OO

gbooboooooooboobobo
gboboooooobobobobobobooboooboooobobobo

oooo SSLAccelerator 7117

goooooooo LAN (100BASE-TX/10BASE-T) x 20
oooox 2

0oooQ 424.9(W) x 44.5(H) x 469.9(D)mm

0o 00 4.8Kg

gbobooooooboobobobobooboooobobobobobooboooon
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A2 (0J000O0OO0OOOOOODO

SSLAccelerator U D OO0 00000000 O0ODOOOOOQO O import upgrade 0 O O
OO00D00000SSLAccelerator DO 00D O0OO0O0ODOOOO0ODOOOOOOOO
oooobooooooooooboboooooooooboooooOooOooDbboOoooDoO
oooooooooooooboboOooboooooobooooooooboooooDo

g*mmGoOood

m JOgpoooood

° gboboooooboobobobobooboooboobobobobooboooon
gbobooooooobobaobo
gboboooooboobobobobooboooboobobobobooboooon
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooboooon
gboobooooooobooboboboboooooooonoo

# set monitoring disable

gboobooooooboobobobm7400@m - 1790000000000
gooo

° gboboooooooboboboboorboboooobooboobobob
gooon
gboobooooooobobobobobobooooboobobobooboooo
gboobooooooowroboboboboobooooooooobobon
gbobooooooboobobobobooboooboobobobobooboooon
goooooo

Upgrading...

System rebooting...09/20 13:41:43 Build 122 Tue

Sep 19 02:40:36 PDT 2000 09/20 13:41:44 "block

9.8.7.6 255.255.255.255 99 0Oxffff" is incomplete and ignored

Warning: “ciphers ALL:!ADH:!IEDH" at line # 11 ignored.

Warning: "block 9.8.7.6 255.255.255.255 99 Ox(ffff" at line # 30 ignored.
Do you want to install this config? [y]:

go00o00ooooboobOobobIP0000000D00OD0OD O create block
gbobooooobodObleckO0OO0O0OO0O0OO0OOODOOMISSSOO0OO0OO0
boom-10100o000ob00boo0boooo
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m Windows O OQOOOOOooOoooooOo

00O 00 0O import upgrade

0000000000000 SSLAccelerator [ Auxconsole OO0 0OOOOOOO0O
o000 1152kxbps0 000 000OO0XMODEM OO OOOOOOODOODOOOOO
goooOdnolis2kbps 00O OODODOOONO

1 0DooDOoOOoOO.UMGDOOOO0O0PCOOOOOOOOOOON

2 COM1 000 COM2 OO SSLAccelerator 0 Aux console 0 0 0 0O
000000000000 o0mo 20 0000000M -700
O0o000000ooooon

SSLAccelerator 0O OO OO OO0
importupgrade 0 0 000000 O0OO0OXMODEMOOOODOODODO

00000000000 @mMEnterd 0 0000ODOODODOO
OXMODEMO OO OOOODO

A W

# import upgrade

import protocol (xmodem) [xmodem]: <Enter>
Start xmodem upload now

Use Ctl-X multiple times to cancel upload

S 0000000000000 00000D0000000000000
goooboobobooboobooboooooboobmooboo
gooobobbobooboobobooboobooboooDon
00000000000 AKXMODEMOO OO XMODEMO OO O
oooobooobooobgn

Verifying upgrade image...

Upgrade image valid

=== Release x.x

=== Load xx, Fri Aug 25 05:31:51 2001

6 Continue with upgrade? D0 0000000000000 My0O0O
goooon

Continue with upgrade? [n]: y
Upgrading...
System rebooting...done

gooooooobooobooobobooboboobooooo

AD []| pooooooooooooooooo
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00 0O :import patch

0000000000000 SSLAccelerator [ Auxconsole OO0 0OOOOOOO0O
goOo0 1152kbpsD 00 00O0OO0O

1 O000DOO00OD0*patchDOOOODOOOOODO ODOOOOODOO
oo

COM1 000 COM2 OO SSLAccelerator 0 Auxconsole 0 00O OO
00000000ooooon

2
3 SSlAccelerator 000000000
4

importpatch OO0 OO0O0OOOOO

XMODEMUOOUOOOOO0OOOOODO0DOO0DbOO0ObOO0UOM Entertd 00 0D OO
gboooooXMODEMO O OOOOODO

# import patch

import protocol (xmodem) [xmodem]: <Enter>
Start xmodem upload now

Use Ctl-X multiple times to cancel upload

5 0D00DOoOoDOOO0DO0O0OO0O00O0000000000000000
gogobobobooooobobogao

gbobooooooobobomoobooboboobooooooobobob
gboobooooobooboboboboboobooboobOobO 1KXMODEMO O
U0 XMODEMUO OOOOMmMOoboobooooooooo

Verifying patch image...
Patch successfully imported.

gbooboooooboobobobooooobooboobobobob
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ooooooooooooboboooooooobooboooo

SSLAccelerator D 0 0000000000000 DOOO0OOO0OOOOOOODO
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0d00O000O0o0obOOo0boObOo0obOO0o0obDoOOooboobOobobOoobOoOoooa
dO0O0dOdSSLAccelerator 0 000 O00O0OOOOOOOOOOOOOOOOOO
SSLAccelerator U 0 O OO OO0 DOO0O0OOOO0O0OO0OOBypassd OO0
Jdd0ddoooooommobbDDONetwork LEDO inline LED [0 [0 [0 Server LED [
000000000 oOO00bOo00oDbO0o0DO0o0oDbOO00DoDoOoDoOOo0oDOoOon
ooood

000000000 oOO00bOo00oDbO0o0DO0o0oDbOO00DoDoOoDoOOo0oDOoOon
000OO00bO0o00obOOo0bOo0o0ooDbObOo0obOO0o0oo0bOOoobOoOooDbOoOoDooOon
0do0oOod0doOodooOO0doodobO0o0ooDoOOoo0bOOoOooDoDoOooog
SSLAccelerator J L4 000000000 0OOOOO0O

gbooboooooboobobobooooobooboobobobooo

m (0000000000

gboobooooooobooboboboooboooooobobobobooooo
O0ONetwork OOODOO Server 000000000000 OOOOODOODOO
gbobooooooboobobobobooboooobobobobobooboooon
UbdbBypassUOOOOOOOODOODOOOOOODOODOODOODOOOOOO
boboooooobooboobobobooobooboooboobobooboOobobob
Ub00ob00o0ooooobob0obobOobOobBypass OO O0OO0oOOoOOOO
gboobooooooboobobobooooobooon
OO0000000000SSLAccelerator OO OO00OOOOO0DOOOOOOOOO
oo00o00oo0o0ob0ob0ob0ob0OmineLEDOOOOODOODOOOOODOODO
gbooboooooooboobobobobooboooooboobobobobooooo
boboooooboomboooooo0OnOSSLAccelerator OO OOOOOOOO
gbobooooooboobobobooboboboboooooobooboobobOobo
gboboooooooboooboobooboboboobooboboooooobobOoDbo
gboboooooooboooobooboboboboobobooboooboobobOoDbo
gboob0ooooobobOobob0obobo0oboooboob0bOobOoInline LED
0000000000 SSLAccelerator 1 SSLOOOOOOOOOOOOOODO0O
gbobooooooboobobobobobobobooooboooboboobOobOobo
gbobooooooboobobobobobobobooooboooboboobOobOobo
goooooogoobo
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gb00ob00ooo0obOob0obobobobooboobobDg BypassUODOOOOOoOQO
Ubo00 mineLEDOOOOOCODOODO

oooo Bypass 0 0 O ooooooo goooooooo  Inline
ooo 0oooooo LED
gooono N/A 0ooooooon goooooooo OO0
gooo goooooo
gooono N/A 0ooooooon goooooooo OO0
gooo gooooo
N/A ooooooog 0ooooooon goooooooo OO
gooo goooooo
N/A ooooooog 0ooooooon goooooooo OO
gooo gooooo
oo oo oooooon gooooooooO0 OOoooo
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gag oo 0ooooooo 0oooooooO0 OOoooo
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ADO

Oo00o00oo0ooOooO0ooooobooooobooooobooooa
000000000000 D00SSLAccelerator O L4 ODOOO
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A4 (0O000OOOOODODOO

SSLAccelerator U D OO0 00000000 RSAOODODOODOOOOOOODOODOO
UO0D00000000 4 Diffie-Hellmanl Anonymous Ephemeral O O O 0O 0 0O 0O O
ooopbooooooopsSsOooooooooooooon

gbobooodb0OOsetciprerDO00O0OO0O0OO0O0OOOOODOODOOOOOOO
gbooooogobooSssLooooooooooboboboboobooboonoo
gooo

gboboooooooboobobob ssLoboobooobooboboooooon

m (000000

e Al-000000000DOO0DOOOOOODOODOODOODOOOOOO0
®* High-168O0UOODODOODOOOOOOODOODOODOODOOOOO DESO
* Medium-12800 0000000000000 O0O00OO00ODO0ODOHIghOOODO

e Low-4000000D00DOOOOOOODOODOODOODOMedium O High O
ooo

b Exportonly-U O OO QO OOOO

m SSLOOOOOO0OO

e SSLv2-SSLOOO0O0O 200000000000
e SSLv3-SSLOOOOO3.0000000000

* SSLv2 0O SSLv3-SSLOO0O0O0O 200 3.00000000000

gbobooooobooboboboboooooobobobobooboassSLve i
SSLv3 O OoQOm

UO0OO000SSLAccelerator O OO OO0O0OOOO0O0OO0OO0OOOOODO

oo goooo oog oo ooo goooo gooood
gooooog OO O Hi/Medium/
Low/Export[]
DES-CBC3- SSLv3 RSA(1024) RSA 3DES(168) SHA1 H
SHA
RC4-SHA SSLv3 RSA(1024) RSA RC4(128) SHA1 M
RC4-MD5 SSLv3 RSA(1024) RSA RC4(128) MD5 M
DES-CBC- SSLv3 RSA(1024) RSA DES(56) SHA1 L
SHA
DES-CBC3-  SSLv2 RSA(1024) RSA 3DES(168) MD5 H
MD5
RC2-CBC- SSLv2 RSA(1024) RSA RC2(128) MD5 M
MD5
RC4-MD5 SSLv2 RSA(1024) RSA RC4(128) MD5 M
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oo ooooo oono oo ooo ooooo oooooo

goooooo oo O Hi/Medium/
Low/Export[]
RC4-64-MD5 SSLv2 RSA(1024) RSA RC4(64) MD5 L
DES-CBC- SSLv2 RSA(1024) RSA DES(56) MD5 L
MD5
EXP-DES- SSLv3 RSA(512) RSA DES(40) SHA1 L
CBC-SHA
EXP-RC2- SSLv3 RSA(512) RSA RC2(40) MD5 L
CBC-MD5
EXP-RC4- SSLv3 RSA(512) RSA RC4(40) MD5 L
MD5
EXP-RC2- SSLv2 RSA(512) RSA RC2(40) MD5 L
CBC-MD5
EXP-RC4- SSLv2 RSA(512) RSA RC4(40) MD5 L
MD5

m SSHOOOOOO

OO00000OSSLAccelerator D 0O OO0 0O00OO0O0OO0OOOOO

SSH2
oooo 3DESO TwofishO RC40 0O O
MAC MD50 0 O
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