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m (0000 o0ooooOobooOobobobobbn
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OPesswordDODOOOODOODOODOOODOODOODOODOODOO[ENe]OOOODOO
oo
1 PasswordOOODOOO adminOOO0OO[Enter0000O00O0O
goodooooooooao

password:admin 00000000000 OO0OODOODOOOOO

Current date: 2000 03/01 15:59
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3 00000000000 O0O000000O
ceatemep 000 0O0O0OO0OOOOOOIPOOODOODOOOODOOOOO
KeyiDOOOOOOOO

Intel 7110>create map

Server IP [0.0.0.0]: 10.1.1.30

SSL (network) port [443]: <Enter>
Cleartext (server) port [80]: <Enter>
KeylID to use for mapping: myserver

4 DoOoOOODO0OODOO0D0O0OO0OO0OO0O0OO0OO0O0O0O00
gboboboooobooboboboboboooooboobobobobobo

gbobobooooobobdo MeplD1O0O0OOOODODODODOOOOOO
oooboooobooooooooobo0oooooOoon MaplD 20 MaplD

01o0000o00oo

Intel 7110>delete map 1 O
Intel 7110>list maps ]
Map Net Ser Cipher Re- Client

ID KeylD 0O ServerlIP Port Port Suites direct Auth

1 myserver 10.1.1.30 443 80 medium(v2+v3) n tn
Intel 7110>

5 DoDOoOOD0O0OO0O0O00000000000000000

Intel 7110>config save
Saving configuration to flash...
Configuration saved to flash
Intel 7110>
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3 00000000000 0000000O
ceatemep 0 000000 0OOOOOOIPOOODOOOODOOOOOOO
KeyIDOOOOOOOO

Intel 7110>create map

Server IP [0.0.0.0]: 10.1.1.30

SSL (network) port [443]: <Enter>
Cleartext (server) port [80]: <Enter>
KeylD to use for mapping: myserver

4 poo20000000000000000
ceatemap 0 000000000000 IIPOOODOODOODOODOOOOO
KeyiDOOOOOOOO

Intel 7110>create map

Server IP [0.0.0.0]: 10.1.1.31

SSL (network) port [443]: <Enter>
Cleartext (server) port [80]: <Enter>
KeylID to use for mapping: myserver
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5 0000 s300000000000030000000000000
gob40000PO0ODOODOODOIIPOODOOODOODOO

goo

6 listmaps 0000000 OCOOOOOO0OOODOODOOCOODOOO

googno

obobobooooobooboboboboooooobooboobobobobo

gboobooboobon

Intel 7110> list maps

Map Net Ser Cipher Re- Client
ID KeylD 0O ServerIP Port Port Suites direct Auth
1 default Any 443 80 all(v2+v3) n n
2 myserver 10.1.1.30 443 80 medium(v2+v3) n n
3 myserver 10.1.1.31 443 80 medium(v2+v3) n n

Intel 7110>

7/ 000O00O00O00000000000000000

obobobooooobooboboboboooooobooboobobobobo
gooOoOoOoOoOoOoooooo MeD1O0000O00(ODOOOODODOODOO
0)O0ooooooooooooooooooooood Maplb20 MaplD

giooooooobo

Intel 7110>delete map 1
Intel 7110>list maps

Map Net Ser Cipher Re- Client
ID KeylD 0O ServerlIP Port Port Suites direct  Auth
1 myserver 10.1.1.30 443 80 medium(v2+v3) n n
2 myserver 10.1.1.31 443 80 medium(v2+v3) n gn

Intel 7110>

8 0DO0ODOODODODOODOD0O0000O00O000000000

Intel 7110>config save
Saving configuration to flash...
Configuration saved to flash
Intel 7110>

oo
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OO0O0O0O0O00O sSLAccderstor OO OQOOOOOOODOODOODOODOODOOOO
gboboooooooooboooanb

go

° 20000 SSLAccderator 0D DO O0DOOOOODOOODO O SSLAcce erator
000000000000 0O0OO00DOOO00ODOO0ODnOO ssLAcceerator O
O0O0OO0COOCODODOOO sSLAccderstor OO OOOOOODOODOOODOO
OO0COCOCOCOOQOOO0DOODODODODODODODOO sSLAccderatorooonQ
gboboooooobobobooooooobooboobob 2000000
b -700000000000000

N 000 SSLAccelerator 0 0 O setspillenable 000000000 spillDO0OO3
0000000000000 SSLAccderator I OO0 OO0 OO OO0OOOOOO
00 SSLAccelerator 0 0000 OO0OODOO SSLAcceerator DO OO0 OO0 OO Qd
sillD0000000000000 SSLAccderator D OO MO O0OOOOO
0000000000000 0D00D00000000 SSLAcceerator O O set
spillensble 00000000000

. 000 SSLAccdeator D D D 00000000 O0OO0ODODOOOOOOOOO
000000000000 oDOoDO0DOoooooooOoogn SSLAcceerator

O0O0OOCOOOOOOODoO ssLAccderstor OO OOOOOODOODOO
SSLAccderator D D OO0 O0DOOOO0OOOOOOOOODO

HEN

1 00O SSLAccelerator 000000000000 O0O
OOCOCOOO0ODOO sSLAccdergtor DO OOOOOOOOOODOODOODOO
go

2 00000000000 setspillenable 0O O0O0O0000O0O00DOO
gooobooooboooboboo

3 oooooooono

Intel 7110>config save
Saving configuration to flash...
Configuration saved to flash
Intel 7110>

4 poooOoOoOOODOOOO0
exportconfig0 00 O0O0OO0OO0OXMODEM OOOOODOOOOOO

Intel 7110> export config

Export protocol: (xmodem, ascii)[ascii]: xmodem
Use Ctrl-X to kill transmission

Beginning export...

5 DooooOooooOo([00]00000([00]0000000

O
O
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6 oooooobooooOoboobooOobo [ob jobooboOobooo
goboobooobooobobobobboobboobooo

gobooboooooo XMobEMOOGOOOGOO
[ODO)]0coO00oOoOoOooooon

9 OO00o0OoOoO00oDOoOoOoOoDoooOoOoooK|looooooooo
gbobooooooboobobobobooobooobogon

o ~

Export successful!
Intel 7110>

10 2000 SSLAccelerator 000 0000000000000 O00O0
goboobooobooobobobobboobboobooo

11 ooo0o0oo0o0o00o0o0OoO
importconfigD 000000000 D0DOO0OOOOOOOOXMODEM OOOO
00000 [Enter]00000O0OSSLAccderator DO OO0 O0O0O0OO0OOOO
gooooooao

Intel 7110> import config
Import protocol: (paste, xmodem)[paste]: xmodem
Use Ctl-X to cancel upload

12 ooooooooo O[00]00000bOoobcobOooDo

13 oOoooooboooOoOooOoboOo[bojooobooooboobo
gooobooooboboo

14 0coooooooo0O0 XMODEMOOOOOOO

1500 )|000000000000000000000000000
gobooboobooboboboobbooboobooog

Do you want to install this config ? [y]: y

16 00 (yOODOOODOO (VOOOODOOODOOOOO0OOOOOOO

Intel 7110>

17000000000

Intel 7110>config save
Saving configuration to flash...
Configuration saved to flash
Intel 7110>
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18 00000 1101703000000000 SSLAccelerator 0 0 [
gooooooo

19 00000000000 SSLAccelerator O set spill disable O O O O
0000oo0odOoooOooopoooUoOooooooooOooooogoo
00000000000 00D0 configsave0 000000000 OOOODO
uad

00000000000000000O0000o0ao
AX[][] SSLAccelerator 0 IPO 000000 DOOODOOIPODOO
ooooooooooo

O
O
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SSLAccderator 000000000000 SSLAccderator DO OO O OOOOOO
gboboboooboobobobobooooboooboobobobobo

gd
* gbobooooooobooboboobo

° 10000 SSLAccelerator 10 OO0 (OO O SSLAccderator OO OO OO0
ooooocooo)o

° l0000000O0ooOo0(0cooooo0oobDbo0ooboooOooooOooDo
goood

e 100000000(000000000000000000000000
ooo)

DDDDDDD

‘U-"U') BE

goooooo

ooogoooo
SSLAccelerator
— =

m 00

1 SSLAccelerator 00000 (ObO0obOooooooboooo)ooo
gooon
gboboobooobooboboboooooboooboobobooboo

2 SSlLAccelerator 000 0000000000000 ODODOOOO
gobooMACOUODOODOOOOO

3 00000000000 00000000000000000000
gooooooo

Intel 7110>set egress_mac 00:11:22:33:44:55
Egress MAC set to 00:11:22:33:44:55

Intel 7110>config save
Saving configuration to flash...

Configuration saved to flash
Intel 7110>

gbooboobooooobobobobooboogoon

Intel 7110>set egress_mac none
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* OO0OOOOOOoOOO ssSLAcceerator 0 OO

SSLAccelerator 00000000000 O0ODOOOOOOOO
ADD ggobobooobboooboboboobbooobboboo
ggboboooboooboobo

m 000000000000 DbD &0Og

gboboooooobobob & boboboooboobobobooboobg

gbobobooooobobobOobobob &000OO0ODbODODOODOOOOD
gbobooboooooooboboboboooboooboobooboobobobobo
obobooboooooooobooboDbo

gbobooboooooooboboboboooboooboobooboobobobobo
gboooooobooobd

1l [00DODOODOO0O0D]00000000000

2 00000O0000C0[00]00000000[000]00000
000 (Ctrl-C)O

3 0000000 O0O0O0O0O0OO0C0OO0O000000000000000
oooQ

4 (0000000 [0000]00000000 (Ctrl-v)O

gbobooboooobilibooboobobo

gbobooboooooooboboboboooboooboobooboobobobobo
gboboooooobooboboboboboooobooo

l CcoOoDOOOOOO0OO0O0O0O0DO00O00O0O00000000000
goboobooboooboboobooboon

2 000000000 ([00]000000000000000000
00 (Ctrl- ©)O

3 [D0DO00DO0O0O0]000000000000000000000
ooooo

4 [00]000O00[000000000]000000 (Crl-V)O
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42 [OUO0O0OO0OOOOOOOOOOd

createkey 0000000000000 OOOcretesgnd 000000 o0ConOQg
(SR oooooooooodooooooooooooooooooooog
00O00VeiSignOOODOOOODOODOOOOO10 5000000000000
0000000000000 000D000D0DO SSLAccederator OO OO OOODO
O0importcert 00O OOOOODOODO
do0oo0odoOodobodoOo0oDbOo0obOO0o0oDoOoobDOoooDoDoOoo

0O DNO DistinguishedName O 0 00 MO O00OD0OOO0OO0OOODOOOODOODOOO
O00Do0oO0ODNOOODOOOODOO0O0ODbOOoOobOooobOooooooboon
oopoooooooooooo

oo0oDooooooooooooooo

1l oooooo createkey 0O OO ODOOOOODO

Intel 7110> create key

Key strength (512/1024) [512]: <Enter>
New keylID [001]: 002

Keypair was created for keylD: 002.

AD O

O000o0o0oo0o0o0ooOoUoooooooooooooooo
O0O0ODOconfigsave OO0 O0O0OOCO0ODOO

OO0 exportkey 000000 0ODOODODOODOOODOOOODO
goooobobuooooooobbbbbooooooboboo
oo

gdoooOoOoOoOoOoOoOoOoOoOoOoOoOoOoooOooooo

2 00000O0OOO0OO0

Intel 7110> create sign 002

You are about to be asked to enter information

that will be incorporated into your certificate request.
The "common name" must be unique.

For other fields, you could use default values.

gboboooooboobobobobobooooobog
OO0O0OCOOOOOOOOoOOOOODOOO sSLAccderstor O OOOOOOOO

gboboobooooboobooboboboboooooooboboboboboon
O O CSRO Certificate SigningRequest 0 000000000 OOOODOCOOODDOO

oo0oOo00ooOo0oOoOoooO00oDOOooooo ek Doooooooooo
gboboooooboobobooobooog

* Country NemeD OO OO0 20000001sO00 (000000 JMJP OO0

god

° Stateor ProvinceNameD OO0 000000 OO0OODOOCOODOOOOOOO
gbobooooobooboboboooooooooboon

° LocdityNameO OO OO ODOOOOOOO

E

oooooon
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. Organizationnamed O 000000000 OOODOO(ODOODOODOOOO
0doob0o0)obooooOooO(DboboobD)yooooooooooooo
dddddddooooooooooooooooooooooboooboon
gd
O<>~1@#$%"*/\()?

* OrganizationUnitNameD O OO0 0O0O0OOOOOOOOOOOOOOOODOOO
gooo

° CommonNamel D OO0 DNSOOOOOOOOOOODOODOOOOOOODO
OOO0OFRDNMOOODOURLOOOODOOO (wwwmysitecomOd O )O
gOO0OoCOOCOOoOoOOOOOWehOODOOOODOODOODOODOODODODOO
ooooooooooooooooDbOo0o0n CommonNameO OO oQoQd
ooobDoooboooooooobo0ooDbOOCommonName OO0 0O
OO00D0O0OOOntp/O0O00D0COO0DOOOOODOOODOOOODODOOO
oMm*0fg?20 00000000000 wrP0boboboooooogon

° Email AddressD 0000000000 OO0ODOOCOODOOOOOOO

3 CcsSRODOODOOOOOOO

gbobooooooobobobooooboooboobo OboXMODEM OO0
gcsROOoooooooon

Intel 7110> export sign 002

Export protocol: (xmodem, ascii)[asciil:xmodem
Use Ctrl-x to kill transmission

Beginning export...

Export successful!

Intel 7110>

csrROUOOoOoOoooOOooOOobDOobOOobOOobOOobOOoOooOobOOobOoboboboOooboon
ogboboobooooooboboboboooooooom - BEGIN
CERTIFICATE REQUEST ----- oboobooog---— END CERTIFICATE REQUEST ----
-Djoboooboo0ooooboooobboooooogoesROobobooooooooo
gboboobooodo

----- BEGIN CERTIFICATE REQUEST-----
MIIBnDCCAQUACQAWXJELMAKGA1IUEBhMCQOEXEDOABgNVBAQTB
09udGFayW8xEDAOBgNVBACTBO1vbnRyYWwxDDAKBgNVBAOTAO
tGQzEdMBsGA1UEAXMUd3d3Lmisb3ZlY2hpY2tlbi5jb20wgZ0
wDQYJKoZIhveNAQEBBQADQYsAMIGHA0GBALMJA2FLSGJ9ICF8
uwfPW2AKkyyKoe9aHnnwLLW8WWijhl[ww9pLietwX3bp6Do87m
wV3jrgQ10Iwarj9iKMLT6cSdeZ0OTNn7vvJaNv1iCBWGNypQv
3kVMMzzjEtOI2uGI8VOyeE7jimYj4HIMa+R168AMXT82ubDR2
ivqQwI7AgEDOAAWDQY JKoZIhveNAQEEBQADgYEAN8BTcPg40w
ohGIMU2m39FVvhOM86ZBkANQCEHXxMzzrnydXnvRMKPSE208x3
Bgh5cGBC47YghGZzdvxYJAT1vbkfCSBVRIGBXxef6ytkuJ9YnK
84Q8x+pS2bEBDNwWOD2MwdOSF1sBb1bcFfkmbpjN2N+hqrrvAO
mcNpAgk8nU=

----- END CERTIFICATE REQUEST-----

38
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4 DOO0OO0O000000D000000O00D000O0 SSLAccelerator [

gooooooog

importcert 00000 KeyiDOOOOOOOOOOOOOOOOOOOOOO
gbobooooooboobobobobooobooboobooboboboobooo
gbobooboooooboobosgbooboooooboooboobobobon

Intel 7110> import cert 002

keyid is 002;

Import protocol: (paste, xmodem)[paste]:<Enter>
Type or paste in date, end with ... alone on line.

MIIDKDCCAtKgAwIBAgIBADANBgkghkiGOWOBAQQFADCBNDELM
AKGA1UEBhMCVVMxCzAJBgNVBAgTAKNBMQ4wDAYDVQQHEWVQb3
dheTEaMBgGA1UEChMRQ29thWVyY2Ug

----- END CERTIFICATE----- <Enter>

... <Enter>
Import successful!
Intel 7110>

5 DoooooooOoDOOoOOoOOO
ceatemap 0 000000000000 IPODOOOODOOOOKeyIDOOOO
gooooo

Intel 7110> create map

Server IP [0.0.0.0]: 10.1.1.30

SSL (network) port [443]: <Enter>
Cleartext (server) port [80]: <Enter>
KeyID to use for mapping: 002

6 0DOoOoOOoOOoOOO0OOO0O00O000000

Intel 7110> config save
Saving configuration to flash...
Configuration saved to flash
Intel 7110>

4200000000000000 39
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43 [0O0O0O0OO0OO0OOOOOO0

m 00000000 WebOOODOODODOODOO

goooooooooooOooooOooOooOooooOoOoooooooo
goooOoOoOooOwebOOOOOOOOODOODOODOODODOODODODODOODODOO
goooooooooooooooOooooOoOoOoOoOoOoOoOoOOoOOOOOo
importkey 0O OO0 importcert 0000 O0O0ODOODOOODOODOODO
SSLAccelerator OO OO OOO0ODOO

OO0ApacheWeb Server OO0 O00DOOO0OOOOOODDOOODOOOODOO

gboboobooooboobooboboboboooobooboobooboboboobo
0000 (JAPACHEROOT)ODODODOODOODOODODODODODODODODODODODODOO
ApacheDOO0DO0O0OO SSLOODOOOODOOODOOOODOOOODOOOOO
gboobooooooon

AD O

00000 OMicrosoft ISOOO Netscape DO OOOODOODO
gdooooOoOooooooooooo

m OpenSSL O OO0 Apache(mod_ssl) O OO

go

1 $APACHEROOT/conf/httpd.confO0 00000000 O*keyO DO OO (
ooooo)ooooooooo

2 00000000 &OOOOOOOO

gooooo

1 $APACHEROOT/conf/httpd.confO0 00000000 O*ertOO0 OO (
oOoooooOooo)ooooooooo

2 0000000000000 &OOO0OO0O0O0

m Apache SSLO OO

go

1 $APACHESSLROOT/conf/httpd.conf 0 000000 ODOO*key OO
oOo(coooo)yooooooooo

2 00000000 &OOO0OOOOO

gooooo

1 $APACHESSLROQOT/conf/httpd.conf0 00000000 O*certO 0O
oOo(coooooooo)yooooooooo

2 0000000000000 &OO0OO0O0O0
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m stronghold O O O

go

1 $STRONGHOLDROOT/conf/httpd.conf 0 0 0 000 00O O *.key
OOoo0oooOooooOoOooooooooo

2 00000000 &ODOOOOOOO
gooooo

1 $STRONGHOLDROOT/conf/httpd.conf0 00 00 0 00 OO *.cert
O0000o0odooooouoooooooooooon

2 0000000000000 &OOO0OO0O0O0

E

oooooon
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4.4 SSLAccelerator0 OO0 O O OO

1 importkey OO O OO KeylDOODOOOOOOODOOOOODODO

gogoooobboooon
gbobooooooboobobobobooobooobogon
gooooooooboooooooobbooosbogoooooobooooo
ooooo

Intel 7110> import key mywebserver
Import protocol: (paste, xmodem)[paste]: <Enter>
Type or paste in date, end with ... alone on line

----- BEGIN RSA PRIVATE KEY-----
MIIBOgIBAAJBALGOIBH14vIdtfuA+UnyRloKyal3ey8mj3GDQ
akdwoDJALu+jtcC

g

g

g
S9dPdwp6zctsZeztn/ewPeNamz3q8QoEhY8CawEA

----- END RSA PRIVATE KEY-----<Enter>
... <Enter>

Import successful!

Intel 7110>

2 importcert DO OO0 KeyDOOOOOOOOOOOOOODOOO

gooooobbooooon
gboboobooooobobobobooboobooon
oboboboooooboboboboboo30ooooboobobobobo

ooooo

Intel 7110> import cert mywebserver

keyid is mywebserver;

Import protocol: (paste, xmodem)[paste]: <Enter>
Type or paste in date, end with ... alone on line

MIIDKDCCAtKgAwIBAgIBADANBgkghkiGOWOBAQQFADCBNDELM
AKGA1UEBhMCVVMxCzAJBgNVBAgTAKNBMQ4wDAYDVQQHEWVQb3
dheTEaMBgGA1UEChMRQ29tbWVyY2Ug

O

O

g

----END CERTIFICATE----- <Enter>
... <Enter>

Import successful!

Intel 7110>
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3 0O000DODOO0OO0OO0O0OO0O0ODO0OO
ceatemep 0 00 0D0O0OO0O0OOOOOOIPODOODOODOOOOKeyIDOOOO
oooooo

Intel 7110> create map

Server IP [0.0.0.0]: 10.1.1.30

SSL (network) port [443]: <Enter>
Cleartext (server) port [80]: <Enter>
KeylID to use for mapping: mywebserver

4 OQoO0OO0OO0O0O0000000O0000

Intel 7110> config save
Saving configuration to flash...
Configuration saved to flash
Intel 7110>

E

oooooon
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4.5

SSLAccelerator D000 OO0 O0O0O0OOOOOO

createkey 00000 cretecet 00 OO O OOOOSSLAccederator OO OO OO0
ddddddoooooooooooooooooooboobooboboboboooon
ddddddoooooooooooooooooooboobooboboboboooon
dddddoooooooooooooooobooboon
dddddddoooooooooooooooooooooobooboon

O DN(Distinguished Name OO 00 )0 0000 OO

SSLAccelerator 00000000000 O0DOOOOOOOO
ADD ggobobooobboooboboboobbooobboboo

ggboboooboooboobo

1l ocooooooDOoOoOOOOOO

Intel 7110> create key

Key strength (512/1024)[512]: 512

New keylID [001]: mywebserver

Keypair was created for keylD: mywebserver.

2 createcert0 0000 KeyiDOOOOOOOOOOO

Intel 7110> create cert mywebserver
You are about to be asked to enter information...

gbobooboooooooboboboboooboooboobooboobobobobo
ooooo

Country Codel D O O OO

Stateor ProvinceD O OO0 OO

Locdityd O OO OO
OrganizationD0 0 0 OO0 O00O00ODOODOOOOO
OrganizationUnitD O OO 0O O

Common namel] O O www.myserver.com(]

Email address0 0 000000000

3 0000O00OO00O0O0O00O000

ceatemap 0 000000 ODOODOOOIPODOODOODOOOOKeyIDOOOO
oooooo

Intel 7110> create map

Server IP [0.0.0.0]: 10.1.1.30

SSL (network) port [443]: <Enter>
Cleartext (server) port [80]: <Enter>
KeylID to use for mapping: mywebserver

44
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4 DoOoOOO0OO0OO0DOO0O0O0O0O00D0O0O0

Intel 7110> config save
Saving configuration to flash...
Configuration saved to flash
Intel 7110>

E

oooooon
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46 (UO0O0O0OO0OOOOOOOOO

gbobobobo400000b00DODOOOOOOnOO

* ooo0cAODUOOonoo
VeiSgnOOOOOOOOOOO (cAOOOOoOooo

° ooobooooo
OO000O0O000O0O0O00DOOO00DO0O0O0DODO0O0DO VeisignCDOOO
goobooobooooooooooboooobooooooboOooooOo cAD
gbobobooobooboboboboooobooboobobobobo

* gboboooooooboan
obobobooooobooboboboboooooobooboobobobobo
gbob12s000000b00b0oboboooooonog

* ooooooobo cADbooooo
OO0 CAOOOOODOOOO cCAUOOOOOOOVeisgnOOOOOOO0O

gbobooboooobooboboboboboooooboobobobobobo
gboboobooooOomoboo cAobobooooooonDo

Internet Explorer 00 O O Netscape Communicator 0 0 0000 00400000000
gopDOo ssLOpoooooooossLoobooooooobooooooooan
ddddddoooooooooooooooooooboobooboobobooooo
dddddoooooooooooooooobooboboboobooboboooooao
gossLO0oooooboooboobo40000000000000oo0ooooog
Jo0pDodooooboossLoboooooobooboooobooooooo
000000 oO0o0obOO0o0ooO0o0obOo0bDbOo0obO00boDoOooDO 128000
gooooooogo

000000 bOOo0obOo00oooOo0obO0o0oboDbOooDbD cAbDooooooooa
CAOUOOOOODOODOODO cCAldddoooooooooooooooooo
0000000000000 DOmImOO0 CAODODOODDOOOMicrosoft SGC Root O
VeiSignClass3CAOODOOOOODOODOODOODOOOOOODOOOODOODOOd
Jo0bo0doooobo0ooooDbOo0obOoooDbOooboooDobDbOooDOg cA
000000 bOo0obOo0o0ooDbOOo0oOo0ooDbOo0bD cAODoDoooooonooo
o000 cAOdDOObOOODOOoDbObOoOooDbOo0oDoDoOooDbOoooDoOoooDoOoo
ddddddooooooooooooooooo cAODoooooooooooo
ddddddoooooooooooooooooooboobooboobooboooon
di1280 0000000000000 O0OO0O0O
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m (0000 oOOo0ooOoOoOobObO0obLbObOnDn

gbobooboooooooboboboboooboooboobooboobobobobo
gbobobooocAbDObOobooooooboooooboobobo200000
gbobi0ooooooboboboobooooooobobo

SSLAccelerator 1010000000000 100000 CA
AD []| cooooooi000000000000000 CADOO
000O0000000o

importcert 00 0O O0OO0OOOOO0ODOO0ODOOOOODOOOODOOOODDODO
gbobooboooobogoz2zb0b0oboobooooooobooboboboooboooog
gbobooboooooboboboboooboooob cAobooooooogon
ooobDcAdbDOoOoooboooooooooboo 3obobooooon

gbobobooob2pb0boooobooboobobobo

ADD 0000000000

OO00"Begin..."d "End.."00000000O00O0DOOCO0ODOO
gboboooooobooobo

go

Intel 7110> import cert <keyID>
Import protocol: (paste, xmodem)[paste]:
Type or paste in data, end with ... alone on line

MIIFZTCCBM6gAwWIBAgIQCTN2wvQH2CK+rgZKcTrNBzANBgkgh
kiGOWOBAQQFADCBUJEfMBOGA1IUEChMWVmVyaVNpZ24gVHJ1c3
QgTmV0d29yazEXMBUGALUECXMOVmVyaVNpZ24sIEluYy4xMzA
xBgNVBASTKIZIcmITaWdulEludGVybmF0aW9uYWwgU2Vy

g

dmVyIENBIC0gQ2xhc3MgMzFIMECcGALUECXNAd3d3LnZlcmiza
WduLmNvbS9DUFMg
SW5jb3IwLmJ5IFJIZi4gTEIBQKIMSVRZIEXURC40Yyk5NyBWZ
XJpU2InbjAeFwO05
OTEXMTEWMDAWMDBaFwOWMDEXMTAYyMzUSNTIaMIHHMQswCQYDV
QQGEWJVUzZETMBEG

MIIEMTCCA5qgAwWIBAgIQI2yXHivGDQv5dGDe8QjbwzANBgkgh
kiGOWOBAQIFADBfMQswCQYDVQQGEwWJVUzEXMBUGALUEChMOVm
VyaVNpZ24slEluYy4xNzA1BgNVBASTLKNSYXNzIDMgUHVibGI
jIFByaW1hcnkgQ2VydGImaWNhdGlvbiBBdXRob3JpdHkwHhcN
OTcwNDE3MDAWMDAWWhCN

g

OTk3IFZIcmITaWduMAOGCSqGSIb3DQEBAgUAA4AGBALIMMMMrS
PVyzWgNGrNOY7uxWLaYRSLSEY3HTjOLYlohJGyawEKORak6+2
fwkb4YH9VIGZNrjcs3S4bmfZvojHiz/4APC/
NIVBp4xZkZ9G3hg9FXUbFXIaWJIwWfE22iQYFmM8hDjswMKNXRjM

E

oooooon
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1GUOMxImaSESQeSItLZISIVR5fN5qu
----- END CERTIFICATE-----<Enter>
...<Enter>

Import successful!

Intel 7110>
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47 UOQOOooogd

OOO0OCOOOOoOOoOOoOOoOOOOOOODOOO sSLAccderstor O OOO0O
gboboobooooboobooboboboboooobooboboboboboobo
OOOOOOOOoOoOoOOoODOODOODODOODOOOSsLAccderator D OO OO
gbobooboooooooboboboboooboooboobooboobobobobo
000000000000 DOsetredirect000000O00O0O0OOO0O MapliDODODO
OO00OCOCOOOWebDOOODOODOODOOOOOshowredirect 000 O0O0O0O0OOO
gboboooooobooboboobooboboboobooo

AD O

gooo

A0 O

gbobooboooboobourLOOOOODOUURLOODOODO
gboboooooboobobooobooog
obobobooboobouobuobobobobooooobogoo

0000000000000 O0uUrRLOOOOO0OOOOOO
000000000 SSLAccelerator DO OO OOOOOOO
0000000000000 ooooooooooooDo

gboobOob uURLO HTTPOOODOODODOOOOOOOD

goooad

Intel 7110> list map

Map Net Cipher Re- Client
ID KeylD 0O ServerIP Port Suites direct  Auth
1 default Any 443 all(v2+v3) n n
2 sample 10.1.25 443 medium(v2+v3) n n

Intel 7110> set redirect 2

Enter a redirect URL at following prompt
e.g. http://www.e-comm_site.com/weakbrowser.html
Enter redirect URL []:http://www.e-comm_site.com/cipher_info.html

Intel 7110> list map

Map Net Cipher Re- Client
ID KeylD 0O ServerlIP Port Suites direct  Auth
1 default Any 443 all(v2+v3) n n
2 sample 10.1.2.5 443 medium(v2+v3) vy n

Intel 7110> show redirect 2

Redirect URL for map 2 is set: http://www.e-comm_site.com/cipher_info.html

E

oooooon
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gbobooboooboobobob urLobOobOobOOobOobOobOoOobOoboOon
gooooo

Intel 7110> set redirect 2 none
Intel 7110> show redirect 2
Redirect URL for map 2 is not set
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48 [OD0OOOOOOO

OOOOOOOOSSLAccderator OO OOOOO IDOOOOOOOOOOOOID
goooooOooOoOoOoOoOoOoOOOOOOOOOOOODOOOO MapIDOOOO
OOo0OOOOOoOoOoOOOoODOODOODOODOODOOODOSsLAccderator 0O O

o000 cAOOoOoOoOoOoOoOOOoOOOODOOOOOOOODODOOODOODOOO

O0O00OOimportclient ca00O00OOD0OOOOOOODOODO

ud

OO0C0QOlsmaps0 000000000000 MapiDOOOOO0O0O0O0O0O00O
goooCooOoOoOoOoOoOoOoOoOoOoOoOoOoOoOo0 (ywohooooooooO (mOoOoO
gbooooooobd

Intel 7110> list maps

Map Net Ser Cipher Re- Client
ID KeylD 0O ServerIP Port Port Suites direct  Auth
1 default Any 443 80  all(v2+v3) n n
2 sample 10.1.2.57 443 80 medium(v2+v3) n n

O0OOMapiD20 0000000 CAODOOODOODOODOODOObOOO

Intel 7110> import client_ca 2
Import protocol: (paste, xmodem)[paste]: <Enter>
Type or paste in data, end with ... alone on line

MIIDxzCCAzCgAwIBAgIBADANBgkghkiGOWOBAQQFADCBpDELM
kGA1UEBhMCVVMxEzARBgNVBAgQTCkNhbGImb3JuaWEXEJAQBg
NVBACTCVNhbiBEaWVnbzEUMBIGA1UE

XcCabzZcfBRuYcZeUoNrGUI8tD80jp2YNG1vidgLEaD1YCIi5I
9/mNrcB25mSfdAR

/08ROTMxm4VKOSA=

----- END CERTIFICATE-----<Enter>

...<Enter>

E

oooooon
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lismepOO0O0O0O0O0O0OOOOOOOODOOOOOOOOOOOODOADO ClientAuth
ood0b0DOMapiD2000000000000DOO0OODOOOOODOOOODOO

gooo

Intel 7110> list map
Map

Net Ser Cipher Re- Client
ID KeylD 0O ServerIP Port Port Suites direct  Auth
1 default Any 443 80  all(v2+v3) n n
2 sample 10.1.257 443 80 medium(v2+v3) n y

MeplD2O0 0000000000 OO0OOOOOO0ODOOODOOOOODOOOO0
oooooooooooob cAbooooobooooobooobbooooooo
gboboobooooboobooboboboboooobooboboboboboobo

ooooo

m OpenSSLOO0OO0OO0OOOOOCADOOOODOODO

gbobooboooobooboobobobobooooboobobobooboobobo
goobooooboboOdopenssLOOD0O0OOOOODOOOODO

0ooo

O0OOO0OC0OOQO OpenSSLOOO0O0O0OOOOOOOOpenSSL
0O WebO OO (www.opensslorg) D0DOO0OOOOO

l DoO0OOoOOCcAODOOOOOOOOOOO0

openssl| genrsa -out ca_key.pem 1024

2 000000 CADODOOOOOOOOO

openssl req -new -x509 -key ca_key.pem -days 365 -out ca_cert.pem

3 importclient ca0O00O00O0OO0OOOca certpemO 0000000

RN
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gooooooooooooooooooboooog
1 ooooooooooO

openssl genrsa -out key.pem 1024

gooobooooooo

openssl req -new -days 365 -key key.pem -out csr.pem

gooobo cAbooboobooobuooboboboboobon
googon

openssl x509 -req -CAcreateserial -CAkey ca_key.pem -CA
ca_cert.pem -days 365 -in csr.pem -out cert.pem

goboobooboobobbopPEMOOOD PKCS12O000000O
goo

openssl pkcs12 -export -in cert.pem -inkey key.pem -name
"<Client ID>" -out cert.p12

00400000000000((ODOOOCODODOO certpl2)dO
gooobooobobooboobooboo

E

oooooon
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49 SSLOOO

m (0000

gbobobooooobobobOobOoboboboOoboobDOD KeyliDOOOOODO
obooboooorobOoOooOobOOobOobOobOoOobooboOooooboobo0obobo
boboboiobt KeyiIDOOOOOOOOO IPOOODODOOOOOOO

gbobobooobooboboboboooobooboobobobobo
SSLAccderator 00O OO0 200000000000000COODOOO

° obooboooo
* gboboboood

SSLAccelerator DO OO 10000 000000000C0O0OO

0000 5gg

s 000000

gbobooboooooboobobobowrobOobOoOoboooOoObobDOoDO

OO00DD0OO0D0OO0OOSSLAccderator 0O OO0 O0DOOOOODOOOODOOOOO
goobobobooooboooooobooboboboboobobooooobooooDbo
gboboooooboobobowroboboboboboobobooboboboobo

gbobobooooboobobobobobooobooobooon

0000000000000 000000000000000
ADD D000O00OOconfigsave 00000000000

SSLAccderator 0O OO0 0000 O00DOOOOOOOO0ODO 4300000000
sobbouoooboooboooooooooboboooooboooooDoboOooDoOo

OOCOCOCOOOOoOOOOOOOOOOOOOOO0OOOOKeyIDOOdefaulttd O
OO0OOCOOCOOoOOOOODOOOODOOOOO sSLAccderstor O OOOOOO
gboboobooooboobobo43b0boooooobooboobobobobo
oboobooooo

m JJ0000ooobogooboooobooooodg

gboboobooooobobobobobooooboobobO0obobon create map
gboboobooooooooboboboboboobobooboobooboooboobOoDbo
gboboobooooooboobobobobobobobobobooboooobOoDbo
gooboooooooobDirPOoOobDOooOoOOOUODDOOOODD 44300

boboibbod KeiDOOOOOOOOODODODOOOOOOOOOOOOODOO
goobooooobooooooobooobboooooooooboobooooon
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m (0000 oOOo0ooOoOoOobObO0obLbObOnDn

gbobooboooooobooboboboboooooooboobooboooboobOoDbo
oO000Oo000OCO0o0oOooO00oDOo00DO00oD WWoooooooDo
goyUUoDOOoUOOObOO0ODOCOOO @Guuooooooooo Gyooooood
gbobooboood

m (0000 00Oo0O0oOoOO0O0

gbobooboooooobooboboboboooboooobooboobobobobo
gbobobooooobooboboboboobooooboooooooboooboon

gboboobooooboobooboboboboooobooboboboboboobo
gboboobooooboobooboboboboooobooboboboboboobo
0000000000 O00DOO00DO0O00DO0O000 ddetemap 00000

goooo

s JgO0oogno

ceatemep U 000000 0OOODOODOOO100000000000000O0O0O
obob0oooooobOobO0b0b KeliDOODODOOOOOOOOOODOODO
gbobooboooooobooboboboboooooobooboobobobOoDbo
gboboobooooobobobobooooooooboobobobo

m (JO000o0oOooooooobOooboobobobDn

gboboobooooobobobobooobooooooboobobobon 1000
gboboooooooboboboooooooboobooboowrobOobOoboon
gboboobooooboobooboboboboooobooboboboboboobo
goobbomo s bt -21200000000000000

000000000000 00O0000000O0000000
AD D SSLAccelerator 0 0000000000 DOOOOODO

m Jggo

SSLAccderstor DO OO OOOOCOOOOOOOOOOOIPODOODOODODODODOO
gboboobooooboobooboboboboooobooboboboboboobo
gooo

° gbooroboooooooon
° gboobooomwrobooboooobooo
° goooOimwproooooboobobo

AD O

gobodbbooboobboobooboboo
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m 00 IPO0OO0DOOOODOOODLDDOOODOO

gboboooorobboooobobobobooboobobooboboboobo
gooo

1

O wWwN

create block D OO OOOODOOODO
iPOOOOODOOOOO
IPOOODODODONO255.255.255.255 0000000
goooobooooooobobooo
[Enterl0000000O0O0ODOOOODODOODODODOODOODO

Intel 7110> create block

Client IP to block [0.0.0.0]: 10.1.2.1

Client IP mask [0.0.0.0]: 255.255.255.255
Server IP to block [0.0.0.0]: 20.1.2.1
Server IP mask [0.0.0.0]: 255.255.255.255
Server Port to block: 80

Server Port mask [Oxffff]:<Enter>

OO0O0OOshowblock 0O OOOOOO0O0OO

Intel 7110>show block

m (J000oooooboooooboobobobobbbbn

obooboooooboirooooboobobOobobobooboooooboobo0oboobo
gboboobooooboobooboboboboooobooboboboboboobo
oooboooboobooooooooboomm

1

gooobomwrbhoobOoobooboo

goooooObobOOoOooObOOOoDbOOObOOOUOODbOOODObOOObOD
goobooooooooobobbOoUoDLDbOmbOO0OO0m10axxdd
gb0b20ixx00O000so0ooooooooooooboooooogon

goooooooooooboog
gboboooooboobobOobOoOoboOomwrobOobOobOobOoObOonDOg
obooboooo

gobooboooboobgon
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4 [Enter] 0ODOOO0ODODOOODOOOOODOOODOOOOOOO
gd

Intel 7110> create block

Client IP to block [0.0.0.0]: 10.1.2.1

Client IP mask [0.0.0.0]: 255.255.0.0

Server IP to block [0.0.0.0]: 20.1.2.1

Server IP mask [0.0.0.0]: 255.255.0.0

Server Port to block: 80
Server Port mask [Oxffffl:<Enter>

OO0O0OOshowblock 0 OOOOOOO0O0OO

Intel 7110> show block

m 00 iPO0ODOO0OOOO0ODODO0O0ODLOO0

goobomwprbobobobooooboboboboobooboobooboboobooo
go

1 ooooooowrOOOOOODD0.0000000000
2 0DO0O0OODOWPOOOOODOOODOOO0DO0.0.0000000
oo
3 0DDOoOoOoOoOOOOOOO
4 [Enter] 0ODOOO0ODODOOODOOOODODOODOOOOOOO
aad
Intel 7110> create block
Client IP to block [0.0.0.0]: <Enter>
Client IP mask [0.0.0.0]: <Enter>
Server IP to block [0.0.0.0]:<Enter>
Server IP mask [0.0.0.0]:<Enter>

Server Port to block: 80
Server Port mask [Oxffff]:<Enter>

OO00D0OshowblockDOOOOODOOOODO

Intel 7110> show block

E

oooooon
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s 000000

00000000000 0DOO0000OO000DO00D0OOO0DOOd delete
blockDOOOOOOOO IDOODOOODOOODOOOOOOOODOOOID
01000

1 showblock DODODOODOODOOOODOOOOOOOOOOO

Intel 7110> show block

(1) block 10.1.2.1 255.255.255.255 20.1.2.1 255.255.255.255 80 Oxffff

2 deleteblock 00D 00000000000 IDODOOOOOOO
g

Intel 7110>delete block 1
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410 O0O0O0OO0OOOO -OD000O0O0Oobobboooog

SSLAccderstor OO OO OOOOCOOOOOOCOOODOOOODOOOOODODOOO
gboboobooooooboooooobobobobobooboboooooboobOoDbo
gboboboooooobooboboboboboboboobooboooooboooboon

gboboboooooobooboboboboobooooboooboobobobon

OO00O0 SSLAccderstor OO0 OO 0O0O0O0O0O0O0OODOODOODNA4D0DO0QODODODOO

o00m-1800000000000000

E

oooooon
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ooy

Contents

SSLAccdergtor DO O OO OOOOOOOOOOOOOOOOOOOCLIOO
O00O0o0oOocLOoooooOoOoODODOConsoleD O OO0ODO Auxconsole
gbooboRS2200000000

L 00 62
5.200000000000000D0 e i i 63
L0 65
S 66
L I 70

i

oooooon
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51 0UUOOO0ogoon

SSLAccderstor DO O OOOOOOOOOOOOOOOOOOOOOODODOODOOO
* hepD OO0 OOOO0OO0OOOOOO

. help<command>C OO0 00 O<command>0 000000000 O0OOOODO0O
dddddooooooooooooooooboobooooooon

° hepusageD OO 0O OO0O0O0ODOOOODOOOODOCOOOOO
e tychalOOOOOOOOOOOOO0O0O0O0O
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52 U00000O0O0O0O0OObObOO0

|
OO0O0O Console AuxconsoleD O OO OOQOOQOOOOOOOOODOOOODOO
gobobooobobocuboooooobboooobooooobooobboooboooa20
gboboooooboobobobobobooobooobog
m Jggo0o

goobDcuooooobooobooooooooboooooooboooDboo
gbobobooooboobobobobobooobooobooon

m JJ0000ooooon

SSLAccderator 7110 0 0 0 0 000 0000000000000 OOOO0O00O0O0O
gooo
OO00OSSLAccderator 71150 00000000 Intel 7115>0 00000000000

Intel 7110>

0boob00o0ooob0obDODsetprompt D 000000 O0OODO

gboboooooooboboboooooboooobcecubobobobooooog
gboboobooooboobooboboboboboooooog

s JgO0oogno

gbobooboooooooboboboboooboooboobooboobobobobo
gboboooocuooooboobobobooooooobobobooooog
O00D0OO000CO0000OCOO0ODddete00DOOO0OODOOODOOOO
O0OCddOODOODOODOODOOODODOOO

Intel 7110> del
Usage: delete item [arg]

block  blockID
cert keylD
client_ca maplD
key keylD
logs  loglDjall
map  maplD
patch

permit permitlD
sign  keylD

snmp_community
trap_community

5200000000000 obbon 63
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gooOoOoOoOooOoomshoooooooooooooooooooooog
OshO0OOOOMshowOOOshowsnmpOD OO OOOO0O0O0O0O0O0O0

Intel 7110> sh
0000000 @MshOO0OO00DO00D000D00e0 0@ sshenabled OO OO0OO

Intel 7110> set ssh e
SSH Service started.
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53 0000

531 0O000OOogn

oooo oo

ctrl-b 10000000

ctrl-f 10000000

ctrl-a ooooooooo
ctrl-e 00ooooooo

ctrl-l oooooboooooobg

532 0OU00O0OO0OOOO

gboboboooobooboobobobobobobobooooboobooboobOobo
gbobooooboobobooobooogoon

H

oooo oo

ctrl-p goooooooooi1iboooooooooooobooo

ctrl-n gooboooooooiiboooooooooboooobooo

ctrl-r oooooobooboboobobOobOooOoobOo0oooDbo
gooobooboobobobobooboo

ctrl-s gooooobooboboobobOobOooOobOooooDbo

gooobobooboboooooboo

533 000 &OOOO

oooooon

oooo oo

ctrl-d Jooooooooooooooo

ctrl-k goodoooboooooooooboooooooon
0o

ctrl-u goodoooboooooooooboooooooon
0o

ctrl-w goodoooboooooooooboooooooon
0o0oooooooooooooog

ctrl-y gooooooboboooooooa

backspace JooooooooOo1o00o0ooooo

530000 65



54 0UOUOOOOO

OO0O0OO0O0O0OSSLAccderator 0 0 000000000000 OOOOOOOOOO
gmss50000ooooboom™ -~vooooooooobooboboo

oooo ooooooood

bypass

config compare
default
reset
save

create block
cert <keylD>
key <keylD>
map
permit
sign <keylD>

delete block <blocklD>
cert <keylD>
client_ca <mapID>
key <keylD>
logs <logID | all>
map <maplD>
patch
permit
sign <keyID>
snmp_community
trap_community

exit
export cert <keylD>
config
key <keylD>
log <logID>
sign <key|D>
factory_default
help help
help <command>
help usage
import key <keylD>

cert <keylD>
client_ca <maplID>
config

upgrade

patch

inline
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oooo oooboooooo

list blocks
filters
keys
logs
maps
monitoring
permits
procs
snmp_community
system
trap_community
nic
password
quit
reboot
set alarms <all, esc, rsc, utl, ovl, nls>

cache

ciphers <mapID>

ciphers <mapID> default
client_tmo <seconds>

date

defcert

egress_mac X:X:X:X:X:X:
egress_mac none

ether

idleto <timeout>

ip <ip> <netmask>
kstrength
max_remote_sessions<0-5>
monitoring <enable | disable>
monitoring_interval
monitoring_fields

more

ovl_window <seconds>
prompt

redirect <maplD>

redirect <maplID> none
route X.X.X.X

rsc_window <seconds>
serial

server_tmo

ssh <enable | disable>
ssh_port <port>

spill <enable | disable>
telnet <enable | disable>
telnet_port <port>
utl_highwater <percentage>
utl_lowwater <percentage>
utl_window <seconds>

O
O
O
O
O
O
O
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oooo oooboooooo

show alarms
blocks
cache
cert <key ID>
ciphers <mapID>
client_ca <map ID>
client_tmo
config
config default
config saved
date
defcert
egress_mac
ether
filters
idleto
info
ip
key <key ID>
kstrength
logs
map
max_remote_sessions
monitoring
monitoring_interval
monitoring_fields
more
ovl_window
patch
permits
redirect <maplID>
route
rsc_window
serial
server_tmo
ssh
ssh_port
sign <key ID>
spill
status <arg>
telnet
telnet_port
utl_highwater
utl_lowwater
utl_window

setsnmp snmp <enable | disable>
snmp_community
snmp_info
snmp_port
sys_contact
sys_location
sys_name
trap_authen <enable | disable>
trap_community
trap_port
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oooo

oooboooooo

showsnmp

snmp
snmp_community
snmp_info
snmp_port
sys_contact
sys_location
sys_name
trap_authen
trap_community
trap_port

status

realtime
line
alarms
<loglD>

tty_char

O
O
O
O
O
O
O

54000000
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|
551 0O0O0OOood
oooo oo
help jo0ooooooooooooooooo
help <command> J000 <command>0 00000000000
help usage goodooobooooooooooobooood
tty_char goooddoooobbobodooooboboboooooog
oooooa
552 0OO0O0OOOO
oooo oo

status

gooobooboobobooboboboooboooobon
000000000000000000000 realtimed

oo:
Intel 7110> status <line | realtime | alarm | <log> >

<ine>OOOOOOODOOODOOOOOOOOOOOOO
oooo

<realtme>0 0000000000 OODOOOOOO
<dlarms>0000000OCOCOOCODOOCODOODO

<loglD>OO0OOOOOOOOOODOOODOOODDOODO
oobobooooog

show status

statusOO0OO00O00OO0O0O0O
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5.5.3

ssLOogn

oooo

oo

create key

go0Obo0o0obDOo0oO0O0OOKeyDOODOOOOODO

0

Intel 7110> create key

Key strength (512/1024) [512]: 1024
New keyID [001]:<Enter>

Keypair was created for keylD: 001.
Intel 7110>

delete key

0000 KeyiDOOOOOOOODOOOOOO

oo
Intel 7110> delete key <keyID>

<keylD>0O0OO0O0O000O0O0O0O0O0O0OOO KeyiDOOO

import key

0000 KeyiDOODODOOOOOOOOOODOODO

og:
Intel 7110> import key <keylD>

<keylD>0O0O0O0O0000000O0O0OOO KeylDOOO

0000000 4.4 SSLAccelerator 00 OO0 D0DOD0OMM -
4200000000000000

export key

J000OKeyDOOOOOOUOODOUOOOQOODO
Oasciidxmodem OO 0O 00O

oo:

Intel 7110> export key <keyID>

Export protocol: (xmodem, ascii) [ascii]: <Enter>

Press any key to start, then again when done...<Enter>
----- BEGIN RSA PRIVATE KEY-----

MIIBOgIBAAJBALGeajCDgfasfY 8FROLIOBSVp3m4EI2MpO

zZKVEKKe6K
k5pDBkH83tUBkssGBtbnDYHkiAyGzA

UFFSNgBRvbkiNvaNiVgKeutwDEhgCLOPDueo
----- END RSA PRIVATE KEY-----<Enter>
Intel 7110>

<keylD>0O0OO0OO0OOO0O0OOO0OOCOODO KeyiDODOO

i

oooooon
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oooo

oo

show key

0000 KeyDOOOODOOOOOOOOOOOOPEMO
O000bO00O0bO0bOOKeyDODOOODODODODOOO
oooobobooboobogo

oo
Intel 7110> show key <keyl|D>

<keylD>O0O0O0O0O0O0O0O000O0O0OO0OO0O KeylDOOO

list keys

00000 KeyDOOODOOOODODO

0

Intel 7110> list keys
001

default

Intel 7110>

create cert

0000 KeyDOOOOOOOOOOOOOOODODO

oo :
Intel 7110> create cert <keyID>

<keylD>0O 000000000000 KeylDOOO

000000045 SSLAccelerator 0000000000
gobom -4400000000000C00OO

delete cert 0000 KeylDOOODOOOOOODOOODOOOOO
oog:
Intel 7110> delete cert <keyID>
<keylD>00000000000000DODOOKeylDOODO
import cert 0000 KeyDOODODDDODDODOOOOOODOODOOOOO

og:
Intel 7110> import cert <keylD>

<keylD>00000000000000000O000
KeylDO O O

export cert

0000 KeylDOOOODODOODODOOOOOOOOOO
oo

oo:
Intel 7110> export cert <keyID>

<keyID>0OO0OO0OOOOOOOOOOOODOODODOO
KeylD O OO

72
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oooo

oo

show cert OJO00O0 KeyDOOOOOOOOOOOOOOOOOPEM
O0o0o0obO0obO0obOobOObOKeyiDODOOOODOODOO
pooooboooobooooooo
og:
Intel 7110> show cert <keyID>
<keylD>00000000000000000O KeylDO OO
set ciphers Jo0o0O0 MapiDOOOOOOOOOOOODOODO ssSLO

gobobooooooooooooooooog

og:

Intel 7110> set ciphers <maplD>
1-all

2 - high

3 - medium

4 - low

5 - export only

6 - Customized Ciphers

Select cipher strength [1]: 1
1-SSLv2

2-SSLv3

3 - SSLv2 and SSLv3

Select ciphers from SSL version [3]: 2
Intel 7110>

<mapiD>00000000000 MapiDOODO

gooo0ooooooooooooomAsSOOOOoOnO
goopoMm-1600000000000000O0

set ciphers default

o000 MapiDOOOODOOOOOOOO SsSsSLOOO
gooooooooooooooooooooo

og:
Intel 7110> set ciphers <mapID> default

<mapIlD>00000000000 MaplDOOO

show ciphers

gboo0O0 MapiDOOOODOOOOOOOOSSLOODO
gooooooooooooobocoooboooon

oo:
Intel 7110> show ciphers <map|D>

<maplD>000000 MapiDODOO

i

oooooon
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oooo

oo

set redirect

oboo00 MapiDOOOODOOOOOOOOOOOOOOO
gooooooooooooooooboogooooooo
ooooo

oo
Intel 7110> set redirect <maplD> [none]
Enter redirect URL []: <URL>

<mapiD>00000000URLOOOOOO MaplDO
O0O<URL>00000000DOO0DOODOOOOOODOOO
goooooooooooOowebOOOQOODOO

0000000000 [none]00COOCODOODO MaplD
goooooooobvurRLOOOOOOCOOODOOODOO

show redirect

goooooooooboooobOoooobooooooooo
gooooooooooooooO0oDooOooog Maplb
goobooooooooooooboooooom

oo:
Intel 7110> show redirect <maplD>

<mapiD>00000000URLOOOOOO MaplDO
goooboobooboboobobobooobooooobon
gooboooboooooooooboooobooboooooo

Intel 7110> show redirect 1
Redirect URL for map 1 is not set
Intel 7110>

show client_ca

oo0OO0 MapiDOOOODOOOOOOOOOOOOOOO
gooopEMOOD0OO0OO0ODOOODOOOODODODOO
goooboobooboboobobobooobooooobon

goobooooooooooooooooooobooooo
MapiDOOODOOOODODODOOODOOOOOOOO0O0O0O0

gooooooooo

oo:
Intel 7110> show client_ca <mapID>

<maplD>00000000000O0000O00O000OOO
0000000000 MapiDOOO
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oooo

oo

import client_ca

gooooooooooooooooooooobooono
goooO0ocACOOOOOoOooOooOoobooooDoooo
gooboooooooboooobooooooooooboooao
gooooooooooooooooboogooooooo
goooooooog

oo

Intel 7110> import client_ca <mapID>

Import protocol: (paste, xmodem) [paste]:<Enter>
Type or paste in data, end with ... alone on line

goooooboobobooboooboo ..o

<maplD>00000000000O00O00O0O0O00OOO
ooooooo MapiDODOO

delete client_ca

o000 MepiDOOOODOOOOOOODOODODODO
oooo

oo:
Intel 7110> delete client_ca <mapID>

<mapiID>0 000000000 OOOOOOODOOODOO
0 MapiDODOO

create sign

0000 KeylDOOODOOOODODODO

oo:
Intel 7110> create sign <keyID>

<keylD>0O00O0O00O0OO00O0OO0O0OO KeyiDOOO

gobooom42000000000000O0O0M0O -
grO0b0O0O0o0O0oO0O0oO0o0oooon

delete sign

0000 KeyDOOOOOOOOOOOO

oo
Intel 7110> delete sign <keylD>

<keylD>0O0O0O0O0O000000O0O0OOO KeylDOOO

H
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oooo

oo

export sign O000OKeyDOOOODOOPEMODOOODOOOODODOO
Oooo
oo
Intel 7110> export sign <keyID>
<keyiD>000O0O00OO0O0OO0OOOOODODOOO KeylD
ooo

show sign 0000 KeylDOODODOOOODOOODOOODODOPEMO

goooooooog
KeyDOOOOOOOOOOOOOOOOOOODOOOO
ooo

oo
Intel 7110> show sign <keyl|D>

<keylD>0O0O0O0O0OO0000O00OO0OO0OOO KeylDOOO

set defcert

goobooooooobooooboboooooboooooooo
goooooooooooooooobooooooomo
goobooooooobooooboboooooboooooooo
goooooooooooooooooooooooooo
goooooooooooooooobooooooooo
gobOoooooooocoUObOO0OEnterd00O0OO0OD0OO
gobobooooooooooooooooooon

0

Intel 7110> set defcert

Country name [US]:<Enter>

State [California]:<Enter>

City [San Diego]:<Enter>

Organization [Intel Corporation]:<Enter>
Organization unit [Network Equipment Division]:<Enter>
Issuer name [www.server.com]:<Enter>
Issuer email address [support@server.com]:
email@server.com

Make changes [y]: y

Changes applied

Intel 7110>
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oooo

oo

show defcert

gooboooooooboooobooboooobooboooooooo
oobobooooog

0
Intel 7110> show defcert
Country: us

State: California
City: San Diego
Organization: Intel Corporation
Unit: Network Equipment Division
Name: http://www.intel.com/network/services
Email: email@server.com
Intel 7110>

set kstrength {512|1024}

goobooooboooooooooooOooooooooon
000000512000 1024000000000 5120
oo

oo:
Intel 7110> set kstrength <512 | 1024>

<512>0000000 LowO OO O0O0OD<1024>000
o000 HghOOOODOOO

show kstrength

gooobooboobobobooobooboooobooo

0
Intel 7110> show kstrength
Default key strength: 512

set client_tmo

gooobooboobobooboboboooboooobooon
gooobooboobobooboboboooboooobooon
gooooooooooooobooobooooOomoon
oooooooooobo

oo
Intel 7110> set client_tmo <n>

<n>0050 3600000 000000000

show client_tmo

gooboooooooboooobooboooooooooooo
ooo

O

Intel 7110> show client_tmo
Client timeout [secs]: 5

Intel 7110>

i

oooooon
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oooo

oo

set server_tmo

gooboooooooboooobooboooobooboooooooo
gooboooooooboooobooboooobooboooooooo
goooooomooog syNOoOOooooo
SYN+ACKOOODOOOOOOoOooooom

oo:0bo0b00ob00ob00ob0oooboo0oboooboobobooboon
goooboobooboboobobobooobooooobon
gooboooooooboooooooooooooooao
ooo

oo
Intel 7110> set server_tmo <n>

<n>0050 3600000 000000000

show server_tmo

gooboooooooboooooooooooooooo

0

Intel 7110> show server_tmo
Server timeout [secs]: 5

Intel 7110>

set cache

SSLsessioncachingO OO OO0OO0OOOOOOO
gO0D0OO000sSSLsessionIDO cacheOOOOOOO

oo:
set cache <enable|disable>

show cache

SSLsessioncachingOD OO OO0OO0O0OO0O0OOOOOOOO
oooooooo

oo

Intel 7110> show cache
SSL Session Caching : enabled
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554 0OU00O0O0O0OOOO

obobobooobOobOo 4000 DOOO0O0DMM -5400000e OOOOO
U-550000b00b0boobooooooooobona

oooo

oo

create block

goomwroooooOoobOoOooooooooooooo
gooooooooooooooomwroooOOoOoOoooo
gooooooooooooooooboogooooooo
gooboooooooboooobooooooboooooboooao
createblock 00 0O 0OO0OOOO0OO0OOOOOOCOODOO

0

Intel 7110> create block

Client IP to block [0.0.0.0]: 10.1.2.1
Client IP mask [0.0.0.0]: 255.255.0.0
Server IP to block [0.0.0.0]: 20.1.2.1
Server IP mask [0.0.0.0]: 255.255.0.0
Server Port to block: 80

Server Port mask [Oxffff]:<Enter>
Intel 7110>

delete block

goooooooooooooooobooooooooo
00000000000000000showblockO 00O
goboboooooooooo

[
Intel 7110> delete block 1
Intel 7110>

show blocks

gooobooooboboboboobooo

0
Intel 7110> show blocks

create permit

gooooobooboboobobOoboooOoboooboo
goooooooooooooboooboooon

[

Intel 7110> create permit

Client IP to permit [0.0.0.0]:10.1.2.1

Client IP mask [0.0.0.0]:255.255.0.0

Server IP to permit [0.0.0.0]:20.1.2.1
Server IP mask [0.0.0.0]:255.255.0.0
Server Port to permit: 443

Server Port mask [Oxffff]:<Enter>

Intel 7110>

i
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oooo

oo

delete permit

gooboooooooboooobooboooobooboooooooo
0000000000000 0showpermitD 000000
oooooooooon

o
Intel 7110> delete permit 1
Intel 7110>

show permits

gooobooboobobooobo

0
Intel 7110> show permits

(1) permit 10.1.2.1 255.255.0.0 20.1.2.1 255.255.0.0 443
Oxffff

Intel 7110>

create map

gooomwrooooboossLooooooboooooono
O0OKeyDOOOOODODOOOOOOOOOODOOOO

0

Intel 7110> create map

Server IP [0.0.0.0]: 1.1.1.1

SSL (network) port [443]: 443
Cleartext (server) port [80]: 8080
KeylD to use for mapping: 4

Intel 7110>

OO0 wcreatemap0 0000000 OO0OOC0OOOOOOO
000 KeylDOOOOOOOOOODOOODOOOOcreate
keyOOOOODOOODO KeyDOOOOOODOOOOOOO
000000000000 OKeyIDOOOOODOOOODO

000000000000000000000000 40

0oom

delete map <map ID>

obooooooooooo

oo:00b00b00ob00ob00oo0o0oboo0obooobooboobooon
MapiDOOODO MapiDOOOOO 1000000000
oooo

oo:
Intel 7110> delete map <mapID>

<maplD>0000000000000 MapiDOOO
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oooo

oo

show map

000000000000000OlistmapsO 00O

list maps

000000000000000000showmap 000

0

Intel 7110> list maps

Map Net Ser Cipher Re-  Client
ID KeylD Server IP Port Port Suites direct Auth
1 default Any 443 80 all (v2+v3) n n

2 sample 1.1.2.5 443 80 all (v2+v3) n n
Intel 7110>

i
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5.5.5

goboooo

oooo

oo

bypass

gooboooooooboooobooboooobooboooooooo
00000000000000 SSLAccelerator00000
gobobooobooooooomoooooooooooo
0A40000000000M0 -158000000000
gooobooboobobooboboobobOobOoooobo
ooo0O00@minine00D0O0O0OO0O0OOCOODODOOOOOO

oo

000DO0000oOogoo (TelnetC 00O SSH)ODOOO
bypass OO0 O000O0OO0OOOCO0OOOOODOOOOO
OOSSLAccelerator 00000 O0O0O0O0ODOOOO0O

0
Intel 7110> bypass

000000000000 000SSLAccelerator0d OO
000000 mminelLEDOOOODODOO

00 :BypassOOOO CLIO bypassOOOOOOOOOO
OO00OSSLAccelerator 0D 0000000 0ODOODOODOO
000000 0O0OSSLAccelerator 0D O0O0O0OODOODOO
OO0O00OBypassO0O0O0O CLIO insertD0000O0OO0DOOO
Joooooooooo

inline

JodoooooooDoDOooDoooooooooooooo
SSLAccelerator 0 00000000 OOOOOOOOOOO
jooo0o0o00ooooDOoooooooooooo

SSLAccelerator 0O 0O DOO0O0O0D0OOOOOODOOOOMM

0
Intel 7110> inline

000000000000 000€DOSSLAccelerator 000
0000000 InineLEDOOODODOOO

go:0o0b0ob00ob0ob0Oooooobooboooboooooo
gooo0ooooOooooobomA400DOODOOO
0 -15800000000000000

82
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oooo

oo

set spill

OspillJ000000000OQO00DOCOOmMspilIDOOO
O0O0SSLAccelerator 0 OO0 0000000 OOOOOO
Jo0000000Do0dooooooooooooooagn
0000000000 DOO00O0boObOOoOoOooooOag server
0000000000 D0OSSLAccelerator0 00O OOnOnO
ogoodo

[
Intel 7110> set spill enable

showspill 000000000 0spillO00O00O0O0ODODO
oooo

Intel 7110> show spill
Spill on overload: enabled
Intel 7110>

show spill

Ospil00000000000000000O0O0O0O0O0O00O0

O
Intel 7110> show spill
Spill on overload: disabled

reboot

SSLAccelerator 00O OO0 OO0

oo0:0000000000 cubOOoboboooooboo
gooobobooboboobobobooobooooboon
OO0000OOconfigsave 00O O0OOOOOODOOODOO

O

Intel 7110> reboot

Are you sure you want to reboot [n]: y
System rebooting...done

gooooobooboboobobOobOOoOo0obOo0oooDbo
goooooooom

H
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5.5.6

gbooboooogad

oooo

oo

setip

Telnet0 OO 0OO0OO00O0 SSHOOOOOOOOOOOO
O OSSLAccelerator 0 D OO0 O0OOOOOODOOOOO P
goooooooooooooobooooo

oo:
girooooboboobobobooooooboooooo
oo

gooooOoooooO IPOOODOOODDOOsetipOOO
Ononed00O00OO0O0O0OOO

O

Intel 7110> set ip

Enter IP Address ('none’ to delete) [10.1.2.124]:10.1.1.253
Enter Netmask [255.255.0.0]:255.255.255.0

set max_remote_sessions

O0DoOo0oOoo0 TemetODODOOO0OOO SSsHOOODOO
oooooooobooo

oo
Intel 7110> set max_remote_sessions <0-5>

<0-5>0000000000000DO0O00b0ObOoDOO
oooobosobg

set telnet

TenetOOOOO0DOOODODOOOOODOOOOODODOOO
OO00OOenableDOOOOODOIIPODOOOO
SSLAccelerator 0 OO0 0000000 OOOOODOOOO
00000000 TemetdODODODOOOOOOOOO
cCLIiODOOOODODO0O0O0ODDODOOOO0ODODOOOOddisable
000000 000oDoo TelnetOOO0OO0OOOODOO
Jooooo0oooDooooDoooooooooooon
00000000000 000D0DO00d disableO OO0

oo

Intel 7110> set telnet enable

Need an IP address to start Telnet service.

Enter IP Address [209.218.240.67]: 10.1.1.253

Need a netmask to start Telnet service.

Enter Netmask [255.255.255.0]:<Enter>

Optional Default Route to start Telnet service.

Enter Default Route ('none’ to delete) [none]:<Enter>
Telnet Services started.

Intel 7110>
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oooo

oo

show telnet

TelnetOOOOOOOOOOOODOOODODODODODO
googoo

o
Intel 7110> show telnet
Telnet: enabled

set telnet_port

TenetOOOO0OOOODOOOODOCOODO(ODOOOO
gooo2300)0

oo
Intel 7110> set telnet_port <port>

<port>0O0Telnet 00O O0O0OOOOOOOOOOOOO

show telnet_port

TenetOOOO0OOOO0ODOOOOOOCOODOOOOO

[
Intel 7110> show telnet_port
Telnet Port Number : 23

set ssh

SSH (Secure Shel) DO O 0O0O0O0O0OOO0OOOOODOOO

J0000000O00Oenable000000O0OIIPOODOODO
SSLAccelerator 0 0 00 00000000000000O00O0
00000000 ssHOOOOooooooooooo el
000000000000000000000Odisable 00
00000000000 ssHoOoooooooooooDo

00000000 disableO OO

oo:
Intel 7110> set ssh <enable|disable>

show ssh

ssHOOOOOOOOOOoOoooOoobooooooooo
oooo

0
Intel 7110> show ssh
SSH: disabled

set ssh_port

ssHOOOOOOOOOOOOOOOOODOOO(ODO
000000 2200)0

oo:
Intel 7110> set ssh_port <port>

<port>00SSHOOOOOOOOOOOOOOOOOO

show ssh_port

ssHOOOOOOOOOOoOooooooooooo

[
Intel 7110> show ssh_port
SSH Port Number: 22

H
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oooo

oo

setsnmp snmp

SNMPOOOOOOO0OOOOOOOOOOOCOODOOOO
gooOsSNvMPOOOODODOODOOOODODOODO
0000000000 disableO OO

oo
Intel 7110> setsnmp snmp <enable|disable>

showsnmp snmp

SNMPUOOODOOOODOODOOOOOOOOOOODOOO
oooooooobooo

O
Intel 7110> showsnmp snmp
SNMP: enabled

setsnmp snmp_info

gooO0oo sNvPOOOOOOOOOOOOOOOOO

OSNMP Port0 000000 1610
OSNMP Trap Port0 00 OO 00O 1620
0 Contact Person

0 System Name

0 System Location

O

Intel 7110> setsnmp snmp_info
SNMP Port [161]: 161

SNMP Trap Port [162]: 162
Contact Person []: support
System Location []:San Diego
System Name []: 7110

showsnmp snmp_info

oooobOsNvPOOODOODODODODODODO

0

Intel 7110> showsnmp snmp_info
SNMP Port Number : 161
SNMP Trap Port Number: 162
SNMP System Contact : support
SNMP System Name : 7110
SNMP System Location : San Diego
System IP Address : 10.1.2.124
System Netmask : 255.255.255.0
Default Route : None

setsnmp snmp_community

SNMPOOOOOOO0OOOOOCOOODOO

O
Intel 7110> setsnmp snmp_community
SNMP Community String(s) Setting.
Enter a SNMP Community IP (g to quit): 10.1.1.6
Enter a SNMP Community String (q to quit): public
Enter a SNMP Community IP (g to quit): q

SNMP Service stopped.

SNMP Service started.
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oooo

oo

list snmp_community

goooooooosNnvPODOOOOOOOOOCOODO
oo

0

Intel 7110> list snmp_community

SNMP Community String(s) information.

0 0 <1> Current SNMP Community String(s):

00 1.)1IP:010.1.1.6 => String:0 public=> Rights: read

delete snmp_community

goooooooosNvPODOOOOOOOOOCOODO
oo

0
Intel 7110> delete snmp_commmunity
SNMP Community String(s) Deletion.
0 O <1> Current Available SNMP Community String(s):
00 1.)IP: 10.20.75.106 => String:  public=> Rights: read
Enter number (1) to delete (q to quit) [1]: <Enter>
Enter number (1) to delete (q to quit) [1]: q
SNMP Service stopped.
SNMP Service started.

setsnmp trap_authen

ooooooOsNvPODOODOODOOODOOOOOOO
oooobobooboobogo

oo
Intel 7110> setsnmp trap_authen <enable|disable>

showsnmp trap_authen

goooooooooooooobooooo

0
Intel 7110> showsnmp trap_authen
SNMP Authorization Trap: enabled

setsnmp trap_community

SNMPUOOODOOOOOOOOOODODOODOO

0

Intel 7110> setsnmp trap_community

SNMP Trap Community String(s) Setting.

Enter a SNMP Trap Community IP (g to quit): 10.1.1.6
Enter a SNMP Trap Community String (g to quit): private
Enter a SNMP Trap Community IP (g to quit): 10.1.1.7
Enter a SNMP Trap Community String (g to quit): public
Enter a SNMP Trap Community IP (q to quit): q

i
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oooo

oo

list trap_community

SNMPOOOOOOOOOOOOOOOCOOODOO

O

Intel 7110> list trap_community

SNMP Trap Community String(s) information.

0 O <2> Current SNMP Trap Community String(s):
001)IP:00010.1.1.6 => String:  private
002)IP:00010.1.1.7 => String:  public

delete trap_community

SNMPOOOOOOOOOOOOOOOCOOODOO

0

Intel 7110> delete trap_community

SNMP Trap Community String(s) Deletion.

0 O <2> Current Available SNMP Trap Community String(s):
001.)IP:00010.1.1.6 => String: private
002)IP:00010.1.1.7 => String: public

Enter number (1 to 2) to delete (q to quit) [1]: 2

Enter number (1 to 2) to delete (q to quit) [1]: g
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5.5.7

gobbobbouogoooooboo

oooo

oo

set alarms

SSLAccelerator 0 0 00 000000000000000O
ooo

oo
Intel 7110> set alarms
<all|esc|rsc|utl|ovl|nls>

<all>00SSLAccelerator0 50 000000000000
gooa
<esc>UU000000O00DOOOOOOODOOOOO
ooo
<rse>00dSSLO0D00D00OD0OOoOoooooooooo
goooooodg

<ut> 0000000000000 00000O00O0000
googooo
<ov>00000000000DO000000O0O0O0DO0O00
goooo
<ns>000000000000000O000UDOOOODO
goooooa
Jo000ooo0o0ooooooOoOoOdnoned0onoonoGg

[

Intel 7110> set alarms all
Intel 7110> show alarms
Alarms set: esc rsc utl ovl nls

show alarms

goooboooobooboboobooboooboo

0

Intel 7110> set alarms none
Intel 7110> show alarms
Alarms set:

O
O
O
O
O
O
O

O00:00000 1000000000000 setalarms O
none0000000O00OOAlarmsset: 00000000
oooo

set rsc_window

goooOossLooooooooooooooobooon

gooooooooooooooooboobossLo0oooa
gooooooRrsCcObOgoOoOoOOOoOoOobOObOObDOsS
gesooo0OdOooOO 150000

oo
Intel 7110> set rsc_window <sec>

<ssec>UOUOOOOOOOOOOOO
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oooo

oo

show rsc_window

goooOossLooooooooooooooooooo
gooooo

o
Intel 7110> show rsc_window
Check for refused SSL connections [secs]: 10

set utl_window

gooooobocpubOOOlI0OO0O0ODOOOOOOOO
goobooooooobooooboboooooboooooooo
goooooooooooooooobooooooooo
goobooooooooooooooooooooooo
gboooooooooobooosoescoooooonOn
15000

go:0b0b00ob00ob00ob0ooo0oboco0oboooboobobooboon
goooboobooboboobobobooobooooobon
goooboobooboboobobobooobooooobon
gooboooooooboooobooooooooooooo
gooobooboobobooboboboooboooobooon
gooooooobooboboboobooboobooobooo
gooooooooobooobOoooobooooooooo
ooooooooooobo

00:00000000 setutl_highwater 0 00O
setutl_lowwater 000 O0O0O0O000OO

oo
Intel 7110> set utl_window <sec>
<sec>UO0O0OO0OOOOOOOOO

set utl_highwater

goobooooooobooobOoooobooooooooo
00 woocPuOOOO100000D00O0ODODOODDO
gooooooooobooobOoooobooooooooo
goooouTLOoOo0ooOOoOoOoooOoOoooooon 20
100%0000000 90000

O0:00000000 setutl_window OO0
setutl_lowwater 0000000000

oo:
Intel 7110> set utl_highwater <%>

<>00CcPuOO00OD1I00000O0O0O0O0DOODOODOO
gooobooboobobooboboboooboooobon
gooobooboobobooboboboooboooobon
ooooo
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oooo

oo

set utl_lowwater

gooboooooooboooobooboooobooboooooooo
Y oocPuOOOO1000000O0ODOOODODDO
gooboooooooboooobooooobooooooooo
gooutLooooooooooooooooo 1o
9% 0000000 6000 MM

O0:00000000 setutl_window OO0
setutl_highwater 0 000000000

oo
Intel 7110> set utl_lowwater <%>

<%>00CcPUulOO00OD1I000O00O0O0O0O0DOODOODOO
goooboobooboboobobobooobooooobooon
goobooooooobooobooooooooooooo
ooooo

show utl_window

goboooooooooooooooooOooooo

0
Intel 7110> show utl_window
Utilization Window set [secs]: 10

show utl_highwater

goooboobooboboobobobooobooooobooon
ooooo

0
Intel 7110> show utl_highwater
Utilization High water mark [%]: 80

show utl_lowwater

gooobooboobobooboboboooboooobon
ooooo

0
Intel 7110> show utl_lowwater
Utilization Low water mark [%]: 60

set ovl_window

000000 spillOthrottle0 000000000000
goooooooooooOoooooooOoooospilld
throttte D0 O00O0OOOOOOOODOOOOOODODODO
goooooosgesooodbooOoooglsonm

oo
Intel 7110> set ovl_window 10

show ovl_window

gobobooooooooooooooooooon

0
Intel 7110> show ovl_window
Check for overload conditions [sec]: 10

i
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558 000000

oooo oo
show config Joooooooooboooooooog
o -

Intel 7110> show config

jooooooooooooo .o
Intel 7110>

show config saved 0000000000000 000000000000

O
Intel 7110> show config saved
Saved configuration

goo0dooooooooooo..d
Intel 7110>
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oooo

oo

show config default

gobobooooooooooooooooooon
factory_defaut 0 0 00000000000 O0OOOO

0
Intel 7110> show config default
Default configuration

conlog Oxffffffef

ilog Oxffffffff

trace Oxfffff3dd

media auto

logport tty01

cache 3

server_tmo 5

client_tmo 30

serverif expl

netif exp0

map 0.0.0.0 443 80 default
kpanic reboot
monitoring_interval 15
monitoring_fields Ox1f
alarm_mask 0x00000000
ovl_window 15

rsc_window 15

utl_window 15

utl_high 90

utl_low 60

idle 300

kstrength 512

con_speed 9600

con_bits 8

con_stop 1

con_parity n
max_remote_sessions 5
trap_authen 1
defcert_cname US
defcert_state California
defcert_city San Diego
defcert_orgname Intel Corporation
defcert_orgunit Network Equipment Division
defcert_name www.intel.com
defcert_email support@intel.com
prompt Intel 7110>

config compare

pooobobooooboboooooboooobbooo
0000000000000000SSLAccelerator O[O
00@ooo0o0obooooooUooomoooooo
000000000000Oconfigecompare 000000
ooo0oooOooooOo0oooOoOoooOoooooOooo

O

Intel 7110> config compare
Only in /keys: 4

Intel 7110>

i
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oooo

oo

config reset

gobobooooooooboooooooooboooooog

oo:00b00ob0ob00oboooooobooooboobobooboon
oo

O

Intel 7110> config reset
Reverting to saved configuration.
Reset (y/n) [n]: y

Reverting to saved configuration.
System rebooting...

config default

gooobooboobobooboboboooboooobon
oooooood

oo:00b00ob0ob00oboooooobooooboobobooboon
oo

O

Intel 7110> config default

Reset to factory default configuration [n]: y
Reset to factory defaults

System rebooting...

config save

gooooooooooooooboooobooOooooooon

0

Intel 7110> config save
Saving configuration to flash...
Configuration saved to flash
Intel 7110>

export config

jo0o0dU00oo0U0O0ooOoUDOoUOUODOoOOODOOOOO
00000000 ascild xmodem[Td

go:0bo0b0ob0oboboooobooboooboobobooboon
oo

O

Intel 7110> export config

Export protocol: (xmodem, ascii) [ascii]:<Enter>

Press any key to start, then again when done...

# default config file created on Mon Feb 14 13:56:46 2000

J0..0000ooooooo ..o
Intel 7110>
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oooo

oo

import config

000000000000 pasted xmodem[

O

Intel 7110> import config

Import protocol: (paste, xmodem) [paste]:<Enter>
Type or paste in data, end with ... alone on line

Do you want to install this config ? [y]: n
Intel 7110>

import upgrade

goboboooobooooooooboooobooboOooooo
gooooobooooooobooboobooboboobm

O

Intel 7110> import upgrade

Import protocol: (xmodem) [xmodem]:<Enter>
Start xmodem upload now

Use Ctl-x to cancel upload

Verifying upgrade image...

upgrade image valid

vesion X..x, build xx

Continue with the upgrade? [n]:y
00:00000bo0o0ooOoUooOoo0oooOoboo
goooooOoOoooOo0oooooooooooo

i
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oooo oo

import patch goobooooooooooooooOooooooooon

0

Intel 7110> import patch

Enter patch name [80.patch] <patch name>
Import protocol: (xmodem)

[xmodem]:

Start xmodem upload now

Use Ctl-x to cancel upload

Patch: Imported.

factory_default Jooooooooooo

O

Intel 7110> factory_default

Reset to default configuration [n]: y
Reset to factory defaults

System rebooting...done

T941 V2.31 DXC.

868242+3611880/S running

Generating 512 bit default key
Generating default certificate
Saving default key/cert to flash
Restricted Rights Legend

Oo.oobooooobboobobooboobooboo ..o

Serial 0:a0:a5:11:4:9d
password:
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5.5.9

goboooo

oooo

oo

password

obooooooooooo

0

Intel 7110> password

Old password:<xxxxx>

Enter new admin password (5 chars min.):<yyyyy>
Retype new password:<yyyyy>

Intel 7110>

show info

goooooboobooboboboboboo

0
Intel 7110> show info

Intel(R) NetStructure(tm) 7110 e-Commerce Accelerator
=== Copyright (c) 2000 Intel Corporation
=== All rights reserved.

=== Version 2.3.1, Build 122

set date

obooooooooooo

O00:000000000000034SSLAccelerator 000
goooooood

0

Intel 7110> set date

Year [2000]:

Month [2]:

Day [16]:

Hour (24 hour clock) [15]:

Minute [10]:

The system must reboot for new time to set. Reboot? [y]: n
Intel 7110>

show date

gooboooooooobooooo

set egress_mac

jo0o0dU00oo0U0O0ooOoUDOoUOUODOoOOODOOOOO
0 SSLAccelerator 000 OO0 000035000000
joodU00ooU0U0ooUoU0m -3O00ooooom

i
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oooo

oo

set ether

00000 10baseT/100baseTXO O OO OOOODOO
O half duplex/full duplex0 O O OO0 00O

O

Intel 7110> set ether
1-auto

2 - 10baseT, half duplex

3 - 10baseT, full duplex

4 - 100baseTX, half duplex
5 - 100baseTX, full duplex
Select media type [1]:
Media set to auto

Intel 7110>

show ether

00000 10baseT/100baseTXO O OO OO OODOO
O half duplex/full duplex0 O O OO OO0

[

Intel 7110> show ether
Ethernet media set to auto
Intel 7110>

set idleto

goooooooooooooooobooooooog
<n>00000000000000000000000A0
gooboooooooooo

oag:
Intel 7110> set idleto <n>

<n>0000000000000000C0000 o000
525600 0 0 0000000000O000O0O0O0O0O0O00O00
oooooood

show idleto

gooooooobobobobooboo

[

Intel 7110> show idleto
Idle timeout is 5 minutes
Intel 7110>

set more

gooobooboobobobOoboboooboooooboobo
goooooooooooooooooond

oo
Intel 7110> set more <n>

<n>00000000000000000o000OC0 2300
gobobobOOoOoOoOOoOoOoOOOoOObOOODOOO
ooo

98

sgboooogd



oooo

oo

show more

gooboooooooboooobooboooobooboooooooo
oooo

O
Intel 7110> show more
Paging set [lines per page]: 23

nic

goooboobo0oboooobobooobooboobooobo

0

Intel 7110> nic

1 - auto

2 - 10baseT, half duplex

3 - 10baseT, full duplex

4 - 100baseTX, half duplex
5 - 100baseTX, full duplex
Select media type [1]:
Media set to auto

set serial

Console00000OOOOOOODOOOODOOOODODOO
000000000000000000AuxconsoldO0O
goboboooooooooooooooooooooo
Oooo0ob0011520008010NDODOOOOODODOO
OOConsole0O00O0OO0OODOOODOOOODODOOODO
ooooboogo

0
Intel 7110> set serial

Baud rate (9600/115200) [9600]: <Enter>
Data bits (7/8) [8]: <Enter>

Stop bits (1/2) [1]: <Enter>

Parity (n/e/o) [n]: <Enter>

Set serial parameters [y]: <Enter>

Intel 7110>

show serial

Console00000O0OOOOOOOOOOOO

0

Intel 7110> show serial
Speed : 9600
Bits 18
Stop bits : 1
Parity :n

Intel 7110>

exit

cLiooooooooooon

[
Intel 7110> exit
Exiting CLI...

i

oooooon
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5510 JO0Oooooo

oooo oo
export log goobooooooobooobooooobooboooooooo
ooooo

gb0:00000000C0000000O0b000D0Ob0O0

oo:
Intel 7110> export log <logID>

<logiD>OOOOOOOOOOODOOOIbOOO

O

Intel 7110> export log 20001120_095345
Export protocol: (xmodem) [xmodem]: <Enter>
Use Ctrl-X to kill transmission

Beginning export...

delete log <logID> ooooO0ooooooooOoooOoOooogo Mash/logs
gooobooboobooboobo

oo:
Intel 7110> delete log <logID> | all

<logiD>OOOOOOOOOO IDOOOaOOO0OO0ODO
gooobooboobobooobo

list logs 0000 LogiDODOOOOOO

show logs listlogs0 O OOODO
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6.1 0OU

SSLAccderstor DO OO OOOOOOOOOOCOOODOOOODOOOOODODOOO
gbobooooooobaobd

e  Telnet
N Secure Shell (SSH)
* SNMP

OO000O0O000OOo00o0ooOoOO00DOOo0oOooOoDoO Tt OOODODO
oossHOODOOOODODOOOODOoOOoOoooOoooooooooboooo (cewnyoo
OO00D0O0O0000O0OO00DOO00DOO00oOOOTdnetDOOOoOoOoOO SSH
goobooooooooosboboobooooobobobooooboooDbosmooon
gbobooobooobooboobobobobooooboobobobobobobo
gbobooobooobooboobobobobooooboobobobobobobo
gboboobooooobobobobobooboobomrPobOobOOobOOobOObObO

gbooosNnvPOOOOOOOODOODODOOOMIB-NOODOODOOOOODOOOO
gboboooooooboan

gbooboobooobobooboobobooboboobobon

AD D 00000000000 OOooooO
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6.1.1

goboboood

gboboboooooboobob cuoboboboboobooobooooboobo
gboboobooobooboboboooooboooboobobooboo

* SSLAccderstor 00O O0O0O0O0O0O0OOOOOOOOOO IPOODOOODOOO
a

e TenetOSSHODOOO SNMPOOOOOODOOOO
e TenetOSSHOODOO SNMPODOOOODDO

e TdnetOODOOOOODOOOSSHOOOOOOOOOO

gboboobooocuooboooooobobobobooboooobooooboobo
gbobooobooobooboobobobobooooboobobobobobobo
gOo0OoOoOoQoQoQoQocLooonoO configsave0 00 0000O0O0O0O0OOOO
gboboooobooboboboboooooboobooboboboo

oooooag
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6.1.2

DoOogoogocuooog

goobooooboooooooooboobooobboooooooo cculobooooo
gboboobooooboobooboboboboooobooboboboboboobo
gboboobooooooboobobobobobobobooboboooooboobOoDbo
gboboobooooobooboboboboooooooomobooooooon
oboooooogo

oag

* setip<ip><netmask>0 0O SSLAccderator OO0 OO OOO0OOOOODOOOO IP
gboboooooboobobobooobooog

e satmax_remote sessions<1-5>0 000000000 TenetOO OO OOODO
SSHOOOOOOOODoOoOoooooao

Telnet O :
. settelnet <enable|dissble> O O Telnet D 0 000 O000OD0OODOODOOOOOOO

e showtdnetOOTelnet OO O O0ODOOOO0ODOCOOOOOOOODOOODOO
ooo

* settelnet_port<port>C O Telnet D 000 0000000000000 23000
* showtenet port 00 Telnet OO OO0 O0O0O0COCOCOOOOO

SSH O :
. set ssh<enable|disshle> 0 0SSHOOOOODOOOOODOODODOOODOOO

e sowshOOSSHOOOOOODOOODOOOOOOOOODOOODOO
oo

* setsshport<port>00SSHODOOOOOOOOOOOOODOO 2000
e showsshportdOdSSHOOOOOOOOOOOOOO

SNMP O :

*  setsnmpsnmp <enable |dissble> O O SNMPODOOOOOOOOODOOCOOOO
oo

e showsmpsnmpOOSNMPOOOOOOCOOODOOOOOOOODOOOO
goood

. setsnmpsnmp_info0 000000 SNMPOOOOOOOOOOOOOOOODO
0 SNMPport(0 00000 161)
0 SNMPtrapport (000000 162)
[ Contact person
[l System name
[0 System location
. showsnmpsnmp_infoOOSNMPO OO O0OO0OOO0OOOOODOODOODOOOO
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setsnmp snmp_community 0 0 000000000000 O0OO0O
lissnmp_community D 00000000000 OOOOOO
deletesnmp_community 0 0000000000 OO0OOO0OO

setsnmp trap_community 0000 0000000000000 000O0O0O
listtrap_ community 00 0 0000000000000 OODOOOO
deletetrap community 0 0000000000000 0OOOODODOOO

AOO

Telnetd SSHOSNMP OO OOD IP/OOOOOOOCOODOO
gbooboboooooboobuobobboooboon sse
oooooOooooOooomwp/ooobbooobboooooog
gboobooboboobooboboboobooobooboboobon
0000000000 4430 telnetd SSHOSNMP OO O OO
gbobobooooooooobooo

oooooag
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6.2

6.2.1

0000 TelnetO OO OO

OOOOCOOCOOOOODOODO Tenet O OO OOOOOOO SSLAccelerator O CLI
obobooboooooobooboobo

goboboboboooooooobon

OO0O0O0O0O0OSSLAccdegrator 1 0 0 0000000000000 IPOOOOOO
gbobooooooooooan

Intel 7110> set ip
Enter IP Address ('none’ to delete)[10.1.2.56]: 10.1.1.1
Enter Netmask ('none’ to delete)[255.255.255.0]: <Enter>

IPOO0O00OOOO0OOOOOO0OO0OOOOOO0OMm
Intel 7110> show ip
System IP Address : 10.1.1.1
System Netmask : 255.255.255.0
Intel 7110>
O0O0OQ0 Tenst OO OOOOOOOOOO
Intel 7110> set telnet enable
goooQooOoopoopoopoooo
Intel 7110> set route
Enter Default Route ('none’ to delete)

[10.1.1.1]:10.1.1.2

gbobooooooobobom

Intel 7110> show route
Default Route : 10.1.1.2

000000 0o0ooo0ooooooon
Intel 7110> set route none

000 SSLAccderator DO OO0 Telnet O DO OODOOOOODOOOODOCOOOO
0000000000000 TdnetOODOOODOCLIOODOOOODODOOO

gooo

0000000000000 000000000000000
A&[][] D000O00O00Oconfigsave 00000000000
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6.22 Telnetd OO

0000 Telnet O SSLAccderator 00 00000000 O0O00ODOO SSLAccelerator
OocLiobooooooaoao

Unix-prompt> telnet 10.1.1.1
Trying 10.1.1.1...

Connected to 10.1.1.1.
Escape character is "\]'.

0

O

ad
Serial 0:a0:a5:11:4:2e

password:<password>

OO0COCOCOOoOoOoOoOTenetO OO0 OOOOSSLAccderator 0 CLIODOOOO
gboboobooooobooboboboboooooobooboobobobooo
gbobooooooboobobobobooboobtbelrl100oboooobOOm - 103
gboboooooboboboboooootm

gddodobooodobooooooooooooooobooo
AD [] 0000000000000 D0D0D0D setmax_remote_sessions
0000000000000 000O000O0OOOMaxRemote
Sesion Limit of (5)exceeded!0 000000 0O0O0OOOOOO
gddobooobooooobooboobooooooooooooo
gooooooooooooon

6.2.3 TelnetOOOOOO

TdnetOOOOOOOOOOOOOOOOCLIOOOOO settelnet_port <port> O
0 showtelnet_ port 0O OO OO0

gboboobooooboobooboboboboooooooboboboboboon
000000000 OTenetOOOOOO 22000

Tenet OO OOOODODODOODOOOOOOOO
Intel 7110> set telnet_port 230
TenetOOOOOOODODOODOOOOOOOO

Intel 7110> show telnet_port
Telnet Port Number: 230

620000 TelnetO OO OO 107
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6.24 Telnetd OO

Telnet 0 O SSLAccelerator 0 0000000000000 OOOOOOOOOOO
gbobooooobobobooooogoon

Intel 7110> set telnet disable
Tednet OO OOOOOOOODOOODOOOOOOOOOOOOO

Intel 7110> show telnet
Telnet: disable

000000000 O0OddTenetDOOODQOOOODODOOOOODDOOO
configsave 0 00O O0OOOOODO
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6.3

godo ssHOoOoogd

—
000000000000 00 SSHO SecureShellJ 0000000000
SSLAccelerator 0 CLID 00000000000 O0O0O

6.3.1 UO0O0OO0OOO0OOOO0OO0OO0OO0OOO0d

OOO0O0O0O0OSSLAccdegrator 1 0 0 0000000000000 IPOOOOOO

gooooo

Intel 7110> set ip
Enter IP Address ('none’ to delete)[10.1.2.56]: 10.1.1.1
Enter Netmask ('none’ to delete)[255.255.255.0]: <Enter>

iPOO00OO0OOO0OOOOOOOOODOODOOOOOm

Intel 7110> show ip

System IP Address : 10.1.1.1
System Netmask : 255.255.255.0

Intel 7110>

goobossHOOoOooooooooooo

Intel 7110> set ssh enable

gboboooooobobobo

Intel 7110> set route
Enter Default Route ('none’ to delete)[10.1.1.1] : 10.1.1.2

gboobooooooobooobom

Intel 7110> show route

Default Route : 10.1.1.2

oboobooooobooboboboooogon

Intel 7110> set route none

OO0 SSLAccderator 00000 SSHOOOOOOOOOOOOoOoOoogooooo
gboboooooogobgssHoooooooocuooooboobooooooo

oo

AD O

O000O0O0OO0OOconfigsave 00 O0OOO0OODOOOO

gogoboboooobbooobbooooobbooobo

oooooag
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6.3.2 SSHOOO
0000 SSHO SSLAccderator 00000000 O0O0D0OOODO SSLAccelerator O
cLiboogoooggd
Unix-prompt> ssh -l admin 10.1.1.1
O
0
0
Serial 0:a0:a5:11:4:2e
password:<password>
0000000000 0O0sSsHOOOOOOOSSLAccderator 0 CLIODOOOOOO
0000000000 00ooo00oo0ooooDoooooooooooooDoo
o0d0oo0o0ooooooooooboOoel100000DDOOO0M - 10300
gofdoooooooooooooood™
000000Do0o0o0oo0ooooooooooooooog
AD [] 0000000000000 D0D0D0D setmax_remote_sessions
0000000000000 0D0000O0O0m Max Remote
Sesion Limit of (5) exceeded!D OO0 OO0 O0OOO0DOOODOOO
gbooooooooboobboooboboooooooo
o0ooooooooooooo
6.3.3 SSHOOOOOO

SSHOOUOOOOOOOOOOOOOOCLIOOODOO setssh_port<port>0 00O
showssh port 0O OO OO0

gboboobooooobooboboboboooooooboobooboboobon
gboboobooooossHOOoOOooDOOo 22000

ssSHOOOOOOOOoOooooooboooooo
Intel 7110> set ssh_port 220
ssHOOOOOOOoOoobobobooooodg

Intel 7110> show ssh_port
SSH Port Number : 220
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6.3.4 SSHODOO

SSHOOSSLAccderator DO OO OO OOOOOOOOOOOOOOOOOOOO

g0oooooooooooooboooon
Intel 7110> set ssh disable
SSHOOOOOOOOOOOOOOOoOooOooOOoooooooo

Intel 7110> show ssh
SSH: disable

ddddddooooooossHOOOooooooooooooooooo
configsave 0 00O O0OOOOODO

oooooag
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6.4 SNMP

SSLAccderstor OO OO OOOOOOOOOOOOOOOOSNMPOOODODODOO
OOSNMPV1IOOO SNMP2O000000O0O0OOCOOO0IelDO00D0COOO
goooooMBOOOOMIB-NODODODODOOOOOOOODOODODOOOOOOO

° SSLAccderstor D 000000000 OOOOODOOOODOOOO
* gboboobooboobooboboboboboooooboon

° cruO0000O000D1000000000DDOO0ODO ssLAccelerator O
ooooo

. SSLO000000000000000000oooooooo
. 00 00spillO throttled O O

SNMPOODO0O0D0 SNMPOOODO0ODD SETOOOD
‘£XE]D O0O0O0ODOO0OSNMP O0OO0O00D0O0DO0ODO0DO0O
0000000000o

641 0O00O0OO0OOOO

SSLAccelerator 0 SNMPO O OO OOOOSNMPVIOOOO0O SNMPv2cO O OO
O020000000000000Inel 0000000000000 MIBOOO
OO0ORFCI0200000000 sMiv2O00O0OO0O0ODO0O O SSLAccelerator 0O 0O
OO0nd DOOOOOMBOOODOOOODOOOODOSETOOOOODOOOOO
gbobooooocuooooooobobooMiBOOoDoooooooOoo

6.4.2 IntelMIBOOQO

0000000 IneMIBOOOOODOODOODOODOODOO
iso.org.dod.internet.private.enterprises (1.3.6.1.4.1)

intel (343)
|
sysProducts (5) mib2ext (6)
directors (5) ns7xx (100)
nstructure7110 (1)  nstructure7115 (10) sslApplianceMib (1)

Inte DO000O0O0OOOMIBOOOMIBOOOOOOOOOOOInted DOOO
mi2ext 0000000000000 O0Intel 000000 sysObjectid0 0000
Intel DO 00O sysProducts 1 00O O00D0OOO0OOOOO
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m JJOgoogg MiB

oooooog umiB-
O0OC0 Inted DOOOO0O0O0O MIB:

ceo-header.my
ssl-appliance-mib.my

s MBOOOOODOOOO

OO00OOCOOCOOOO0OOOD0ODOO0OO0ODOOOOssLAccderator 0 0000 Intel
MIBOOOOOOOOOOOOOOOOOO
SNMPSETOOOOOOOOOOOOOOOOOMIBOOO SNMPOOOOOO
g000O0OO0OO0OOO0OO0OO0OOUOOSNMPSETOOOOOOOODOODODODODDOO
goooooo

00 SNMPOODOODOODO O coldStart [0 warmStart [0 authenticationFailure O linkUp O
OO0OQ linkbowhOOQOQOQoOooooooo

ceo-header.my

ceo-header.my 0 0 O Intel® NetStructure'™ 0 000000 00O O sysObjectid O O
000000000 OsysObjectild0 0 00O Intel 00 OO sysProducts/directors 0 O
0O00oO0000o0oo0oo

OO0 MBODODODOSSLAccelerator 0 0000000000 sysObjectid 0 0 O
0000000

e 7110{343,5,5,1}

e 7115{343 5,5, 10}

oooooag

6.4 SNMP @ 113



643 UU00O0OO0OODOOOOOOOOMBOOO

OO0O0O0OSSLAccdeator D00 OO0 MIBOOOOOOOOO

mode
inline(1): Device is configured to accelerate SSL traffic
bypass(2): Device is configured to pass through all SSL traffic

failMode
safe(1): Two ethernet segments fail open, stopping traffic
through(2): Two ethernet segments fail shorted, allowing traffic
to continue

spillMode
throttle(1): Device will throttle SSL connections when utilization
reaches 100%
spill(2): Device will spill SSL connections when utilization
reaches 100%

sslSessionCache
enabled(1): SSL session caching is turned on
disabled(2): SSL session caching is turned off

restarts
Number of times the system has restarted

applLastRestart
The value of sysUpTime at the time the last restart of the application
process happened

encryptionAlarm
enabled(1): Encryption status change alarm is turned on
disabled(2): Encryption status change alarm is turned off

sslConnectionAlarm
enabled(1): SSL connection alarm is turned on
disabled(2): SSL connection alarm is turned off

thresholdAlarm
enabled(1): Threshold alarm is turned on
disabled(2): Threshold alarm is turned off

overloadAlarm
enabled(1): Overload alarm is turned on
disabled(2): overload alarm is turned off

linkStatusAlarm
enabled(1): Network link status alarm is turned on
disabled(2): Network link status alarm is turned off
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encryptProcessingState
on(1): SSL processing on
off(2):SSL processing halted

encryptProcessingStateReason
normal(1): Normal
hardware(2): Change caused by hardware fault
consoleBypass(3): Bypass mode enabled at console
consolelnline(4): Inline mode enabled at console
frontPanelBypass(5): Bypass mode enabled at front panel
frontPanellnline(6): Inline mode enabled at front panel

serverinterfaceState
State of the server-side interface

networklInterfaceState
State of the network-side interface

utilwindow
Sliding window (in seconds) to calculate average connections,
CPU utilization, and active connnection rates

cpuUtil
CPU utilization percentage (0-100)

cpuUtilNetwork
CPU utilization percentage processing network traffic (0-100)

cpuUtilProxy
CPU proxy utilization percentage (0-100)

cpuUtilHiWater
CPU utilization high water mark (2-100)

cpuUtilLoWater
CPU utilization low water msrk (1-99)

cpuUtilState
When CPU utilization exceeds the hi water mark, CPU utilization
state is in alert and is not returned to normal until the lo water threshold
is crossed

ssICps
SSL connections per second

ssICpsMaximum
Maximum SSL connection rate in connections per second since

(re)start

ssICpsHiWater
SSL connections per second high water mark

6.4 SNMP @ 115
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ssICpsLoWater
SSL connections per second low water mark

ssICpsState
When SSL connections per second exceeds the hi water mark,
sslCpsState is in alert and is not returned to normal until the lo water
threshold is crossed

sslConnCnt
Current number of concurrent open SSL connections

sslConnCntMaximum
Maximum number of concurrent open SSL connections since (re)start

sslConnTotal
Total number of SSL connections processed

sslConnCntHiWater
Concurrent open SSL connection count high water mark

sslConnCntLoWater
Concurrent open SSL connection count low water mark

sslConnCntState
When concurrent open SSL connection count exceeds the high
water mark, sslConnCntState is in alert and is not returned to normal
until the lowater threshold is crossed

encryptedBps
Encryption rate in bytes per second

encryptedBpsMaximum
Maximum encryption rate in bytes per second since (re)start

encryptedBytesTotalMb
Total number of megabytes of data encrypted

decryptedBps
Decryption rate in bytes per second

decryptedBpsMaximum
Maximum decryption rate in bytes per second since (re)start

decryptedBytesTotalMb
Total number of megabytes of data decrypted

sslOverloadinterval
The periodic interval (in seconds) used when counting the number of
spilled or throttled SSL connections. If any SSLconnections were
spilled or throttled in the lastsslOverloadinterval, a trap is generated.
If sslOverloadinterval is 0, no trap is generated
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throttlesPerSec
Number of throttles per second

throttlesPerSecMaximum
Maximum number of throttles per second since (re)start

throttlesTotal
Total number of throttles since (re)start throttles

throttles
Total number of throttles in the last sslOverloadinterval

spillsPerSec
Number of spills per second

spillsPerSecMaximum
Maximum number of spills per second since (re)start

spillsTotal
Total number of spills since (re)start

spills
Number of spills in the last sslOverloadinterval

refusedSslinterval
The periodic interval (in seconds) used when counting the number
of refused SSL connections.
If any SSL connections were refused in this time interval, a trap is
generated.

cipherSuiteMismatch E
Number of refused SSL connections in the last refusedSslinterval

which are due to inability of the client and server to agree upon a cipher
suite

clientCertAuthFail
Number of refused SSL connections in the last refusedSslinterval
which are due to authentication failure of the client certificate

oooooag
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644 0000000

OO00D0SSLAccedegator DO OO OO0OO0ODOOOODOOODOOOOODOOOO
gbooboooooobooboboboMBOOOOooooMBOODOODOOOOO
ooobooooooooooooboosNnvPOOOODOO

m 0 SNMPODOOO

coldStart

warmStart
authenticationFailure
linkUp

linkDown

m ssl-appliance-mibmy 000000 O000O0DOO

encryptionStopped
Alert issued whenever the device stops processing SSL traffic

encryptionResumed
Resumes processing traffic after having been stopped

serverinterfaceStateChanged
The server-side interface changed its state

networklInterfaceStateChanged
The network-side interface changed its state

cpuUtilAlert
The device has exceeded the CPU utilization high water threshold

cpuUtilNormal
CPU utilization back to normal levels

ssICpsAlert
The device has exceeded the SSL connections per second high water
threshold

sslCpsNormal
The SSL connections per second processed by the device is back to
normal levels

sslConnCntAlert
The device has exceeded the open SSL connection count high water
threshold

sslConnCntNormal
The open SSL connection count of the device is back to normal levels
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sslConnectionRefusedMismatch
SSL connections were refused in the past ssIRefusedinterval due to
cipher suite negotiation failure

sslConnectionRefusedAuthFail
SSL connections were refused in the past ssIRefusedinterval due to
authentication failure of the client certificate

sslOverloadSpills
SSL connections were spilled in the past sslOverloadinterval

sslOverloadThrottles
SSL connections were throttled in the past sslOverloadinterval

appRestartAlert
SSL processing application has restarted

oooooag
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6.45 SNMPUOODODOOO

SNMPO OO /OO0CQCCOCOCOOCCLIODDODO setsnmp snmp <enable|disable>
O0000000ooOooooooooOgshowsnmpsnmpU OO0 O0O0O0O0OO0OO

0

Intel 7110> setsnmp snmp enable
SNMP Service started.

Intel 7110> showsnmp snmp

SNMP: enabled

Intel 7110> setsnmp snmp disable
SNMP Service stopped.

Intel 7110> showsnmp snmp

SNMP: disabled

s SNMPODODOOO

OO000C0 SNMPOODOODOOODOOOOOOOsasnmpsnmp_info0 00000
gboboooooboobobooobooog

Intel 7110> setsnmp snmp_info
SNMP Port [161]: 161

SNMP Trap Port [162]: 162
Contact Person []: support
System Location [J:

System Name []: 7110

SNMPOOOOOO0O0O0O0O0O0OOOOshownmpsnmp_infoO0O0000O00OOCOO
gboooooooboan

Intel 7110> showsnmp snmp_info
SNMP Port Number  :161
SNMP Trap Port Number : 162
SNMP System Contact : support
SNMP System Name  : 7110
SNMP System Location :
System IP Address  :10.1.1.1
System Netmask: 255.255.255.0
Default Route: 10.1.1.2

SNMPOOODOOOOO0OO0OO0OOO0ODOOOOOOOOODODOO0ODOOOOODOOOO
oo

° setsnmp snmp_port 0 O SNMPport D O O 0 OO

*  setsnmptrap port 0 0 SNMPtrapport D000 00O

*  setsnmpsys contact 0 O Contact Person 0 00 0 O O

. setsnmp sys name 0 0 SyssemName O O O O O O

*  setsnmp sys location [0 O System Location 0 0 0 0 0O O
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gboboobooooboobooboboboboooobooboboboboboobo
gooooo

showsnmp snmp_port
showsnmp trap_port
showsnmp sys_contact
showsnmp sys_name

showsnmp sys_location

m (O00000O0O0

SNMPOOOO0OO0ODOODODODOODOOODOOOODOCLODODDOOnO
setsnmp snmp_community O list snmp_community O delete snmp_community 0 0O O O O

go

Intel 7110> setsnmp snmp_community

SNMP Community String(s) Setting.

Enter a SNMP Community IP(q to quit): 10.1.1.1
Enter a SNMP Community String(q to quit): public
Enter a SNMP Community IP(qg to quit): q

Intel 7110>

Intel 7110> list snmp_community
SNMP Community String(s) information.
<1> Current SNMP Community String(s):
1.)IP: 10.1.1.1 => String: public =>Rights: read

Intel 7110> delete snmp_community
SNMP Community String(s) Deletion.
<2> Current Available SNMP Community String(s):
1.)IP: 10.1.1.1 => String: public =>Rights: read
2)IP:  10.1.1.2 => String: private =>Rights: read
Enter number (1 to 2) to delete (q to quit) [1]: 2
Enter number (1 to 2) to delete (q to quit) [1]: g

obOoobOO0O0OSNMP DOO0OD0OO0DOOO0ODOOO0DODODOO

AD []| sN\mPOODOOOOO SNMP Community String 0 00 00

goboobogo

oooooag
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m (000 o0o0oOooooOoon

gdooooOoOoOoOoOoOoOoOoOOoOUOOOUOUOUOOUOOLOOCLIDDODDDOO
setsnmp trap_community [ list trap_community 0 deletetrap_community 0D 0 000 00O

Intel 7110> setsnmp trap_community

SNMP Trap Community String(s) Setting.

Enter a SNMP Trap Community IP (g to quit):10.1.1.6
Enter a SNMP Trap Community String (q to quit):private
Enter a SNMP Trap Community IP (g to quit):10.1.1.7
Enter a SNMP Trap Community String (q to quit):public
Enter a SNMP Trap Community IP (g to quit): q

Intel 7110> list trap_community
SNMP Trap Community String(s) information.
<2> Current SNMP Trap Community String(s):
O001.)IP: 10.1.1.6 => String: private
02)IP: 10.1.1.7 => String: public

Intel 7110> delete trap_community
SNMP Trap Community String(s) Deletion.
<2> Current Available SNMP Trap Community String(s):
O 1.)IP: 10.1.1.6 => String: private
02)IP: 10.1.1.7 => String: public
Enter number (1 to 2) to delete (q to quit) [1]: 2
Enter number (1 to 2) to delete (q to quit) [1]: q

0000000000000 O0O00DDOOO0O SSLAccelerator

AD []| coooooooooooooOOOOOO0OO000000
O0MO70 0000000000000 ~1250000
0000000000
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6.5 U0O0O0O0OO0OO0O

SSLAccelerator OO block D000 000 permit 0000000000 O0OOOOO
gbobooooooowrbobobrobobobooboboboboooobon
gbobooooooobobobobooooooobobobobo
iPOOOODOOOIIPOOOOOOODOODOODOODOOOOOOOOOOOOOn
0000000000 O00DOO0O0OOOOcreateblockDOOOOOOOODO

Intel 7110> create block

Client IP to block [0.0.0.0]: 10.1.2.1

Client IP mask [0.0.0.0] : 255.255.255.255
Server IP to block [0.0.0.0]: 20.1.2.1
Server IP mask [0.0.0.0]: 255.255.255.255
Server Port to block: 80

Server Port mask [Oxffff]:<Enter>

block 000000 permit 0000000000000 M 5.5.4
000D pgppppopoooom-7900000000000000

iPOOOOOOOIIPODODOODOOOOOOOOOOODOODOODOOOOOOODn
OO0OCCOCOCOOoOOODOODOODOOOCOcrestepermit0000C0OOCDOODOOO

Intel 7110> create permit

Client IP to permit [0.0.0.0]: 10.1.2.1
Client IP mask [0.0.0.0]:255.255.255.255
Server IP to permit [0.0.0.0]:20.1.2.1
Server IP mask [0.0.0.0]:255.255.255.255
Server Port to permit [xx]: 443

Server Port mask [Oxffff]: <Enter>

oooooag
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7 Juoogdootgdood

gbobobooboobooboboboboboooobooboobo

Contents

.
2 n L 126
7200000000 e e e e e e e e 128
4 J Y 134
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71 OO

SSLAccderstor DO OO OOOOOOOOOOCOOODOOOODOOOOODODOOO
gboboobooooboobooboboboboooobooboboboboboobo
gboobooooobooboboboboobboilocobobobobooobooobog
obAbDODOOOOOOOODOOoOMOODOOODODODODOODOOOOD
gbobooboooooooboboboboooboooboobooboobobobobo
OOCOCOODOO0OODOOOTenetOOO SecureShell 000000000000
gboboboood

gboboobooooboobooboboboboooooooboboboboboon
* gboboboood

° ssSLOOO0ogd

° obooboooooooobo

* gboboboood

* gboooooobooobd

gboboobooooboobooboboboboooobooboboboboboobo
gboboooooooboan

gboboooooboobobobooobooog

A:yyyymmddhhmmss:ALARM_CODE:MODIFIER:EXTENDED_DATA:
[*message*/

gooo
A: Identifies the message as an alarm (as opposed to a monitor report).
yyyymmddhhmmss: The timestamp.
ALARM_CODE: The alarm type: [ESC|RSC|UTL|OVL|NLS].

MODIFIER: The alarm modifier, a code identifying the event that triggered the
alarm.

EXTENDED_DATA: Any additional relevant data.

I*message*/: Human-readable text description of the alarm.

O000000000OD00OESCOUUEXTENDED_DATAD OO

ADD ooooo
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goooooooobooobocuioboooooooooog

goooa goooa goooo
set alarms all, esc, rsc, utl, ovl, nls oog
show alarms

gbobooboooooooooobon

Intel 7110> set alarms all
Intel 7110> show alarms
Alarms set: esc rsc utl ovl nis
Intel 7110> set alarms none
Intel 7110> show alarms
Alarms set:

i
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7.2 00000000

gbobobooooboobobobobobooobooobooon

721 ESC:OU0U0O0OOODODOOOO

U00D0o00bobo0o0ooo0ooO0DOO INLINEDDOO BYPASSOODOOO
gboboobooooboobooboboboboooooooboboboboboon
OQ0inined 000000 bypassOOO0O0O CLIDOOOOOOO

gboboboodBypessUODOOOOOOOOOOOOOOOOOODOO

oo :
Aryyyymmddhhmmss:ESC:HDWR|CONB|CONI|FNTB|FNTI|APPR:
[*message*/

oooo

A: identifies the message as an alarm.
yyyymmddhhmmss: is the timestamp.
ESC: identifies the message as an Encryption Status Change Alarm.

m (J000o0oooobooooooon

HDWR: indicates crypto card failure

CONB: indicates console-controlled bypass
CONI: indicates console-controlled inline
FNTB: indicates front panel-controlled bypass
FNTI: indicates front panel-controlled inline
APPR: indicates application restart
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7.22 RSCSSLOOOOO

goobooooooooooooobo0oooobooooosb esooo0 O
oo wkoggooogooboooooooooooooboooooooon sse
gboboooooobobobooooboooobobobossLogogn
gbobooooobooboboboooooboooobobcecubobooooog
gboobooooooooo

ggd:
Aryyyymmddhhmmss:RSC:CSMM|CCAF:XXX:/*message*/
gooo
A: identifies the message as an alarm.

yyyymmddhhmmss: is the timestamp.
RSC: identifies the message as an Refused SSL Connections Alarm.

m JJ0000oooogooogn

CSMM: Cipher suite mismatch
CCAF: Client certificate authenticate failure

m (OO0

XXX: An integer value indicating the number of refused SSL connections that
occurred in the current alarm period.

m RSCUOOOOOO CLOOoOn
SS 0000000l oooooooooooooon
set rsc_window <seconds> (Range: 5-65000, default: 15)

sstOoodoobooooooooooooooobooooobooooooooobooboooo

show rsc_window
ooo:
Intel 7110> set rsc_window 10

Intel 7110> show rsc_window
Check refused SSL connections [secs]: 10

dboboooooooono
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723 UTL:OUOogooooooo

oooboooooooo3pbooooooooobobooooo
* CPU
° 1go00booooo

° gbooboooooooobogon

gboboboooooobooboboboboobooobooboooooobooboon
gboboobooooboobooboboboboooooooboboboboboon
gboboobooooboobooboboboboooobooboboboboboobo
oboobobooooobobOobOooewoboonond e0%dnd

gogoboboooobbbooobbbboooobboobo
ADD gogobobbooooobboobobooobbbbooooboo
gogoboboooobbbooobuoooobobobooooobo
gbooboobooboooooboboooobbobooban
gboobooboooboboobobboobobooobobon
gogobobboooobboooobboooooboboboobo
gobodobbooboobobooboobboobooboo
s5O0e650000000000D00D0ODObLOOOODODO 15
oo

ggd:
A:yyyymmddhhmmss:UTL:ALRT|NMRL:CPU|CON|CPS:/*message*/
gooo
A: identifies the message as an alarm.

yyyymmddhhmmss: is the timestamp.
UTL: identifies the message as an Utilization Threshold Alarm.

m U000 0O0O000OO0O0oOoooo
ALRT: Message: [CPU|Open connections|CPS] exceed high water mark

NMRL: Message: [CPU|Open connections|CPS] drop below low water mark
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m (OO0

CPU: Indicates that CPU Utilization triggered the alarm.
CON: Indicates that Total Active Connections triggered the alarm.

CPS: Indicates that Connections per Second triggered the alarm.

m UTLOOODOOO cCLlggnono

gbobooboooooooboboboboooboooboobooboobobobobo

ooo

set utl_window <seconds> (Range: 5-65000, default: 15)

gboboobooooobooboboboooooboooobooboboboboon

oo

set utl_highwater <percentage> (Range: 2-100,default: 90)

gboboobooooobooboboboooooboooobooboboboboon

oo

set utl_lowwater <percentage> (Range: 1-99, default: 60)

gboboobooobooboboboboboboooobooobog

show utl_window
show utl_highwater
show utl_lowwater

Intel 7110> set utl_window 10

Intel 7110> show utl_window
Utilization window set [secs]: 10.

Intel 7110> set utl_highwater 80

Intel 7110> show utl_highwater
Utilization High water mark [%]: 80

Intel 7110> set utl_lowwater 60

Intel 7110> show utl_lowwater
Utilization Low water mark [%]: 60

i
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7.24 ovLOOOoodooOOd

gboboobooooboobooboboboboooobooboboboboboobo
OOs50e650000 0000000 1500000 spill0 throttleD 000000000
obooboooooooobo

ggobobooobooobboooobbooobbboo

AD D ooooooooo

go:
Aryyyymmddhhmmss:OVL:SPIL|THRT:XXX:/*message*/
gooo
A: identifies the message as an alarm.

yyyymmddhhmmss: is the timestamp.
OVL: identifies the message as an Overload Alarm.

m (J000o0oooobooooooon

SPIL: indicates overload resulting in a spill.
Message: Spill mode.

THRT: indicates overload resulting in a throttle.
Message: Throttle mode.

m Jggo

XXX: An integer value indicating the total number of overload events that
occurred during the most recent alarm period.

m OVLOOOOOOcCLuOoDoo
gbobooboooooooboboboboooboooboobooboobobobobo

Intel 7110> set ovl_window <seconds> (Range: 5-65000, default: 15)
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gboboobooooboobooboboboboooobooboboboboboobo

Intel 7110> show ovl_window

Intel 7110> set ovl_window 10
Intel 7110> show ovl_window
Check for overload conditions [sec]: 10

725 NLS:OOOOOOOOOOOOOOOO

gboboobooooobooboboboooooboooobooboboboboon

oo
A:yyyymmddhhmmss:NLS:NETL|SVRL:NC|10HDX|10FDX|100HDX|100FDX:
[*message*/

gooao

A: identifies the message as an alarm.
yyyymmddhhmmss: is the timestamp.
NLS: identifies the message as a Network Link Status Alarm.

m JJ0000oooogooogn

NETL: indicates the network port status.
Message: [No carrier|10Mb/s|100Mb/s][half duplex|full duplex]

SVRL: indicates the server port status.
Message:[No carrier|10Mb/s|100Mb/s] [half duplex|full duplex]

m Jggo

NC: indicates no carrier.

10HDX: indicates 10Mb/s, half duplex.
10FDX: indicates 10Mb/s, full duplex.
100HDX: indicates 100Mb/s, half duplex.
100FDX: indicates 100Mb/s, full duplex.

i
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73 UOoOooOoon

SSLAccderstor DO OO OOOOCOOOOOOCOOODOOOODOOOOODODOOO
gboboboooobooboboboboboooooboobobobobobo
TdnetOOOOOOOOOOSSHO SecureshelD 000 000000000000
gbobooboooooooboboboboooooooboooooooboobOoDbo
gooooo
gbobobooooobobobobooboooobooboboboboo
satusline0 00 O000OCO00DOOOO0OOOOOODOOOOOCOOOOOOOODO
gboboooooboobobobooooobooon

0000000000 0OcCLO0DOO sausdlamsO0 OO0 O0O0D0ODOOOOOOOO
gooboooooooooobooooboooooboooobooooooooceelo
0000 saus<logfilename> 00 0000000000000 O00OOlistlogsC OO
oooboooooooooooooooooboboooon
oooboooooooooobobocecuoooooboooo

listlogsO O OO0 satusO OO OOOOOOOOOOO

Intel 7110> list logs
20000727_145544
Intel 7110> status 20000727_145544

STATE
Boot time: 0 Thu Jul 27
14:54:21 2000
Curr time: Thu Jul 27
14:55:43 2000
Restarts: 3
KTR Mask: OXFFFFF3DD
Total Connections: 0
Active Connections: 0, 0 (cur, max)
Connections/Second: 0, 0 (cur, max)
Util Status:
Secure Bytes Read: o o
Plain Bytes Read: 0
Secure Bytes Wrote: 0
Plain Bytes Wrote: 0
Bytes Allocated to dbufs: 0
Bytes Per dbuf: 0
Spill Mode: disable
Transactions Spilled: 0
Times Thottled Accepts: 0
Bypass Mode: disable
L&M board status: RESPEND INLINE

(0x00000060)
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Network NIC: 100baseTX Half

Duplex
(0x00000026
0x00000003 0x00000026)
Server NIC: No carrier
(0x00000023
0x00000001 0x00000023)
Network LED: on
Server LED: off
SSL Caching: Enabled.
--------------- Configuration --------------
conlog Oxffffffef
ilog OXxffffffff
trace Oxfffff3dd
media auto
logport tty0O1

cache 3

server_tmo 5

client_tmo 30

serverif expl

netif exp0

map 0.0.0.0 443 80 default
kpanic reboot
monitoring_interval 0
monitoring_fields Ox1f
alarm_mask 0x0000001f
ovl_window 15

rsc_window 15

utl_window 15

utl_high 90

utl_low 60

idle 300

kstrength 512

con_speed 9600

con_hits 8

con_stop 1

con_parity n

defcert_cname US

defcert_state California
defcert_city San Diego
defcert_orgname Intel Corporation
defcert_orgunit Network Equipment Division
defcert_name www.intel.com
defcert_email support@intel.com
prompt Intel 7110>

trap_authen

remote_if exp0

ip 10.1.11.34

netmask 255.255.0.0
A:07/27/2000 14:54:47:NLS:SVRL:NC:/* Server port status,
No carrier */
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A:07/27/2000 14:54:41:NLS:SVRL:100FDX:/* Server port
status, 100Mb/s, full dupl/

A:07/27/2000 14:54:21:NLS:NETL:100HDX:/* Network port
status, 100Mb/s, half dup/

A:07/27/2000 14:54:21:NLS:SVRL:NC:/* Server port status,
No carrier */

A:01/01/1970 00:00:00:ESC:APPR:3:/* Application Restarted
*/

Intel 7110>

sausalams 0 000000000 COOO

Intel 7110> status alarms

A:07/27/2000 14:57:05:ESC:CONI:/* Console inline */
A:07/27/2000 14:57:05:NLS:NETL:100HDX:/* Network port
status, 100Mb/s, half dup/

A:07/27/2000 14:57:01:ESC:CONB:/* Console bypass */
A:07/27/2000 14:57:01:NLS:NETL:NC:/* Network port status,
No carrier */

A:07/27/2000 14:56:51:NLS:SVRL:NC:/* Server port status,
No carrier */

A:07/27/2000 14:56:46:NLS:SVRL:100FDX:/* Server port
status, 100Mb/s, full dupl/

A:07/27/2000 14:56:30:ESC:CONI:/* Console inline */
A:07/27/2000 14:56:30:NLS:NETL:100HDX:/* Network port
status, 100Mb/s, half dup/

A:07/27/2000 14:56:29:NLS:NETL:NC:/* Network port status,
No carrier */

A:07/27/2000 14:56:29:NLS:SVRL:NC:/* Server port status,
No carrier */

Intel 7110>
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74 OO

741 000000

gboboobooooobooboboboobooboi1oobooboboboboons
gesoocotiioboooooooobbOUoobbOOooooboooobooOon 1500
go
gbobooboooobooboboboboboooooboobobobobobo
CLImonitor. 00000000 OOOOOOOOOODOOOODOODOODODODODOO

gboboooboooooboboboboboooooooboboboboboon
gboboobooooobooboboboboooooobooboobobobooo
oooooo

742 0O000O0OOOO

gboboobooooboobooboboboboooobooboboboboboobo
gomMoOOoooOobOobOobooooooobooboboboobooboobooooobooon
obmbooboboooboooooobobobobooboobooboooboooon

gbooclibobobobooooooooboooobde DOOOOOODO CLl

oD -1 8Oooooooooooomuoooboboooooooooogoo

model] failmodel CPUO SSLCSO OO0 ovROOOOOOOOOOOOOODOOO
gboboooooooboan
gbobobooooboobobobobooobooodg

M:yyyymmddhhmmss:mode:failmode:CPU:;i,k,a:SSLCS;c,m,t:OVR;r,c,m,t:
NetlF;s:SvrlF;s:BES;c,m,t;BDS;c,m,t

gooo

M Monitor report yyyymmddhhmmss Timestamp

mode Bypass mode status [INLINE|BYPASS]

failmode Fail mode status [SAFE|THRU]

CPU;i,k,a CPU%; (i)dle, (k)ernel, (a)pplication

SSLCS;c,m,t SSL Connections per Second;(c)urrent, (m)ax, (t)otal
OVR;r,c,m,t Overload events; (r)esponse[SPIL|THRT], (c)urrent, (m)ax,(t)otal
NetlF;s Net interface; (s)tatus
[NC|10HDX|10FDX|100HDX|100FDX]

SvrlF;s Svr interface; (s)tatus
[NC|10HDX|10FDX|100HDX|100FDX]

BES;c,m,t Bytes Encrypted per Second;(c)urrent, (m)ax, (t)otal
BDS;c,m,t Bytes Decrypted per Second;(c)urrent, (m)ax, (t)otal

i
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m JJ000ooocuooog

gooobooooobooooooooobooboo ccloooooooooboooobooboooo
obobooboooooobooboobo

set monitoring_interval <seconds> (Range: 5-65000; Default: 15)

show monitoring_interval

set monitoring_fields <fields> (Range: all, mode, failmode, cpu, cps, ovrld, link,
enc, dec; Default: mode, failmode, cpu, cps, ovrld)

show monitoring_fields

set monitoring enable|disable (Default:disable)

show monitoring

Intel 7110> set monitoring_interval 15
Intel 7110> show monitoring_interval
Monitoring report interval [secs]: 15
Intel 7110> set monitoring disable
Intel 7110> show monitoring
Monitoring for this terminal: disabled
Intel 7110> set monitoring_fields all
Intel 7110> show monitoring_fields
Monitoring report fields: mode failmode cpu cps ovrld link enc dec
Intel 7110> set monitoring enable
Intel 7110> show monitoring
Monitoring for this terminal: enabled

000DO0ODOO0OD00O00D00ODOexport/import 0 OOODOO

ADD ggboooobooboobobooboobobooobo

export/import 00 000000 O00D0OCOO0ODOOOOOOOO

gogboooboobooboboon

Intel 7110>set monitoring disable
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gbobobooooooboobobobobobobooooboobooboan
gbobooboooooo
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81 UUOOOOOOOOOd

gboboobooooboobooboboboboooobooboboboboboobo
gboboooooooooboooanb

m SSLAccelerator 0 O O

oo

ooooooo

oo

oooooooo

SSLAccelerator 0 O
gO0o0oooooa
goooooooog
gooo

0000000 SSLAcceleratorD OO OO0
go000o000o0bo0obo0oooobooooono
gooooo

Power LEDO O OO
ooao

SSLAccelerator 0 O
goooooooo
goooooooo
gooo

0000000 SSLAccelerator0 OO0 OO0
jo00o0oo0ooooDOOooDOoooooooo
goooog

SSLAccelerator 0 O

SSLAccelerator 000 000O0O00O0O0O0OO

gooooo Joooooooooooooooo
m JOoooooo
oo goooooo oo
Error LEDOODODOO SSLAccelerator 0 O SSLAccelerator 0 D0 0000000 OOOO
goooooo gooooo Joooooooooooooooo
O0oodd LeEDOOO goooooooo SSLAccelerator 0 OO0 OO0 O0O0O0QOOOOO
goooo Jjod0o00o0o0dbDoooDoooooooo

SSLAccelerator 0 OO0 OO0 O0O0O0O0DOOOO0O
Jo0000d0oOoooooooooo
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m 00

oo goooooo oo
Server LED O 0O O goooooooo SSLAccelerator 0 OO0 OO0 O0O0O0O0OOOO0O
Network LEDO O O O ooooo O0o0oooOo0ooooooooooooono

oooooooboooD
ooao

SSLAccelerator 0 O
gO0o0oooooa
O0o0ooOooooo

SSLAccelerator 0 OO0 OO0 O0O0O0O0D0OOO0O
Jo0000d0oOoooooooooo

ooooooobooon
oooooo

SSLAccelerator 0 OO0 OO0 O0O0O0O0DOOOO0O
OO00O0OONetworkOOOOServerDO0O000O0
O0Cat-50000000000O0OO0O0ODODO
JooooOoooooooooooooo
Network LED O Server LEDO DO OOODOODOO
Jo00000d0000o0DO00oOooOoooooo
ogooogo

SSLAccelerator 0 O
O0o0oooooa
goomoooag
goooooooog
gooooooo

O0o0oooooa
goooooooog
gooooom

InineLEDO0OOOOOOOOOOOOCOOO
Ooo0o0obO0obOO0oDbDOBypassOOOOOOO
OO0000CLIOIInned 000000000
SSLAccelerator 0 0 000000000000
oboooooooooo

MA4000000000D00 -1580000

goood

HTTPOOOOOOO
oooO* ooooo
goooooooo
OO ooooood
oobOoooooo
ooo

SSLAccelerator 0 O
gooooooog
go0ooooa
SSLAccelerator 0 O
gO0o0ooOoooa
oo

Network LED O Server LEDO OO OODOOO
0000000 SSLAccelerator0 00000
jooooDmA4000000D000000 >
15800 00000000O0O00O0ODODODOOO
Jo000000o0doOooOoooooooo

00000 SSLAccelerator 00O OO0 OO
go00o0o0o0ooooDOooDOooOoooooo
Jo000000000DO00oOooOoooooo

O
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O
O
O
O
O
O
O
O
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oo

ooooooo

oo

HTTPSOOOOOO
oooo* oboo
oobooooooo
OO oooood

ooooooobooon
ooao

oobOoooooo
oooo

04000 O0O0OOO0MmM -5400000
goooooood

SSLAccelerator 0 O
go0o0oooooo
goooooooo
gooao

godoDoooooooooooooooooo
oooo
0000000000000 0dSSLAccelerator

goooboooobooboboooboooboooo
oo

O Intel 7110> set ciphers <mapID>
<mapiD>0000000000 MapiDOOO

SSLAccelerator 0 OO0 OO0 O0O0O0QOOOOO
OMAS0000000000M00 - 16000
jooooooooooo

ooboooooo
ooooooobooon
ooooooobooon

gooooobooooooooooooooon
gooooooooooOoooooooooo
ooo

gooooobooooooooooooooon
goooooo csR)oDooooogooood
gooooobooooooooooooooon

HTTPSOOOOO
WebOOGOQOGoOGQOO
go0oooooo
go0ooooooo
"Document Contains
NoDataO OO DO OO
goooooooog
oo "o ooooa
go0oooooo
OO0 oooooad
goooooooog
gooo

oobooooooo
oobooooooo
oo
oobooooooo
oooooooboon
oooooooboon
gooooooooo
oooooooboon
oooooooo
oobooooooo
oooooooboon
oooooooboon
ooboomoooo
oooooooboon

gooooooooooooooooooon
oboooooo

O Intel 7110> set client_tmo <n>
<n>00000000(0)000
gooobobooobooooobobooooo
goooooi1s50000

oobooooooo
oooomboood
ooooooooon
ooooooooon
oobooooooo
ooooooooon
oooooo

ooboooooo
goooooooog
oooooo

gboboooooooom4e000OOODOOO
gboboboom-46000000000000
oo
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oo

ooooooo

oo

oobooooooo

Server/Network media
mismatch

oobOoooooo
oobOoooooo
gooooooog
oooooooooo

statusU OO0 O000O0O0O0O0O0COOOOOO
gooooo

Intel 7110> status

g

O

Network port 100baseTX Full Duplex
Server port 10baseT, Half Duplex

O00OncO0O0000ODOOOOODODODO
goooooboooooobooo

oooo

Intel 7110> nic

1 - auto

2 - 10baseT, half duplex

3 - 10baseT, full duplex

4 - 100baseTX, half duplex

5 - 100baseTX, full duplex

Select media type [1] 2

gooobooboobz200000bDO0DODOD
2000000000000 o0boboboOobDOoD
goooboboooobobbooobboooo
goooboooobooboboboooooboo
goooboboooobobbooobboooo
010MbpsO 100 Mbps DO O OOOOOOO
0000000 10 Mbps O O half duplex O full
duplexO0OOO hafOOOODOO

Overload LED O O 0O
goooooooo

sSLOO0O0OO0O0O
SSLAccelerator 0 O
gooooooooo

O SSLAccelerator 0O OO 0O O0OO0OOOOO
00O showspillOOOOOOOOOOOOO
enable 00000000 0OOODOODOOenable
0000000 setspillenable 0000000
jd0o0d0ooo0O0ooOoOooooooooo
SSLAcceleratorl] O 0 0 SSLAccelerator O
Overload LEDOOOOOOOOOOOOOO
gooooo

0000 SSLAccelerator O Overload LED O O
Jo00o0o0o0ooooDoDOooDOooooooDooo
goooooo

gooDooooooooooooooossLo
000000 SSLAcceleratorD OO O OO0
jo00o0oo0ooooDOOooDOoooooooo
0000000 SSLAccelerator 0 OO OO
goooo

ssLOO00oooooooooncuon
staiusO0O00000O00O0OOO0O0OO

ooobooooooono
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Al O00OUOOODLDOOO

Intel Corporation
END USER TERMS AND CONDITIONS OF SALE AND SOFTWARE LICENSE

IF THE PRODUCT IS PURCHASED DIRECTLY FROM INTEL AND UNLESS SUCH
PARTIES HAVE ENTERED INTO A BILATERALLY EXECUTED AGREEMENT,
WHICH EXPRESSLY TAKES PRECEDENCE, THE TERMS AND CONDITIONS
STATED HEREIN WILL APPLY.

IF THE PRODUCT WAS PURCHASED FROM AN INTEL CHANNEL PARTNER,
THEN ONLY SECTIONS 13-23 APPLY TO THE END USER.

1. Entire Agreement: These terms and conditions ("Agreement") for the sale of
hardware and license of software, which includes the associated documentation
shipped with the hardware and software ("Product"), constitute the complete and
exclusive statement of all the terms of the Agreement between Intel Corporation,
("Intel") and the purchaser using the Product for its ordinary internal operation of
its business and not for resale ("End User") and supersedes all prior
understandings, writings, proposals, representations or communications, oral or
written, relating to the subject matter hereof and unless subsequent different,
contradictory or additional terms and conditions are agreed to in a writing signed
by authorized representatives of both parties. In no event shall this Agreement be
deemed an acceptance by Intel of any terms and conditions included with End
User’s purchase order or similar End User document. Intel’s performance
hereunder is expressly conditioned on End User’s assent to this Agreement.

2. Orders: End User may purchase Product by submitting a valid purchase order
("Order") to Intel at the corporate address stated herein. Orders are subject to
Intel's written acceptance ("Order Acceptance").

Order Acceptance is based in part to approval of credit by Intel to End User as
set forth in the "Credit Terms" Section of this Agreement.

3. Term and Termination Date: This Agreement shall be effective on the date of the
Order Acceptance and continue in effect until terminated by either party upon
thirty (30) days advance written notice unless terminated earlier for breach.

4. Price: The price to be paid by End User shall be that stated on the Order as
accepted on the Order Acceptance. All prices are in U.S. dollars.

5. Credit Terms: Credit terms are made at Intel’s sole discretion by analysis of End
User’s current and historical financial and credit information, bank and trade
references, payment practices, etc. End User agrees to provide such information
to Intel upon request. Intel reserves the right to refuse payment terms if, in Intel's
sole discretion, such terms would create an unreasonable credit risk. In that
event, deliveries will be available only on a C.O.D., cash-in-advance, or
irrevocable letter of credit basis.
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6. Delivery: Subject to the Section below entitled "Leasing/Renting," if applicable,
Products shall be shipped ExWorks (1990 Incoterms), Intel’s shipping dock. End
User is responsible for payment of all costs relating to transportation, delivery,
and insurance, which shall be pre-paid by Intel and added to the invoice, unless
otherwise agreed to on the Order Acceptance. Title and risk of loss shall pass to
End User upon delivery to the first common carrier except that shipments to
destinations outside of the United States are subject to the "Security Interest and
Reservation of Title" Section of this Agreement.

7. Security Interest And Reservation Of Title: End User hereby grants to Intel a

purchase money security interest covering each shipment of Products made
hereunder (and any proceeds thereof) in the amount of Intel’'s invoice for such
shipment until Intel receives payment in full. (A purchase money security interest
only applies to Products purchased by End User and the proceeds from the sale
of such Products by End User.)
End User agrees to sign and execute any and all documents as required by Intel
to perfect such security interest. For Products shipped to destinations outside of
the United States, Intel reserves title in such Products until End User pays Intel in
full for such Products, at which time title in such Products shall pass to End User
(except that in the case of software, only title to the media shall pass).

8. Cancellation: Orders cancelled within five (5) days of scheduled shipment may be
subject to a ten percent (10%) cancellation charge.

9. Payment Terms: Payment in full is due thirty (30) days after date of the invoice.
Intel may charge End User interest on any delinquent balance at the lesser of
eighteen percent (18%) per year or the maximum amount permitted by law. Intel
may refuse shipment to End User if End User is delinquent in making payments
to Intel.

10. Taxes and Duties: End User is responsible for all taxes imposed in connection
with sale to End User of Products or services which Intel may incur under this
Agreement (except taxes imposed on Intel’'s income) including but not limited to
all import duties, customs fees, levies or imposts, and all sales, use, value
added, gross receipts or other taxes of any nature and any penalties, interest and
collection or withholding costs associated with any of the foregoing items. All
such amounts are in addition to other amounts payable hereunder and this
obligation shall survive termination or expiration of this Agreement. If applicable
law requires End User to withhold any income taxes levied by the authorities of
Canada on payments to be made pursuant to this Agreement ("Withholding
Tax"), End User shall take advantage of the reduced Withholding Tax provided
for by the Canada-United States tax treaty then in force and shall be entitled to
deduct such Withholding Tax from the payments due to Intel hereunder. End
User is further responsible for obtaining import licenses and preparing and
submitting all required documentation in connection with importing Products
including obtaining and providing to Intel International Import Certificates and
other supporting documentation required by Intel in order to apply for United
States export licenses.
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11.

11.

11.

Leasing/Renting: Subject to the provisions of this Section, End User may
request to have Products delivered to it under a leasing/renting arrangement
between End User and a lessor/owner ("Lessor"). Intel's obligations to accept
any Order from Lessor and to deliver Product pursuant to such Order from
Lessor are limited to the following circumstances:

1. The Lessor is Intel who will retain title to the Product and accept lease or rent
payments; or

2. Any Lessor, other than Intel Order, provided that:

11. 2. 1. The Order indicates on its face that Lessor is ordering the Product
identified in the Order on behalf of End User;

ii. The Order indicates on its face that it is in accordance with, and
subject to,

iii. The terms and conditions of this Agreement; and
iv. Intel’s credit department has approved the Lessor.

With respect to any Order issued by any Lessor, other than Intel, subject to any
specific provisions found in a bilaterally-executed agreement between Intel and
Lessor, Lessor will be considered End User’s agent for the purpose of ordering
Product and making payment and the rights and obligations of End User and
Intel identified in this Agreement shall remain except for the following:
(1). Title to Product delivered pursuant to such Order shall be presumed
vested in Lessor;

(2). The license accompanying the Product shall apply to Lessor; and

(3). Notwithstanding anything to the contrary in the license accompanying the
Product, Lessor may transfer such title and license rights to End User
under a leasing arrangement.

12. Returns: No Product may be returned except under warranty for repair or due to

shipment error by Intel.

13. Software License: Intel grants End User a non-exclusive, non-transferable

(except as set forth in this Section) non-exclusive, restricted right to use the
Intel® software as incorporated in or supplied with the Intel hardware and solely
in connection with the operation of the Product for End User’s own internal
business purposes. End User understands that Intel may update the Intel
Product from time to time and such changes shall be subject to this license grant.
End User may transfer the license to use the Intel software only in connection
with a sale or transfer of the Product and as included with the Product and not on
a standalone basis, provided the transferee agrees to be bound by the terms and
condition of this Agreement. Intel and its suppliers retain all title to, and, except
as expressly licensed herein, all rights to the software, all copies thereof, and all
related documentation and materials. End User may not use, copy, modify,
create derivative works of, distribute, sell, assign, pledge, sublicense, lease,
loan, rent, timeshare, deliver or otherwise transfer the Intel software, nor permit
any other party to do any of the foregoing.
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14. No Modifications To Product: Product is shipped in its complete form and
structure; no modifications are needed. End User shall not, nor permit any other
party to modify, reverse engineer, reverse compile, or disassemble any part of
Product, including any attempt to translate the Intel software, derive or attempt to
derive the software source code or any part thereof. Any modification or attempt
described herein will void the warranties of this Agreement.

15. Limited Software Warranty: Intel warrants to the first End User purchaser that
the media containing the software is free from defects for a period of ninety (90)
days from date of shipment. End User assumes responsibility for the selection of
the appropriate network or computing equipment, software, and associated
materials. Intel makes no warranty or representation that the software will work in
combination with any third-party network or computing equipment or software,
that the operation of the software will be uninterrupted or error free, or that all
defects in the software will be corrected. No updates are provided under this
Agreement. No warranties for third party software are provided by this warranty.

16. Limited Hardware Warranty: Intel warrants to the original owner that the product
delivered in this package will be free from material defects in material and
workmanship for one (1) year following the latter of: (i) the date of purchase only
if you register by returning the registration card as indicted thereon with proof of
purchase; or (ii) the date of manufacture; or (iii) the registration date if by
electronic means provided such registration occurs within 30 days from
purchase. This warranty does not cover the product if it is damaged in the
process of being installed.

THE ABOVE WARRANTY IS IN LIEU OF ANY OTHER WARRANTY,
WHETHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING, BUT NOT
LIMITED TO, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NONINFRINGEMENT, OR ANY WARRANTY
ARISING OUT OF ANY PROPOSAL, SPECIFICATION OR SAMPLE.

This warranty does not cover replacement of products damaged by abuse,
accident, misuse, neglect, alteration, repair, disaster, improper installation or
improper testing. If the product is found to be otherwise defective, Intel, at its
option, will replace or repair the product at no charge except as set forth below,
provided that you deliver the product along with a return material authorization
(RMA) number (see below) either to the company from whom you purchased it or
to Intel. If you ship the product, you must assume the risk of damage or loss in
transit. You must use the original container (or the equivalent) and pay the
shipping charge. Intel may replace or repair the product with either a new or
reconditioned product, and the returned product becomes Intel’s property. Intel
warrants the repaired or replaced product to be free from defects in material and
workmanship for a period of the greater of: (i) ninety (90) days from the return
shipping date; or (ii) the period of time remaining on the original one (1) year

warranty.
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This warranty gives you specific legal rights and you may have other rights which
vary from state to state. All parts or components contained in this product are
covered by Intel’s limited warranty for this product; the product may contain fully
tested, recycled parts, warranted as if new. For warranty information call one of
the numbers below.

Returning a Defective Product (RMA): Before returning any product, contact
an Intel Customer Support Group and obtain an RMA number by calling the
non-toll free numbers below:

O North America only: (800) 838-7136 or (916) 377-7000
O Other locations: Return the product to the place of purchase.

If the Customer Support Group verifies that the product is defective, they will
have the Return Material Authorization Department issue you an RMA number to
place on the outer package of the product. Intel cannot accept any product
without an RMA number on the package.

Limitation of Liability and Remedies: INTEL SHALL HAVE NO LIABLILITY
FOR ANY INDIRECT OR SPECULATIVE DAMAGES (INCLUDING, WITHOUT
LIMITING THE FOREGOING, CONSEQUENTIAL, INCIDENTAL AND SPECIAL
DAMAGES) ARISING FROM THE USE OF OR INABILITY TO USE THE
PRODUCT, WHETHER ARISING OUT OF CONTRACT, NEGLIGENCE, TORT,
OR UNDER ANY WARRANTY, IRRESPECTIVE OF WHETHER INTEL HAS
ADVANCED NOTICE OF THE POSSIBILITY OF ANY SUCH DAMAGES,
INCLUDING, BUT NOT LIMITED TO LOSS OF USE, INFRINGEMENT OF
INTELLECTUAL PROPERTY, BUSINESS INTERRUPTIONS, AND LOSS OF
PROFITS, NOTWITHSTANDING THE FOREGOING, INTEL'S TOTAL
LIABILITY FOR ALL CLAIMS UNDER THIS AGREEMENT SHALL NOT
EXCEED THE PRICE PAID FOR THE PRODUCT. THESE LIMITATIONS ON
POTENTIAL LIABILITES WERE AN ESSENTIAL ELEMENT IN SETTING THE
PRODUCT PRICE. INTEL NEITHER ASSUMES NOR AUTHORIZES ANYONE
TO ASSUME FOR IT ANY OTHER LIABILITIES.

Some states do not allow the exclusion or limitation of incidental or consequential
damages, so the above limitations or exclusions may not apply to you.

Europe only

Intel warrants to the original owner that the product delivered in this package will
be free from defects in material and workmanship for one (1) year following the
later of: (i) the date of purchase only if you register by returning the registration
card as indicated thereon with proof of purchase; or (ii) the date of manufacture;
or (iii) the registration date if by electronic means provided such registration
occurs within 30 days from purchase. This warranty does not cover the product if
it is damaged in the process of being installed.

THE ABOVE WARRANTY IS IN LIEU OF ANY OTHER WARRANTY,
WHETHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING, BUT NOT
LIMITED TO, ANY WARRANTY OF SATISFACTORY QUALITY, FITNESS FOR
A PARTICULAR PURPOSE, OR NONINFRINGEMENT, OR ANY WARRANTY
ARISING OUT OF ANY PROPOSAL, SPECIFICATION OR SAMPLE.
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This warranty does not cover replacement of products damaged by abuse,
accident, misuse, neglect, alteration, repair, disaster, improper installation or
improper testing. If the product is found to be otherwise defective, Intel, at its
option, will replace or repair the product at no charge except as set forth below,
provided that you deliver the product along with a return material authorization
(RMA) number (see below) either to the company from whom you purchased it or
to Intel. If you ship the product, you must assume the risk of damage or loss in
transit. You must use the original container (or the equivalent) and pay the
shipping charge. Intel may replace or repair the product with either a new or
reconditioned product, and the returned product becomes Intel’s property. Intel
warrants the repaired or replaced product to be free from defects in material and
workmanship for a period of the greater of: (i) ninety (90) days from the return
shipping date; or (ii) the period of time remaining on the original one (1) year
warranty.

All parts or components contained in this product are covered by Intel’s limited
warranty for this product; the product may contain fully tested, recycled parts,
warranted as if new. For warranty information call one of the numbers below.

English +44 1793 404900
French +44 1793 404988
German +44 1793 404777
Italian +44 1793 404141

Returning a Defective Product (RMA): Return the product to the place of
purchase for a refund or replacement.

Limitation of Liablility and Remedies: INTEL SHALL HAVE NO LIABILITY
FOR ANY INDIRECT OR SPECULATIVE DAMAGES (INCLUDING, WITHOUT
LIMITING THE FOREGOING, CONSEQUENTIAL, INCIDENTAL AND SPECIAL
DAMAGES) ARISING FROM THE USE OF OR INABILITY TO USE THIS
PRODUCT, WHETHER ARISING OUT OF CONTRACT, NEGLIGENCE, TORT,
OR UNDER ANY WARRANTY, IRRESPECTIVE OF WHETHER INTEL HAS
ADVANCE NOTICE OF THE POSSIBILITY OF ANY SUCH DAMAGES,
INCLUDING BUT NOT LIMITED TO LOSS OF USE, BUSINESS
INTERRUPTIONS, AND LOSS OF PROFITS, NOTWITHSTANDING THE
FOREGOING, INTEL'S TOTAL LIABILITY FOR ALL CLAIMS UNDER THIS
AGREEMENT SHALL NOT EXCEED THE PRICE PAID FOR THE PRODUCT.
THESE LIMITATIONS ON POTENTIAL LIABILITIES WERE AN ESSENTIAL
ELEMENT IN SETTING THE PRODUCT PRICE. INTEL NEITHER ASSUMES
NOR AUTHORIZES ANYONE TO ASSUME FOR IT ANY OTHER LIABILITIES.

This limited Hardware Warranty shall be governed by and construed in
accordance with the Laws of England and Wales. The courts of England shall
have exclusive jurisdiction regarding any claim brought under this warranty.
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17. Export Law Regulations:
17. 1. Applicable Laws. End User acknowledges that all Products, spares,

documentation or other materials (collectively "Product") are subject to
applicable import and export regulations of the United States and of the
countries in which End User transacts business, specifically including U.S.
Export Administration Act and Export Administration Regulations. This
Agreement is also specifically subject to U.S.

Department of Commerce regulations relating to restrictive trade practices
or boycotts and the Foreign Corrupt Practices Act. In no event shall Intel
be bound by any terms and conditions which contravene applicable laws.
End User shall comply with all laws and regulations applicable to the
Product. Without limiting the generality of the foregoing, End User agrees
that it shall not export, re-export, transfer or divert any of the Product or the
direct product thereof to any restricted place or party in accordance with
U.S. export regulations.

17. 2. License Exceptions. End User acknowledges that certain of the Product

are exported under U.S.

Export Administration Regulation license exceptions which prohibit
transfer, export or re-export to military end-users or for military uses or for
use with regard to nuclear, chemical or biological weapons activity
including projects, design, production or stockpiling such weapons. End
User is responsible for compliance with all such license exceptions.

17. 3. Responsibility for Export Licensing. Intel agrees to use commercially

reasonable steps to obtain, at Intel's expense, all documentation required
by the United States Office of Export Administration and/or other
authorities to permit the exportation of Product to End User. End User shall
take all actions and provide all information reasonably requested by Intel in
order for Intel to obtain such export licenses.

Intel shall have no liability or obligation to End User if the responsible
government authorities decline to issue any such export licenses. ALL
ORDERS ISSUED PURSUANT TO THIS AGREEMENT ARE SUBJECT
TO THE OBTAINING SAID LICENSES.

17. 4. Import Certificates. End User is responsible for obtaining and providing to

Intel International Import Certificates and other supporting documentation
required by Intel in order to apply for United States export licenses.

17. 5. Encrypted Products. Products containing encryption may require additional

restrictions. Sale of these specific items may require End User’s written
consent to comply with any such additional restrictions prior to shipment of
the Products.

17. 6. Letter of Compliance. Intel may require End User to execute a Letter of

Compliance, as it deems reasonable to meet the requirements of
applicable export regulations.
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18.

19.

20.

21.

22.

23.

24.

United States Government Legend: The software and documentation is
commercial in nature and developed solely at private expense. The software is
delivered as "Commercial Computer Software" as defined in DFARS 252.227-
7014 (June 1995) or as a commercial item as defined in FAR 2.101(a) and as
such is provided with only such rights as are provided in this Agreement.
Technical data is provided with limited rights only as provided in DFAR 252.227-
7015 (Nov. 1995) or FAR 52.227-14 (June 1987), whichever is applicable.

Copyrights; Trade Secrets: End User acknowledges and agrees that the
structure, sequence and organization of the software (including but not limited to
any images, photographs, animations, video, audio, music, and text) are the
valuable trade secrets of Intel and its suppliers. End User agrees to hold such
trade secrets in confidence. End User further acknowledges and agrees that
ownership of, and Intel and its suppliers hold title to, the Product, its copyrights
and patents and all subsequent copies thereof regardless of the form or media.
End User may not remove from the Product, or alter, any of the trademarks, trade
names, logos, patent or copyright notices or making, or add any other notices or
marking to the Product.

Governing Law: The rights and obligations of the parties hereunder shall be
construed in accordance with, and all disputes hereunder shall be governed by,
the laws of the State of California excluding conflict of law rules and excluding the
United Nations Convention on Contracts for the International Sale of Goods. The
Superior Court of San Diego County, California and/or the United States District
Court for the Southern District of California shall have jurisdiction and venue over
all disputes between the parties.

Attorney’s Fees And Costs: In any legal action to enforce this Agreement, or
arising out of the sale or licensing of Products hereunder, the prevailing party
shall be awarded all court costs and reasonable attorney’s fees incurred.

Force Majeure: Intel shall not be liable to End User for any alleged loss or
damage resulting from the delivery of the Products being delayed by acts of End
User, acts of civil or military authority, governmental priorities, earthquake, fire,
flood, epidemic, quarantine, energy crisis, strike, labor trouble, war, riot, accident,
shortage, delays in transportation, or any other causes beyond Intel's reasonable
control.

Excusable Delay: Neither party shall be liable to the other for any alleged loss or
a damage resulting from a delay in performance resulting from a cause beyond
the reasonable control of the party whose performance is delayed.

Choice Of Language. The original of this Agreement is in English and End User
waives any right to have it written in any other language.
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25. Notices. Any notice regarding non-performance, breach, termination, or renewal
required or permitted to be given under this Agreement shall be given in writing
and shall be hand delivered or deposited, postage prepaid, registered or certified
mail, in the United States or other country ’'s mail, or sent by express delivery,
addressed to End User or Intel, as the case may be, at the addresses stated on
the Order or at such other address as shall be given by either one to the other in
writing. All other notices may be sent by regular mail or facsimile. All notices shall
be deemed given and received on the earlier of actual delivery or three (3) days
from the date of postmark.

26. No Assignment: End User may not transfer or assign the Product or this
Agreement to another party without the prior written consent of Intel.
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